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Preface

Thank you for choosing Tenda! This guide is a complement to Quick Installation Guide. The Quick
Installation Guide provides instructions for quick internet setup, and this guide demonstrates how
to configure functions by logging in to the device's web Ul with the PC.

Applicable model

This user guide walks you through all functions on the Tenda Wi-Fi 7 Routers. The "router",

n.n

"product"”, "node" and "node device" mentioned in this guide all refer to Wi-Fi 7 dual-band
wireless routers. All the screenshots and product figures herein, unless otherwise specified, are
taken from RE6L Pro.

Conventions

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions supported by different models or different versions of the same model may
differ. The actual web Ul prevails.

The product figures and screenshots in this guide are for examples only. They may be different
from the actual products you purchased, but do not affect the normal use.

If the function or parameter is displayed in gray on the product web Ul, the product model is not
supported or cannot be modified.

In this guide, unless otherwise specified:

- The firmware version uses V16.03.06.11 of RE6L Pro as an example.

- The screenshots use the router mode as an example. For other working modes, the actual web

Ul prevails.

The typographical elements that may be found in this document are defined as follows.

Item Presentation Example

Cascading menus > System > Live Users

Parameter and value Bold Set User Name to Tom.

Variable Italic Format: XX:XX:XX:XX:XX:XX

Ul control Bold On the Policy page, click the OK button.

“wn

Message The “Success” message appears.



The symbols that may be found in this document are defined as follows.

Symbol Meaning
This format is used to highlight information of importance or special interest. Ignoring
r_’ﬂNOTE this type of note may result in ineffective configuration, loss of data or damage to
device.
QTIP This format is used to highlight a procedure that will save time or resources.

For more documents

If you want to get more documents of the device, visit www.tendacn.com and search for the

corresponding product model.

Technical support

Contact us if you need more help. We will be glad to assist you as soon as possible.

Email address: support@tenda.cn

Website: www.tendacn.com

Revision history

Tenda is constantly searching for ways to improve its products and documentation. The following
table indicates any changes that might have been made since the router was introduced.

Version Date Description

V1.0 2024-09-26 Original publication.
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1§ Mesh networking

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter introduces Mesh networking methods in the following sections:
Overview

Set up as an add-on node

1.1 Overview

Tenda WiFi+ routers support Mesh networking. Mesh networking has such advantages as
automatic networking, self-repair, multi-skip cascade, unified management network, node
self-management, which can greatly reduce the cost and complexity of network deployment.
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1.2 Set up as an add-on node

This section describes how to add a new router to extend the wireless network coverage when a
router is connected to the internet.

If you are using the router for the first time or have restored the router to factory settings, follow
the quick installation guide of the corresponding router model to configure the router to the

internet.

QTIF’

* If there are more than two secondary nodes, place the primary node in the key area and ensure
that no more than one node is between the primary node and the secondary node.

* Before using a new router to extend the network, ensure that the existing router (primary node)
has been connected to the internet and the new router (secondary node) is restored to the factory

settings.

* The router can be networked with Tenda WiFi+ routers. If the router fails to be added to an existing
network, contact Tenda customer service for help. The following uses two RE6L Pro routers as an

example.

1.2.1 MESH button networking
QT\P

Before using the new router to extend the network, ensure that the MESH/WPS button function is
enabled on the existing router (primary node).

Step 1 Add to the existed network.
1.  Place the new router near the existing router (within 3 meters) and power on. Wait until
the startup of the new router is complete. The indicator blinks green slowly.

2. Press (1 to 3 seconds) the networking button (WPS or MESH) on the existing router. The
indicator blinks green fast.

3. Press (1 to 3 seconds) the networking button (WPS or MESH) of the new router within 2
minutes. The indicator blinks green fast.

Within 2 minutes

&

Existing router (RE6L Pro) New router (RE6L Pro)
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Observe the indicator of the new router. When the indicator turns solid green, it
indicates that the router is added to the existing network and becomes a secondary node

in the network.

Step 2 Select an appropriate position for the new router.

1. For a better internet experience, you can relocate the wireless router by referring to the

following relocation tips:

- Place the new router within the wireless coverage range of the existing router.

- Keep your nodes away from electronics with strong interference, such as microwave

ovens, induction cookers, and refrigerators.
- Place the nodes in a high position with few obstacles.

2. Power on the new router, and wait until the indicator blinks green slowly.

Crie

If the indicator of the new router is still blink green slowly (indicates not connected to the internet)
after 3 minutes. Adjust the new router closer to the existing router.

Observe the indicator of the new router until it changes to one of the following status:

® Solid green Networking succeeds. Excellent connection quality.
Solid yellow Networking succeeds. Fair connection quality.
® Solid red Networking succeeds. Poor connection quality.

3. If the indicator of the new router is solid red, select a new location by referring to

substep 1 of Step 2 in this section to obtain the better connection quality.
---End

To access the internet with:
- Wired devices: Connect to the Ethernet port of any node using an Ethernet cable.

- Wi-Fi-enabled devices: Reconnect to the Wi-Fi network of the node. (The Wi-Fi name and

Wi-Fi password of all nodes are the same.)
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1.2.2 Wired networking

Assume that the Ethernet cable has been deployed in advance between the living room and the
bedroom at home, the router RE6L Pro (primary node) placed in the living room has been
connected to the internet, and now you need to deploy a router RE6L Pro (planned as a secondary
node) in the bedroom to extend the wireless network.

Step 1 Place the new router (RE6L Pro) where you want to deploy it, which is bedroom in this
example. Power on the new router (RE6L Pro). Wait until the startup of the new router
(RE6L Pro) is complete (the indicator blinks green slowly).

Step 2 Connect the Ethernet port of the primary node to the Ethernet port of the new router
(RE6L Pro) using an Ethernet cable.

Primary node Secondary node

&

Ethernet cable 'T

—End

The router will automatically network. Please wait about 1 minute. When the indicator of the
new router (RE6L Pro) turns solid green, the networking is successful. The RE6L Pro becomes
a secondary node in the network.

To access the internet with:
- Wired devices: Connect to an Ethernet port of any node using an Ethernet cable.

- Wi-Fi-enabled devices: Reconnect to the Wi-Fi network of the node. (The Wi-Fi name and
Wi-Fi password of all nodes are the same.)

QT\P

* After the wired networking is successful, if the Ethernet cable connecting the two RE6L Pro routers
are removed, the system automatically switches to the wireless networking. To obtain better
internet access experience after switching to a wireless network, go to select an appropriate
position for the new router.

* To obtain a better wireless internet experience, keep your nodes away from electronics with strong
interference, such as microwave ovens, induction cookers, and refrigerators.
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1.2.3 Scanning networking

Step 1

Step 2

Step 3

Step 4

Log in to the web Ul of the router.

Navigate to Network Status, click s (Node Topology) in the More Function module.

More Function

O 4 @ .
Reboot All Nodes One-Click Optimization LED Indicator Node Topology
Enable Details
Click €.
» Excellent Fair =« Poor Offline
{ — e

« Controller

Click Next > Next, ignore the MESH button networking guidance, and click Scanning
networking.

Add Node X

When the LED indicator of the new node turns to solid on,
the networking succeeds.

You can also=" 'lf:.-:i-:a nning networking orvwired networking
leed help?
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Step 5 The system discovers new nodes, ensure that the MAC address or SN is the same as the
MAC address or SN on the bottom label of the new router, select a node, and click Add.
The MAC address is taken as an example here. The following figure is for reference only.

QTIP

You can add only one node at a time by scanning.

Add Node X
Device MAC Address Operation
I CBIA35ALE670 ®
How to check the MAC address of a node?
Wait until the ongoing process is complete.
Add Node X
4
v ¢
~' B
° —_
Added successfully
---End
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Back to the Node Topology module, you can see that the newly added RE6L Pro router has
successfully joined the network as a secondary node.

e Controller

* Agent_F170

To access the internet with:
- Wired devices: Connect to an Ethernet port of any node using an Ethernet cable.

- Wi-Fi-enabled devices: Reconnect to the Wi-Fi network of the node. (The Wi-Fi name and
Wi-Fi password of all nodes are the same.)
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Connect the client to the
router’s network

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter introduces how to connect the clients to the router’s network in the following
sections:

Wired connection

Wireless connection

WPS connection
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2.1 Wired connection

Connect the computer to any Ethernet port of the router. If the WAN/LAN auto-negotiation
function is disabled, connect the computer to any Ethernet port 2/3/4 of the router.

QTIF’

After the IPTV function is enabled on the router, the Ethernet port 4 on the primary node only
functions as the IPTV port to connect to the set-top box. If you want to modify the IPTV bound
Ethernet port, refer to the IPTV settings.

& y

“— Ethernet cable =3 L

Ethernet cable

f. X R EE \
(AU R

Example: RE6L Pro Computer
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2.2 Wireless connection

The smartphone is taken as an example.

Connect the smartphone to the router’s wireless network. The @Tenda_A4F170 is taken as an
example here.

< Settings WLAN Edit

WLAN - @
v @Tenda_A4F170 a=0
=@

= O

=®

= ©

=@®

s ®

=@

=@

= ®

=@

= ®

=@

QTIF’

* At the first login, connect the SSID (Wi-Fi name) on the label of the device.

*  When you log in to the router again, use the new Wi-Fi name and Wi-Fi password to connect to the
wireless network.

10
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2.3 WPS connection

The WPS function enables Wi-Fi-enabled devices, such as smartphones, to connect to Wi-Fi
networks of the router without entering the password.

IZINOTE

The wireless network whose encryption mode is WPA3 does not support WPS connection. To use the
WPS function of the router, you are recommended to set the encryption mode of the router's
wireless network to WPA2-PSK.

2.3.1 Method 1: Connect to the router’s Wi-Fi through PBC
Step 1 Enable the WPS-PBC function on the router.

Method 1: Through MESH button Method 2: Through WPS button on the router's web UL.

on the router body.
Procedure:

Press the MESH button on the

router body. Log in to the web Ul of the router.

2. Navigate to More > WiFi Settings > WPS.

3. Locate the device you want to connect to Wi-Fi

and click . The Router is used as an example
here.
WPS
Node Name Operation

Example: RE6L Pro

Router

The indicator blinks fast.

Step 2 Configure the WPS function on your Wi-Fi-enabled devices within 2 minutes.
Configuration on various devices may differ (Example: HUAWEI P10).

1. Find WLAN settings on your phone.
2. Tap :,and choose WLAN settings.

11
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& Wireless & networks Q < WLAN :
Airplane mode WLAN WLAN+

WLAN WLAN Direct
i A
Tethering & portable hotspot Help

Dual SIM settings

Data usage

VPN

Private DNS off

3. Choose WPS connection.

& WLAN settings

WLAN security check

Check the security of connected WLAN ()
networks, and avoid connecting to known
networks that pose security risks

Saved networks
Install certificates
MAC address

IP address

WPS CONNECTION

WPS PIN connection

Wait until the WPS negotiation completes. Now the phone is connected to the Wi-Fi
network.

12



WPS connection

Press the WLAN Protected Setup button on
your router. It may be called "WPS" or contain

this symbol:
I

CANCEL

—_—

---End

13
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2.3.2 Method 2: Connect to the router’s Wi-Fi through PIN code
I:/yNOTE

This method only supports entering the WPS PIN code of the router on the wireless clients to connect
to the router's Wi-Fi. It is usually used for wireless network adapter to connect to the router's Wi-Fi.
For details, see the user guide of the corresponding wireless network adapter.

Step 1 Check and record the WPS PIN code (Pin No) on the label of the router.

Step 2 Enter the WPS PIN code of the router on the wireless clients for connection. The
connection is successful within 2 minutes.

---End

14
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H Web Ul

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter introduces basic information of the web Ul in the following sections:

Log in to the web Ul

Log out of the web Ul

Change the language

Web Ul layout

3.1 Log in to the web Ul

To log in to the web Ul, perform the following steps:

Step1 On the computer connected to the router, start a browser and enter tendawifi.com in the
address bar to log in to the web Ul.

< C @ tendawifi.com # &

Step 2 Enter the login password, and click Login.

15
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@ English

Welcome to use Tenda
router!

Faster, Safer, Smoother, Smarter

Se
-

E3 Scan to download Tenda WiFi app

¥ Manage your router easily
¥

---End

After logging in to the router's web Ul, you can configure the router as required.

QTIF’

If the login page does not appear, try the following solutions.
* Ensure that the router is powered on properly.
° Use the default IP address (http://tendawifi.com or http://192.168.0.1) to log in to the router.

* Ensure that the computer is connected to the router's Ethernet port, and the Ethernet cable is
connected properly. If the WAN/LAN auto-negotiation function is disabled, connect the computer
to any Ethernet port 2/3/4 of the router.

° Ensure that the computer is set to Obtain an IP address automatically and Obtain DNS server
address automatically.

* Restore the router to factory settings and try again.

If you forgot the login password, try the following solutions.

* The Wi-Fi password is set to the login password of the router by default. Try to use the Wi-Fi
password to log in to the router.

* If the problem persists, restore the router to factory settings and try again.

3.2 Log out of the web Ul

If you log in to the web Ul of the router and perform no operation within 5 minutes, the router logs
you out automatically. You can also log out by clicking Exit at the top right corner of the web UL.

16
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3.3 Change the language

The default language displayed is English. You can select another language from the drop-down list

in the upper right corner.

= @ English v =

Tenda

Welcome to use Tenda

router!
Faster, Safer, Smoother, Smarter

& Scan to download Tenda WiFi app

Manage your router easily

17



Document Version: V1.0

3.4 Web Ul layout

The web Ul of the router consists of two sections, including the navigation bar and the
configuration area. See the following figure.

Welcome to use Tenda router! Download App ~ English ~ Exit

12

Network Status Internet Settings WIiFi Settings Client Management Parental Control More

Guest WiFi
o Clients connecting to the guest network can only access the internet and communicate with other clients under the guest
network

& Router Info

& Working Mode Guest WiFi
(3]
IPv6
@  Network Diagnosis
= TR06S
i Smart Power Saving
E  WiFi Settings
@&  Nebwork Seftings

(@1 Advanced

& System Settings

QTIF’

Features displayed in gray are not available or cannot be configured under the current condition.

No. Name Description

Used to display the function menu of the router. Users can select functions in

Navigation bar .
& the navigation bar.

0 e

Configuration area Used to modify or view your configuration.

18
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Internet settings

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following parts:

Modify IPv4 internet settings

IPv6 settings

Modify MTU
Clone MAC address

Modify WAN speed

Change the device working mode

19
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4.1 Modify IPv4 internet settings

By configuring the internet settings, you can achieve shared internet access (IPv4) for multiple
users within the LAN.

If you are configuring the router for the first time or after restoring it to factory settings, refer to
the quick installation guide of the corresponding router to configure the internet access. After that,
you can change the internet settings by following the instructions in this chapter.

QTIF‘

Parameters for internet access are provided by your ISP. Contact your ISP for any doubt.

4.1.1 Access the internet with a PPPoE account

If the ISP provides you with the PPPoE user name and password, you can choose this connection
type to access the internet. The application scenario is shown below.

Modem
(Optical) T T
Ethernet cable Ethernet cable

@ Ethernet jack

QTIF’

Smartphone

Example: RE6L Pro Computer

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

20
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To access the internet with a PPPoE account:

Step1 Logintothe web Ul of the router, and navigate to Internet Settings.

Step 2 Set ISP Type.

QTIF’

If you select Manual for ISP Type, enter Internet VLAN ID and IPTV VLAN ID (if any) provided by your
ISP. Blank VLAN ID indicates that the IPTV function is disabled.

Step 3 Set Internet Connection Type to PPPoOE.
Step 4 Enter the PPPoE Username and PPPoE Password provided by your ISP.
Step 5 Perform advanced settings as required.

- Ifthe ISP provides Server Name and Service Name, input the corresponding
parameters in the corresponding field. If not, leave it as default.

- DNS settings, in general, can be left as default. If your ISP provides a DNS address,
change the DNS settings to Manual and fill in the correct DNS address. If there is only
one DNS address, fill in the Primary DNS.

Step 6 Click Connect.

Internet Settings
Network Status Disconnected
ISP Type Normal

Internet Connection Type PPPoE

PPPoE Username

PPPoE Password

---End

Wait until the network status changes to Connected, then you can access the internet.

Internet Settings

Network Status ~ Connected

If you cannot access the internet, try the following solutions:

- If No response from the remote server displays in Network Status, you are recommended to set
the router to Dynamic IP address for internet access.

- If the problem persists, refer to Router disconnected from the internet to resolve the problem.

21
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4.1.2 Access the internet through a dynamic IP address

Generally, accessing the internet through a dynamic IP address is applicable in the following
situations:

*  Your ISP does not provide the PPPoE user name and password, or any other
information including IP address, subnet mask, default gateway and DNS server.

*  You already have a router with internet access and want to add another router.

The application scenario is shown below.

Smartphone

Smart home

gateway T T
Ethernet cable Ethernet cable =
Example: RE6L Pro Computer
QTIF’

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

To access the internet through dynamic IP address:

Step1 Logintothe web Ul of the router, and navigate to Internet Settings.

Step 2 Set ISP Type.

QTIF’

If you select Manual for ISP Type, enter Internet VLAN ID and IPTV VLAN ID (if any) provided by your
ISP. Blank VLAN ID indicates that the IPTV function is disabled.

Step 3 Set Internet Connection Type to Dynamic IP.

Step 4 Perform advanced settings as required.

22
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DNS settings, in general, can be left as default. If your ISP provides a DNS address, change
the DNS settings to Manual and fill in the correct DNS address. If there is only one DNS
address, fill in the Primary DNS.

Step 5 Click Connect.

Internet Settings

Network Status  Disconnected
ISP Type Normal

Internet Connection Type Dynamic IP

---End

Wait until the network status changes to Connected, then you can access the internet.

Internet Settings

Network Status  Connected

If you cannot access the internet, refer to Router disconnected from the internet to resolve the

problem.

4.1.3 Access the internet with a set of static IP address
information

When your ISP provides you with information including IP address, subnet mask, default gateway
and DNS server, you can choose this connection type to access the internet.

To access the internet with a set of static IP address information:

Step1 Logintothe web Ul of the router, and navigate to Internet Settings.

Step 2 Set ISP Type.

QTIP

If you select Manual for ISP Type, enter Internet VLAN ID and IPTV VLAN ID (if any) provided by your
ISP. Blank VLAN ID indicates that the IPTV function is disabled.

Step 3 Set Internet Connection Type to Static IP.
Step 4 Set IP Address, Subnet Mask, Default gateway and Primary DNS, and Secondary DNS

23
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with the information provided by your ISP.
If your ISP provides only one DNS address, fill in the Primary DNS.
Step 5 Click Connect.

Internet Settings

Network Status  Verifying your PPPoE user name and password. .. Please wait
ISP Type Normal

Internet Connection Type Static IP

Select this type if you access the internet using the fixed |P address information.

IP Address
Subnet Mask
Default gateway
Primary DNS

Secondary DNS

Advanced -~

---End

Wait until the network status changes to Connected, then you can access the internet.
Internet Settings

Network Status ~ Connected

If you cannot access the internet, refer to Router disconnected from the internet to resolve the
problem.

24
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4.1.4 Set up dual access connection

In countries like Russia, the ISP may require you to set up dual access. One is for access to the
internet through PPPoE, PPTP or L2TP, and the other is for access to the “local” resources where
the ISP is located through DHCP or static IP address. If your ISP provides such connection
information, you can set up dual access to access the internet.

To set up dual access connection:

Step1 Logintothe web Ul of the router, and navigate to Internet Settings.

Step 2 Set ISP Type to Russia.

Step 3 Set Internet Connection Type, which is Russia PPTP in this example, and fill in required
parameters.

ISP Type Russia

Internet Connection Type Russia PPTP

Server IP Address/Domain Name
User Name
Password

Address Type Dynamic IP Address Static IP Address

DNS Settings Auto

Step 4 Set Address type, and fill in required parameters.
Step 5 Click Connect.

---End

Wait until the network status changes to Connected, then you can access the internet.

Internet Settings

Metwork Status  Connected

25
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4.2 IPv6 settings

4.2.1 Overview

IPv6, abbreviated for Internet Protocol Version 6, is the second-generation network layer protocol.
IPv6 is an upgraded version of Internet Protocol version 4 (IPv4), which is the solution that
addresses the relatively limited number of IP addresses possible under IPv4.

An IPv6 address is 128 bits long and is arranged in eight groups, each of which is 16 bits. Each
group is expressed as four hexadecimal digits and the groups are separated by colons. An IPv6
address is split into two parts:

*  Network Prefix: n bits, equivalent to the network ID in the IPv4 address.

* Interface Identifier: 128-n bits, equivalent to the host ID in the IPv4 address.

This router supports IPv4 and IPv6. You can connect to the IPv6 network of ISPs through IPv6 WAN
settings.

The router can access the IPv6 network of ISPs through three connection types. Choose the
connection type by referring to the following chart.

Scenario Connection Type

® The ISP does not provide any PPPoEv6 user name and password and information
about the IPv6 address. DHCPV6

® You have a router that can access the IPv6 network.
IPv6 service is included in the PPPoE user name and password. PPPoEV6

The ISP provides you with a set of information including IPv6 address, subnet mask,

default gateway and DNS server. Static IPv6 address

QTIP

—  Before configuring the IPv6 function, ensure that you are within the coverage of the IPv6
network and already subscribe to the IPv6 internet service. Contact your ISP for any doubt about
it.

—  The router supports automatic NAT66. If the LAN port cannot obtain a prefix after IPv6 is
configured, the upstream device may not support PD prefix delivery. In this case, the router
automatically enables the NAT66 function.
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4.2.2 IPv6 WAN settings

DHCPv6

DHCPv6 enables the router to obtain an IPv6 address from the DHCPv6 server to access the
internet. It is applicable in the following scenarios:

*  The ISP does not provide any PPPoEv6 user name and password and information
about the IPv6 address.

*  You have a router that can access the IPv6 network, and this router is used as a new
router.

The application scenario is shown below.

—
S

|
!‘1 ‘ Smartphone
| | |
|T——
Smart home :
gateway T T PR
Ethernet cable Ethernet cable = —
T [T
Example: RE6L Pro
Computer
QTIF‘

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > IPv6.

Step 3 Enable the IPv6 function.

Step 4 Set Internet Connection Type to DHCPv6.
Step 5 Click Save.
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IPvé

This device supports IPv6 and can access IPv6 network.

SLAAC+RDNSS

rve @)
IPvé WAN
Internet Connection Type DHCPvE
IPvé LAN
Assignment Method (@) Auto
SLAAC
DHCPvE
--End

Document Version: V1.0

The following message is displayed, indicating that the settings are saved successfully.

@ sSaved successfully

After the settings are completed, you can perform |IPv6 network test to check whether IPv6

network settings are successful.
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PPPoEvV6

If your ISP provides you with the PPPoE user name and password with IPv6 service, you can choose
PPPoOEV6 to access the internet.

Modem
(Optical)

Smartphone

L Ethernet cable

I Example: RE6L Pro

Computer
@ Ethernet jack

Qﬂp

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Log in to the web Ul of the router.

Navigate to More > IPv6.

Enable the IPv6 function.

Set Internet Connection Type to PPPoEvV6.
Set PPPoE Username and PPPoE Password.

Click Save.
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IPv6
This device supports IPv6 and can access IP
IPV6
IPvé WAN
Internet Connection Type
PPPOE Username
PPPoE Password
IPv6 LAN
Assignment Method
--End

The following table describes the parameters displayed on this page.

Parameter description
Parameter Description

PPPoE Username
@T\F’
PPPoE Password

IPv4 and IPv6 services share the same PPPoE account.

PPPoEvE

Auto

SLAAC

SLAAC+RDNSS

DHCPvG

Document Version: V1.0

Specify the PPPoE user name and password provided by your ISP.

The following message is displayed, indicating that the settings are saved successfully.

® Saved successfully

After the settings are completed, you can perform IPv6 network test to check whether IPv6

network settings are successful.
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Static IPv6 address

When your ISP provides you with information including IPv6 address, subnet mask, default
gateway and DNS server, you can choose this connection type to access the internet with IPv6.

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > IPv6.

Step 3 Enable the IPv6 function.

Step 4 Set the Internet Connection Type to Static IPv6 Address.
Step 5 Enter the required parameters under IPvé WAN.

Step 6 Click Save.

IPvE
This device st I and can acce! el
IPvG
IPvE WAN
Internet Connection Type Static IPv6 Address
IPv6 Address /64
Default IPve Gateway
Primary IPv6 DNS
Secondary IPvs DNS
IPv6 LAN
Assignment Method Auto
SLAAC
SLAAC+RDNSS
DHCPvE
LAN Prefix 2001:3 /64
---End

The following table describes the parameters displayed on this page.
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Parameter description

Parameter Description

IPv6 Address Specify the fixed IPv6 address information provided by your ISP.

Default IPv6 Gateway Qmie

Primary IPv6 DNS If your ISP only provides one DNS address, leave the secondary IPv6
DNS blank.

Secondary IPv6 DNS

The following message is displayed, indicating that the settings are saved successfully.

Saved successfully

After the settings are completed, you can perform IPv6 network test to check whether IPv6
network settings are successful.

IPv6 network test:

You can ping an IPv6 website (240c::6666 for example) to check whether the router accesses the
IPv6 network successfully. The following steps are for your reference.

Step1 On acomputer connected to the router, press Windows + R to open the Run dialog box.
Step 2 Type cmd and then click OK to open a regular Command Prompt.
Step 3 Enter ping 240c::6666 and press Enter.

---End

As shown in the following figure, if the number of packets received is not 0, the router accesses
the IPv6 network successfully.

CoxlUsepssuser?ping 240:: :6ERAR

Pinging =40 G566 with 32 bytes of data:

Reply from =40 bytez=32 time<ims TTL=128
Reply from hytes=32 time<ims TTL=128
Reply from O BB bytes=32 time<ims TTL=128
Reply from o 5 bytes=32 time<ims TTL=128

Ping.statiztics. for. 240c: B6066..:

Packets: Sent = 4, Received = 4, Lost = A (@x loss>.
ApproxXimate Found trip Timeés in milli-seéconds:

Minimum = Bm=z, Maximum = Bm=s, Average = Hms

If the IPv6 network test fails, try the following solutions:

*  Ensure that the IPv6 address obtaining type of Wi-Fi-enabled devices such as smartphones or
computers is set to Obtain an IPv6 address automatically and Obtain DNS server address
automatically.

* If the internet connection type is static IPv6 address, ensure that the IPv6 address of the WAN
port, subnet prefix length, default gateway, and DNS are correct.

*  Consult your ISP for help.
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4.2.3 IPv6 LAN settings

To access the configuration page, log in to the web Ul of the router, and navigate to More > IPv6.

Locate the IPv6 LAN module, you can configure the method for LAN IPv6 clients to obtain IPv6
addresses, and LAN port prefix addresses, to achieve multiple clients in the LAN to share your
broadband service to access internet.

IPvE LAN

Assignment Method Auto
SLAAC
SLAAC+RDNSS
DHCPvE
LAN Prefix 2001:3: | 64

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Specifies the stateful configuration and stateless configuration. The IPv6
prefix address, and DNS server address of the client can be obtained from
Auto the DHCPv6 server or through Route Advertisement (RA). The gateway

address can be obtained from RA.

Specifies the DHCPv6 stateless configuration. The IPv6 prefix address and

gateway address of the client are obtained through RA, the interface

SLAAC address is generated based on the standard, and the DNS server address

) is obtained from the DHCPv6 server.
Assighment

Method Specifies the stateless address automatic configuration. The IPv6 prefix
address and gateway address of the client are obtained through RA, the
SLAAC+RDNSS interface address is generated based on the standard, and the DNS server

address is obtained from the RDNSS option in the RA packet.

Specifies the stateful configuration of Dynamic Host Configuration
Protocol for IPv6 (DHCPv6). The client obtains the complete IPv6 address
DHCPv6 information, including the DNS server address, from the DHCPv6 server.

The gateway address is obtained through RA.
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Parameter Description
Specifies the IPv6 address prefix of LAN port.

QT\P
LAN Prefix
It can be configured only when the Internet Connection Type of IPv6

WAN is Static IPv6 Address.
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4.3 Modify MTU

Maximum Transmission Unit (MTU) is the largest data packet that a network device transmits.
Generally, keep the default MTU value. Try to change the MTU value when:

*  You cannot access some specific websites or encrypted websites (such as E-banking or

PayPal websites).

*  You cannot receive and send Emails or access an FTP or POP server.

You can try reducing the value of MTU gradually from 1500 until the problem is resolved (The
recommended range is 1400 to 1500).

MTU application description
MTU Application

1500 Used for the most common settings in non-PPPoE connections and non-VPN
connections.
1492, 1480 Used for PPPoE connections.

1472 It is the maximum value for the ping command. A packet with a larger size is

fragmented.
1468 Used for DHCP connections.
1436 Used for VPN connections.

To access the configuration page, log in to the web Ul of the router, and navigate to Internet
Settings, and click Advanced.

When the internet connection type is PPPOE, the default MTU value is 1480. If the internet
connection type is set to Dynamic IP or Static IP, the default MTU value is 1500.
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Internet Settings

Network Status  Connected

Connected time  19hour(s) 13minute(s)

ISP Type  Normal v

Internet Connection Type | PPPoE v

Select this type if you access the internet using the PPPoE account and PPPoE password.

PPPOE Username

PPPoE Password
Advanced ~

Server Name Default setting is recommended

Service Name | Default setting is recommended

MTU 1480 v

MAC Address Clone Default MAC ~
Default MAC Address:C8:3A:35:A3:75:31

DNS Settings Auto v
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4.4 Clone MAC address

When the internet settings are completed, if the router is still cannot be connected to the internet,
it is possible that the ISP is bound to a certain MAC address (physical address). You can try to solve
the problem through MAC address cloning.

Clone WAN MAC address
QTIF’

Document Version: V1.0

Use the correct MAC address to clone. The correct MAC address is the MAC address of the computer
that can access the internet when the router is not in use, or the MAC address of the router's WAN
port that can access the internet before.

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to Internet Settings, and click Advanced.

Step 3 Click the drop-down menu of MAC Address Clone to change the MAC address.

— If you are using "a computer that can access the internet when the router is not in use
to configure the router”, select Clone Local Host MAC.

— If you are using another computer to configure the router, select Custom and fill in
the correct MAC address (this could be "MAC address of the computer that
successfully connected to the internet when connected directly to the Ethernet cable"
or "MAC address of the router's WAN port that was previously connected to the

internet").

QTIP

To restore the MAC address of the WAN port to the factory MAC address, set MAC Address Clone to

Default MAC.

Step 4 Click Connect. The following figure uses Custom as an example.

Server Name

Service Name

MTU

IMAC Address Clone

Custom MAC Address

DNS Settings

1480

Custom

Auto
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4.5 Modify WAN speed

When the Ethernet cable is intact and connected to the WAN port properly, but Disconnected is
still shown on the Network Status page, you can try to change the WAN port speed to solve the
problem. Otherwise, keep the default settings.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > WAN Parameters.

QTIF’

WAN port negotiation speed cannot be configured if the WAN/LAN auto-negotiation function is
enabled.

WAN Parameters

Speed | 2500 Mbps Auto-negotia

£ 1000 Mbps full duplex

i 100 Mbps full duplex

The following table describes the parameters displayed on this page.

Parameter description

Speed Application

2500 Mbps Indicates that the speed and duplex mode are determined through the negotiation
Auto-negotiation with the peer port. The maximum negotiation speed is up to 2500 Mbps.

1000 Mbps full Indicates that the WAN port is working at the speed of 1000 Mbps, and the port can
duplex receive and send data packets at the same time.

Indicates that the WAN port is working at the speed of 100 Mbps, and the port can

100 Mbps full dupl . .
ps Tull duplex receive and send data packets at the same time.
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4.6 Change the device working mode

You can select a working mode for the router on this page. The router can work in the router mode,
access point (AP) mode, Wireless Internet Service Provider (WISP) mode and Client+AP mode.
Current Mode is displayed after the working mode currently adopted by the router, as shown in
the following figure. In this example, the current working mode is router mode.

You can select a working mode based on the following scenarios:

*  To specify the network connection mode, select the Router mode.
*  To use an upstream router, select the AP mode.

* To bridge the hotspot of ISPs, select the WISP mode.

*  To bridge all kinds of Wi-Fi networks, select the Client+AP mode.

4.6.1 AP mode

When you have a smart home gateway that only provides wired internet access, you can set the
router to work in AP mode to provide wireless coverage.

QTIF’

When the router is set to AP mode:
e Every physical port can be used as a LAN port.

e Functions, such as bandwidth control and port mapping will be unavailable. Refer to the web Ul
for available functions.

To switch the working mode to AP mode:

Step 1 Power on the router.

Step 2 Logintothe web Ul of the router.

If you are setting the router for the first time or have restored the router to factory
settings. Refer to log in to the web Ul of the router and complete the initial configuration.

Step 3 Set the router to AP Mode.
1. Navigate to More > Working Mode.
2. Click Switch Mode after AP Mode.
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AP Mode @ Switch Mode
The router serves as an AF, and connects fo the upstream device using an Ethernet cable to expand WiFi coverage- Under this mode, some
functions are not supported. Please refer to the page

3. Click OK.
Tips X

) Do you want to switch to AF mode?

1. After the AP mode is enabled, the device will reboot, and the configuration takes effect
after the device is rebooted

2_Under the AP mode, some functions are unavailable, such as Internet Settings, Parental
Control, VPN, and Port Mapping.

3. Under the AP mode, all Ethernet ports are LAN ports, and you can connect the device to
the upstream device using any Ethemet port.

4. Under the AP mode, please visit tendawifi.com to log in to the web U

Step4 Connect the upstream device, such as a gateway, to any port of the router.

e ——— ]

f— =
Smart home

gateway

Ethernet cable

-—-—-End Example: RE6L Pro
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Log in to the web Ul of the router again, and navigate to Network Status to check whether the AP

mode is configured successfully as shown below.

Network Status

N 4 g

Internet Upstream Router Router Client

QTIP

If there is another network device with the same login domain name (tendawifi.com) as the router, log
in to the upstream router and find the IP address obtained by the router in the client list. Then you can
log in to the web Ul of the router by visiting the IP address.

To access the internet, connect your computer to a physical port, or connect your smartphone to
the Wi-Fi network.

You can find the Wi-Fi name and Wi-Fi password on the WiFi Settings page. If the network is not
encrypted, you can also set a Wi-Fi password on this page for security.

QTIP

If you cannot access the internet, try the following solutions:
e Ensure that the existing router is connected to the internet.
e Ensure that your Wi-Fi-enabled clients are connected to the correct Wi-Fi network of the router.

e If the computer connected to the router cannot access the internet, ensure that the computer is
set to Obtain an IP address automatically and Obtain DNS server address automatically.
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4.6.2 Router mode

Scenario: The router is working in AP mode.

Goal: Now you have moved to a new home, the ISP provides a PPPoE username and password for
internet access, or provides internet access information such as an IP address, subnet mask,
default gateway, and DNS server.

Solution: Reconfigure the router and set its working mode to Router Mode.
To switch the working mode from the other modes to router mode:

Step 1 Power on the router.

Step 2 Loginto the web Ul of the router.

Step 3 Set the router to Router Mode.
1. Navigate to More > Working Mode.

2. Click Switch mode.

Router Mode agir—

Transform the wired network provided by ISP to WiFi signals for family users to share the internet

3. Click OK. Wait until the device is rebooted for the configuration to take effect.

Tips X

Do you want to switch to router mode?

Cancel
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Step 4 Connect the Ethernet port of the router to the Ethernet jack or the LAN port of the
Modem using an Ethernet cable.

—
o

Smartphone
Modem g\ (IXX3o
(Optical) It
or Ethernet cable J L Ethernet cable = r
| Example: RE6L Pro

Computer

@ Ethernet jack

QTIF’

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Step 5 Configure the router to the internet. For details, see Modify IPv4 internet settings.

—End

Log in to the web Ul of the router again, and navigate to Network Status to check whether the
router mode is configured successfully as shown below.

Network Status

* 0.0 Mbps 24G: @Tenda_093B00

\/ 0.01 Mbps i = &G @Tenda_093B00_5G \a

Internet

Router : Client

Connected 2 node (s) 1 client (s)

To access the internet, connect your computer to an Ethernet port (If the WAN/LAN
auto-negotiation function is disabled, connect the computer to any Ethernet port 2/3/4 of the
router.), or connect your smartphone to the Wi-Fi network.

You can find the Wi-Fi name and Wi-Fi password on the WiFi Settings page.
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QTIP

If you cannot access the internet, try the following solutions:

Ensure that your Wi-Fi-enabled clients are connected to the correct Wi-Fi network of the router.

If the computer connected to the router’s Ethernet port (If the WAN/LAN auto-negotiation
function is disabled, connect the computer to any Ethernet port 2/3/4 of the router.) cannot
access the internet, ensure that the computer is set to Obtain an IP address automatically and
Obtain DNS server address automatically.

4.6.3 Wireless repeating

@NOTE

In wireless repeating mode:

Some functions, such as smart power saving, IPTV, WPS, and Wi-Fi schedule, are unavailable. For
details, see functions displayed on the device web UL.

When WISP mode is chosen and the LAN IP of the router is at the same network segment as that
of the upstream device, the router will change the LAN IP address to a different network segment
to avoid conflict.

When Client+AP mode is chosen and the LAN IP of the router, the LAN IP address of this device
may change. Visit tendawifi.com to log in to the web Ul of this device.

Scenario: You have a wireless router at home and it has been successfully connected to the

internet.

Goal: The signal is weak in the room far from the router. Now a new wireless router is added to

extend the wireless network coverage at home.

Solution: The new router can be set to the WISP or Client+AP to reach the goal.

Assume that the wireless network information of the existing router is as follows:

Wi-Fi name: My Wi-Fi

Wi-Fi password: UmXmL9UK
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New router: RE6L Pro

Existing router

Set the router to WISP mode

Step 1 Place the new router near the existing router and power it on.

Step 2 Login to the web Ul of the new router and complete the initial configuration.

1. Connect your Wi-Fi-enabled device to the Wi-Fi network of your new router, or connect a
computer to an Ethernet port (If the WAN/LAN auto-negotiation function is disabled,
connect the computer to any Ethernet port 2/3/4 of the router.) of the router.
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Smartphone

Ethernet cable

Example: RE6L Pro

Computer

2. On the smartphone or computer connected to the router, start the browser and enter
tendawifi.com to access the web Ul of the router. The following uses computer settings

as an example.

<« C @ tendawifi.com & 2

QTIF’
If you are setting up the router for the first time or have restored the router to factory settings, please
refer to the following to continue setting. If you have finished the quick setup wizard before, start a

web browser and visit tendawifi.com on a connected client, then start from Step 3.

3. Click Start Now.
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Tenda @ English v

Welcome to use Tenda
router!

Faster, Safer, Smoother, Smarter

Please read the Privacy Policy and User
Agreement carefully, and confirm that you
understand our principles of handling your
personal information. If you agree, tap Start Now
to use our products and services. We will protect
your personal information security in accordance
with the law.

O3 A0]
Y Scan to download Tenda WiFi app
Manage your router easily

4. Click Skip.

o z s :

Detect Internet Internet Settings WiFi Settings Complete
Connection Type

Detecting your internet connection type... Please wait

Skip :@
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5. Click Skip.

©O——@ s :
Detect Internet Internet Settings WIFi Settings Complete
Connection Type

© Detection succeeded. Recommended internet connection type: Dynamic IP

or Set the current router as an extender @

ISP Type  Normal v
Internet Connection Type | Dynamic IP v

Select this type if you can access the internet simply by plugging in an Ethemet cable for internet
connection.

Next
= <

6. Set the WiFi Name, WiFi Password and Login Password, and click Next.

QTIP

The Wi-Fi password is set as the login password by default. If you want to customize the login password,
deselect Set WiFi password to router login password and set the password.

O—©O—©O 4
Detect Internet Internet Settings WiFi Settings Complete
Connection Type

WiFi Name @Tenda_A4F170

WiFi Password Nat encrypted

Set WIiFi password to router login password

Next

Previous
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7. Click Complete. The login page is displayed. Enter the login password to log in to the web

ul.

Configuration completes

Step 3 Set the new router to WISP Mode.
1. Navigate to More > Working Mode.
2. Click Switch Mode after WISP Mode.

WISP Mode

3. Confirm the prompt message and click OK.

N

4. Select the Wi-Fi to be extended from the Upstream WiFi Name drop-down list box, which
is My Wi-Fi in this example. If the 2.4 GHz Wi-Fi name and 5 GHz Wi-Fi name is the same,

select it as required.
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Select the WiFi to be extended X

Upstream WiFi Name

My Wi-Fi
My Wi-Fi a
o

Set Upstream WiFi Password, which is UmXmL9UK in this example, and click Connect.
Wait until the device is restarted.

QTIF’
Click at the end of the Upstream Wi-Fi Password input box to display the Wi-Fi password in plain
text.

Select the WiFi to be extended X

Upstream WiFi Name My Wi-Fi

Upstream WIFI Passworc | seeeen

Login to the web Ul of the router again, and navigate to Network Status to check
whether the WISP mode is configured successfully as shown below.

Network Status

- =
i = 5G: @Tenda_D93800_56 ‘
s - : \

Upstream Router Router 1 client (s)

QTIP

If the connection between the Upstream router and Router failed, try the following solutions:

°  Ensure that you have entered the correct Wi-Fi password of the Wi-Fi network, and mind case
sensitivity.

°  Ensure that Router is within the wireless coverage of the Upstream Router.
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Step 4 Relocate the new router by referring to the following suggestions and power it on.

- Between the existing router and the uncovered area, but within the coverage of the
existing router.

- Away from microwave ovens, electromagnetic ovens, and refrigerators.

- Above the ground with few obstacles.

—End

To access the internet, connect your computer to an Ethernet port of the new router, or connect
your smartphone to the Wi-Fi network of the new router.

You can find the Wi-Fi name and password on the WiFi Settings page. If the network is not
encrypted, you can also set a Wi-Fi password on this page for security.

QTIP

If you cannot access the internet, try the following solutions:

Ensure that the existing router is connected to the internet successfully.
Ensure that your Wi-Fi-enabled devices are connected to the Wi-Fi network of the new router.

If the computer connected to the router for repeating cannot access the internet, ensure that
the computer is set to Obtain an IP address automatically and Obtain DNS server address
automatically.

Set the router to Client+AP mode

Step 1 Place the new router near the existing router and power it on.

Step 2
Step 3

1.

2.

Log in to the web Ul of the new router and complete the initial configuration.

Set the new router to Client+AP Mode.

Navigate to More > Working Mode.

Click Switch Mode after Client+AP Mode.

Client+AP Mode

 /— | Swiich Mode

Confirm the prompt message and click OK.

Select the Wi-Fi to be extended from the Upstream WiFi Name drop-down list box, which
is My Wi-Fi in this example. If the 2.4 GHz Wi-Fi name and 5 GHz Wi-Fi name is the same,
select it as required.

51



Document Version: V1.0

Select the WiFi to be extended X

Upstream WiFi Name

My Wi-Fi
My Wi-Fi a
o

Set Upstream WiFi Password, which is UmXmL9UK in this example, and click Connect.
Wait until the device is restarted.

QTIF’
Click at the end of the Upstream WiFi Password input box to display the Wi-Fi password in plain
text.

Select the WiFi to be extended X

Upstream WIiFi Name My Wi-Fi

Upstream WIFI Passwore | sssssess

Login to the web Ul of the router again, and navigate to Network Status to check
whether the Client+AP mode is configured successfully as shown below.

Network Status

v

Upstream Router Router 1 client (s)

OTIF’

If there is another network device with the same login domain name (tendawifi.com) with the router,

log in to the upstream router and find the IP address obtained by the new router in the client list.
Then you can log in to the web Ul of the router by visiting the IP address.
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Step 4 Relocate the new router by referring to the following suggestions and power it on.

- Between the existing router and the uncovered area, but within the coverage of the
existing router.

- Away from microwave ovens, electromagnetic ovens, and refrigerators.
- Above the ground with few obstacles.
---End

To access the internet, connect your computer to an Ethernet port of the new router, or connect
your smartphone to the Wi-Fi network of the new router.

You can find the Wi-Fi name and password on the WiFi Settings page. If the network is not
encrypted, you can also set a Wi-Fi password on this page for security.

QTIP

If you cannot access the internet, try the following solutions:
. Ensure that the existing router is connected to the internet successfully.
*  Ensure that your Wi-Fi-enabled devices are connected to the Wi-Fi network of the new router.

. If the computer connected to the router for repeating cannot access the internet, ensure that
the computer is set to Obtain an IP address automatically and Obtain DNS server address
automatically.
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E Wi-Fi settings

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

Change Wi-Fi name and Wi-Fi password

Guest WiFi Settings

Schedule disable Wi-Fi

Change the Wi-Fi signal strength
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5.1 Change Wi-Fi name and Wi-Fi password

Step1 Logintothe web Ul of the router.

Step 2 Click WiFi Settings.

Step 3 Enable or disable the Unify 2.4 GHz & 5 GHz as required. The following figure shows an
example of enabling the Unify 2.4 GHz & 5 GHz.

— Enable Unify 2.4 GHz & 5 GHz: The Wi-Fi name and password of the 2.4 GHz and 5
GHz network on the router are the same, and only one Wi-Fi name is displayed. When
you connect to your router's wireless network, you will automatically connect to the
best quality Wi-Fi.

— Disable Unify 2.4 GHz & 5 GHz: The 2.4 GHz and 5 GHz networks on the router are
displayed separately. You can access the internet through either wireless network. If
you have wireless devices that only support 2.4GHz networks, you need to connect to
the router's Wi-Fi network, such as security cameras, you are recommended to
disable the Unify 2.4 GHz & 5 GHz.

Step 4 Set WiFi Name, Security, and WiFi Password as required.
Step 5 Click Save.

WiFi Settings
Unify 2.4 GHz & 5 GHz
MLO
WiFi Enable
WiFi Name @Tenda_A4F170
Hide:
Security WPA2-PSK (Recommended)
WIFi Password (1) | sesseses
---End

After the settings are completed, your Wi-Fi-enabled devices (such as smartphone) need to
connect to the new wireless network to access the internet.
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5.2 Guest WiFi Settings

The router's guest Wi-Fi is isolated from other networks. The clients connected to the guest Wi-Fi
can access the internet, but cannot access the router's web Ul or other networks.

When you need to open a wireless network for guests, you can enable guest Wi-Fi to meet the
internet requirements of guests. It protects the security of the main network to prevent personal
information disclosure.

This function is disabled by default. Assume that:

* Wi-Fi names for the networks: Tom.

*  Wi-Fi password for the networks: Tenda+245.
Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Enter the Guest WiFi configuration page.

Method 1: Click Go to Settings in the Guest Networks section of the Network Status
page.

Method 2: Navigate to More > Guest Wi-Fi.

Step 3 Enable Guest WiFi.
Step4 Set WiFi Name, which is Tom in this example.
Step 5 Set WiFi Password, which is Tenda+245 in this example.
Step 6 Click Save.
Guest WiFi
Guest WiFi
WiFi Name Tom
WIFI Password — ssssesses
Validity 8 hours
Shared Bandwidth Unlimited
---End
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After the settings are completed, the guest's smartphone and other Wi-Fi-enabled devices can

connect to the guest Wi-Fi for internet access you set, and the validity period is 8 hours.

The following table describes the parameters displayed on this page.

Parameter description

Parameter

Guest WiFi

WiFi Name

WiFi Password

Validity

Shared
Bandwidth

Description
Used to enable or disable the guest network function.

Specify the Wi-Fi name of the router's guest network.

QT\P

You can change the Wi-Fi names (SSIDs) as required. To distinguish the Wi-Fi name of the
router's primary network, it is recommended that the guest network's Wi-Fi name is not

set the same as the router's primary network's Wi-Fi name.

Specifies the password for the router's guest network.

QT\P

A Wi-Fi password that contains multiple characters, such as digits, uppercase and
lowercase letters, can improve Wi-Fi security.

Specifies the validity period of the guest networks.

The guest network function will be disabled automatically (The Wi-Fi enabled devices
cannot scan the router's guest Wi-Fi.) out of the validity period. If the guest's visit is 8
hours, it can be set to 8 hours.

Allows you to specify the maximum upload and download speed for all clients connected

to the guest networks. By default, the bandwidth is Unlimited. You can modify it as
required.
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5.3 Schedule disable Wi-Fi

With the Wi-Fi Schedule function, you can set the router to disable the Wi-Fi for a specified period,
leaving the router in a power-saving state. At other times, Wi-Fi is restored. This function is
disabled by default.

Assume that you want to enable the router's Wi-Fi from 22:00 to 7:00 each day.

Configuration procedure:

Step1l Logintothe web Ul of the router.

Step 2 Navigate to More > Smart Power Saving > WiFi Schedule.
Step 3 Enable the WiFi Schedule function.

Step 4 Set a period, which is 22:00-07:00 in this example.

Step 5 Choose a date, which is Every Day in this example.

Step 6 Click Save.
WiFi Schedule

WIFi Schedule
Time 1 22:00 07:00
Repeat Every Day on. Tues. Wed. Thur.

Fri. Sat. Sun.

---End

After the setup is completed, the router's Wi-Fi is not available from 22:00 to 07:00 every day, and
the wireless devices such as a smartphone cannot search the router's Wi-Fi and cannot connect to
the router's Wi-Fi to surf the internet.

QTIP

If you want to disable the router's Wi-Fi for multiple periods, click Add Period and set the relevant
parameters.
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5.4 Change the Wi-Fi signal strength

The Wi-Fi signal strength function regulates the through-the-wall capability and coverage of the
router's wireless network.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > Wi-Fi Signal Strength.

Wi-Fi signal strength mode description:

- Energy-saving mode: Routers use lower wireless transmit power, which is usually used to

meet the wireless coverage requirements of small area or obstacle-free environments.

- Standard mode: Routers use standard wireless transmit power, which is usually used to meet

the wireless coverage requirements of medium area or few obstacles environments.

- Through-wall mode: Routers use higher wireless transmit power, which is usually used to

meet the wireless coverage requirements of large areas or multi-obstacle environments.

Wi-Fi Signal Strength

Wi-Fi Signal Strength Energy-saving Mode
Standard Mode

Through-wall Mode
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Network status

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

View network status

View Wi-Fi name

View the number of Mesh nodes and clients

View network status, node and client details

View system information
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6.1 View network status

To access the configuration page, log in to the web Ul of the router, and navigate to Network
Status.

6.1.1 Router connected to internet

If the connection between Internet and Router is normal, as shown in the following figure, the
router is successfully connected. You can connect to the router for internet access.

Network Status

: ™ 0.00 Mbps : = 2.4G: @Tenda_093B00 -
\/ 0.01 Mbps = 5G: @Tenda_093B00_5G \’
Internet  Freerreesssssssssssssssssssssssssssnaad Router Client
Connected 2 node (s) 1 client (s)

Hover the mouse over Connected, you can view the basic internet information of the router,
including internet status, internet connection mode, duration and WAN port MAC address. The
following figure is for reference only.

Click the Details or internet icon, and enter the Internet Settings page to view or set more
information.

Network Status

Intemet Connection Status Connected

Internet Connection Type Dynamic IP

= 2.4G: @Tenda_A4F170
Connecled time 8 minute(s) : —

MAC Address  C8:3A:35:A4F1:71 ! ) = 3G @Tenda_AdF170.5G s
D Router Client
Connected 1 node(s) 1 client(s)
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6.1.2 Router disconnected from the internet

No Ethernet cable is connected to the WAN port

If No Ethernet cable is connected to the WAN port is displayed in the Network Status, indicates
that the Ethernet cable is improperly connected to the Ethernet port, as shown in the following
figure. Check whether both ends of the Ethernet cable at the Ethernet port are tightly connected.
If the Ethernet cable is tightly connected but the problem persists, Modify WAN speed to solve the

problem. If the problem persists, contact Tenda technical support for help.

L]
Mo Ethernet cable is
connected to the WAN port

Incorrect PPPoE username or password

If Incorrect user name or password is displayed in the Network Status, it indicates that the PPPoE
username or password you entered is incorrect, as shown in the following figure. Click the error
message to direct to the Internet Settings page, re-enter the correct PPPoE username and
password for internet access.

Incorrect user name or
password

I:/ﬁNOTE

—  Note the following when entering the PPPoE username and password:

Case sensitive, such as "Z" and "z".

Distinguish between similar letters and numbers, such as the letter "I" and the number "1".

Enter the complete PPPoE username.

— If the PPPoE username and password are entered correctly, but the problem persists, you are
recommended to click Advanced to change the WAN MAC address and try again. For details, see
Modify WAN MAC Address. If the problem persists, contact your ISP for help.
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No response from the remote server

If the No response from the remote server is displayed in Network Status, as shown in the
following figure. Click the error message to direct to the Internet Settings page, and try to solve
the problem according to the on-screen prompts.

Mo response from the
remote server

Disconnectd

If the Disconnected is displayed in Network Status, as shown in the following figure. Click the error
message to direct to the Internet Settings page, and try to solve the problem according to the
on-screen prompts.

o

Disconnected
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6.2 View Wi-Fi name

After logging in to the web Ul of the router, on the Network Status page, you can view the Wi-Fi
name and Wi-Fi password of the primary network and guest network in the Wi-Fi Information
module.

Click Check More to view or set more wireless information. The following figure is for reference
only.

Wi-Fi Information

Check More > Check More >

@Tenda_A4F170 @Tenda_A4F170_5G
Disabled,

wmrmdE Sk
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6.3 View the number of Mesh nodes and clients

After logging in to the web Ul of the router, you can view the total number of Mesh nodes and
clients on the Network Status page.

If you want to view or set up more device information, refer to Client management.

Network Status

™ 0.00 Mbps : : = 2.4G: @Tenda_093B00
\) 0.01 Mbps . : = 5G: @Tenda_093B00_5G \‘
Internet : Router : Client
Connected 2 node (s) 1 client (s)

Navigate to Network status, click siz (Node Topology) in the More Function module to view the

networking situation, the number of Mesh nodes, the quality of networking connections, and the
number of clients connected to a node.

More Function

O A @ (7 &

Reboot All Nodes One-Click Optimization LED Indicator Node Topology

|
©

m The number in the upper-right
corner of the node icon indicates

the number of clients connected to
Description of networking the node.

quality or networking status m

e Controller

* Agent_F170

Click the node icon m to view the details of the node, including IP address, MAC address,

online duration, and client device information connected to the node. The following figure is for
reference only.
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Node Info X
Node Name Ethernet Port Status @ LED On/Off Operation
Controller
1 2 3 4
, Current Negotiation )
Main Network Device(2) Bandwidth Control Operation
Speed Speed
DESKTOP-R8R8OTU
- s = 0 KB/s Upload: Uniimited
100 Mbps Local Host
0 KB/s Download: = Unilimited
123
= 0 KB/s Upload: Unlimited
J 206 Mbps Add to blacklist
n 0 KBfs Download: Unlimited

The following table describes the parameters displayed on this page.

Parameter description

Parameter

Controller

Agent_XXXX

&

@/ Q

Description
Specifies the default name of the primary node. You can customize it on the Node Info page.

Specifies the default name of the secondary node. You can customize it on the Node Info
page.

Used to scan networking, view button networking or wired networking methods, or see
recommended solutions for networking anomalies.

If you want to network, detailed steps can refer to the MESH networking.

Used to reboot all nodes.

QT\P

Rebooting the node will disconnect all connections. Perform this operation when the
network is relatively idle.

Used to optimize wireless networks with one click.

@T\P

When your clients are stuck for internet access or cannot receive Wi-Fi signals, you can

optimize the wireless network with one click.
Used to turn on or turn off indicators on all nodes.

Used to view the network topology and networking, or enter the adding node device page.
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Parameter

Node Name

Ethernet Port
Status

Connection
Quality

LED On/Off

Main Network
Device

Offline Device

Current Speed

Negotiation
Speed

Bandwidth
Control

Operation

Document Version: V1.0

Description
Displays the Mesh node name, IP address, MAC address, and uptime.

—  Controller: Specifies the default name of the primary node. You can customize it as
required.

—  Agent_XXXX: Specifies the default name of the secondary node. You can customize it as
required.

The role and connection status of each physical Ethernet port of the primary node device.

Hover the mouse over the icon I} next to Ethernet Port Status to view the role

description of Ethernet port.

Specifies the network quality of the secondary nodes.

QT\P

If the secondary node is wired networking, the connection quality is Excellent.

Used to turn on or turn off the indicator display of the node.

Specifies the name, IP address, MAC address, uptime, and access mode of the clients
currently connected to the node.

You can customize the clients name as required.

Specifies the offline clients. Including the name and MAC address of the clients.

You can customize the clients name as required.

Specifies the real-time upload and download speed of the clients.

Specifies the maximum speed negotiation between the clients and the node.

Used to limit the maximum upload and download speed of the clients.

Perform operations on nodes or clients.

- : Used to reboot the node. During the reboot, all connections will be disconnected.
Therefore, perform this operation when the network is relatively idle.

— : Used to restore the primary node to factory settings. After the primary node is

restored to factory settings, the entire network cannot access the internet, and you
need to reconfigure the internet settings. You are recommended to Back up
configuration of the primary node before restoring the factory settings.

- : Used to remove a secondary node. Removing a node narrow the Wi-Fi coverage,
and the removed node will no longer join the current network automatically.

—  Add to blacklist: Used to add the clients to the blacklist. The clients displayed as Local
Host belongs to the current management network and cannot be added to the
blacklist.

—  Delete: Used to delete selected offline devices.
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6.4 View network status, node and client details

After logging in to the web Ul of the router, navigate to the Network Status. In the Network
Topology module, you can view the networking conditions, the number of Mesh nodes, the quality
of networking connections, and the number of clients connected to a node.

Network Status

0.00 Mbps = 2.4G. @Tenda_A4F170 .

0.00 Mbps = 5G @Tenda_A4F170_5G
\/ P - P Gl @ _A N E \‘
Internet Router : Client
Connected 1 node(s) 2 client(s)

The mouse hover over the X client(s), you can view the basic information of the online client. The
following figure is for reference only.

Click Details or client device icon to enter the Device Management page to view or configure more
information.

Network Status

0.00 Mbps =246 @Tenda_A4F170 ® pEeskTOPRERBOTU
\ / 0.00 Mbps = 5G @Tenda_A4F170_5G . 22:CB:88:D3:04:F0
Internet Router Details (2) >
Connected 1 node(s) 2 client(s)
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6.5 View system information

After logging in to the web Ul of the router, hover the mouse over X node(s) in Network Status
page to view the basic information of the router, including system time, running time, firmware
version, and hardware version. The following figure is for reference only.

Network Status

System Time 2024-09-13 14:34:12
Runtime 2 hour(s) 55 minute(s)
Firmware Version V16.03.60.11_multi r
\ / CETE T eI @Tenda_A4F170_5G

T 0.00 Mbp @Tenda_A4F170

v

Internet Client

Connected 1 node(s) 2 client(s)

Click Details or router icon, and navigate to More > Router Info. You can view the system
information about the router. The details are as follows:

- Basic information: Displays the system time, running time, firmware version, and hardware
version of the router.

- WAN port status: Displays the IPv4 internet connection type, connection status, and IP address
of the current WAN port on the router.

- LAN status: Displays the IPv4 address, subnet mask, and MAC address of the router's LAN port.

- Wireless status: Displays basic information about the 2.4 GHz and 5 GHz wireless networks,
including wireless network status, Wi-Fi name, and security.

- IPv6 status: Displays the IPv6 internet connection type, IP address, and DNS information of the
current WAN port on the router.
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7/ Client management

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter describes how to manage your clients, including:

Add a client to the blacklist

Add the client to the whitelist

Remove a client from the blacklist

Internet access speed control

Only prohibit specified clients from accessing the internet

Internet access rule control
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7.1 Add the client to the blacklist

The blacklisted devices cannot access the internet through the router.

7.1.1 Method 1

To blacklist a client:

Document Version: V1.0

Step1 Loginto the web Ul of the router, and navigate to Client Management.

Step 2 Locate the device that not allowed to access the internet and click Add to blacklist. The

following figure is for reference only.

Client Management

Guest Device(0) Offline Device(0) Blacklist(0)
) _ Current Negotiation
Main Network Device(2) Bandwidth Control
Speed Speed

DESKTOP-R8REOTU

2KB/s Upload:  Unlimited
1000Mbps
3KB/is Download:  Unlimited
E2:5C:2A:00:E2:9B
. 09 1En M AES OKB/s Upload:  Unlimited
520Mbps
OKB/s Download: Unlimited

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

All Nodes

Operation

Local Host

—=——  Add to blacklist

Used to filter the clients connected to each node. When a router is networked with other
All Nodes routers through Mesh networking, you can click the primary node name or other node

name to display only the devices under the corresponding node.

Main Network . . .
Specifies the clients connected to the main network.

Device

Guest Device Specifies the clients connected to guest Wi-Fi.

Offline Device Specifies the offline clients.

Blacklist Specifies the clients cannot access the internet through the router.
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Step 3
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Confirm the prompt message, and click OK.

Confirm Operation e

1) Once blacklisted, the client cannot access the internet through this router.

Continue?

---End

The client is removed from the device list and displayed on the blacklist now.

Client Management

Main Network Device(1) Guest Device(0) Offline Device(0) Blacklist{1)
Device Name MAC Address Operation
E2:5C:2A:00:E2:98 Remove from the blacklist

7.1.2 Method 2

Step 1
Step 2

Step 3

Log in to the web Ul of the router.

Click m in the Network Topology module of the Network Status.

Locate the device that not allowed to access the internet on Node Info, and click Add to
blacklist. The following figure is for reference only.

Node Info X

Node Name LED On/Off Operation

Controller Primary Node ¢

@ P Address 192 168 0.1 © ~
MAC Address: o

Uptime:4hour(s) 59minuie(s

i ) Current Negotiation ) §
Main Network Device(2) Bandwidth Control Operation
Speed Speed
DESKTOP-R8R8OTU
P Address:192.168.0.150 OKBIs Upload: | Unimited
) 1000Mbps Local Host
AC AT 2KBIs Download: | Unlimited
Uptime: 31 minute(s) | Wired
B2:FE:92:A9:D3:91 £
OKB/s Upload: = Unlimited

P Address 192 168.0 174

B 12Mbps Add to blacklist
WIAC Address: 0KB/s Download: | Unlimited

Uptime:Ominute(s) | 2.4G
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Step 4 Confirm the prompt message, and click OK.

Confirm Operation e

Once blacklisted, the client cannot access the internet through this router.
Continue?

Cancel

---End

Navigate to Device Management, and click Blacklist. You can view the blacklisted devices.

A blacklisted device cannot access the internet through a router.

Client Management

IMain Network Device(1) Guest Device(0) Offline Device(0)
Device Name MAC Address Operation
E2:5C:2A00:E2:9B Remove from the blacklist

7.1.3 Method 3

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > MAC Address Filter.
Step 3 Enable the MAC Address Filter function, and set Filter mode to Blacklist.
Step 4 Add the clients to the blacklist.

1. Click Add.

2. Select a client, and click OK. The following figure is for reference only.

- Method 1: Select the clients that is currently connected to the router in the Select
Device bar.

- Method 2: Select Manual in the Select Device bar, and enter the MAC address of the
client to be added to the blacklist, and the device name can be customized.
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Add Blacklist X

Select Device Manual v
Device Name Kid's computer

MAC Address 98:9C:57:19:D0:1B

Step 5 Click Save.

MAC Address Filter

Allow or disallow intemet access through this router for specified clients.

MAC Address Fiter (D)

Filter mode (@ Blacklist
(Only block internet access from client with listed MAC address)

Whitelist
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(Only users with listed MAC addresses are allowed to access the internet)

Blacklist Device
Device Name MAC Address Operation
Kid's computer 98:9C:57:19:D0:1B o
1 items in total
--End
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7.2 Add the client to the whitelist

Devices that add to the whitelist can access the internet through the router, while other devices
cannot access the internet through the router.

7.2.1 Add online clients to the whitelist

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > MAC Address Filter.
Step 3 Enable the MAC Address Filter function, and set Filter mode to Whitelist.

Step 4 Click Add all online devices to the whitelist, and all currently online devices will be added
to the whitelist. The following figure is for reference only.

MAC Address Filter

MAC Address Filter

Filter mode Blacklist

/ block internet access from client with listed MAC

Whitelist

C addresses are allowed to access the internet

Before the whitelist function is

Whitelist — ="

R
Device Name MAC Address Operation
DESKTOP-R8RBOTU 6C:4B:90:41:E2:AD Local Host

1 items in total

Step 5 Click Save.
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MAC Address Filter

Allow or disallow intermnet access through this router for specified clients.

MAC Address Filter (@)

Fillter mode Blacklist
(Only block internet access from client with listed MAC address)
® Whitelist
(Only users with listed MAC addresses are allowed to access the intemet)

Before the whitelist function is enabled, you are recommended to disable the "Private WLAN Address" or "Use
randomized MAC" function of the smartphone Wi-Fi for better network connection.

Whitelist

Device Name MAC Address Operation
DESKTOP-R8R8CTU 6C:4B:90:41:E2:AD Local Host
22:CB:88:D3:04:F0 22:CB:88:D3:04:F0 T

2 items in total n

---End
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7.2.2 Add the clients to whitelist that are not connected to the
internet

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > MAC Address Filter.
Step 3 Enable the MAC Address Filter function, and set Filter mode to Whitelist.
Step4 Click Add.

MAC Address Filter

Allow or disallow intemet access through this router for specified clients.

MAC Address Fiter (D)

Filter mode Blacklist
(Only block internet access from client with listed MAC address)
® Whitelist

(Only users with listed MAC addresses are allowed to access the intemet)

Before the whitelist function is enabled, you are recommended to disable the "Private WLAN Address" or "Use
randomized MAC" function of the smartphone Wi-Fi for better network connection.

Whitelist Add all online devices 1o the whitelist

Device Name MAC Address Operation

DESKTOP-RSR8OTU 6C:4B:90:41:E2:AD Local Host
1 items in total n

Step 5 Select Manual in the Select Device bar, and enter the MAC address of the clients to be
added to the whitelist, and the device name can be customized.

Add Whitelist X

Select Device Manual
Device Name Kid's computer

MAC Address 98:9C:57:19:D0:1B
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Step 6 Click Save.

MAC Address Filter

Allow or disallow internet access through this router for specified clients.

MAC Address Filter @)

Filter mode Blacklist
(Cnly block internet access from client with listed MAC address)
®) Whitelist
(Only users with listed MAC addresses are allowed to access the intemet)

Before the whitelist function is enabled, you are recommended to disable the "Private WLAN Address" or "Use
randomized MAC" function of the smartphone Wi-Fi for better network connection.

Whitelist

Device Name MAC Address Operation

DESKTOP-RERSOTU 6C:4B:90:41:E2:AD Local Host
22:CB:88:D3:04:F0 22:CB:88:D3:04:F0 1T
Kid's computer 98:9C:57:19:D0:1B 1T

3 items in total n
Save

---End
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7.3 Remove a client from the blacklist

7.3.1 Method 1 (For blacklist only)

Step1 Logintothe web Ul of the router, and navigate to Client Management.

Step 2 Choose Blacklist on the right.

Step 3 Click Remove from the blacklist under Operation in the line of the client to be removed
from the blacklist.

Client Management

Main Network Device(1) Guest Device(0) Offline Device(0)
Device Name MAC Address Operation
W R 5600981 = ove from ckli
HUAWEI_P30-360d3356cd98fc .’_/ 5| Remove from the blacklist

S

Step 4 Confirm the prompt message, and click OK.
---End

The client is removed from the blacklist and displayed in All Devices now. It can access the internet
upon the next connection.
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7.3.2 Method 2

Step1l Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > MAC Address Filter.

Step 3 Locate the device you want to remove from the blacklist in the Blacklist, and click Tar
(Delete).

Step 4 Click Save.

MAC Address Filter

Allow or disallow interet access through this router for specified clients.

MAC Address Fiter (@D

Filter mode (@) Blacklist
(Only block internet access from client with listed MAC address)
Whitelist

(Only users with listed MAC addresses are allowed to access the internet)

Blacklist Device

Device Name MAC Address Operation

Kid's computer 98:9C:57:19:D0:18 (? 0]
1 ftems in total n

—End
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7.4 Internet access speed control

You can control the bandwidth of the devices connected to the router, so that the limited
bandwidth is properly allocated.

Step1 Logintothe web Ul of the router.

Step 2 Navigate to Client Management.

Step 3 Locate the device according to the device name, and set the maximum speed for Upload
and Download.

Set Download to 512KB/s in this example: Click the drop-down list of Download, select
Custom (KB/s), enter 512, and click anywhere on the page. The system automatically
saves the settings.

Client Management All Nodes
Guest Device(0) Offline Device(1) PRIEIZEE(1) Blacklist(0)
] i Current Negotiation i
Main Network Device(2) Bandwidth Control Operation
Speed Speed
DESKTOP-RBR8OTU

PN . . ; 0 KB/s Upload: Unlimited
\‘Eﬂ/ Ny I 100 Mbps Local Host

- e 0 KB/s Download: Unlimited

6E:ED:56:D7:E3:F0
0 KB/s Upload: Unlimited
1201 Mbps Add to blacklist
0 KBfs Download: 512 KBis

---End

After the settings are completed, the maximum download speed of the device for which
Bandwidth Control is set to 512KB/s.

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Current Speed Specifies the real-time upload and download speed of the client.

Negotiation - . . .

Speed Specifies the connection speed negotiated between the client and the router.
Bandwidth

C?J:tr\g: Used to limit the maximum upload and download speed used by the router.
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7.5 Only prohibit specified clients from accessing
the internet

With the MAC address filter function, you can:

* Add the client to the blacklist: Prohibits the specified client from accessing the internet

through the router.

* Add the client to the whitelist: Only the specified client can access the internet through the

router. Other devices cannot access the Internet through the router.
This section uses adding the clients to blacklist as an example.
Scenario: You want to prohibit your kid's phone and computer from accessing the internet.
Solution: You can configure the MAC address filter function to reach the goal.

Assume that:

Client MAC address Status
Your kid's phone 42:C6:4D:2B:D8:16 Connected
Your kid’s computer 98:9C:57:19:D0:1B Disconnected

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > MAC Address Filter.
Step 3 Enable MAC Address Filter.
Step 4 Add the kid's computer to the blacklist.

1. Click Add.

2. Select Manual in Select Device.

3. Set Device Name, which is Kid's computer in this example.

4. Enter MAC Address of the client, which is 98:9C:57:19:D0:1B in this example.

5. Click OK.
Step 5 Add the kid’s phone to the blacklist.

1. Click Add.

2. Select the kid's phone name in the Select Device, and click OK.

Step 6 Click Save.
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MAC Address Filter

Allow or disallow intemet access through this router for specified clients.

MAC Address Fiter (@)

Filter mode ':é) Blacklist(Only block internet access from client with listed MAC address)
Whitelist

(Only users with listed MAC addresses are allowed to access the internet)

Blacklist Device

Device Name MAC Address Operation
R e e e C L e L L e CLLEEEELERELLERELD .
Kid's computer 98:9C:57:19:00:1B o
I 42:c6:40:2b:d8:16 42:C6:4D:2B:D8:16 o
L

2 items in tofal n

---End

After the configuration is completed, devices with MAC addresses of 98:9C:57:19:D0:1B and
42:C6:4D:2B:D8:16 cannot access the internet through the router.
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7.6 Internet access rule control

With parental control function, you can configure various parental control rules to control access
to certain websites or block certain clients from accessing the internet.

Scenario: You want to configure your kid's internet access through the router. Your kid cannot
access such websites as Facebook, Twitter, Youtube and Instagram from 8:00 to 22:00 on Sunday.

Goal: Devices cannot access to websites include kid's phones and computers.
Solution: You can configure a parental control rule to reach the goal.

To add such a rule:

Step1 Logintothe web Ul of the router, and navigate to Parental Control.

Step 2 Set parental control rule.

1. Click Add Parental Control Rule or Add.

Parental Control

~
& & -
-
-~
— -
Tt -
Batch Control Internet Time Limit Internet Content Control
P
S

2. Set Group Name, which is Kid’s phone and computer in this example.
3. Click + beside Selected clients.

4. Enable Time 1, and set control period of the client, which are 08:00-22:00 and Sun. in this
example.

QTIP

By default, the internet access period is set to Monday to Sunday. If the requirements are different,
manually change it.

5. Enable URL Filter.

6. Set Filter mode to Only block access the listed URLs.
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7. Enter Facebook, Twitter, Youtube, and Instagram for URL.

8. Click Save.
Add Parental Control Rule X
Client
Group Name Kid's phone and computer
Selected clients +

Control Period

Time 1

08:00 22:00 - sun.
URL Filter
Filter mode Only block access to listed URLs
Cnly allow access to listed URLs
URL Facebook
Twitter
Youtube
Cancel
---End

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Group Name  Specifies the name of the client group that the parental control rule applies to.

Client
Selected . . .
clients Specifies the clients that the parental control rule applies to.
Used to enable or disable the internet access control period function and set
the internet access control period of the specified clients.
Time 1
Control QTIP
Period
If you want to set more than one periods, click Add control period.
URL Filter Specifies whether the URL filter rule is applied.
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Parameter Description
Filter mode Specifies the website filter mode.

Specifies the websites that the Selected clients are blocked from accessing or
allowed to access.

QTIP

URL *  If you want to set more than one URL, click Add URL.

. URL filter supports keywords but does not support Chinese characters. If
you want a precise limit, write the complete URL, for example:

www.google.com.

After the settings are completed, your kid’s phone and computer can access any websites except
for Facebook, Twitter, Youtube and Instagram from 8:00 to 22:00 on Sunday.
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Optimize network
performance

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

One-click optimization

Network diagnosis

Change channel and bandwidth

Enable or disable MLO function

Enable or disable OFDMA function

UPnP
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8.1 One-click optimization
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If you get stuck when you access the internet, you can try to optimize the wireless network with
one click to solve the problem.

Configuration procedure:

Step 1
Step 2

Step 3

Log in to the web Ul of the router.

Navigate to Network Status. Then, click <Z] (One-Click Optimization) under More

Function.
More Function

O = @

Reboot All Nodes One-Click Optimization LED Indicator
Enable

Confirm the prompt message, and click OK.

Tips

Do you want to optimize WiFi network?

The device collects and analyses the surrounding WiFi environment information and adjusts
such configurations as channel and bandwidth to optimize the networking quality. The whole
process takes some time and the WiFi network will be disabled. Enable this function based

on actual conditions.

---End
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8.2 Network diagnosis

If you cannot access the internet or the internet lag is severe, you can use network diagnosis
function, and solve the problem according to the system's suggestions.

Configuration procedure:

Step1l Logintothe web Ul of the router.

Step 2 Navigate to More > Network Diagnosis.

Step 3 Click Diagnose.

Network Diagnosis

If the intemet access failed or the internet lag is severe, network diagnosis is recommended.

WiFi Status Checks the WIFi interference, air interface usage and packet error rate. Not diagnosed

Checks whether the WAN port is connected with an Ethernet cable and

W i
WAN Port Connection whether an |P address is obtained.

Not diagnosed

Ping Detection Checks the connection between the device and intemet/gateway. Not diagnosed
DNS Parse Checks whether the DNS is normal. Not diagnosed

Checks whether an IPv6 address is obtained, external network or gateway

IPv6 Detection is pinged, and DNS is parsed successfully.

Not diagnosed

Router Status Checks the memory and CPU usage. Not diagnosed

---End
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8.3 Change channel and bandwidth

To access the configuration page, log in to the web Ul of the router, and navigate to More > WiFi
Settings > Channel & Bandwidth.

In this section, you can change the network mode, Wi-Fi channel, and Wi-Fi bandwidth of 2.4 GHz
and 5 GHz Wi-Fi networks.

OT|P

To ensure the wireless performance, it is recommended to maintain the default settings on this page
without professional instructions.

Channel & Bandwidth

You can modify the advanced parameters of the WiFi network here, such as Network Mode, Channel, and Band
no ',:-’-:-"ess onal QL,i-C!aI'IEB is available, you are recommended to Keep the default sett ngs to prevent the performance from
b&il“g weakened

2.4 GHz WiFi
Network Mode 802.11b/g/nfax
Channel Auto
Current Channel:1
Bandwidth 20/40MHz
Current Bandwidth:20
5 GHz WiFi

MNetwork Mode 802 11a/n/ac/ax

Channel Auto

Current Channel. 45

Bandwidth 20/40/80MHz

Current Bandwidth:20
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The following table describes the parameters displayed on this page.

Parameter description

Parameter

Network Mode

Channel

Bandwidth

Description

Specifies various protocols used for wireless transmission. The maximum wireless rate
varies from different standards. In general, it is recommended to keep the default setting.
If you need to be compatible with some old devices, you can modify the corresponding
network mode.

QT\P

For the maximum wireless transmission speed, please visit www.tendacn.com and refer to

the Datasheet of the corresponding product.

Specifies the channel in which the Wi-Fi network works.

By default, the wireless channel is Auto, which indicates that the router selects a channel
for the Wi-Fi network automatically.

You are recommended to choose a channel with less interference for better wireless
transmission efficiency. You can use a third-party tool to scan the Wi-Fi signals nearby to
understand the channel usage situations.

Specifies the bandwidth of the wireless channel of a Wi-Fi network. Please change the
default settings only when necessary.

® 20MHz: Indicates that the channel bandwidth used by the router is 20 MHz.
® 40MHz: Indicates that the channel bandwidth used by the router is 40 MHz.

® 20/40MHz: Specifies that a router can switch its channel bandwidth between 20 MHz
and 40 MHz based on the ambient environment. This option is available only at 2.4
GHz.

® 80MHz: Indicates that the channel bandwidth used by the router is 80 MHz. This option
is available only at 5 GHz.

® 160MHz: Indicates that the channel bandwidth used by the router is 160 MHz. This
option is available only at 5 GHz.

® 20/40/80/160MHz: Specifies that a router can switch its channel bandwidth among 20
MHz, 40 MHz, 80 MHz and 160 MHz based on the ambient environment. This option is
available only at 5 GHz.
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8.4 Enable or disable MLO function

With Wi-Fi 6 and earlier routers, end devices can only have one connection to the router at a time.
With Multi-Link Operation (MLO) enabled on a Wi-Fi 7 router, end devices can establish multiple
connections to the router at the same time, increasing speed and reducing latency.

Wi-Fi 6 and earlier version MLO enabled on Wi-Fi 7
= =
Or
esee | | — u
w w \ 4 w

To access the configuration page, log in to the web Ul of the router, and click WiFi Settings.

This function is disabled by default. When it is enabled, the page is displayed as follows.

QTIF‘

MLO will only work if the Wi-Fi name and Wi-Fi password are the same for both bands and the
network mode supports 802.11be.

WiFi Settings

uniiy2.4 GHz&56Hz - (@)
The 2.4 GHz WiFi network and 5 GHz WiFi network share the same WiFi name and WiFi pz
so clients can automatically connect to the best WiFi network.

When enabled, the terminal can establish multiple connections with the router to improve speed and
reduce latency

This function can only work when the Wi-Fi name and Wi-Fi password of at least two bands are the

wiFi Enable (@)

WiFi Name @Tenda_A4F170
Hide(After it is enabled, clients such as smartphones cannot find the Wi-Fi name and networking

through the button is not supported for the frequency range.)
Security WPA2-PSK (Recommended)

WiFi Password (D) seessees
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8.5 Enable or disable OFDMA function

In telecommunications, Orthogonal Frequency-division Multiplexing (OFDM) is a type of digital
transmission and a method of encoding digital data on multiple carrier frequencies. OFDM divides
a channel into subcarriers, but only a single user can transmit on all of the sub-carriers at any given

time.

Document Version: V1.0

Orthogonal Frequency-division Multiple Access (OFDMA) is a multi-user version of the popular
OFDM digital modulation scheme. It also divides a channel into subcarriers which is further divided
into subsets, called Resource Units (RUs). These RUs can be assigned to multiple users, therefore

allowing simultaneous low-data-rate transmission from several users.

OFDM data transmission mode:

Channel 1
F D
Channel 2
. eceoe ]
w w
Router
Channel 3

OFDMA data transmission mode:

7 B
Channel X
. scee ]
w w
Router

Subcarrier
Subcarrier D D
Subcarrier

- -
Subcarrier
Subcarrier u IR\
Subcarrier

Nt -
Subcarrier
Subcarrier D\
Subcarrier

L L

Subcarrier [__|

Subcarrier

St
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To access the configuration page, log in to the web Ul of the router, and navigate to More > WiFi
Settings > OFDMA.

This function is disabled by default. When it is enabled, the page is displayed as follows.

OFDMA
oroma @O
When enabled, the router will realize multi-user
multiplexing of channel resources, improve the
transmission efficiency of multi-user intemet environment

and reduce network delay.
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8.6 UPnP

UPnP is short for Universal Plug and Play. This function enables the router to open port
automatically for UPnP-based programes. It is generally used for P2P programs, such as BitComet
and AnyChat, and helps increase the download speed.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Advanced > UPnP.

This function is enabled by default.

When any program that supports the UPnP function is launched, you can find the port conversion
information on this page when the program sends any requests.

UPnP
UPRP List
Remote Host External Port Internal Host Internal Port Protocol
anywhere 64476 192.168.0.103 64476 UDP

95



Document Version: V1.0

Remote access

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

Remote web management

DDNS

Port mapping
DMZ host

VPN
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9.1 Remote web management

9.1.1 Overview

Generally, the web Ul of the router can only be accessed on clients that are connected to the
router by a LAN port or wirelessly. When you encounter a network fault, you can ask for remote
technical assistance after enabling the remote web management function, which improves
efficiency and reduces costs and efforts.

9.1.2 Internet users access the router's web Ul

Scenario: You encounter a problem in configuring the router, and the router can access the
internet.

Goal: Ask the Tenda technical support to help you configure the router remotely.
Solution: You can configure the remote web management function to reach the goal.

Assume that:

* |P address of Tenda technical support: 210.76.200.101
*  WAN port IP address of the router: 202.105.106.55

.))\

F IP address access !

Tenda technical support
IP address: 210.76.200.101

WAN IP: 202.105.106.55 ’ T = r _I
T [N

Example: RE6L Pro

QTIF'

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).
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Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Advanced > Remote Web Management.
Step 3 Enable Remote Web Management.
Step 4 Select Specified IP Address for Remote IP Address.

Step 5 Enter the IP address that is allowed to access the web Ul remotely for Specified IP
Address, which is 210.76.200.101 in this example.

Step 6 Click Save.

Remote Web Management

Remote Web Management
Remote IP Address Specified IP Address
Specified IP Address 210.76.200.101

Port 8538

---End
The following message is displayed, indicating that the settings are saved successfully.

Saved successfully. The configurations will take effect when the client connect
5 to the WIFi network the next time

When the configuration is complete, the Tenda technical support can access and manage the web
Ul of the router by visiting “http://202.105.106.55:8888” on the computer (IP address is
210.76.200.101). You can find the current IP address of the router's WAN port on the router
information page.

The following table describes the information displayed on this page.

Parameter description

Parameter Description

Remote Web

Used to enable or disable the remote web management function of the router.
Management
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Parameter

Remote IP Address

Port
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Description

Specifies the IP address of the host which can access the web Ul of the router
remotely.

® Any IP Address: Indicates that hosts with any IP address from the internet can
access the web Ul of the router. It is not recommended for security.

¢ Specified IP Address: Only the host with the specified IP address can access the
web Ul of the router remotely. If the host is under a LAN, ensure that the IP
address is the IP address of the gateway of the host (a public IP address).

Specifies the port number of the router which is opened for remote management.
You can change it as required.

QT\P

® The port number from 1 to 1023 has been occupied by familiar services. It is
strongly recommended to enter a port number from 1024 to 65535 to prevent
conflict.

® Remote web management can be achieved by visiting “http://WAN IP address of
the router:Port number”. If the DDNS host function is enabled, the web Ul can
also be accessed through “http://Domain name of the router’s WAN port:Port
number”.
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9.2 DDNS

9.2.1 Overview

DDNS normally interworks with the port mapping, DMZ host and remote web management, so
that internet users can be free from the influence of dynamic WAN IP address and access the
internal server or the router’s web Ul with a fixed domain name.

9.2.2 Internet users to access LAN resources using a domain
name

Scenario: You have set up an FTP server within your LAN.

Goal: Open the FTP server to internet users and enable family members who are not at home to
access the resources of the FTP server from the internet with a domain name.

Solution: You can configure the DDNS plus port mapping functions to reach the goal.
Assume that the information of the FTP server includes:
* |P address: 192.168.0.136
*  MAC address of the host: D4:61:DA:1B:CD:89
* Service port: 21
Information of the registered DDNS service:
*  Service provider: oray.com
* User name: JohnDoe
* Password: JohnDoe123456
* Domain name: 0284927222.zicp.vip

rie

Ensure that the router obtains an IP address from the public network. This function may not work on
a host with an IP address of a private network or an intranet IP address assigned by ISPs that start
with 100. Common IPv4 addresses are classified into class A, class B and class C. Private IP addresses
of class A range from 10.0.0.0 to 10.255.255.255. Private IP addresses of class B range from
172.16.0.0-172.31.255.255. Private IP addresses of class C range from 192.168.0.0-192.168.255.255.
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Information of the registered
DDNS service:

Service provider: oray.com

Remote access@

3,
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—
~

I

User name: JohnDoe ‘ FTP server
Password: JohnDoe123456 —  IP address: 192.168.6.136
Domain name: Example: RE6L Pro —  MAC address:
0284927222 .zicp.vip D4:61:DA:1B:CD:89
—  Port: 21
QTIF’

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step 1
Step 2
1.
2.

Log in to the web Ul of the router.

Configure the DDNS function.

Navigate to More > Advanced > DDNS.

Enable DDNS.

Select a service provider for ISP, which is oray.com in this example.

Enter the user name and password, which are JohnDoe and JohnDoe123456 in this
example.

Click Save.
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DDNS

=

e

map the WAN IP address of the router (a public IP address) to a fixed domain name, so that internet users can
the router through this domain name.

oons @D

ISP oray.com Register No

I

User Name JohnDoe
Password JohnDoe123456

Connection Status ~ Disconnected

Wait until Connected is displayed after Connection Status, which indicates that the
configuration is successful.

Step 3 Configure the port mapping function by following the steps in Port mapping.
---End

When completing the configuration, users from the internet can access the FTP server by visiting
“Intranet service application layer protocol name://Domain name”. If the WAN port number is not

the same as the default intranet service port number, the visiting address should be: “Intranet
service application layer protocol name://Domain name:WAN port number”.

In this example, the address is ftp://0284927222.zicp.vip.

B[4 = 7nispc - o s
Computer View a
T | fip:// 0284027222 zicpip w || | Search This PC o
7 Quick access ~ Folders (6)
I Desktop * o I/\\»
A=5
¥ Downloads + - Desktop ==| Documents
E] Documents bg
&= Pictures »* ‘ Downloads ) Music
== Pictures m Videos
—
I~ Devices and drives (3)
H Local Disk [C:) Local Disk (D)
@ OneDrive
.| —
[ Thic PC Ty 316 GB free of 338 GB .y 63.5 GB free of 97.5 GB
o Local Disk (E)
¥ Network

I
.y 15.3 GB free of 29.2 GB
o Homegroup

Enter the user name and password to access the resources on the FTP server.
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Either the server does not allow anonymous logins or the e-mail address was not
accepted.

FTF server: 0284927222 Zicp.vip

User name: | e |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily.

FTF does not encrypt or encode passwords or data before sending them to the

server, To protect the security of your passwords and data, use WebDAV instead.

[]Log on anonymously [ save password

Log On Cancel

QTIF’
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After the configuration, if internet users still cannot access the FTP server, try the following methods:

e Ensure that the Intranet port you fill in is the correct corresponding service port.

e Close the firewall, antivirus software and security guards on the host of the FTP server and try

again.
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9.3 Port mapping

9.3.1 Overview

With this function, you can map an external port to an internal port, so that applications using the
internal port (such as a web server) are accessible from the internet.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Advanced > Port Mapping.

Port Mapping

Port Mapping List

Internal IP

Address Internal Port External Port Protocol Operation

192.168.0.103 21 21 TCP&UDP

The following table describes the parameters displayed on this page.

Parameter description
Parameter Description
Internal IP Address  Specifies the IP address of the intranet server.

Specifies the service port of the intranet server.
Internal Port You can click the drop-down menu and select the corresponding service port number.

You can also select Custom and manually enter the corresponding service port number.

Specifies the external port for the internal port to map with.
External Port After selecting the internal port, the external port will be filled automatically, or you can

enter it manually.

Specifies the mapping protocol.

Protocol If you are not sure about the protocol type of the service, you are recommended to
select TCP&UDP, which indicates that both TCP and UDP are selected.
The available options include:

Operation 7] : Used to edit a port mapping rule.

T]: Used to delete a port mapping rule.
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9.3.2 Internet users access LAN resources

Scenario: You have set up an FTP server within your LAN.

Goal: Set up your own PC as an FTP server and let your family members who are not at home can
share resources on the server.

Solution: You can configure the port mapping function to reach the goal.

Assume that:

* |P address of the FTP server: 192.168.0.08
* MAC address of the FTP server: 6C:4B:90:3E:AD:AF
* Port of the FTP server: 21

QTIF’

° Ensure that the router's WAN port is connected to the internet and an IP address from the public
network is obtained. This function may not work on a host with an IP address of a private network
or an intranet IP address assigned by ISPs that start with 100. Common IPv4 addresses are
classified into class A, class B and class C. Private IP addresses of class A range from 10.0.0.0 to
10.255.255.255. Private IP addresses of class B range from 172.16.0.0-172.31.255.255. Private IP
addresses of class C range from 192.168.0.0-192.168.255.255.

* The ISP may not support unreported web services accessed using the default port 80. Therefore,
when setting port mapping, you are recommended to set the external port to an unfamiliar port
(1024 to 65535), such as 9999, to ensure normal access.

* The internal port number and external port number can be different.

’/\‘

H IP address acces@

Internet user

WAN IP: 102.33.66.88 ’ T

FTP server

Example: RE6L Pro — P address: 192.168.0.08

—  MAC address:
6C:4B:90:3E:AD:AF

—  Port: 21
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QTIP

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step1l Logintothe web Ul of the router.

Step 2 Configure port mapping rule.
1. Navigate to More > Advanced > Port Mapping, and click Add.
2. Select the host for Select Device, which is 6C:4B:90:3E:AD:AF in this example.

QTIP

e You can directly select a client from the drop-down list box, which requires no further settings on
Internal IP Address.

e If you select Manual, you need to set Internal IP Address manually.

3. Enter the IP address of internal server in Internal IP Address, which is 192.168.0.80 in this
example.

4. Click the drop-down list of Intranet Port and select the service port of the Intranet server,
which is 21 (FTP) in this example.

5. The External Port will be automatically filled, you can also customize it. Which is 21 in this
example.

6. Click the drop-down list of Protocol and select the protocol used by the intranet service.
You are recommended to select TCP&UDP.

7. Click OK.

The port mapping rule is successfully added, as shown in the following figure.
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Port Mapping
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Port mapping opens a service port and maps it to a specified LAN server. With this function enabled, internet users can

ccess the LAN server.

Port Mapping List

Internal IP Address

192.168.0.80

Internal Port

External Port Protocol Operation

21 TCP&UDP (K m|

Step 3 Assign a fixed IP address to the host where the Intranet server resides.

---End

Internet users can successfully access the intranet server by using the “Intranet service application
layer protocol name://WAN port IP address”. If the intranet service port is not the default port

number, the access address is “Intranet service application layer protocol name://WAN port IP
address:External port”.

In this example, the address is ftp://0284927222.zicp.vip. You can find the current IP address of
the router's WAN port on the System information page.

IE

|4 = ThisPC

View

T | fip:// 02840927222 zicpvip

7 Quick access
[ Desktop

* Downloads
E] Documents

= Pictures

@ OneDrive
[ This PC
¥ Network

o Homegroup

| = Search This PC yel

~ Folders (6)
- Desktop
‘ Downloads

== Pictures
| ==

LU R,

I~ Devices and drives (3)

Local Disk [C:)
[ ]
L]

Local Disk (E:)

I
"y 15.3 GB free of 28.2 GB

|
gy 316 GB free of 338 GB

A=D

=|

) Music
m Videos

Local Disk (D)

Documents

|
oy £3.5 GB free of 97.5 GB

Enter the user name and password to access the resources on the FTP server.

107



g Either the server does not allow anonymous logins or the e-mail address was not
3 accepted.

FTF server: 0284927222 Zicp.vip

User name: | e |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily.

& FTF does not encrypt or encode passwords or data before sending them to the

server, To protect the security of your passwords and data, use WebDAV instead.

[]Log on anonymously [ save password

Log On Cancel
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If you want to access the server using a fixed domain name, refer to the solution Port mapping +

DDNS.

QTIP

After the configuration, if internet users still cannot access the FTP server, try the following methods:

e Ensure that the Intranet port you fill in is the correct corresponding service port.

e Close the firewall, antivirus software and security guards on the host of the FTP server and try

again.
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9.4 DMZ host

9.4.1 Overview

A DMZ host on a LAN is free from restrictions in communicating with the internet. It is useful for
getting better and smoother experiences in video conferences and online games. You can also set
the host of a server within the LAN as a DMZ host when in need of accessing the server from the
internet.

I://NOTE

e A DMZ host is not protected by the firewall of the router. A hacker may leverage the DMZ host to
attack your LAN. Therefore, enable the DMZ function only when necessary.

e Hackers may leverage the DMZ host to attack the local network. Do not use the DMZ host function
randomly.

e Security software, antivirus software, and the built-in OS firewall of the computer may cause DMZ
function failures. Disable them when using the DMZ function. If the DMZ function is not required,
you are recommended to disable it and enable your firewall, security, and antivirus software.

9.4.2 Internet users access LAN resources

Scenario: You have set up an FTP server within your LAN.

Goal: Open the FTP server to internet users and enable family members who are not at home to
access the resources of the FTP server from the internet.

Solution: You can configure the DMZ host function to reach the goal.
Assume that the information of the FTP server includes:
* |P address: 192.168.0.136
* MAC address: D4:61:DA:1B:CD:89

* Service port: 21

QTIP

Ensure that the router obtains an IP address from the public network. This function may not work on
a host with an IP address of a private network or an intranet IP address assigned by ISPs that starts
with 100. Common IPv4 addresses are classified into class A, class B and class C. Private IP addresses
of class A range from 10.0.0.0 to 10.255.255.255. Private IP addresses of class B range from
172.16.0.0 to 172.31.255.255. Private IP addresses of class C range from 192.168.0.0 to
192.168.255.255.
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- IP address acce@ D

== B ]

Internet user

WAN IP: 102.33.66.88 T T

=l W

FTP server
Example: RE6L Pro

— |P address: 192.168.0.136

—  MAC address:
D4:61:DA:1B:CD:89

QTIF’

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Set DMZ host.
1. Navigate to More > Advanced > DMZ Host.
2. Enable DMZ Host.
3. Enter the IP address of the host, which is 192.168.0.136 in this example.

4. Click Save.
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DMZ Host

The DMZ host has all ports opened. You can enable this function when you need to communicate with the internet without
restrictions. For example, you can set this device as the DMZ host when you are having a video conference or playing
online games to improve smoothness.

oMz Host @)
1. The DMZ host device will be exposed to the internet
and the firewall of the router will no longer safeguard the
host.

2. Hackers may use the DMZ host to attack the loca
network. Please use this function with caution.

3. When using this function, please disable the security
software and firewall of the DMZ host temporarily.

DMZ Host IP Address 192.168.0.136

Step 3 Assign a fixed IP address to the host where the server locates.

~-End

When the configuration is complete, users from the internet can access the DMZ host by visiting
“Intranet service application layer protocol name://WAN IP address of the router”. If the intranet
service port number is not the default number, the visiting address should be: “Intranet service
application layer protocol name://WAN IP address of the router:Intranet service port number”.

In this example, the address is “ftp://102.33.66.88". You can find the WAN IP address of the router
on the router information page.

QTIF‘

If the default intranet service port number is 80, change the service port number to an uncommon
one (1024-65535), such as 9999.
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4 Homegroup

Enter the user name and password to access the resources on the FTP server.

i

*

Either the server does not allow anonymous logins or the e-mail address was not
accepted.

FTP server: 102.33.66.88

User name: | w |

Password: | |

After you log on, you can add this server to your Favarites and return to it easily.

FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use WebDAVY instead.

[ Log on anonymeously [Jsave password

Log On Cancel

Document Version: V1.0

If you want to access the server within a LAN using a domain name, refer to the solution DMZ +

DDNS.

QTIF’

After the configuration, if internet users still cannot access the FTP server, close the firewall, antivirus

software and security guards on the host of the FTP server and try again.
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9.5 VPN

9.5.1 Overview

A Virtual Private Network (VPN) is a private network built on a public network (usually the
Internet). This private network exists only logically and has no actual physical lines. VPN technology
is widely used in corporate networks to share resources between corporate branches and
headquarters, while ensuring that these resources are not exposed to other users on the internet.

The typology of a VPN network is shown below.

Branch Headquarters
Employtee Router Router Enterprise
compuier VPN client VPN server server

The router supports Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Tunneling Protocol
(L2TP).

— PPTP encapsulates link-layer PPP frames in IP packets to transmit data over the IP network.

— L2TP encapsulates link-layer PPP frames in different packets for transmission based on

different network types.
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9.5.2 PPTP server

The routers can function as a PPTP server and accept connections from PPTP clients.

Enable PPTP server

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > VPN. Enable the PPTP Server, and click Save.

PPTP/LZTP Client

PPTP Server

Address Pool Range 0 . 0 . 0 . 100 -1000. 200

MPPE Encryption

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Used to enable or disable the PPTP server.

PPTP Server When it is enabled, the router functions as a PPTP server, which can accept the

connections from PPTP clients.

Specifies the IP address range within which the PPTP server can assign to PPTP

Add Pool R
ress rool Range clients. It is recommended to keep the default settings.

Used to enable or disable 128-bit data encryption.
MPPE Encryption The encryption settings should be the same between the PPTP server and PPTP

clients. Otherwise, communication cannot be achieved normally.
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Add PPTP user account

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > VPN. Click Add, set the user name and password, and click OK.

PPTP Account

User Name Password Connection Status Operation

No Data

The following table describes the parameters displayed on this page.
Parameter description
Parameter Description

User Name Specify the VPN user name and password, which the VPN user needs to enter when

making PPTP dial-ups (VPN connections).

Password
Connection Status Specifies the connection status of the VPN connection.
The available operations include:
: Indicates that the PPTP user account is available. You can click it to disable the
account.
Operation 'S' : Indicates that the PPTP user account is unavailable. You can click it to enable

the account.

‘] : Used to edit a PPTP user account.

: Used to delete a PPTP user account.
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View online PPTP users

When the PPTP server function is enabled, you can view the detailed information of VPN clients
that establish connections with the PPTP server.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > VPN > PPTP Server.

Online PFTP User

User Name Dial-In IP Address Assigned IP Address Uptime

No online client

The following table describes the parameters displayed on this page.

Parameter description

Parameter

User Name

Dial-In IP Address

Assigned IP
Address

Uptime

Description

Specifies the VPN user name, which the VPN user uses when making PPTP dial-ups (VPN
connection).

Specifies the IP address of the PPTP client.

If the client is a router, it will be the IP address of the WAN port whose VPN function is
enabled.

Specifies the IP address that the PPTP server assigns to the client.

Specifies the online time since the VPN connection succeeds.

Internet users access resources

Scenario: You have set up an FTP server within the LAN of the router.

Goal: Open the FTP server to internet users and enable them to access the resources of the FTP
server from the internet.

Solution: You can configure the PPTP server function to reach the goal. Assume that:

The user name and password that the PPTP server assigns to the client are both
adminl.

The WAN IP address of router is 113.88.112.220.
The IP address of the FTP server is 192.168.0.136.
The FTP server port is 21.

The FTP login user name and password are both JohnDoe.
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@TIF’

Ensure that the WAN IP address of router is public. This function may not work on a host with a
private IP address. Common IPv4 addresses are classified into class A, class B and class C. Private IP
addresses of class A range from 10.0.0.0 to 10.255.255.255. Private IP addresses of class B range from
172.16.0.0 to 172.31.255.255. Private IP addresses of class C range from 192.168.0.0 to
192.168.255.255.

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Enable PPTP Server.
1. Navigate to More > Network Settings > VPN > PPTP Server.
2. Enable PPTP Server.

3. Enable MPPE Encryption, which means that the encryption digit remains the default value
128.

4. Click Save.

Step 3 Add user name and password for the PPTP server.

Click Add, and set the user name and password for the PPTP server, which are both
adminl in this example. Then, click OK.

VPN
PPTR/L2TP Client
PPTP Server
Address Pool Range 10 . 0 . 0 . 100 -1000 200
MPPE Encryption
PPTP Account
User Name Password Connection Status Operation
admin1 admin1 Offline K m|
-—-End

After the settings are completed, internet users can access the FTP server by following these steps:
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Step 1 Perform VPN dial-up.

1.

Click the E icon at the bottom right corner on the desktop of another computer
with internet access, and then click Network settings.

3:22 PM
1/7/2020

A dg ' T1: B ENG

2. Choose VPN on the left side, and click Add a VPN connection.
<« Settings - O x
02 NETWORK & INTERNET [ Find a setting 2|
Data usag[y
S— VPN
lven | |—————————= 1
[ — I+ Add a VPN connection |
Dial-up Liffffffffi
Ethernet Related settings
Proxy Change adapter options
Change advanced sharing options
Network and Sharing Center
nternet options
Windows Firewall
3. Configure the VPN parameters.

— Enter a connection name, such as VPN connection.
— Enter the server address, which is 113.88.112.220 in this example.

— Select a VPN type, which is Point to Point Tunneling Protocol (PPTP) in this
example.

— Select a type of sign-in info, which is User name and password in this example.
— Enter the user name and password, which are both admin1 in this example.

— Click Save.
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Add a VPN connection

Connection name

VPN connection

Server name or address
113.88.112.220

VPN type

Type of sign-in info

User name (optional)

Password (optional)

Save Cancel

4. Find the VPN connection added, and click Connect.
< Settings

€02 NETWORK & INTERNET

Data usage

VPN
VPN

Add a VPN connection
+

Dial-up

eve) VPN connection
Ethernet &’

T

Proxy e

Connect Advanced options Remove

Wait a moment, the VPN connection is successful.
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Step 2 Access the FTP server.

1. Click the E icon on the desktop, and enter the address in the address bar to access
the FTP server, which is ftp://192.168.0.136:21 in this example.

QTIF’

If the LAN service port is not the default port number, the access format is "LAN service application
layer protocol name://Server IP address: LAN service port".

&[] = ThisPC B - x
Computer View 0
0N jﬂ ftp://192.168.0,136:21 15| [ Search This PC 5
# Quick access ~ Folders (6)
[ Desktop ) L\}
A
4 Downloads - Desktop ﬁ Documents

|if'| Documents

| Pictures ‘ Downloads b Music
== Pictures ﬁ Videos
e

~ Devices and drives (3)

: Local Disk (C:) Local Disk (D)
@ OneDrive
- I
[ This PC L] 316 GB free of 338 GB L] £3.5 GB free of 97.5 GB

Local Disk (E:)
¥ Metwork

I
15.3 GB free of 29.2 GB

]

»& Homegroup

9 itermns

2. Enter the user name and password for logging in to the FTP server, which are both
JohnDoe in this example, and click Log On.
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x

! Either the server does not allow anonymous logins or the e-mail address was not
accepted,

FTF server: 192.168.0,136

User name: | w |

Password: | |

After you log on, you can add this server to your Favorites and return to it easily,

& FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAV instead.

[ Log on anonymously []save password

Log On Cancel

---End

By performing the steps above, internet users can access the resources on the FTP server.
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9.5.3 PPTP/L2TP client

The routers can function as PPTP/L2TP clients and connect to PPTP/L2TP servers.

Enable PPTP/L2TP client

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > VPN. Enable the PPTP/L2TP Client, and click Save.

VPN

PPTP Server

PETR/LZTP Client

Client Type  PPTP

Server IP/Domain Name

User Name

Password

Status  Disconnected

The following table describes the parameters displayed on this page.

Parameter description

Parameter

PPTP/L2TP Client

Client Type

Server IP
Address/Domain
Name

User Name
Password

Status

Description
Used to enable or disable the PPTP/L2TP client function.

Specifies the client type that the router serves as, either PPTP or L2TP.
® PPTP: When the router is connecting to a PPTP server, select this option.

® L2TP: When the router is connecting to an L2TP server, select this option.
Specifies the IP address or domain name of the PPTP/L2TP server that the router
connects to. Generally, when a router serves as the PPTP/L2TP server at the peer side,

the domain name or IP address should be that of the WAN port whose PPTP/L2TP server
function is enabled.

Specify the user name and password that the PPTP/L2TP server assigns to the
PPTP/L2TP clients.

Specifies the connection status of the VPN connection.
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User access ISP’s VPN resources

Scenario: You have subscribed to the PPTP VPN service when purchasing the broadband service

from your ISP.

Goal: Access the VPN resources of your ISP more safely.

Solution: You can configure the PPTP/L2TP client function to reach the goal. Assume that:

- The IP address of the PPTP server is 113.88.112.220.

- The user name and password assigned by the PPTP server are both admin1.

Configuration procedure:

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Log in to the web Ul of the router.

Navigate to More > Network Settings > VPN > PPTP/L2TP Client.
Enable PPTP/L2TP Client.

Choose PPTP for Client Type.

Set Server IP/Domain Name, which is 113.88.112.220 in this example.
Set User Name and Password, which are both adminl in this example.

Click Save.

VPN
PPTP Server
PPTPILZTP Client
Client Type PPTP
Server IP/Domain Name 113.86.112.220
User Name admini
Password admini
Status  Disconnected
---End

When Connected is shown behind Status, you can access the VPN resources of your ISP.
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1l1] Network security

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

Hide the Wi-Fi network

Enable or disable MESH button

Change the login password

Firewall
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10.1 Hide the Wi-Fi network

The hidden Wi-Fi networks are invisible to Wi-Fi-enabled devices, thus improving the security of

the networks.

Configuration procedure:

Step1l Logintothe web Ul of the router.

Step 2 Navigate to WiFi Settings.
Step 3 Tick Hide under WiFi Name.
Step 4 Click Save.

WIFi Settings

Unify 2.4 GHz & 5 GHz

MLO

WiFi Enable

WiFi Name

Security

WiFi Password (D

---End

«©

The 2.4 GHz WiFi network and 5 GHz WiFi network share the same WIiFi name and WiFi password
so clients can automatically connect to the best WiFi network.

enabled, the terminal can establish multiple connections with the router to improve speed and
latency.
This function can only work when the Wi-Fi name and Wi-Fi password of at least two bands are the

same and the network mode supports 802.11be

«©

@Tenda_A4F170

Hide(After it is enabled, clients such as smartphones cannot find the Wi-Fi name and networking

through the button is not supported for the frequency range.)

WPA2-PSK (Recommended)

After the settings are completed, the corresponding Wi-Fi network is invisible to Wi-Fi-enabled
devices. If you want to connect to a hidden wireless network, you need to manually enter the
wireless network name on a Wi-Fi-enabled device such as a smartphone. For details, see Appendix

A.3 Connect to a hidden Wi-Fi Network.
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10.2 Enable or disable MESH/WPS button

To access the configuration page, log in to the web Ul of the router, and navigate to More > WiFi
Settings > MESH/WPS Button.

You can enable or disable the MESH/WPS key networking function. This function is enabled by
default.

* After enabled, the router can network with other Tenda Wi-Fi+ routers through the

networking button (WPS or MESH) on the body. For details, see Mesh button networking.

*  After disabled, the router cannot be networked through the networking button (WPS or MESH)

on the body, but can be networked through the Scanning networking and Wired networking.

E’/NOTE

If you use this router in a public place, do not enable the MESH/WPS button function to ensure
information security.

MESH/WPS Button
The router has a MESH/WPS button and can form a network with other Tenda routers which also have a MES

outton

MESHMEPS Button
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10.3 Change the login password

To ensure network security, a login password is recommended. A login password consisting of
more types of characters, such as uppercase and lowercase letters, brings higher security.

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > System Settings > Login Password.

Step 3 In the Old Password, enter the current password for logging in to the router's web UL.
Step 4 Set a new login password in the New Password.

Step 5 Click Save.

Login Password

Old Password

New Password

---End

The page will direct to the login page, enter the password just set, and then click Login. you can
re-log in to the router's web Ul.
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10.4 Firewall

The firewall function helps the router detect and defend ICMP flood attacks, TCP flood attacks and
UDP flood attacks, and ignore Ping packets from the WAN port. It is recommended to keep the
default settings.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Advanced > Firewall.

Firewall

ICMP Flood Attack Defense

TCP Flood Attack Defense

UDP Flood Attack Defense

Block Ping from WAN

The following table describes the parameters displayed on this page.

Parameter description

Parameter Description

Used to enable or disable the ICMP flood attack defense.

ICMP Elood Attack The ICMP flood attack means that, to implement attacks on the target host, the

Defense attacker sends a large number of ICMP Echo messages to the target host, which
causes the target host to spend a lot of time and resources on processing ICMP Echo
messages, but cannot process normal requests or responses.

Used to enable or disable the TCP flood attack defense.

TCP Flood Attack The TCP flood attack means that, to implement attacks on the target host, the

Defense attacker quickly initiates a large number of TCP connection requests in a short
period, and then suspends in a semi-connected state, thereby occupying a large
number of server resources until the server denies any services.
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Parameter Description

Used to enable or disable the UDP flood attack defense.

UDP Flood Attack The UDP flood attack is implemented similarly with the ICMP flood attack, during

Defense which the attacker sends a large number of UDP packets to the target host, causing
the target host to be busy processing these UDP packets, but unable to process
normal packet requests or responses.

Used to enable or disable the Block Ping from WAN function.

Block Ping from WAN When it is enabled, the router automatically ignores the ping to its WAN from hosts
from the internet and prevents itself from being exposed, while preventing external
ping attacks.
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155 Advanced

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:

Turn on or turn off the indicator of router

Enable or disable TWT function

IPTV

Enable or disable router's WAN/LAN auto-negotiation function

Change LAN IP address

Change DHCP server

Assign static IP address to LAN client

Static routing
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11.1 Turn on or turn off the indicator of router

11.1.1 Turn on or turn off the indicators of all nodes

Method 1

After logging to the web Ul of the router, click @ or () inthe More Function module of the

Network Status page.

More Function

O 4 = @ &

R
Reboot All Nodes One-Click Optimization LED Indicator Node Topology

Method 2

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Smart Power Saving, turn on or turn off the indicators of all nodes as
required, and then click Save.

LED Indicator

You can enable/disable

LED Indicator Enable

: Disable

: Schedule Disable

---End
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11.1.2 Schedule turn off the indicators of all nodes

You can turn off the indicators of all nodes as required to save power.

Assume that you want to turn off the router's indicator from 22:00 to 7:00, and other periods are
normal. For details, see the following steps.

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Smart Power Saving > LED Indicator.
Step 3 Set Schedule Disable for LED Indicator.

Step 4 Select Turn Off at to 22:00 - 7:00.

Step 5 Click Save.

LED Indicator

LED Indicator Schedule Disable

Tum Off at 22:00 07:00

---End
The following table describes the parameters displayed on this page.

Parameter description

Parameter Description
Enable Specifies all indicators work normally.
Disable Specifies all indicators are turned off.

During the set Turn Off at, all indicators of the router are turned off. Outside this

Schedule Disable period, all indicators work normally.
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11.1.3 Turn on or turn off the indicators of single node

Step1l Logintothe web Ul of the router.

Step2 Click s (Node Topology)in the More Function module of the Network Status page.

More Function

@ = E2

/
~ Node Topology

O 4

One-Click Optimization LED Indicator

Reboot All Nodes

Step 3 Click the node whose indicator you want to turn on or turn off. The following figure is for

reference only.

® +
’_)

S__/  ecController
<A
o)
® Excellent m @
» Agent

Step 4 Turn on or turn off the indicator of the node as required.

Node Name Ethernet Port Status © LED On/Off Operation
Controller
[wan Jf ~>= @
12 3 4 ~

—End
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11.2 Enable or disable TWT function

The Target Wakeup Time (TWT) means that after the TWT function is enabled, the router will
automatically optimize the resource scheduling between devices and negotiate the wake-up time,
so that clients such as a smartphone can reduce power consumption and improve device battery
life when they do not need to communicate with the router.

To access the configuration page, log in to the web Ul of the router, and navigate to More > Smart

Power Saving > TWT.
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11.3 IPTV

11.3.1 Overview

IPTV is the technology integrating internet, multimedia, telecommunication and many other
technologies to provide interactive services, including digital TV, for family users by internet
broadband lines.

If the IPTV service is included in your broadband service, you can enjoy both internet access
through the router and rich IPTV contents with a set-top box when it is enabled.

If you want to watch multicast videos from the WAN side of the router on your computer, you can
enable the multicast function of the router.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > IPTV.

After the Multicast and STB function are enabled. See the following figure.

IPTV

Multicast

STB

VLAN Default

Ethemnet Port Selection Ethemet Port 4

The following table describes the parameters displayed on this page.
Parameter description

Parameter Description

Multicast Used to enable or disable the multicast function.
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Parameter Description

Used to enable or disable the IPTV function of the router.

STB When this function is enabled, the port IPTV/3 can be used only as an IPTV port and be
connected to an IPTV set-top box.

Specifies the VLAN ID of your IPTV service.

® If your ISP does not provide any VLAN ID information when the IPTV service is available,
keep Default.

¢ If you have obtained the VLAN ID from your ISP when the IPTV service is available,
VLAN choose Custom VLAN and enter the VLAN value.

QT\P

If Default is not available, you are recommended to consult your ISP to provide the VLAN

ID.

Ethernet Port

. Used to select Ethernet port for IPTV port.
Selection

11.3.2 Watch IPTV programs through the router

Scenario: The IPTV service is included in your broadband service. You have obtained the IPTV
account and password from your ISP, and VLAN ID is 10.

Goal: Watch IPTV programs through the router.

Solution: You can configure the IPTV function to reach the goal.

Smartphone
Ethernet cable —T IPTV set top box
Example: RE6L Pro =
TV
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Configuration procedure:
Step 1 Set your router.

1. Login to the web Ul of the router.

2. Navigate to More > Network Settings > IPTV.
3. Enable the STB function.
4. Select Custom for VLAN, and set VLAN ID to 10.

5. Click Save.

IPTV

You can configure multicast and IPTV function here.

Multicast

Once enabled, you can watch the multicast video source
on the WAN side of the router from your client.

Connect the IPTV STB to the IPTV port of the router. &

WLAN Custom v
Custom 10

: Ethernet Port Selection Ethernet Port 4 b

Step 2 Configure the set-top box.
Use the IPTV user name and password provided by your ISP to dial up on the set-top box.
---End

After the settings are completed, you can watch IPTV programs on your TV.
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11.3.3 Watch multicast videos through the router

Scenario: You have the address of multicast videos.

Goal: You can watch multicast videos.

Solution: You can configure the multicast function to reach the goal.

J

\— Ethernet cable Ethernet cable

Example: RE6L Pro
Computer

QTIF’

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).
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Configuration procedure:

Step 1
Step 2
Step 3
Step 4

Log in to the web Ul of the router.

Navigate to More > Network Settings > IPTV.

Enable the Multicast.

Click Save.

IPTV

You can configure multicast and IPTV functions here.

Mutticast @)
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Once enabled, you can watch the multicast video source

on the WAN side of the router from your client.

STB

---End

After the settings are completed, you can watch multicast videos on your terminal devices.
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11.4 Enable or disable router’s WAN/LAN
auto-negotiation function

WAN/LAN auto-negotiation function, that is, the router Ethernet port does not distinguish
between WAN (Internet port) and LAN (internal port), with WAN, LAN auto-adaptive
characteristics. The Ethernet jack or the Ethernet cable has been connected to the computer can
be connected to any Ethernet port of the router.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Network Settings > WAN/LAN Auto-negotiation.

The WAN/LAN auto-negotiation function is enabled by default. When disabled, the Ethernet port 1
is WAN port, and other Ethernet ports are LAN ports.

- WAN port: Used to connect optical modem, DSL modem, cable TV modem or Ethernet jack.

- LAN port: Used to connect computers, switches, game consoles, and so on.

WAN/LAN Auto-negotiation

WAN/LAN Auto-negotiation
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11.5 Change LAN IP address

The LAN IP address is the router's IP address to the LAN and also the router's management IP
address. LAN users can log in to the web Ul of the router using this IP address.

The default router's LAN IP address is 192.168.0.1 and the subnet mask is 255.255.255.0. Generally,
you do not need to change the LAN port settings unless IP address conflicts occur. For example, the
WAN IP address obtained by the router and the LAN IP address are on the same network segment.
The IP address of other devices on the LAN is also 192.168.0.1.

Assume that you want to change the router login address to 192.168.2.1 and retain the default
subnet mask.

Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Network Settings > LAN Settings.
Step 3 Change the LAN IP address in the LAN IP Address, which is 192.168.2.1 in this example.
Step 4 Click Save.

LAN Settings
Here, you can modify the Router LAN IP address, subnet mask and DHCP server parameters, and add static IP address
LAN IP Address 192.168.2.1
Subnet Mask | 255.255.255.0
DHCP Server
Address Pool Range  192.168.2. 1 - 254
Lease Time (i, 1 day
DNS

Step 5 Click OK.
---End
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After the LAN IP address is successfully changed, the login page is automatically displayed. If not,
ensure that the IP address of the Ethernet (or local connection) of the computer is set to Obtain an

IP address automatically and Obtain DNS server address automatically, and then try again to access
the new LAN IP address.

QTIF’

If the new LAN IP address is not on the same network segment as the IP address of the original LAN

port, the system automatically changes the DHCP address pool to make it on the same network
segment as the new LAN IP address.
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11.6 Change DHCP server

DHCP is short for Dynamic Host Configuration Protocol. The DHCP server can automatically assign
IP addresses, subnet masks, gateways, and DNS information to clients on the LAN.

If this function is disabled, you need to manually configure an IP address on the client to access the
internet. Unless other specified, keep the DHCP server enabled.

To access the configuration page, log in to the web Ul of the router, and navigate to More >

Network Settings > LAN Settings.

LAN Settings

Here, you can modify the Router LAN IP address, subnet mask and DHCP server parameters, and add static |P address

rules.

LAN IP Address

Subnet Mask

DHCP Server

Address Pool Range

Lease Time (1)

192.168.0.1

255.255.255.0

Once enabled, the DHCP server automatically assigns
internet parameters such as |IP address, subnet mask, :
and gateway address to the terminal device. You are
recommended to enable this function.

192.166.0. 1 - 254
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The following table describes the parameters displayed on this page.

Parameter description

Parameter

DHCP Server

Address Pool Range

Lease Time

DNS

Primary DNS

Secondary DNS

Description

Used to enable or disable the DHCP server. Once enabled, the DHCP server
automatically assigns internet parameters such as IP address, subnet mask,
and gateway address to the terminal device. You are recommended to enable
this function.

Specifies the range of IP addresses that can be assigned to clients connected
to the router. The default range is 192.168.0.100 to 192.168.0.254.

Specifies the valid duration of the IP address that is assigned to a client.

When the lease time reaches half, the client will send a DHCP Request to the
DHCP server for renewal. If the renewal succeeds, the lease is renewed based
on the time of the renewal application. If the renewal fails, the renewal
process is repeated at 7/8 of the lease period. If it succeeds, the lease is
renewed based on the time of the renewal application. If it still fails, the client
needs to reapply for IP address information after the lease expires.

It is recommended to keep the default value.

Specifies whether to allocate another DNS address to the client.

— When it is disabled, the LAN port IP address of the router is used as the
DNS address of the client.

— When itis enabled, Primary DNS must be set and Secondary DNS is
optional.

Specifies the primary DNS address allocated to the client by the router.

QT\P

Make sure that the primary DNS server is the IP address of the correct DNS

server or DNS proxy. Otherwise, you may fail to access the internet.

Specifies the secondary DNS server address of the router used to assign to the
clients. It is optional.
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11.7 Assign static IP address to LAN client

The DHCP Reservation function enables the DHCP server to always assign a fixed IP address to the
client, preventing IP address-based functions, such as network bandwidth control and port
mapping, from becoming invalid when the client IP address changes.

@NOTE ’
DHCP Reservation function takes effect only when DHCP Server is enabled.
Scenario: You have set up an FTP server within your LAN.

Goal: To prevent the failure to access the FTP server due to IP address changes, you must assign a
fixed IP address to the FTP server.

Solution: You can configure the static IP reservation function to reach the goal.

Assume that the information of the FTP server includes:

e MAC address: 6C:4B:90:3E:AD:AF

* |P address: 192.168.1.80
Configuration procedure:

Step1 Logintothe web Ul of the router.

Step 2 Navigate to More > Network Settings > LAN Settings.
Step 3 Assign a fixed IP address to the FTP server.

1. Click Add in Static IP Reservation List.

2. Select the host to which you want to assign a fixed IP address in Select Device. If the FTP
server is not connected to a router, select Manual in the Select Device and set related
parameters manually. The following uses Manual as an example.

3. (Optional) Remark the device name in the Device Name, which is FTP server in this
example.

4. Inthe MAC Address, enter the MAC address of the host to which a fixed IP address is to
be assigned, which is 6C:4B:90:3E:AD:AF in this example.

5. Inthe IP Address, set the IP address of the host (FTP server in this example) to
192.168.1.80.

6. Click OK.

QTIP

After the rule is added successfully, it takes effect the next time the device connects to the router.
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Select Device
Device Name
MAC Address
IP Address
---End

Manual

FTP server

6C:4B:90:3E:ADAF

192.168.1.80
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After the static IP reservation rule is successfully added, the following figure is displayed. After the
host with the MAC address 6C:4B:90:3E:AD:AF is connected to the router, it always obtains the IP

address 192.168.1.80.

Static IP Reservation List

Device Name

IP Address

MAC Address

Operation

FTP server

192.165.1.60

6c4b50 3ead:af
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11.8 Static routing

11.8.1 Overview

Routing is the act of choosing an optimal path to transfer data from a source address to a
destination address. A static route is a special route that is manually configured and has the
advantages of simplicity, efficiency, and reliability. Proper static routing can reduce routing
problems and overload of routing data flow, and improve the forwarding speed of data packets.

A static route is set by specifying the destination network, subnet mask, default gateway, and
interface. The destination network and subnet mask are used to determine a destination network
or host. After the static route is established, all data whose destination address is the destination
network of the static route are directly forwarded to the gateway address through the static route
interface.

To access the configuration page, log in to the web Ul of the router, and navigate to More >
Advanced > Static Routing.

ress is the same as the destina et e static route
Routing Table
Destination i
Network Subnet Mask Gateway WAN Operation
172.16.105.0 255.255.255.0 192.168.10.20 WAN1 [ |
0.0.0.0 0.0.0.0 172.16.200.1 WAN1 System
172.16.200.1 255.255.255.255 0.0.0.0 WAN1 System
192.1638.0.0 255.255.255.0 0.0.0.0 bro System
224000 240.0.0.0 0.0.0.0 bro System
239.0.0.0 255.0.0.0 0.0.0.0 bro System
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The following table describes the parameters displayed on this page.

Parameter description

Parameter

Destination Network

Subnet Mask

Gateway

WAN

Operation

Description

Specifies the IP address of the destination network.
If Destination Network and Subnet Mask are both 0.0.0.0, this is the default route.

QT\P

When no route of packets can be found under Routing Table, the router will
forward the packets using the default route.

Specifies the subnet mask of the destination network.

Specifies the ingress IP address of the next hop router after the data packet exits
from the interface of the router.

0.0.0.0 indicates that the destination network is directly connected to the router.
Specifies the interface that the packet exits from.

The available options include:
: Used to modify a static routing rule.

: Used to delete a static routing rule.

11.8.2 An example of adding a static routing rule

Scenario: You have a router and another two routers. Routerl is connected to the internet and its
DHCP server is enabled. Router2 is connected to an intranet and its DHCP server is disabled.

Goal: You can access both the internet and intranet at the same time.

Solution: You can configure the static routing function to reach the goal.

Assume the LAN IP addresses of these devices are:

°* Router: 192.168.0.1

° Routerl:192.168.10.10

° Router2:192.168.10.20

Information about the intranet:

e |Paddress: 172.16.105.0

*  Subnet mask: 255.255.255.0
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Router 1 D
. Switch Smartphone
Router
172.16.105.0/24 WrtitiEme T I
. . . e ol o

g 192.168.0.1 r j

Example: RE6L Pro Bl

Computer

QTIF‘

By default, the WAN/LAN auto-negotiation function of the router is enabled, and the Ethernet cable
connected to the internet can be connected to any Ethernet port. If the WAN/LAN auto-negotiation
function is disabled, connect the Ethernet cable connected to the internet to Ethernet port 1 (WAN

port).

Configuration procedure:

Step1l Logintothe web Ul of the router.

Step 2 Configure the router to access the internet in Internet Settings. For details, refer to Access
the internet through a dynamic IP address.

Internet Settings
Network Status ~ Connected
Uptime  Shour(s) 7minute(s)
ISP Type Normal
Internet Connection Type Dynamic IP

Select this type if you can access the internet simply by plugging in an Ethemet cable for internet

connection

Step 3 Add a static routing rule.

1. Navigate to More > Advanced > Static Routing.
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2. Click Add.

— Enter the IP address of the destination network, which is 172.16.105.0 in this
example.

—  Enter the subnet mask of the destination network, which is 255.255.255.0 in this
example.

— Enter the ingress IP address of the next hop router, which is 192.168.10.20 in this
example.

3. Click OK.

Add Static Route X
Destination Network 172.16.105.0

Subnet Mask 255.255.255.0

Gateway 192.168.10.20

Cancel

The new static routing rule is displayed under Routing Table.

Static Routing

After a static route is added, data w e same as the destination netwo ne static route
Routing Table
Destination Subnet Mask Gatewa WAN Operation
Network Y P
172.16.105.0 255.255.255.0 192.168.10.20 VAN 4 o
---End

After the settings are completed, you can access both the internet and intranet through the router
at the same time.
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b2 System maintenance

This guide is for reference only and does not imply that the product supports all functions in the
guide. The functions may differ with product models. The actual product prevails.

This chapter includes the following sections:
Reboot device

Auto system maintenance

Firmware upgrade

Backup & restore

System time

View or export the system log
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12.1 Reboot device

If a parameter you set does not take effect or a node cannot be used, you can manually reboot the
node to resolve the problem. The reboot will disconnect all connections. Perform this operation
when the network is relatively idle.

12.1.1 Reboot all nodes

After logging in to the web Ul of the router, click ) (Reboot All Nodes) in the More Function

module of the Network Status page. Confirm the prompt message, and click Reboot. Wait until
the ongoing process finishes.

More Function

O A @ &

Reboot All Modes One-Click Optimization LED Indicator MNode Topology

12.1.2 Reboot single node

Step1 Logintothe web Ul of the router.

Step2 Click s& (Node Topology)in the More Function module of the Network Status page.

More Function

O X @ X

Reboot All Nodes One-Click Optimization LED Indicator Node Topology
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Step 3 Click the node you want to reboot in Network Status. The following figure is for reference

only.
=
= Controller
» Excellent
= Agent
Fal
» Poor
Offline
. 1 .
Step4 Click () in Node Info.
Node Name Ethernet Port Status O LED On/Off
Controller Primary Node ¢ —
IP Address 192 168.1.1
@ MAC Address: m ©
1 2 3 4

Uptime:3 hour(s) 6 minute(s)

Step 5 Confirm the prompt message, and click Reboot.

Reboot

Do you want to reboot the device?

—Dwring the reboot, all connections are cut off.
-The reboot takes about 90 seconds. Please reboot the device in relatively idle periods.

---End

Wait until the ongoing process finishes.
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12.2 Auto system maintenance

Auto system maintenance enables you to restart the router regularly. It helps improve the stability
and service life of the router.

To access the configuration page, log in to the web Ul of the router, and navigate to More > System
Settings > Auto System Maintenance. This function is enabled by default.

Auto System Maintenance

Auto System Maintenance
Reboot at 02:00

Delay Reboot

DCelay the reboot if a client is connected and the traffic is higher than 3 KB/s

The following table describes the parameters displayed on this page.

Parameter description
Parameter Description

Auto System

. Used to enable or disable the auto system maintenance function.
Maintenance

Reboot at Specifies the time when the router reboots automatically every day.

Used to enable or disable the reboot delay function.

* Ticked: The function is enabled. When the time for rebooting approaches, if there is
any user connected to the router and the traffic over the router’s WAN port exceeds 3
KB/s, the router will delay rebooting.

® Unticked: The function is disabled. The router reboots immediately when the specified
time for rebooting approaches.

Qe

Delay Reboot

After Delay Reboot function is enabled, the router continuously detects traffic within 2

hours after reboot time, and reboots once the conditions are met.
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12.3 Firmware upgrade

With this function, you can upgrade the firmware of the router to obtain the latest functions and
more stable performance. The router supports online upgrade and local upgrade.

12.3.1 Online upgrade

I:IINOTE

Do not disconnect the device from power or internet during this process. Otherwise, the upgrade
may fail or the router may be damaged.

Method 1

Step1 Login tothe web Ul of the router.

Step 2 After detecting the new firmware version, the router will display a pop-up window. Click
Update Now.

---End

The system will download the upgrade firmware from the cloud and upgrade automatically. Please
wait with patience. After the upgrade is completed, access the Firmware Upgrade page again and
check whether the upgrade is successful based on Current Firmware Version.

Method 2

Step1l Logintothe web Ul of the router.

Step 2 Navigate to More > System Settings > Firmware Upgrade.

Step 3 If a new firmware version is detected, click Online Upgrade.

Firmware Upgrade

) Current Firmware _
Device Name ) Operation
Version

Controller

r COnline Upgrade
Details V16.03.93.04_multi ~__
Local Upgrade

---End

The system will download the upgrade firmware from the cloud and upgrade automatically. Please
wait with patience. After the upgrade is completed, access the Firmware Upgrade page again and
check whether the upgrade is successful based on Current Firmware Version.
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12.3.2 Local upgrade

I:’iNOTE

To prevent the router from being damaged:

e Ensure that the firmware is applicable to the router. Generally, the firmware upgrade file suffixed
with .bin.

e When you are upgrading the firmware, do not power off the router.

Step1 Goto www.tendacn.com. Download applicable firmware of the router to your local
computer and unzip it.

Step 2 Login to the web Ul of the router. Navigate to More > System Settings > Firmware
Upgrade.

Step 3 Click Local Upgrade in the line of the node to be upgraded.

Firmware Upgrade

) Current Firmware _
Device Name ) Operation
Version

Controller Online Upgrade

Details V16.03.53.04_multi
Local Upgrade

Step 4 Click Select File. Target the firmware file downloaded previously (suffixed with .bin).

Local Upgrade X

The device will reboot after the upgrade completes. The whole process
takes about 3 minutes. Continue?
The upgrade file is a BIN file

I, Select File

No file chosen

Cance

Step 5 Click Upgrade.
---End

Wait until the upgrade completes. Then, access the Firmware Upgrade page again and check
whether the upgrade is successful based on Current Firmware Version.
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12.4 Backup & restore

- Inthis module, you can back up the current configuration of the router to your computer. You
are recommended to back up the configuration after the settings of the router are significantly

changed, or the router works in a good condition.

- If you forget your Wi-Fi password or fail to fix network connection problems with other

solutions, you can reset the router to factory settings on this page.

- After you restored the router to factory settings or upgraded it, you can use this function to

restore the configuration that has been backed up.

12.4.1 Back up the configuration of the router

Step1 Login to the web Ul of the router.

Step 2 Navigate to More > System Settings > Backup & Restore.
Step 3 Click Backup.

Backup & Restore

Backup
S Backup

---End

A file named RouterCfm.cfg will be downloaded to your local host.
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12.4.2 Restore the previous configuration of the router

Step1 Login tothe web Ul of the router.

Step 2 Navigate to More > System Settings > Backup & Restore.
Step 3 Click Restore.

Restore

~ = Restore
Restore to the previous configurations you backed up (the backup file is a CFG f

Step 4 Select the configuration file (suffixed with .cfg) to be restored, and click Open.
Open
< - 1 & » ThisPC » Downloads

v 0 Search Downloads

Organize ~ Mew folder

=i
® v

5 Ouick access ) MName Date modified Type Size
[ Desktop | | RouterCfm.cfg 1/7/2020 3:45 PM CFG File
‘ Downloads

|=| Documnents

23 KB

=/ Pictures

& OneDrive

[ This PC

v

File name: | RouterCfm.cfg v| All files (%) v

Step 5 Click Restore.

---End

Wait until the ongoing process finishes, and previous settings are restored to the router.
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12.4.3 Reset

When the network cannot locate the problem or you want to log in to the web Ul of the router but
forgot the login password, you can restore the router to factory settings and reconfigure.

E’/NOTE

e Resetting clears all configurations and restores the router to factory settings. You need to
reconfigure the router. You are recommended to back up the configuration before restoring the
factory settings.

e During the process of restoring factory settings, ensure that the router is powered properly to
avoid damage to the router.

e After the router is restored to factory settings, the default login IP address of the router is
192.168.0.1.

Reset all modes

You can restore the entire network to factory settings by restoring all nodes to factory settings.

Step1 Login tothe web Ul of the router.

Step 2 Navigate to More > System Settings > Backup & Restore.
Step 3 Click Restore to Factory Settings in Reset.

Reset

Device Name Operation
Controller Reset
Agent_3980 Reset
';_\ ./I -

Step 4 Click Reset. Wait for the router to automatically restore factory settings.
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Reset X

1) Are you sure you want to reset the whole network?
After the whole network is reset, devices cannot access the internet and you need to
configure the network again. It is recommended that the configurations be backed up first
Do not cut off the power supply of the device during the reset. Otherwise, the device may

be damaged.

---End

Reset a node

E’/N OTE

Resetting clears all configurations and restores the router to factory settings. Please operate with
caution. You are recommended to back up the configurations first.

Method 1

Step1l Logintothe web Ul of the router.

Step2 Click s (Node Topology)in the More Function module of the Network Status page.

More Function

® 2 @ =

Reboot All Nodes One-Click Optimization LED Indicator Node Topology
Enable Details

Step 3 Locate and click the icon of the node you want to restore to factory settings. The following
figure is for reference only.

Network Topology

= Controller

C

» Excellent

» Agent_3980

160



Document Version: V1.0

Step4 Click (< or ] in Node Info. The following figure is for reference only.

Node Name Ethernet Port Status © LED On/oOff Operation

*rimary Nod
Controller Primary Node ¢ o

@ P Address:192.168.1.1 m @)
2 3

MAC Address
1 4

3
G

Uptime:3 hour(s) 6 minute(s)

Step 5 Click OK. Wait until the reset completes. The following figure is for reference only.
Remove Node X

T

Do you want to remove this node?

Removing the node will narrow the WiFi coverage, and the removed node will no longer join

in the current network automatically.

---End
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Method 2

Step1l Logintothe web Ul of the router.

Step 2 Navigate to More > System Settings > Backup & Restore.
Step 3 Click Reset in the line of the node to be reset.

Reset

Resetting clears all configurations and restores the device to factery settings. Please operation with caution

Device Name Operation

Controller Reset

Agent (? Reset

Step 4 Click Reset. Wait until the reset completes.

Reset X

=

Do you want to reset the secondary node?

After the secondary node is reset, if it is a secondary node in a package, it can
automatically join in the network. Otherwise, you need to manually add it to the network.
Do not cut off the power supply of the device during the reset. Otherwise, the device may

be damaged.

---End
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Method 3

Use the reset button (such as RESET, RST) on the device body to restore the router to factory

settings.

Method: Hold the button down with a needle-like object for about 8 seconds, and then release it
when the indicator blinks red fast. The device is reset.
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12.5 System time

To access the configuration page, log in to the web Ul of the router, and navigate to More > System
Settings > System Time.

You can set the system time on this page.

The time-based functions require an accurate system time. The system time of the router can be
synchronized with the internet or local time. By default, it is synchronized with the internet.
Synchronize with the internet

In this mode, the system time automatically synchronizes with the internet time. Once the router is
successfully connected to the internet, it automatically synchronizes its system time without
configuring.

After the settings are completed, you can check whether System Time is correct.

System Time

;]
=T

137
T
T

System Time  2024-09-13 14:55:57

Sync Status  Synced

Sync Mode  Sync with internet time

Time Zone  (GMT+08:00) Beijing, Chongging, Hong Kong, Urur

DST
Start 2024 Iar. 2nd sun. 02:00
End 2024 MNov. 1st 3un. 02:00

Status  DST not use
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The following table describes the parameters displayed on this page.

Parameter description

Parameter
System Time

Sync Status

Sync Mode

Time Zone

Local Time

DST

Start 2024

End 2024

Status

Description
Specifies the current system time.
Specifies whether the system is synced.

Specifies the sync mode of the system time.

® Sync with internet time: Indicates that the system time is synced with the internet
time. Time Zone must be set when this option is selected.

® Sync with Local Time: Indicates that the system time is automatically synced with the
local time on your host, and you do not need to select a time zone.

Required when Sync with internet time is selected for Sync Mode.

It specifies the time zone used for the system time. Select one option as required.

Displayed when Sync with Local Time is selected for Sync Mode.

It specifies the local time set on your host.

Used to enable or disable the Daylight Saving Time (DST) function. It is disabled by
default.

Required when DST is enabled.

It specifies the start time of DST.

Required when DST is enabled.

It specifies the end time of DST.

Displayed when DST is enabled.

It specifies whether the DST is used.
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Synchronize with local time

In this mode, the system time is synchronized with the system time of the device that is managing
the router. You need to reconfigure the system time every time your router reboots.

After the settings are completed, you can check whether System Time is correct.

System Time

Functions such as Parental Control, Smart Power Saving and Auto System Maintenance are all inviove time. To make
sure they take effect properly, you are recommended to select Sync with internet time.

System Time  2024-09-13 14:56:57
Sync Status  Synced
Sync Mode | Sync with local time W

Local Time  2024-9-13 14:56:57

osT @D
Start 2024 Iar. Y 2nd Y Sun. v 02:00
End 2024 MNow. h'd 1st h'd Sun. b 02:00

Status  DST not use
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12.6 View or export the system log

To access the configuration page, log in to the web Ul of the router, and navigate to More > System
Settings > System Log.

This function logs all key events that occur after the router is started. If you encounter a network
fault, you can turn to system logs for fault rectification.

The log recording time depends on the system time of the router. To ensure that the log recording
time is accurate, set the system time of the router first. Navigate to System time page to calibrate
the router's system time.

E’yNOTE

Rebooting the router will clear all previous system logs. Power-on after a power failure, firmware
upgrade, restore settings, or reset may cause the system to reboot.

You can view and export the router’s log as required.

System Log

The system logs record the events of the system. You can check them for troubleshooting in case of network failure.

Export to Local

No. Time Type Log Content

1 2024-09-13 14:33:39 wan Sending DHCP_REQUEST for 192.168.0.153 10 1
2 2024-09-13 14:19:32 system Sync time success!

3 2024-09-12 1418:40 wan Get Client IP Address (192.168.0.153)

4 2024-09-13 14:18:40 wan DHCP_ACK received from (192.168.0.252)

5 2024-09-13 14:18:40 wan Broadcasting DHCP_REQUEST for (192.168.0.15
6 2024-09-13 14:18:40 wan DHCP_OFFER received from (192.168.0.252)
7 2024-09-13 14:158:40 wan Broadcasting DHCP_DISCOVER

8 2024-09-13 14:18:39 system Port 2 is WAN

9 2024-09-13 14:18:33 system Port 2; LAN up

10 20240913 14:18:26 system Part 2; WAN down

99 items in total 2 3 4 5 6 7 10 >
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Appendixes

A.1 FAQ

Q1: I cannot log in to the web Ul by visiting tendawifi.com. What should | do?

A1: First, try to visit http://tendawifi.com or http://192.168.0.1 in the address bar (not the search
bar).

If you are using a Wi-Fi-enabled device, such as a smartphone:
- Ensure that your smartphone is connected to the Wi-Fi network of the router.

*  For the first login, connect the Wi-Fi name (@Tenda_XXXXXX) on the label of the
device’s body. XXXXXX is the last six digits of the MAC address on the label.

*  When logging in again after settings, use the changed Wi-Fi name and password to

connect to the Wi-Fi network.
- Ensure that the cellular network (mobile data) of the smartphone is disabled.

If you are using a wired device, such as a computer:

- Ensure that the computer is connected to an Ethernet port (If the WAN/LAN

auto-negotiation function is disabled, connect the computer to any Ethernet port 2/3/4 of

the router. ) properly.

- Ensure that the computer is set to Obtain an IP address automatically and Obtain DNS

server address automatically.

If the problem persists, reset the router by referring to Q4 and try again.
Q2: | cannot access the internet after the configuration. What should | do?

A2: Try the following solutions:
* Ensure that the Ethernet port of the router is connected to a modem or Ethernet jack
properly. If the WAN/LAN auto-negotiation function is disabled, connect the modem or
Ethernet jack to the Ethernet port 1 (WAN port).

* Logintothe web Ul of the router and navigate to the Internet settings page. Follow the

instructions on the page to solve the problem.

* |f the problem persists, contact your ISP.
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*  For Wi-Fi-enabled devices:
— Ensure that your devices are connected to the Wi-Fi network of the router.
— Visit tendawifi.com to log in to the web Ul and change your Wi-Fi name and Wi-Fi
password on the WiFi Settings page. Then try again.
*  For wired devices:

— Ensure that your wired devices are connected to an Ethernet port (If the WAN/LAN
auto-negotiation function is disabled, connect the computer to any Ethernet port
2/3/4 of the router. ) properly.

— Ensure that your wired devices are set to Obtain an IP address automatically and
Obtain DNS server address automatically.

Q3: The device failed to be detected by the Tenda WiFi App upon my first time using the device.
What should | do?

A3: Try the following solutions:

Scenario 1: The Tenda WiFi App has never managed the router

- Ensure that your smartphone is connected to the Wi-Fi network of the device.
- Ensure that the network permission of the Tenda WiFi App is enabled:

*  ForiOS: Search for Tenda WiFi in the Settings page of the phone, and ensure that the

App has the permission to find and connect to devices on the local network.

*  For Android: Search Location Services in the Settings page of the phone, enable
location services, and allow the Tenda WiFi App to obtain location information
permissions.

Scenario 2: Tenda WiFi App has managed the router

- Ensure that the cellular network (mobile data) of the client is enabled and has logged in to
the Tenda WiFi App account.

- If the problem persists, there may be no login account for binding in the previous
management, connect to the router's Wi-Fi again for binding.

Q4: How to restore my device to factory settings?

A4: Hold down the reset button (Marked as RST, RESET) of your device for about 8 seconds, and
the router is reset successfully. For more details, see Reset.

Q5: Why cannot I find the Wi-Fi signal of the router?

A5: Connect your computer to Ethernet port(If the WAN/LAN auto-negotiation function is disabled,
connect the computer to any Ethernet port 2/3/4 of the router. ) of the router, and log in to the
web Ul. Navigate to WiFi Settings and ensure that:
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— The wireless function is enabled.
— The Hide function is not ticked.

—  Your Wi-Fi name does not contain any Chinese characters.
Qé6: | cannot find the 5 GHz Wi-Fi network of the router on my Wi-Fi-enabled device. What
should | do?

A6: Try the following solutions:

*  Only devices supporting 5 GHz network can find and connect to the 5 GHz Wi-Fi network.

* Check whether you have enabled Unify 2.4 GHz & 5 GHz on the WiFi Settings page. If it is
enabled, disable it and try again. After it is enabled, the 5 GHz Wi-Fi name is the same as
the 2.4 GHz Wi-Fi name.

* Ifthe Unify 2.4 GHz & 5 GHz function is disabled on the router but the smartphone can
search for another 5 GHz Wi-Fi network, reset the router by referring to Q4 and try again.

Q7: The router's Wi-Fi signal is poor. What should | do?
A7: Try the following solutions:
— Place the router in a high position with few obstacles.

— Keep your router away from electronics with strong interference, such as microwave
ovens, induction cookers, and refrigerators.

— Keep your router away from metal barriers, such as weak current boxes, and metal
frames.

Q8: If the network speed is slow after | connect my device to the router. What should | do?
A8: Try the following solutions:
* For Wi-Fi-enabled devices, such as a smartphone:
— Use the Wi-Fi analyzer to scan the surrounding wireless signal information, set the

router's channel to the less occupy channel, and then reduce the bandwidth, refer to

Change channel and bandwidth.

— Try to get close to your router to test the network speed when the wireless signal
strength is full. If the network speed is fast when the signal is strong, it indicates that
the signal coverage is weak, resulting in a slow network speed, and the wireless

network can be extended by adding new secondary nodes or wireless adapters.

* For wired device, such as a computer:

— Ensure that the Ethernet cable is connected properly.

— Ensure that the Bandwidth control are not configured on the router. If yes, delete
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related configurations and check whether the network speed is restored.

Loading too many applications in the background will lead to insufficient computer
system resources. Please load software properly or delete unnecessary programs and

files to free up resources to improve network speed.

Q9: If the device is disconnected from the router. What should | do?

A9: Try the following solutions:
* If the Wi-Fi-enabled device goes offline, the wired device can access the internet normally:

Refer to Q7 to place the router in an appropriate position.

Check whether the wireless adapter driver of the Wi-Fi-enabled device is faulty.
Replace the wireless adapter driver with another device or update the wireless adapter

driver.

If the problem persists, reset the router by referring to Q4 and try again.

* |If the wired device goes offline, the Wi-Fi-enabled device can access the internet normally:

If the Ethernet cable between the computer and the router is too long or poor quality,

it will cause the cable drop. Please replace the short Ethernet cable.

Try to replace the Ethernet port (If the WAN/LAN auto-negotiation function is disabled,

connect the computer to any Ethernet port 2/3/4 of the router. ) connection or use

another computer connection.

* If both wired and Wi-Fi-enabled devices go offline:

Log in to the web Ul of the router and ensure that the router is properly connected to

the internet. If not, refer to Router disconnected from the internet to solve.

Refer to Q7 to place the router in an appropriate position.

Ensure that the Ethernet port is connected properly, and replace a short Ethernet cable

to connect to the Ethernet port. If the WAN/LAN auto-negotiation function is disabled,

connect the modem or Ethernet jack to the Ethernet port 1 (WAN port)

When not connected to the router, directly connect the Ethernet cable to the
computer to check whether the internet is disconnected. If the internet is disconnected

from the internet, contact your ISP for help.

If the problem persists, reset the router by referring to Q4 and try again.
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Q10: The networking fails. What should | do?

A10: Try the following solutions:
— Ensure that the new router is reset. If not, restore the router to factory settings first.

— Ensure that the existing router (primary node) is connected to the internet, and then

refer to MESH networking and try again.
Q11: Some computers cannot search router's Wi-Fi. What should | do?
A11l: Try the following solutions:

— Change the network mode of the router's 2.4G Wi-Fi and 5G Wi-Fi to not include 802.11ax
and 802.11be, and search again.

— If the router's Wi-Fi can be searched after changing the network mode, the wireless
network adapter version is older and needs to be updated. You can go to the
corresponding official website of the wireless network adapter to download and install, or

you can use software such as driver wizard to detect and update online.

— Ifonly 2.4G Wi-Fi is searched, first check whether the computer supports 5G band. If other
5G Wi-Fi can be searched, change the 5G Wi-Fi channel of the router to channel 36 or
channel 149 in turn, and then search. If it can be searched after changing the channel, it
means that the 5G wireless network adapter only supports high-channel or low-channel
Wi-Fi.
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A.2 Connect to a hidden Wi-Fi network

When a Wi-Fi network is hidden, you need to enter the Wi-Fi name manually and connect to it.
Assume that the Unify 2.4 GHz & 5 GHz function is enabled and the Wi-Fi parameters are:

- Wi-Fi name: Jone_Doe

- Encryption type: WPA/WPA2-PSK (recommended)

- Wi-Fi password: Tenda+Wireless245

QT\P

If you do not remember the wireless parameters of the Wi-Fi network, log in to the web Ul of the
router and navigate to WiFi Settings to find them.

Connect to the Wi-Fi network on your Wi-Fi-enabled device (Example: iPhone):
Step 1 Tap Settings on your phone, and find WLAN.

Step 2 Enable WLAN.

Step 3 Scroll the Wi-Fi list to the bottom, and tap Other....

Step 4 Enter the Wi-Fi name and password, which are John_Doe and Tenda+Wireless245 in this
example.

Step 5 Set Security to WPA2/WPAS3 (If WPA2/WPA3 is not available, choose WPA?2).
Step 6 Tap Join.

< Settings WLAN r Enter network information
a0 Cancel Other Network Jom
i =0
8 =0
Name John_Doe

a = @

=0
2 e @ Security
a =0 Password
8= 0O
8 =0

---End

When the settings are completed, you can connect to the hidden Wi-Fi network to access the
internet.
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A.3 Acronyms and Abbreviations

Acronym or
Abbreviation

AES
AP
DDNS
DHCP
DHCPv6
DMZ
DNS
DSL
DST
FTP
ICMP
IP
IPTV
IPv4
IPv6
ISP
L2TP
LAN
LED
MAC
MLO
MPPE
MTU

OFDM

Full Spelling

Advanced Encryption Standard
Access point

Dynamic Domain Name System
Dynamic Host Configuration Protocol
Dynamic Host Configuration Protocol for IPv6
Demilitarized zone

Domain Name System

Digital subscriber line

Daylight Saving Time

File Transfer Protocol

Internet Control Message Protocol
Internet Protocol

Internet Protocol television
Internet Protocol version 4
Internet Protocol version 6
Internet service provider

Layer 2 Tunneling Protocol

Local area network

Light-emitting diode

Medium access control

Multi-Link Operation

Microsoft Point-to-Point Encryption
Maximum Transmission Unit

Orthogonal Frequency Division Multiplexing
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Acronym or
Abbreviation

OFDMA
POP
PPP
PPPOE
PPTP
RA
RUs
SLAAC
SN
SSID
STB
TCP

TWT

UDP

ul

UPnP

URL

usB

VLAN

VPN

WAN

WISP

WLAN

WPA

Full Spelling

Orthogonal Frequency Division Multiple Access

Point of Presence

Point to Point Protocol

Point-to-Point Protocol over Ethernet

Point to Point Tunneling Protocol
Router Advertisement

Resource Units

Stateless Address Autoconfiguration
Serial Number

Service Set Identifier

Set-top box

Transmission Control Protocol

Target Wakeup Time

User Datagram Protocol
User interface

Universal Plug and Play
Uniform Resource Locator
Universal Serial Bus

Virtual local area network

Virtual private network

Wide area network

Wireless Internet Service Provider
Wireless local area network

Wi-Fi Protected Access
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Acronym or
Abbreviation

WPA-PSK

WPA3-SAE

WPS

Full Spelling

WPA Pre-shared Key

WPA3-Simultaneous Authentication of Equals

Wi-Fi Protected Setup
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