SKAT

PYKOBOACTBO INO
SKCIMNYATALUUN

SNMP-MOLY/b

SNMP-MOAYI1b DA 806



Bnazodapum Bac 3a ebi60op Hawezo u3denus!
lMeped akcnnyamayueli 03HaKOMbMech C HACMOSWUM PYKO80JCMeoM.

BcrtpanBaembin SNMP-MOLYIIb DA 806 (oanee no TeKkcTy: Moaynb, Usgenve)
npefHasHayeH ong paboTel B cocTaBe MCTOYHMKA BecnepebonHoro nutaHus (ganee no
TekcTy — WIBIT) n paccymTaH Ha HenpepbiBHYIO KPYTNOCYTOYHYH0 paboTy B 3aKpbITbIX
NnoMeLLeHUNAX.

SNMP-MOLYIb DA 806 Bzaumogenctayet ¢ MBI no co6cTBEHHOMY BHYTPEHHEMY
npoTokosny obmeHa. O6MeH AaHHBIMK C BHELLHEN CeTb MPOUCXOAMUT Mo
CTaH4apTU3MPOBaHHOMY NPOTOKOJY CETEBOrO YNpaBreHnsi, YTO No3BoNseT obbeanHATb
pasHble yCTPONCTBa B CETU NMOZ, yNpaBrieHNeM eAMHON KNMEHTCKOW nporpammel. Mpu
nepefaye AaHHbIX UCMOMb3YOTCS HOBENLIME NPOTOKONbI 6e3onacHocTy, Takme kak SSH, un
SNMPv3.

Uspenue umeer:
e ceteBon nHTepdenc 10/100/1000 Base-T Fast Ethernet Ha pasbeme RJ45;

e BCTpPOeHHbIN http-cepBep, KoTopbIi 06ecnevmBaeT 4OCTYN K MHTepdency Moayns
Yepes cTaHdapTHbIM web-6pay3sep nnu Telnet ¢ BO3MOXHOCTbIO KOHMIyprpoBaHus 1P-
ajpeca Kak Bpy4Hyto, Tak un yepes DHCP unnu Bootp.

U3penue obecneunBaer:

e BO3MOXHOCTb YAANEeHHOro MOHUTOPWHIra u ynpasnenus VBl yepes nokanbHyto ceTb
unu NHTepHeT;

e nosny4yeHne nHpopmaLMmn 0 COCTOSIHUM CETEBOTO anekTponutanns n NBIM B pexume
peanbHOro BpeMEHU 1 BeAeHWe XypHana permctpaumm cobbiTuii U AaHHbIX C
YKa3aHnem TO4YHOro BpeMeHu, aBToMmaTndeckada otnpaska no SJ'IeKTpOHHOI7I noyTte
eXxefHeBHOro ot4yeTa o coctosiHum UBIT;

e HaCTPOWKy YacoB peasibHOro BPpEMEHW BPYYHYHO UM aBTOMATMYECKM NPY MOMOLLIA
SNTP-cepBepoB, HACTPOIKY BPEMEHHOW 30HbI U MEPEKMOYEHUS Ha NTETHEE BPEMS;

e BO3MOXHOCTb OpraHn3oBaTb CUCTEMY BbINOJIHEHNA KOMaH NO 3apaHee 3agaHHOMY
pacnncaHuio;

e yaaneHHoe yrnpasrieHune, BO3MOXHOCTb TECTMPOBAHUSA, Mepes3arpy3kn 1 OTKIHOHYEHNS
MbIT,

e BO3MOXHOCTb OUCTAHLIMOHHOM Nnepesarpy3ku noakntoveHHoro k MBI obopynoBaHus Ha
yAaneHHoMm obbekTe ¢ obecneyeHMeM aBTOMATUYECKOTO KOPPEKTHOIO 3aBEPLUEHMS]
paboTkl cepBepoB U paboynx CTAHLMI C COXPaHEHNEM AaHHbIX NPY BO3HUKHOBEHUN
npobnem ¢ aneKkTponuTaHneMm;

e HACTPOWMKY pacnucaHus TeCTUPOBaHNS, BKMoYeHus/BbikntoueHus MBI no gHam Hegenuv
NN KOHKPEeTHbIM AaTaMm;

e 0OHOBNEHME BCTPOEHHOrO MUKPONpPOorpaMMHoro obecnevenuns yepes WEB-nHTepdeiic
UM ANCTaHUMOHHO C Ucnosib3oBaHueM npoTtokona TFTP;

e otnpaeky SNMP-trap, E-mail 1 SMS ansi onoseLleHnst 0 CoBbITUAX;

e MOHWUTOPUHT OKpYXaloLen cpeabl Npu NOAKMYEHUM OOMONHUTENBHOIO YCTPONCTBA
conpsbkeHus NetFeeler TW 3806 (yCTPOMCTBO B KOMMIIEKT NOCTaBKMN HE BXOAWUT).



TEXHUYECKUE XAPAKTEPUCTUKU

Tabnuua 1
:;:-’1 Ha:annpz:noe?r;:"e 3HauyeHue napameTpa
1 |WcnonHenne YcTtaHoBKa Bo BHyTpeHHuW cnot UBI
SKAT-UPS 1000 RACK-ON; SKAT-UPS 1500 RACK-ON;
SKAT-UPS 2000 RACK-ON; SKAT-UPS 3000 RACK-ON;
SKAT-UPS 6000 RACK-ON; SKAT-UPS 10000 RACK-ON;
MpumenseTcs SKAT-UPS 1000 RACK-ON-2x9Ah;
2 c VIBM SKAT-UPS 1500 RACK-ON-3x9Avy;
SKAT-UPS 3000 RACK-ON-6x9Ah;
SKAT-UPS 10-3/3-ON; SKAT-UPS 15-3/3-ON;
SKAT-UPS 20-3/3-ON; SKAT-UPS 30-3/3-ON;
SKAT-UPS 40-3/3-ON
http, https, IPv.4, IPv.6, SNMPv.1/v.2c/v.3,
MonnepxmBaemble TCP/IP, UDP, SNMP, Telnet SNTP, PPP, HTTP,
3 NPOTOKOMbI HTTPS, SMTP, FTP, SSL/TLS, SSH, BACnet,
DHCP, BOOTP, DNS, DDNS, PPPoE, Radius,
Modbus
4 | Pa3bembl 1 x RJ45 Ethernet; 1 x mini-USB
s |3aumra pocryna naponb nonb3oBaTenf; orpaHU4YeHne goctyna

no IP-appecam; noaaepxka RADIUS

YBegomneHms o cobbiTusx

AnekTpoHHas no4ta, SMS unu Trap-

6 |WBIMwncetn
coobLeHne
SNEKTPONUTaHNS
BbiknioyeHue, nepesarpyska u 3anyck
7 |Komangbl ynpaBnexus camoTtectupoBaHusa UBI, cbyHkuna Wake On
LAN
8 [KnumaTtnyeckoe ucnonHenne no FOCT 15150-69 YXn4.2
9 CreneHb 3awuTbl, 06ecnevmBaemasi 060no4Kkomn no P20
FOCT 14254-2015
10 |Macca, 6e3 ynakoskm HETTO (BPYTTO), He Gonee 0,06 (0,13) kr
11 abapwuTHble pa3mepbl 6e3 ynakoBku LLXBXI, He 52%26X80 MM
bonee
12 abapuTHble pa3Mepsbl B ynakoske LLUXBXxI", He 177%x50x135 MM
bonee
13 | [OuanasoH pabounx Temnepartyp 0...+45°C
14 OTHocuTenbHasa BnaxHocTb Bosayxa npu 25 °C, He 0...90 % (6e3
bonee KOHOEeHcauum)
é BHUMAHMUE! He ponyckaeTcs Hanuuve B Bo3ayxe ToOKonpoBoAsien nbinu
M NapoB arpecCUBHbIX BelecTB (KUCNOT, LWenovyen U T. n.)
15 | CopepxaHue AparoueHHbIX MeTarnoB U KaMHen | Hert




KOMIMIEKT NOCTABKU

HanmeHoBaHue KonuuecTtso
SNMP-MOLYIb DA 806 1 wr.
PykoBoacTBO No aKkcnnyaTaumm 1 aka.
Kabenb USB 1 wr.
CD-guck ¢ NO 1 wr.
Tapa ynakoBo4Hast 1 wr.

YCTPOMUCTBO U PABOTA U3OENNA

UngukaTopsl
COCTOSAHUS

Pa3sbém
MnHN-USB

Pasbem RJ45

MHankaTopbl
ceTn Ethernet.

PucyHok 1 — O6wmin Bug nsgenuvs

®yHKUMOHASbHBIE BO3MOXHOCTU M3Aenus obecnednBatoTcs crneyarnbHbiM NporpamMmmMHbIM
obecneyeHnemM Ha CD-aucke (BXoguT B KOMMIEKT NOCTaBKM):

Netility - MO gns koHdurypauun IP-agpeca n3genus 1 o6HOBMEHWS BCTPOEHHOTO
nporpaMmMHoro obecrneyeHus;

ClientMate - ytunuta ansi 3aBepLueHus pabotbl Windows, Linux, FreeBSD;

SNMPView - MO nog Windows ans ynpasneHus Heckonbkumu VMBI ¢ ycTaHoBREHHbIMMW
MoaynsiMu;

SMS Server - MO ans pacceinku CMC coobLieHuii;

UPS MIB - MIB-¢ann (management information base) ona nHrerpaumm B cuctembl
CEeTEBOIO YNpaBneHuns;

Time Server - ytunuta anst KOPPEKTUPOBKM BPEMEHU

Bonee noapobHoe onucaHue nporpaMmm 1 paboTbl ¢ HUMKU cM. Ha CD gucke.



BHUMAHMUE: Kaxabin SNMP-MOAYIb nmeeT cBoM YHUKanNbHbIN CePUNHBIN
Homep/MAC-aagpec u naponb ans ngeHtudukauum B Netility. MHbopmauun ykasana
Ha 3TUKEeTKe KaXXaoro usgenus.

MHankaTopbl COCTOSHUA

Kentoii | KpacHbin

E\Zz & Onucanwne

)

MoraweH | lMoraweH |M3genue BbIKMOYEHO

Ceetutca | lMoraweH |HopmanbHas paboTa

CseTuTCA Mwuraet |Het coegnHenus c NBI

UHgn KaToOpbl CeTu

WHankatop Onucanve WHpukaTop OnuncaHne

CBeTutca: CKkopocTb CeeTutCa: CKOPOCTb Nepegaydn
nepegayv gaHHeix 100M JaHHbIX 10M

MwuraeT: nget nepegaya MwuraeT: nget nepegada
OaHHbIX OaHHbIX

3enéHbin XKentbi

YCTAHOBKA U HACTPOMKA

® CHUMUTE 3arnyLUKy C BHYyTPEHHErO CroTa paclumpeHus Ha 3agHen naHenu VBT,
BCTaBbTe B Hero no Hanpasnsowmum SNMP-MOLYJIb oo ynopa u 3akpenuTe ero
OBYMS BUHTamMu (CM. pyKOBOACTBO No akcnnyatauum UBIM);

nogknoynTe Kabenb NokanbHOM CeTU K pa3beMy ceTeBoro nogkntoveHns RJI45 Ha

nvueBon naHenu moayns (ceTeBon kabenb B KOMNIEKT MOCTaBKWN He BXOAWT), ecru
NOAKIOYEHNE K NOKarbHON CETU BbINOMHEHO YCNELLHO, 3aropuTca MHAMKaTOp CeTu
(cMm. pucyHok 1);

AN HACTPOMKM CEeTEBLIX NapamMeTpoB 3anyctute ytunuty Netility, noctaBnsiemyto Ha
CD-agucke, nocrne 3aBepLUeHnst YCTAaHOBKW, B OKHE MporpaMmbl 6yayT 0Tob6paxeHbl Bce
moaynu NetAgent B nokanbHoOW ceTu;

® HaXXMUTe KHOMKY «HacTponka ceTu» B ieBow YacTu okHa nporpammbl Netility, 3agante
3HayveHusa IP-agpeca, Macku NoaceTy u agpec wni3a, Haxmute OK anga
noAaTBepXaeHus;

JOCTYN K MOAYMo U ero HacTpoKKam MOXeT OCYLLEeCTBNSATLCS Yepes noboi Web-
6pay3ep, BBeauTe 3aaHHbIN paHee |P-agpec Moayns B aapecHyto cTpoky Gpaysepa,
€CIMU HaCTPOVKU BbINOMHEHbI NPaBUITbHO, OTKPOETCS! OKHO BCTpoeHHoro Web-cepsepa
mMoaynsi;

BbibepuTe B neson yactu okHa Web-cepBepa pasaen «KoHdurypauus», B aTom
pasgene Bbl MOXeTe M3MEHUTb HAaCTPOWMKM NOKanbHOW CeTun, 3aaaTb HAaCTPOMKM
OMOBELLEHMNI MO ANEKTPOHHON NouyTe, trap-coobLeHnn 1 T.M 0 COObLITUAX B CETU
anekTponutaHus n coctosHum UBMM.



FAPAHTUWHBIE OBA3ATENLCTBA

Cpok rapaHTum yctaHaBnmBaeTcA 5 neTt co AHs npodaxu. Ecnvu gata npogaxu He
yKasaHa, CpOK rapaHTUM UCYUCIAETCA C MOMEeHTa (f4aTbl) Bblnycka.

Cpok cnyx6bl — 10 neT ¢ MOMeHTa (4aTbl) BBOAA B SKCNyaTaUMo UNu AaTbl NPOAAXM.
Ecnu paTta npogaxwv nnv BBoAa B 3KCMyaTaumio He ykasaHbl, CPOK Cryx0Obl ncumcnserca
C MOMeHTa (AaTbl) Bblnycka.

Cpok paclumpeHHon rapaHTum — 10 neT ¢ MOMeHTa (4aTbl) BBOAA B SKCNIyaTauumio.

MpeanpusTne-n3roToBMTENb rapaHTMpyeT COOTBETCTBME 3aABEHHbIM NapameTpam npu
cobnrogeHun notpebuTenem ycrnoBmn akcnnyatauum.

OTmeTKM NnpoaaBua B PYKOBOACTBE MO 3KCMNyaTaumm, paBHO Kak U Hannyme camoro
PYKOBOACTBA MO 3KCNyaTaumm, nacnopTa 1 OPUrMHanbHON YyNakoBKM HE SIBNSAKOTCS
oba3aTenbHbIMM U He BNUAKOT Ha obecneyvyeHne rapaHTUnHbIX 0683aTenbCTB.

MpeanpusiTne-M3roToBUTENb HE HECET OTBETCTBEHHOCTL M HE BO3MeLLaeT yluepb 3a
AedeKTbl, BO3HMKLUME MO BUHE NOTpebuTens npu HecobnogeHny npaBun akcnnyatauum u
MOHTaxa.

Mpun HanNUYUK BHELLHNX NOBPEXAEHWI KOpryca U CrefoB BMeLlaTenbCTBa B KOHCTPYKLMIO
rapaHTuiHoe oGCnyXMBaHNe He NPON3BOAMNTCS.

apaHTuiiHoe obcnyxMBaHWe NPOU3BOAUTCS NPeANpPUATUEM-U3TOTOBUTENEM



AandA 3AMETOK



CBUOETENLCTBO O NMPUEMKE

HaumeHoBaHwe:
SNMP-MOLYIJb DA 806

[arta Bbinycka « » 20 .

cooTtBeTcTBYET TpeboBaHmnam PUALL.430600.009TY «McTouHmkm (komnnekcsl) 6ecnepeboiHoro
nutanus SKAT-UPS», TP EASC 037/2016 "O6 orpaHMyeHn NpUMEHEHWsI ONacHbIX BELLECTB B
U3LENUsiX 3NEeKTPOTEXHUKM U paguoanekTpoHukun”, TP TC 004/2011 "O GesonacHocTh
HW3KoBONbTHOrO obopyaoBaHus”, TP TC 020/2011 "OnekTpoMarHMTHasi COBMECTUMOCTb
TEXHUYECKUX CPeACTB" 1 NPU3HaH roAHbIM K SKCnyaTauuu.

LWramn Cny)Kﬁbl KOHTpONA KavdecTBa:

OTMETKW NPOOABLA

Mpopasey
[ata npopaxu « » 20 T M.T.

OTMETKW O BBOAE B 3KCIJTYATALUIO

MoHTaxHas opraHusauus
[arta BBOAa B 3KCNyaTauuo «___ » 20 T M.M.
CnyxebHble 0TMETKM

BASTION I~

bast.ru — oduumaneHbIn canT
skat-ups.ru — UHTEpHET-MarasuH

cnpaBoyHas cnyx6a — info@bast.ru
ropsiyasa nuHusa — 8-800-200-58-30
Texnopaepxka — 911@bast.ru

dopmat A5

Texnopgaep»Ka
Telegram WhatsApp DONALLL425619.043 PO-1
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