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1 WuHdopmauymsa o 6ecnpoBogHOM
poytepe
1.1 MpuBercraue!

Brnaropapvm Bac 3a nprobpeteHne 6ecnposogHoro poyTepa ASUS
ZenWiFi BD4

ZenWiFi BD4 B 6enom kopnyce noaaep»mBaeT ABa AnanasoHa 2,4 My,
1 5 U Ans HenpeB30oaeHHO 6eCNPOBOAHON NMOTOKOBOW Nepeayn
HD-koHTeHTa. OH BKNtouaeT B cebsa SMB-cepsep, UPnP AV-cepsep u
FTP-cepsep ansa obmeHa paiinamu B pexume 24/7, cnocobeH obpa-
6aTbiBaTh A0 300 000 CeaHCoB U BKOYAET B cebs TexHonormio ASUS
Green Network, ob6ecneumsatoLlyto sHeprocbepexeHmne ao 70%.

1.2 KomnnekTt nocraBKu

M PoyTep ZenWiFi BD4 M CeteBoi1 Kabenb (RJ-45)
M Bnok nutaHus M KpaTkoe pykoBoacTBO

M TapaHTWiAHbIA TanoH

MPUMEYAHUA:

Ecnm Kakne-nnbo anemeHTbl KOMM/IEKTa NOCTABKM OTCYTCTBYIOT MU
noBpeXaeHbl, 0bpaTuTech B Cyx0by Texnopaepxku ASUS. Obpatu-
Tecb K pasgeny CepBuc n noaaepKa B KOHLIE 3TOro pyKOBOACTBA.

CoxpaHuTe OpUrMHaNbHYIO YNaKOBKY Ha ClyJali, ecnm B byayLiem
noTpebyeTcsA rapaHTUNHOE 06C/TYXXMNBaHIE, HAMPYMEP PEMOHT WK
3aMeHa.



1.3

JlaHHbINl 6ecnpoBoAHON poyTep

a N N
fisus
N - -

Pa3zbembl 2,5 [6uT/c (aBTOMaTUueckoe o6HapyxeHue WAN/LAN)
MogknioueHue ceTeBoro kabens ans yctaHosky noakntoueHnsa WAN/LAN 2,5 Tont/c.

Pasbem nutanma (DCIN)

MopknioyeHne 6/10Ka NUTaHVA.

KHonka nutaHna
HaxmuTe 3Ty KHOMKY BKMIOUYEHWA/OTKIIOYEHNA CUCTEMDI.

MPUMEYAHNA:

Mcnonb3yiite TonbKo 610K NUTaHWA, NOCTaBAAEMbIN C YCTPON-
ctBOM. [1pU MCNonb30BaHUK JpYrux BIOKOB NUTAHUA YCTPOWNCTBO
MOXET ObITb NMOBPEXKAEHO.

Cneundukauyusa:
Bnok nutaHua BbixopHoe HanpsxeHue 12 B ¢ Makcmanb-
HbiM TOKOM 1,5 A
Temnepatypa npu pabote 0~40°C npwv XpaHeHun 0~70°C
BraxHocTb npu pabote 50~90% NPy XpaHeHnn 20~90%




1.4 Pa3melyeHune poyTepa

Ana ynyuweHnsa 6ecnpoBogHON CBA3M MeXIY poyTepoMm 1 becnpo-
BOAHBIMY YCTPONCTBAMI BbIMNOJHUTE CriegytoLLee:

MomecTTe 6eCNPOBOAHOI POYTEP B LIEHTPE 6ECNPOBOAHON CETH
AN MaKCUManbHOrO NMOKPbITUSA.

MomecTuTe YCTPOICTBO NOfAaNbLLE OT METAINYECKUX MPErpag 1
MPAMBIX COTHEYHbIX NyYe.

[ina npefoTBPALLEHMA MOMEX MOMECTHTE YCTPOWNCTBO Nofanblue
OT YCTPOWCTB cTaHfapTa 802.11 unu ycTpoincTs, paboTatoLmnx
Ha yactote 2,4 unu 5Ty, yctponcTs Bluetooth, 6ecnpoBogHbix
TenepoHoB, TPaHCHOPMATOPOB, MOLLHBIX ABUraTeNnen, daopec-
LLEHTHbIX JTaMM, MUKPOBOJTHOBbIX JTyYel, XONOAWIbHNKOB U ipYroro
MPOMBbILLSIEHHOTO 060PYA0BAHMA.

Mcnonb3yiiTe nocneHIo0 NpoLwmBKy. [11s nonyyeHma nogpobHom
MHGOPMALIMK O HAMUMK CBEXel NpoLuMBKIM nocetuTte cant ASUS
http://www.asus.com.




1.5 CucremHble Tpeb6oBaHNA

[Ina HacTpOWKK CeT HeOOXOAMM KOMMbIOTEP, COOTBETCTBYHOLUIA
cnepyowmum TpeboBaHUAM:

CeteBon nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)
becnpoBogHoii uHTepdeiic IEEE 802.11a/b/g/n/ac/ax
YctaHoBneHHbIn npoTtokon TCP/IP

Bpay3ep, Hanpumep Internet Explorer, Firefox, Safari unm Google
Chrome

NMPUMEYAHUA:

Ecnu KomnbloTep He MMeeT BCTPOEHHbIX OECMPOBOAHbIX CETEBbIX
aflanTepoB, AN MOAKIIOUEHNS K CETU Bbl MOXKETe YCTAHOBUTDL B
KomnbtoTep 6ecnposogHon aganTtep [EEE 802.11a/b/g/n/ac/ax.

BecnpoBogHoI poyTep 0gHOBPEMEHHO NofAepKMBaeT paboTy Ha
yactoTax 2,4 My 1 5 My, 370 N03BONAET BbINONHATL NHTEPHET-CEpP-
GUHT 1 paboTaTb C 3NEKTPOHHON NOYTON, UCMONb3YA YacToTy 2,4
[Ty 1 0JHOBPEMEHHO CMOTPETb MOTOKOBOE BUAEO BbICOKOW YETKO-
CTW, UK CITYLLATb MY3bIKY, MICNOMb3yA AnanasoH 5 My,

HekoTopbie yctpoincTsa IEEE 802.11n, KOTOpble Bbl XOTUTE MOAKSIO-
YnTb K CETU MOTYT He noagepxmBatb yactoty 5 [Tu. O6patutech K
cneumduKaLmm yCTponcTaa.

[OnvHa Ethernet kabens, ncnonb3yemoro ansA NOAKIUEHUsA ceTe-
BbIX YCTPOWCTB He Jo/xHa npeBbiwatb 100 MeTpoB.

BAXHO!

Y HeKOTOpbIX 6eCNPOBOAHbIX afanTePOB MOTYT BO3HUKHYTb MPO-
6rembl Npy NOAKMOYEHNN K Toukam goctyna Wi-Fi 802.11ax.

Mpwn BO3HNKHOBEHMM TaKoi Npobnembl ybeauTech, YTo Bbl UC-
nonb3yeTe ApaiiBep nocneaHei Bepcuun. ins nonyyeHus gpaii-
BepoB, 0GHOBNIEHUI U NpoYeil MHPOPMaL UM MOCeTUTE CanT
NpPOK3BOANTENS.

« Realtek: https://www.realtek.com/en/downloads

« Mediatek: https.//www.mediatek.com/products/connectivity-and-
networking/broadband-wifi

« Intel: https://downloadcenter.intel.com/

« Mediatek: https://www.mediatek.com/products/
connectivity-and-networking/broadband-wifi

« Intel: https://downloadcenter.intel.com/




2 Havano pa6otbi

2.1

HacTtpoiika poyTepa

BAXHO!

Bo n3bexaHne BO3MOXHbIX MOMeX C 6ECNPOBOAHON CBA3bIO, NPU
HacTpomnKe 6ecnpoBOAHOrO PoyTepa NCNONb3yiTe NPOBOAHOE
coeavHeHue.

Mepepn HacTpoIKo 6ecnpoBOAHOIO PoyTePa, BbINOMHNTE Clefyto-
e NeNcTBuUS:

anI 3aMeHe CyLEeCTBYOLWETO poyTepa, OTKIIOUNTE €ro OT CETU.

OTkntounTe NpoBofa/kabenu ot mogema. Ecnim Ha mogeme ecTb ak-
KYMyNATOP, OTKIIOYNTE €ro0.

Mepe3arpy3ute MOLEM 1 KOMMbloTep (PeKOMEeHAYeTCs).

BHUMAHMUE!

LUHyp nuTaHmA pomkeH ObiTb NOAKMIOYEH K PO3eTKe C 3a3eme-
HueM. MoAKMoyaliTe YCTPONCTBO K bAvKaiLen, nerkofgocTyn-
HOW po3eTKe.

Ecnn yCTpOMCTBO HencCnpaBHo, He NbiTanTeCb ncnpaBnTb €ro Ca-
MOCTOATENbHO. ITU OrpaHNYeHNA pPacCyNTaHbl Ha obecneyeHue
3aWnTbl B Pa3yMHbIX npenenax ot BpeaoHOCHbIX BO34eNCTBUIA
MPn YCTaHOBKE B KNJ1IOM NOMELLEHNN.

He nonb3yntecb NOBPEXAEHHbIMN CETEBbIMU LIHYPAMU, aKCeCccy-
apamu 1 neprdepunHbBIMI YCTPONCTBaMM.

He ycTaHaBnuBaiiTe 370 060pynoBaHMe Ha BbICOTY Gonee 2
MeTpOB.

PekomeHpyeTCA MCNONb30BaTb NPOAYKT Npu Temnepatype ot 0°C
Jo 40°C.



A. MpoBoaHoe noaknoYeHne

MPUMEYAHMUE: [1na npoBogHOro NOAKMYEHNA MOXHO MCMOJb30BaTb
no60i (NPAMON MNK NePEKPECTHbIA) Kaberb.

[Ana HacTpoiiku 6ecnpoBoAHOro poyTepa Yepes NpoBOAJHOE
nopKnioyeHne:

1. MopKntoumnTe poyTep K SNEKTPUUECKOI PO3ETKE 11 BKIIOUUTE €ro.
MopkntounTe ceTeBON Kabesb OT KOMMbLOTepa K pasbemy 2,5 [ouT/c
Ha poyTepe.

BD4

Laptop

2. Beb-uHTepdelic 3anyckaeTca aBTOMATYECKIM NPY OTKPbITUN 6pay-
3epa. Ecnv oH He 3anycTunca asTomatunyecky, BBegute http://www.
asusrouter.com

3. 3apaiiTe naponb poyTepa AA NPeLOTBPALLEHNA HECAHKLMOHN-
POBaHHOIO JOCTYyNa.

1"



B. becnpoBogHOe nogKnoyeHne

[na HacTpoiiKkn 6ecnpoBoAHOro poyTepa Yepes 6ecnpoBogHoe
noaknloYeHne:

1. MopkniounTe poyTep K SNeKTPUYECKOW PO3eTKe 1 BKITIoUMUTE ero.

BD4

J

Smart phone

N

Tablet

L]
I

Laptop

2. TMopkniountech K ceTn (SSID), yka3zaHHOM Ha STUKETKe Ha 3afHen
CTOpOHe poyTepa. B uenax 6e3onacHocTvi cMeHmTe SSID 1 Ha3Haub-
Te Naponb.

Vima Wi-Fi (SSID): ASUS_XX

* XX otHocuTca K iByMm nocnegHum undpam MAC-appeca amanasoHa 2,4 ITu. Ero
MOXHO HaWTV Ha STVKETKE Ha 3aAHel naHenu poyTepa.

3. TMocne nogkntoueHNs, Beb-nHTEpdENiC 3amyCKaeTca aBTOMaTUYECKM
npw OTKPbITIM 6pay3epa. ECiv OH He 3anyCcTncA aBToMaTNyYeCKHy,
BBeauTe http://www.asusrouter.com.

4, 3apaliTe Naponb poyTepa ANA NPesoTBPALLEHNs HECAHKLMOHW-
POBAHHOrO JOCTYNa.



MPUMEYAHUA:

MoppobHyto nHdopMaLMio O MOAKNYEHUN K BeCnpOoBOAHON CeTH
CMOTpUTE B pyKoBOACTBe nonb3osatena ana WLAN agantepa.

[1ns HacTpoWiKn napameTpoB 6€30MacHOCTU CETU, 0OPATUTECH K
pasgeny 3.1.1 Hactpoiika napameTpoB 6e3onacHocTn 6ecnpo-
BOAHOM CeTHU B JaHHOM PYKOBOJCTBE.
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2.2 bbicTpas HacTponKa UHTepHert (QIS) ¢
aBToonpepeneHnem

OyHKUMA ObICTPOI HaCTPONKM MHTepHeTa (QIS) nomoXeT Bam 6bICTPO
HACTPOUTb NOAKIYEHNE K IHTEpHET.

MPUMEYAHME: Mpy nepsom nogknoueHnn K IHTepHeT HaxmuTe Ha
poyTepe KHOMKy cOpoca A copoca poyTepa K 3aBOLCKVM HAaCTPOIKam
MO YMOMYaHMIo.

[na ncnonb3oBaHunA QIS c aBTOMaTNYeCKNM onpepeneHnem:

1. 3anyctute 6pay3ep. Bbl 6ygete nepeHanpasfieHbl B MacTep Ha-
cTponkm (bbicTpasa HacTpornka MHTepHeT). B npoTMBHOM Cnyvae
BPYUHyto BBeguTe http://www.asusrouter.com.

2. PoyTep nogpepXusaet ciegywowme Tinbl nogknoyveHuns: gu-
Hamuueckun IP, PPPoE, PPTP, L2TP. Beegute Heobxogumyto
MHOOPMALIMIO 415 BALLEro TWMA NOAKoUeHUs.

BAMKHO! Heobxonumyto MHGOpMaLio O BaLLeM MOAKITIOUEHNM K UHTEP-
HeTY y3HaiiTe y BalLlero nposaigepa.

MPUMEYAHNA:

+ ABTOMaTMUeCKoe onpefeneHve Tuna nogKyeHna NMeeT MecTo
Mpwv NepBOI HACTPOIiKe poyTepa UM Nocie copoca poyTepa K Ha-
CTPOKKaM Mo YMOYaHMIO.

Ecnm QIS He MoxeT onpefennTb TN NoaKMouYeHns K MHTepHer,
HaxmuTe HacTpOIiKI BPYUHYI0 1 BPYUHYIO CKOHOMIypupyiTe TUn
NOAKIIOYEHN.

3. HasHaubte nmsa cetn (SSID) n kntou 6e3onacHoCT ana becnpo-
BoaHoro noakntoueHna WiFi 7. Korga 3akoHuYuTe, HaXxmuTe
MpymeHnTb.

4. HactpaHuue KoHurypauus Bxoaa B cmctemy i3MeHUTE Naposib

poyTepPa, A1 npefoTBpaLlleHnA HeCaHKUMOHNMPOBAaHHOIO AOCTYMa.



MPUMEYAHME: Vima nonb3oBatensa v Nnapoib AnA BXOAa B poyTep
otmyatotca ot umeHun cetn Wi-Fi 7 (SSID) v kntoua 6e3onacHocTt. Mma
nonb3oBaTens v Naposb NO3BONAIT BOWTH B Beb-nHTepdeic poyTepa
BnA KoHGUrypauum napameTtpos 6ecnpoBogHoro poytepa. Mma cetun
Wi-Fi 7 (SSID) un kntou 6e3onacHocTy No3BonsAioT ycTponcteam Wi-Fi
nopkntoyatbca K Bawew cetn Wi-Fi 7.
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2.3 MMopgknioueHne K 6ecnpoBogHON ceT

Mocne HacTpoiikn 6ecnpoBogHoro poyTtepa Yepes QIS k 6ecnposo-
[HOW CETN MOXHO NOAKITIOYUTb KOMMbIOTEP 1 ApYrie YCTPOWCTBA.

[nAa noaknioueHNs K Balleil CeTu BbINOSIHUTE cnepylolyee:

1.

na npocmmﬁa AOCTYMHbIX 6ECNPOBOAHBIX CETEN LENKHUTE MO
MKOHKe ceTu &l B 06nacTi yBegoMneHuii.

Bbl6epVITe 6eCI'IpOBOﬂ,Hyl0 CETb, K KOTOpOI7I Bbl XeaeTe NoAKIIO-
ynTbCA 1 HaxkmuTe MoAKNIOUNTD.

Mpw goctyne K 6e3onacHo 6eCnpoBOAHO CETV BBEAUTE MAPOSb
nnn ceTeBom Koy 1 Haxkmute OK.

JloxanTecb NOAKAOYEHNA KOMMbIOTEPA K 66CHpOBOJJ,HOIZ CeTn.
/koHka I 0To6pa>KaeT CoCToAHME noAKntYeHnA N MOLWHOCTb
CurHana npoBOAHOIO Nnun 6eCI'IpOBOAHOI'O noaKnoyeHnA.

MPUMEYAHUA:

+ MoppobHyto nHPopmaL Mo No HAaCTPOKe 6eCnPOBOLHON CETH
CMOTpUTE B ClleflytoLLen rnase.

« Moppo6Hyto MHGopMaLMo MO NOLKIOYEHNIO YCTPONCTBA K
6ecnpoBoAHOI CeT! CMOTPUTE B PYKOBOLCTBE NONb30BaTeNA
YCTPOWCTBA.



3 KoHdurypauusa o6wmx u gonon-
HUTENbHbIX NapamMeTpoB

3.1 Bxop B Be6-uHTepdenc

[laHHbI 6ecnpoBOAHOM POYTEP UMEET UHTYUTUBHO NMOHATHBIN rpa-
dnuecknin nutepdenc nonbsosatens (GUI), uto no3sonsaeT nerko
CKOHUryprpoBaTb ero GpyHKLMK Yepe3 bpay3ep, Hanpumep Internet
Explorer, Firefox, Safari nnn Google Chrome.

MPUMEYAHUE: OyHKLUMM MOTYT 3MEHATLCA B 3aBUCMMOCTL OT BEPCUM
MPOLUNBKMN.

[Ons Bxopaa B Be6-uHTepdeiic:

1. B 6pay3epe BBeanTe agpec poyTepa no yMoYaHwmo:
http://www.asusrouter.com.

2. Ha cTpaHuue Bxoaa BBeguUTe MA NOSb30BaTeNA 1 Naposib, KOTO-
bl Bbl yCTaHOBUAN B pa3gene 2.2, bbicTpasa HacTponka NHTep-
Het (QIS) c aBTOONpeaeneHnem.

3. Tenepb MOXHO MCMONb30BaTb BEO-UHTEPPENC A1 KOHPUrypaLmm
pa3nnyHbIX NapaMeTpoB poyTepa.
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QIS -
BbicTpas
HacTpolika
NHTepHer

MeHio
HaBUrauumn

/SUS ZenWiFi BDA

- Quick Internet
RES

BepxHue KHOnKu

System Status

WA 1: 192.168.123.229
DoNS: GO

Security:
WPA2IWPA3-
Personal 8

* I306paxeHuns npesHa3HaueHbl TONIbKO AN
cnpasKku.

Nudopma-
uua

MPUMEYAHUE: Mpu Bxofe B BEO-MHTEPPENC B NEPBLIN Pa3 aBTOMATU-
YeCKM NOABUTCA CTPaHKLA ObICTPON HacTpolku MHTepHeT (QIS).




3.1.1 Hacrpoiika napametpoB 6e3onacHocTn 6ecnpoBo-
AHOI ceTn

[ins 3a1LmTbl 6eCNPOBOAHOI CETV OT HECAHKLIMOHMPOBAHHOIO AOCTY-
na, HeoHX0AVMO HACTPOUTL NAPAMETPbI GE30MACHOCTH.

[AnA HacTpoiiKu napameTpoB 6e30nacHOCTL:

1. B MeHto HaBUrauum Bbibepute O6wme > Kapra cetn.

2. BblbepuiTe ceTb, 1 Bbl CMOXETE HACTPOWTH NAPAMETPbI 6e30MacHO-
cTn 6ecnpoBoaHoii cetn, Hanpumep SSID, ypoBeHb 6e30macHOCTY
1 NapameTpbl WNdPOBaHNA.

MNPUMEMAHUE: MoxHO HacTponTb NapameTpbl 6e30nacHoOCTY Ans
Avana3oHoB 2,4 [Ty n 5 ITu.

Hactpoiikn 6esonacHoctin 2,4 Mun 5 My,

Main Network

Network

General

ZenWiFi

WiFi Band

3. B none Network Name (SSID) BBegute yHMKanbHoe nmsa ana
BaLLel 6ecnpoBofHO CeTu.

4. B Bbinagatowem cnucke WEP-un¢ppoBaHme Bbibepute meTtoq
wrdpoBaHua Ana 6ecnpoBOAHO CETU.
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BAXHO! Crangapt IEEE 802.11n/ac/ax He nogaepmBaeT BbICOKOCKO-
poctHoro coepuHeHnsa ¢ WEP nnn WPA-TKIP kntouom. Ecniv Bbl ncnonb-
3yeTe 3TV MeToAbl LUMdPOBaHNA, CKOPOCTb Nepesaym JaHHbIX CHU3UTCA
no IEEE 802.11g 54Mbps.

5. BBepawuTe ko 6€30MacHOCTH.
6. Korga 3akoHuuTe, HaxmuTe NMpumeHnTb.

3.1.2 YnpaBneHue ceTeBbIMMN KNNEHTaMN

Client status
Internet status:
Connected Online Wired (1)
WAN IP: 192.168.123.154
DDNS: GO
AAZIEIAI-NE

@ 192.168.58.155

B0:E8:4C: 71:F8:99

Clients:

[na ynpaBneHus ceTeBbIMMN KNMEHTaMM:
1. B meHto HaBuraumu Bbibepute O6wme > KapTa cetn.

2. Ha 3KkpaHe KapTa ceTu, BblbepurTe NKOHKY COCTOSIHME KNMEHTa
ANA 0TobpaxKeHns NHGOPMaLIMI O CETEBBIX KNMEHTaX.

3. [1na 6noKMpOoBaHA KNNEHTa, BblbepiTe KnveHTa 1 HaxmuTe Block.
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3.2 ApantnBHasa QoS

3.2.1 YnpasneHue QoS (KauecTBo 06CNyK1BaHMA)

KauectBo 06cnyxmBaHua (QoS) no3BonaeT Bam yCTaHOBUTbL NPUOPU-
TET 11 YNPaBAATb CETEBbIM TPAPUKOM.

QoS - QoS to configuration

Quality of Service (QoS) ensures bandwidih for prioritized tasks and applications.

« Adaptive QoS ensures inbound and outbound bandwidth on both wired and
wireless connections for prioritized applicaions and tasks via pre-defined, drag-and-
drop presets: gaming, media streaming, VoI, web surfing and fie ransferring.

- Traditional Qo5 ensures inbound and outhound bandwidth on both wired and
wireless connections for prioritized applicaions and tasks via manual user-dafined
parameters.

« Bandwidth Limiter lets you sat limits on download and upload speads.

To enable QoS function, click the QoS slide switch and fill in the upload and download.

[inA ycTaHOBKM NpriopuTeTa BbINOJIHUTE Cnefyiollee:

1.
2.

B MeHI0 HaBurauum Bbibepute O6wume > AgantuBHas QoS > QoS.

Haxmute ON ana skntoueHuns QoS. 3anonHuTte nons BXoAsLLen 1
NCXORALLEN CKOPOCTM.

MPUMEYAHMUE: NHdpopmaLmio 0 WrpHHE KaHana MOXHO MONyYuTb Y
BaLLero nposangepa (ISP).

Haxmute MpumeHnTb.

MPUMEYAHUE: Cnincok nonb30oBaTebCKMX MPaBWA NpeaHa3HayveH ana
BOMONHUTENbHbIX HAacTpoeK. Ecnn HeobxoammMo 3agaTb NpUopmMTET AnA
ceTeBbIX Y0, Bbibepute Onpeaensembie nonb3oBaresnemM Npasuna
QoS v Onpepensaembiii Nonb3oBaTesieM NPUOPUTET B BEPXHEM
MpaBoM yrny.

Ha ctpaHuue Onpepensemble nonb3oBatenem npasunia QoS
HaXOAMTCA YeTbIpe TUMa OHNAH-CYX6 No yMmonuaHuto: web surf,
HTTPS n file transfers. Boibepute HyxHyto cnyx6y, 3anonHuTe
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Ncxopgubinn IP unn MAC, MopT HasHaveHus, MpoTokon, Me-
pepasaembii 1 Mpuopurert, 3atem HaxmuTe MpumeHnTb. ST1a
MHOPMaLMA NOABUTCA Ha 3KpaHe npasun QoS.

MPUMEYAHUA:

« [JnaseBoga ucxogHoro IP nnn MAC BO3MOXHbI ciegytowmne
LencTBus:

a) Ykaxute IP-appec, Hanpumep "192.168.122.1",

b)Beepute IP-agpeca, HaxoaALMeCs B OAHOM NOLCETU WA B OAHOM
IP-nyne, Hanpumep "192.168.123.*" nnn "192.168.* *"

¢) BBegute BCe apgpeca kak "****" unn octaBbTe 3T0 Nose NyCTbIM.

d)®opmat MAC-apec coCToMT 13 WeCTU rpynn no Age LecTHag-
LaTepUYHbIX Ludpbl, pasgeneHHbIx aABoetourem (:) (Hanpumep
12:34:56:aa:bc:ef)

+ [InAa ncxogHoro nopta BO3MOXHbI ClefytoLLme AenCTBIA:
a) YKaxunTe KOHKPETHbI NopT, Hanpumep "95"

b)BeennTe ananasoH noptos, Hanpumep “103:315" “>100" unu
“<65535".

+ B cTonbue MNepepaBaembiii cofepxutca nHdGopmalmna o Bxoas-
Lem 1 ncxofALlem ceTeBom Tpadrke Ana ogHOM cekumu. B stom
cTonbue MOXHO YCTaHOBWTb OrpaHuyeHre ceTeBoro Tpaduka (s
KB) ona koHKkpeTHOM cry0bl. Hanpumep, ecnv ABa ceTeBbIX KNeH-
1a MK 1 1 MK 2 ocywectansaot goctyn B IHTepHeT (Yepe3 nopt 80),
a PC 1 npeBbicun orpaHuyeHne ceteBoro Tpadrika, To OH NoayYuUT
6onee HU3KMI NpuopuTeT. ECn Bam He HYXKHO OrpaHuyeHve Tpa-
OuKa, ocTaBbTe Mofe MycTbiM.

5. HactpaHuue Onpepensiemblii nonb3oBaTenem npuopuTeT MOX-
HO BbIOpaTb NPUOPUTET ANA CETEBBIX MPUNOXKEHUI NN YCTPOICTB
13 cnucka Onpepensiemble nonb3oBaTtenem npasuia QoS. Ha
OCHOBE MPUOPUTETA MOXKETE UCMONbB30BaTH ClIEAYHOLLME METOADI
L7191 OTNPABKM NAKETOB [JaHHbIX:

+ /13meHuTb Nnopagok otnpasnsaembix B IHTepHET NakeTos.



B Tabnuue CKOpoCTb NCXoAALLEero coeANHEHNA YCTaHOBMTE
MuHumanbHoe orpaHnYeHne WNpUHbI KaHana v Maken-
MaJsibHOe OrpaHNyYeHune WNPUHbI KaHana ana HeCKONbKMX
CeTeBbIX NMPUSIOXKEHUI C pasHbIM NproputeTtoM. Mexoaawas
WMPUHA KaHana AnA ceTeBblX NPUNOXEHU 0TobpaXKaeTca B
npoLeHTax.

NMPUMEYAHUA:

Hu3KkonproputeTHble NaKeTbl UTHOPVPYIOTCA AN obecneyeHns
rnepesaym BbiCOKOMPUOPUTETHbIX MAKETOB.

B Tabnuue CkopocTb BxogsLlero coeanHeHuA yctaHosute Mak-
CMManbHoe orpaHMYeHue WNPVHbI KaHana Anf CeTeBbIX Npuio-
KEHUI B COOTBETCTBYIOLLEM NOPAAKe. BbicoKn npruopnteT ncxo-
BALLMX NAKETOB BbI30OBET BbICOKUI NPUOPUTET BXOAALLMX NaKETOB.

I'Ipvl OTCYTCTBW BbICOKONMPUOPUTETHDIX MAaKETOB COegnHEHNE O0-
CTYNMHO ANA HN3KONPUOPUTETHDIX NAKETOB.

. YCTaHOBUTE NaKeTbl C HAUBBICLLIMM NPUOPUTETOM. 1115 Urp, Hanpu-
mep, MoxHO ycTtaHoBUTb ACK, SYN 1 ICMP B KauecTBe nakeToB ¢
HaUBbICLIM NMPUOPUTETOM.

MPUMEMAHUE: Y6eutech, uto QoS BKNOUEHO 1 331aHO OFpaHmnyeHme
CKOPOCTU ANA 3arpy3Ki/CKaunBaHus.
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3.3 ApMUHUCTpPUpOBaHUNE

3.3.1 Pexum pabotbi

Ha cTpaHuLe pexm paboTbl MOXHO BbiOpaTb Hanbosee NoAXOaALLMIA
PEXUM.

Administration - Operation Mode

ZenWiFi BD4 supporis several operalion modes to meet different requirements. Please select the mode that maich your
situation.

O Wireless router mode / AiMesh Router mode (Default)

® Access Point{AP) mode | AiMesh Router in AP mode

® AiMesh Node

‘AiMesh Router mode is a fraditional mode with AiMesh functionality, which connecis to the Internet via PPPoE, DHCP, PP
TP, L2TP, or Static IP and shares the wireless network to LAN clients or devices. In this mode, NAT, firewall, and DHCP se
rver are enabled by default. UPnP and Dynamic DNS are supported for SOHO and home users. Select this mode if you ar
e a first-time user or you are not currently using any wired/wireless routers.

“You can add AiMesh nodes {o form an AiMesh WiFi system to provide exira WiFi coverage.

g

[na HacTPOIMKK peXxuma paboTbl:

1. B MeHIo HaBuraumu BbibeprTe JlononHMTeNbHbIE HACTPOIIKM >
AaMUHUCTPUPOBaHMe > Pexxnm paboTbl.

2. BbibepuiTe nto6oii U3 ClepyoLmx PeXMOB:

+ Pexxnm 6ecnpoBopHoro poyTtepa (no ymonuanuio): B pexxume
6ecnpoBOAHOro poyTepa, PoyTep NOAKMIOYAETCA K MIHTEPHETY 1
MPeAOCTaBIAET JOCTYN K UHTEPHETY ANA YCTPOWCTB B TOKaJIbHOM
ceTn.

+ PeXnmToukn AaocTtyna: Batom pexnme poyTep Co34aeT HOBYHO
6ecn poBOAHYIO CETb.

+ ¥Y3en AiMesh: MoXHO yCTaHOBUTb 3TOT pOyTep B KauecTBe y3na
AiMesh gna pacwmpenua cywectsytowiero Wi-Fi mokpbitus.

3. HaxmwuTe CoxpaHuTb.

MPUMEYAHMUE: [pun n3meHeHnn pexuma poyTep nepesarpysmnTca.




3.3.2 Cucrema

Ha ctpaHuue Cuctema MOXHO CKOHOUIypMpoBaTb NapameTpbl
6ecnpoBogHOro poyTepa.

[nA HacTpOMKN NapaMeTpPoB CUCTEMbI:

1. B meHto HaBuraumu BoibepuTe JlononHUTENbHbIE HACTPOIKM >
ApMmuHucTpnpoBaHme > Cucrema.

2. MOXHO CKOHGUrypUpoBaTh ClieayioLL/ie NapameTpbi:

M3meHeHne napons poytepa: MoXXHO U3MEHNTb VIMS NOSb30-
BaTenA M Naponb 6eCNPOBOAHOMO POYTepPa, BBEAA HOBbIE.

MNosepeHmne kHonku WPS: Ousnueckan kHonka WPS ncnonb-
3yetca ana aktusaumm WPS.

YacoBoi nosc: BbibepuTe 4acoBoii NOAC AnA Balen CETH.

NTP-cepBep: [1nA CMHXPOHM3ALMUN BPEMEHW POYTEP MOXET
nogkntoyatbea K cepepy NTP (Network Time Protocol).

Bkntountb Telnet: Haxmute la ans BkntoueHma cnyxobi Telnet.
Bbi6epuTe HeT ana otkntouenus Telnet.

Metop ayTeHTuduKauyumn: MoxHo Bbibpatb HTTP, HTTPS nnu
oba npotokona ana 6e3onacHoro JOCTyna K poyTepy.

Bkniountb Be6-goctyn ns WAN: Boibepute [la onia paspeLue-
HUA JoCTyna K Beb-nHTepdericy poyTtepa 13 MHTepHeT. Boibepute
No ana npepoTtepalyeHma goctyna.

PaspewmTb TonbKo onpeaeneHHbiit IP: Boibepute fa, ecnn
HY>KHO 3afaTb IP-agpeca yCTpoCTB, KOTOPbIM pa3peLLeH JoCTyn
K BeO-uHTEepericy poyTepa 13 WAN.

3. Haxmute MpumeHnTb.
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3.3.3 O6HOBneHue NPOLINBKIA

MPUMEYAHUE: Ckauaiite npowusky ¢ cainta ASUS http://www.asus.
com.

[ina 06HOBNEHNSA NPOLIVBKA:

1. B meHto HaBurauum Bbibepute [lononHUTeNbHbIE HACTPOMKN >
AamMuHUCcTprpoBaHne > O6HOBNEHNEe NPOLUNBKIA.

2. B none Firmware Version Haxmunte Check ansa HaxoxaeHus 3a-
rpy»eHHoro daiina.

3. HaxmwTe 3arpysuntb.

MPUMEYAHUA:

+ MMocne 3aBepweHna 06HOBNEHNA AOXKLUTECH Mepe3arpy3Ku
CUCTEMBI.

+ [pw ownbke BO Bpems 06HOBNEHNA 6ECNPOBOAHON PoyTep nepe-
XOLMT B aBAPUMNHBIV PEXNM W MHOMNKATOP MUTAHWNA Ha NepegHen
naHenn megneHHo muraer. MogpobHyio nHdopmaLmio 0 BoccTa-
HOBNEHUU CUCTEMbI CMOTPUTE B pa3gene 4.2 BocctaHoBneHune
NPOLUNBKMN.

3.3.4 BoccTraHoBneHne/coxpaHeHue/3arpyska HacTpoek

[nsa BoccTaHOBNEHMA/coxpaHeHns/cbpoca napameTpoB:

1. B MeHto HaBuraumu BbibepuTe JlononHUTENbHbIE HACTPOIIKM >
ApmuHucTpnpoBaHue > BocctaHoButb/CoxpaHuTb/3arpysntb
HaCTPOMKM.

2. BbibepuTe 3apauy:

« [1ns BOCCTAHOBNEHUS HACTPOEK MO YMOMUYaHMIo HaxmuTe Boc-
CTaHOBUTb, 3aTeM OK 1A nofaTBepKAeHMS.

« [InA coxpaHeHUs TeKyLMX HACTpoeK HaxmuTe COXpaHUTb
HaCTPOWKMK, YKaXNTe Nanky Kyfa HyXXHO COXpaHWUTb dain 1
HaxxmmTe COXPaHUTD.

« [1nA BOCCTaHOBNEHMSA COXPaAHEHHDBIX HACTPOEK HaxkMnTe 0630p
ANA HAXOXAeHWA Gaiina HAaCTPOeK, 3aTeM HaxXMITe OTKPbITb.

BAXHO! B cnyyae BO3HMKHOBEHMA Npobnem, 3arpysute NoCiefHIo0
BEPCVIO MPOLLMBKY N CKOHGUIypurpyIiTe HOBble NapameTpbl. He cHpa-
CblBalTe poyTep K HACTPOMKAM MO YMOSTYAHUIO.
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3.4 AiProtection

AiProtection o6ecneunBaeT MOHUTOPUHT B PEXIME peasibHOro Bpe-
MEHW AnsA 06HAPYKEHA BPEJOHOCHOMO NPOrpamMMHOro obecneyeHus.
Tak>ke BO3MOMHa GUNBTPALMA HEXKeNaTeNbHbIX CATOB U MPUNOXKEHNIA
1 YCTAaHOBKa BpeMeH AOCTYyna K HTEPHeTY.

3.4.1 CereBad 3awWuTa

CeteBas 3awWwuTa obecneunBaet 3alnTy CeTU OT HECAHKLNOHNPOBAH-
HOro AocTyna.

AiProtection

Network Protection with Trend Micro protects against network
e wicno-
exploils to secure your nefwork from umwanted access. -\ e
b)) I Moo

: AiProtection FAQ

Enabled AiProtection

1

Danger

Alert Preference
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KoHourypaums ceteBoi 3awuTbl

InAa KOHPUrypauum ceTeBoi 3aluTbl:

1. B meHI0 HaBuraumu Boibepute O6wue > AiProtection.

2. HarnaeHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awwuTa.
3. HaBknagke CeteBas 3awuta Haxxmmte CKaHMpoBaTb.

Mocne 3aBepLUEHNsA CKaHUPOBAHWA YTUATA OTOBPA3NT pesynbTa-
Tbl Ha CTpaHMLe OLleHKa 6e3onacHOCTH poyTepa.

Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

Wireless encryption enabled -

WPS Disabled -

UPNP service disabled -

Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protaction enabled -

Infected Device Prevention and Blocking -

BAMHO! lNons, nomeueHHble Kak [a, Ha cTpaHule OueHKa 6e3onac-
HOCTU poyTepa 03HaualoT 6e30nacHo. MyHKTbI, TOMeYeHHble Kak Her,
Cna6o nnv OueHb c1abo pekomeHayeTCA CKOHPUIYPUPOBaTL COOTBET-
CTBYIOLLVIM 06pa3oMm.

4. (JononHutenbHo) Ha ctpaHuLe OueHka 6e3onacHoCTU poyTepa
BPYUHYIO CKOHOUIYpUPYIATe NYHKTbI, NOMeYeHHble Kak Het, Cna6o
nnu OueHb cnabo. [na storo:

a. LLlenkHWTe No anemeHTy.

MPUMEMAHWUE: Mpu wenyke no 3nemMeHTy OTKPOETCA CTpaHMLa ero
HacTpoex.

b. Ha cTpaHuue HacTpoek 6e30MacHOCTM S1eMeHTa BHeCUTe Heob-
XOANMble 13MeHeHUs 1 HaxmuTe MpuMeHNTD.



C. BepHuTech Ha cTpaHuLy OueHKa 6e3onacHOCTU poyTepa 1
HaXXMUTE 3aKpbITb 415 3aKPbITUA CTPAHNLbI.

5. na KOH(I)I/IpraLI,I/II/I HaCTpoekK 6e30MacHOCTI aBTOMATNYECKM
HaXmuTe 3a|.|.|I/ITI/ITb poyTep.

6. Mpun noasneHnn noaTeepxaeHna Haxmmte OK.

BnokupoBKa BpejOHOCHbIX CaNTOB

371a QYHKUMA OrpaHMUMBAET AOCTYN K U3BECTHbIM BPEAOHOCHBIM
carTam, [o6aBneHHbIX B 6a3y fJaHHbIX.

MPUMEYAHUE: S1a GyHKLMA BKIIOUAETCA aBTOMATUYECKU NPV 3amycKe
CkaHupoBaHue poyTepa.

Ona BKNnioueHnA 610KNPOBKI BPeAOHOCHDIX CAliTOB:

1. B meHto HaBuraumu Boibepnte O6wme > AiProtection.

2. HarnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.
3. B naHenv bnoknpoBKa BpeAOHOCHbIX canToB HaxmuTte BKJI.

OBycTopoHHsas IPS

[iBycTOpOHHss IPS (ccTeMa NpefoTBpalLeHus aTak) 3allyuaeT po-
yTep OT CETEBbIX aTaK, 6IOKMPYs BPEAOHOCHbIE BXOAALLME NAKETbI U
06Hapy»KnBas NOA03PUTENbHbIE MCXOAALLME NAKETBI.

MPUMEYAHUE: 37a dyHKLMA BKNIOYAETCA aBTOMATUYECKM NPY 3amycKe
CKaHupoBaHue poyTtepa.

na BknioueHna asyxcroponHero IPS:

1. B meHto HaBuraumu Bbibepnte O6wme > AiProtection.

2. HarnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.
3. Bnanenu [iByctopoHHas IPS HaxxmuTe BKJI.
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MpodunakTika n 6NOKMpPOBKa 3apaXKeHHbIX YCTPONCTB

JT1a dyHKUMA NpeAoTBpaLLaeT 3apaxeHune YCTPONCTB npy obmeHe
NepCoHanbHON MHOPMaLMEN C BHELLHEN CTOPOHOIA.

MPUMEYAHUE: S1a GyHKLMA BKNIOYAETCA aBTOMATUYECKI NPV 3amycKe
CKaHupoBaHue poyTepa.

OnAa BKnoYeHUA NpodnNakTUKN N 610KMPOBKIN 3apaXKeHHOro
ycTpoiicTBa:

1. B meHI0 HaBuraumu Boibepute O6wue > AiProtection.
2. HarnaeHon ctpaHuue AiProtection HaxxmuTte CeTeBas 3awuTa.

3. B naHenu Mpo¢unaktnka n 6noKMpoBKa 3apaxeHHbIX
ycTponcTs Haxmute BKJI.

Ona KoHPUrypauun npegnoynTaeMbix ONOBeLLeHNIL:

1. B naHenn NMpodunaktuka n 6noKMpoBKa 3aparkeHHbIX
ycTpoiicTB HaxmuTe MpeanoynTaembie ONoBeLLeHNs.

2. BbibepuTe nnu BBegMTe NpoBanaepa 3NEKTPOHHOM NOYTHI,
YUYETHYI0 3an1Cb SMIEKTPOHHON NOYTbI U NAPOb, 3aTEM HAXMUTE
MpumeHnTb.



3.4.2 Hacrpoika PoautenbcKoro KOHTpons

PoauTenbCkmii KOHTPOMb NO3BONAET KOHTPONMPOBATL BPeMA JOCTYMa
K MIHTEPHETY WK OrpaHNYMBaTb BPEMA UCMONb30BaHUA MHTEPHETA.

[na nepexopa Ha rnaBHyIo CTPAHNLY POAUTENBCKOrO KOHTPONA:
B meHto HaBurauwmu Bbibepnte O6wme > PoagnTenbCcKnil KOHTPOJb.

Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
G control. The client name can be modified in network map client list.

2. Check the unwanted content categories
3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Web & Apps Filters

OunbTpbl AnA Be6 U NpunoKeHuin

OunbTpbl Ana Bed 1 NPUNOXKEHNI - GyHKUNA PoanTEeNbCKOro KOH-
Tpons, KoTopas No3BosIAET 6/IOKMPOBATb AOCTYM K HEXeNaTeNbHbIM
CaNTOB WSIN MPUNOXKEHUAM.

Ona KoHpurypauum ¢punbTpPoB ana Be6 N NpUNoxKeHnin:

1. B meHwo HaBurauuu sbibepute O6wue > Poantenbcknii
KOHTPOJIb.

2. B naHenv @unbTpbl ana Be6 n npunoxeHun Haxmmte BKJI.

3. anI NOABNEHUN INLEH3UOHHOIO cornaweHna Haxmute A
cornaceH.

4. BcTon6ue CNMCcoK KNMEHTOB BbibepuTe Unvi BBEAWTE UMA KIIMEHTA
113 BbINAJAOLLErO CMNCKA.

5. B cton6bue Copepxumoe Bbibepute GpuabTpbl U3 YeTbipex oC-
HOBHbIX KaTeropuii: B3pocnbiit, MrHoBeHHble co06LeHNsA 1
cBA3b, P2P n nepepaua ¢ainos n MotokoBoe BewaHue n
pasBneuyeHms.

6. Haxmute B gna nobasneHna KNMEHTCKOro npoduns.
7. Haxmute MpumeHNTb 451 COXPAHEHNA HACTPOEK.
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Parental Controls - Web & Apps Filters

Web & Apps Fillers allows you to block access fo unwanted websiles and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
control. The client name can be modified in nefwork map client list.

2. Check the unwanted content categories

3. Click the plus (+) icon o add rule then click apply.

I you want to disable the rule temporarily, uncheck the check bax in front of rule.
Parental Controls FAQ

Wb & Apps Filters

Client List (Max Limit : 64)

- Client Name (MAC Addr

data in table.

Apply




PacnucaHue

PacnucaHne nossonset YCTaHOBWUTb OrpaHnYeHne BpemeHn ana nc-
nonb30BaHNA CETU KNNEHTOM.

MPUMEMAHUE: Y6eautech, Uto CMCTEMHOE BPEMS CYHXPOHU3MPOBAHO
¢ NTP-cepBepom.

Parental Controls - Time Scheduling

By enabling Block All Devices, all of the connected devices will be blocked from Intemet access.
Enable block all devices

This feature allows you to set up a scheduled time for specific devices' Internet access.
1. In [Client Name] column, select a device you would like to manage. You can also
‘ manually key in MAC address in this column
& 2. In the [Add / Delete] column, click the plus(+) icon to add the client.
3. In [Time Management] column, click the edit icon to set a schedule.
4. Click [Apply] to save the configurations.
Enable Time Scheduling ON

System Time Thu, Sep 21 12:34:41 2023

Client List (Max Limit : 64)

select allw Client Name (MAC Address) Time Management Add / Delete

Time ~ H - @

No data in table.

Apply

AnAa KoHPuUrypauum pacnucaHms:

1.

B meHIo HaBuraumu Bbibepute O6wme > PoguTtenbCKuin KOH-
Tponb > Pacnucanwe.

2. B naHenn PacnucaHue Haxmute BKJ1.

3. BcTtonbue Umsa knueHTa BBEAMTE UK BbIGEPUTE MMA KNEHTA 113

BbINaJaloLLEero CrucKa.

MPUMEYAHUE: Takxe moxHo BBecT MAC-agpec KnueHTa B none
MAC-agpec KnueHTa. YoeanTech, UTo MS KITMEHTA HE CONEPXKIT CreLm-
albHbIX CMBOJIOB MM MPOGENOB, MOCKOJbKY 3TO MOXET Bbi3BaTb COON
B paboTe poyTepa.

4. HaxmurTe B pna fobaBneHms KNMeHTCKOro npoduns.

Haxmute MpumeHnTb 414 COXpaHEHUA HACTPOEK.
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3.5 bpaHpgmaysp

PoyTep moxeT GYHKLMOHMPOBATb B KayecTBe annapaTHOro
bpaHamayapa.

MPUMEYAHMUE: bpaHamayap BKAOUEH MO YMOMYAHNIO.

3.5.1 O6wwme

Firewall

General
Enable the firewall to protect your local area netwark against attacks from hackers. The firewall fitters the incoming and outgaing

packets hased on the filter rules.
DoS Protection FAQ

Enable Frewall O Yes @ ho

Enable Do protection O ves ®ho

Logged packets type Nore ~

Respond ICMP Echo (ping) Request fro
e o (ping) Request from ®ve Olic
Basic Config

Enable [Pyl inbound firessall nies ® s Ono
Inbound Firewall Rules (Max Limit : 128}

Source IP Protocol

X% ®

IPv6 Firewall

Al outbound trafiic coming from IPv8 hosts an your LAN is allowed, s well as related inbound iraffic. Any other inbound traffic
must be specifically sllowed here.

You can leave remote |P blank to allow traffic from any remote host. A subnet can also be specified.
(20011111 3764 for example)

Basie Config
Encbie IPVE Firevwal O Yes @ No

Famous Sesver List Please select w»

Inbound Firewall Rules (Max Limit - 128)

o Add !
Seniice Name Remote IFICIDR Local IP

Delete

Port Range Protocol

[nsa HacTpoliKu napameTpoB 6paHamayspa:

1. B MeHIo HaBurauum Bbibepnte [lononHUTeNbHbIe HACTPOIIKI >
bpaHamaysp > O6wue.

2. B none Bkniountb 6paHgmaysp Bbibepute [a.



3. B none Bkntountb 3awuty ot DoS BbibepuTe [la ana 3awubl
Bawwel cetn ot DoS (oTKa3 B 06CNyKMBaHMK) aTak. ITO MOXET
MOBNNATb Ha MPOV3BOAUTENBHOCTb POyTepa.

4. MoxHo Takxe otcnexmsatb nakeTbl mexay LAN nWAN. B none Tun
pernucTprpyemblx nakeTos Bbibeprte OT6poLueHHble, MpuHATbIE
nnun Oba.

5. Haxmunte MpnmeHUTD.

3.5.2 OQunbrp URL

MoxHo 3anpetuTb gocTyn K onpeaeneHHbiM URL-agpecam, no6asus
VX B GunbTp.

MPUMEYAHMUE: Ounbtp URL GyHKLMOHMpPYET Ha ocHoBe 3anpoca DNS.
Ecnu ceTeBOI KNMEHT yKe MoceLLan cant, Hanpumep http://www.abexxx.
com, TO caiT 3a6110KMpPOBaH He bygeT ( DNS-Kaw coxpaHseT paHee no-
CeLLEeHHble canTbl). [na pelueHmns 31oi npobnembl ounctute DNS-Kaw
nepep yctaHoBkom dpunbtpa URL.

Firewall - URL Filter

Key in the keywords for the sites that you want to block.
For example, enter "XXX" in the list The URL filter will block the http://www.abcXXX com, http://www. XXXbbb com and so on.

Basic Config
Enable URL Filter ® Enavied O Disabled

Filter table type Deny List ~

URL Filter List: (Max Limit : 64)

URL Filter List: Add/ Delete

®

No data in table.

Apply

Onsa HacTponkn ¢punbrpa URL:

1. B MeHIo HaBuraumu BbibepuTe JlononHUTENbHbIE HACTPOIKM >
bpangmayap > Ounbrp URL.

2. Bnone Enable URL Filter BbibepuTe Enabled.
3. Beegute URL vt HaxxmnTe [€) .
4. Haxmure MpumeHnTb.
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3.5.3 QunbTp KnoUEBbIX CNIOB

OunbTp KNtoyeBbIX COB 6NIOKMPYET JOCTYN K CTPaHMLaM, COAepMa-
LM 3aiaHHbIe KNKoYeBble C10Ba.

Firewall - Keyword Filter

Keyword Filter allows you to block the clients' access to webpages containing the specified keywords.

Limitations of the filtering function -

1. Compressed webpages that use HTTP compression technology cannot be filtered. see_here for more details.
2. Hitps webpages cannot be fitered.

Basic Config
Enable Keyword Fitter ® Enabled © Disabled

Keyword Filter List (Max Limit : 64)

Keyword Fitter List Add / Delete

(C)

No data in table.

Apply

[na HacTpoiKkn GunbTpa KNYeBbIX CI0B:

1. B meHio HaBurauum BoibepriTe [lononHMTENIbHbIE HACTPOMKIA >
BpaHamay3p > OunbTp KnioyeBbIX COB.

2. Bnone Enable Keyword Filter Bbi6epute Enabled.
3. Beepute cioBo 1 dpasy 1 HaxmmTe [lobaBUTb.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

o QOunbTp KNoueBbIX CNOB GYHKLMOHMPYET Ha OCHOBe 3anpoca DNS.
Ecnu ceTeBO KNUEHT yiKe nocewan caiT, Hanpumep http://www.
abcxxx.com, To caiiT 3a6nokMpoBaH He 6yaet ( DNS-Kaw coxpaHseT
paHee nocelueHHble caiTbl). [na pelleHns 3Toll npobnembl oun-
ctute DNS-K3WW nepep ycTaHOBKOW GUABLTPA KNOUYEBbIX CIIOB.

« (xaTble Be6-CTpaHULbl HE MOTYT BbITb OTGUNBLTPOBaHLI. CTpa-
HWLbI, 3arpyaemblie no npotokony HTTPS, He MoryT 6bITb
3a6710KMPOBaHbI.




3.5.4 OunbTp ceTeBbIX CNYXO6

OunbTp ceTeBbIX CTY6 NO3BONAET OFPAHNYNTD 4OCTYM K KOHKPETHBIM
Be6-cnyx6am, Hanpumep Telnet unm FTP.

Firewall - Network Services Filter

The Netwark Services filter blocks the LAN to WAN packet exchanges and restricts devices from using specific network services.
For example, if you do not want the device fo use the Intemet service, key in 80 in the destination port. The traffic that uses port
80 will be blocked (but hitps can not be blocked).

Leave the source IP field blank to apply this rule to all LAN devices

Deny List Duration : During the scheduled duration, clients in the Deny List cannot use the specified network services. After the
specified duration, all the clients in LAN can access the specified network services.
Allow List Duration : During the scheduled duration, clients in the Al ist can ONLY use the spe: network

e subnet for the Allow List, IP

Enable Network Services Filter ®ves ONo

Filler table type Deny List v

Welk-Known Applications user pefined v

Date to Enable LAN to WAN Filter ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri
Time of Day to Enable LAN to WAN Filter

Date to Enable LAN to WAN Fiter

Time of Day o Enable LAN to WAN Fiter

Filtered ICMP packet types

Network Services Filter Table (Max Limit : 32)

Source IP Port Range Destination IP Port Range Protocol Add / Delete

InAa HacTpoliKu ¢punbTpa ceTeBbiX CNYX6:

1. B MeHto HaBurauum Bbibepute [lononHUTeNbHbIE HACTPONKN >
Bpanamayap > OunbTp ceTeBbIX CNYX6.

2. B none Bknountb Gpunbtp ceTeBbix cny6 BbibepuTe Aa.

3. Bbibepute pexum GpunbTpa. YepHblil CIUCOK ONOKMPYET YKa3aH-
Hble ceTeBble CNyXObl. Benblil CMCcoK paspeLLaeT JOCTyN TONbKO
K YKa3aHHbIM CETEBbIM CTy»K06aMm.

4, YKaxuTe AeHb 1 Bpema paboTbl GpunbTpa.

5. Beepgute ncxogHbin IP-agpec, ueneson IP-agpec, ananasoH nopTos
1 NPOTOKO. HaxmuTe KHOMKY [&)-

6. Haxmute MpumeHnTb.
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3.6 IPv6

[aHHbIn poyTep noagepxusaet agpecauuio IPve, nogaepxusaioLLyio
bonbLuee KonnuecTso IP-aapecoB. STOT CTaHAAPT eLLE He MOAYYAS LUK-
POKOro pacnpocTpaHeHus. iHpopmaumio o noaaepxke IPv6 MoXHO
Y3HaTb Yy Balllero nposangepa.

IPvé

Configure the IPv6 Interet setting.
IPV6 EAQ

Basic Config

Cannection type Disable

Ina HacTpouku IPv6:

1.

B MeHI0 HaBuraumu Boibeprte JlonoNHNTENbHbIE HACTPOMKIA >
IPvé.

Bbibepute Tun noaknoueHus. lMapameTpbl OTNMYAOTCA B 3aBU-
CMMOCTH OT TIMa BbIOPAHHOIO NOAKIIOUEHMA.

Beegute napametpbl IPv6 1 DNS.

4. Haxmute MpumeHnTb.

MPUMEYAHUE: KoHkpeTHyto nHdopmaumio no IPv6 MOXHO y3HaTb Y
BaLUero nposavgepa.




3.7 LANkakWAN

3.7.1 LANIP

Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEMYAHME: Niobble nameHeHns LAN IP noBausioT Ha HaCTPOIKM
DHCP.

LAN - LAN IP

Configure the LAN setting of ASUS Router.

Host Name: ASUS Router

ASUS Router's Domain Name

1P Address 192.168.50.1

Subnet Mask 255.255.255.0

Apply

[na nameHeHna napametpos LAN IP:

1. B MeHto HaBurauu BbibepuTe [loNoNHUTENbHbIE HACTPOMKM >
LAN > LANIP.

2. N3meHute IP-appec 1 MacKy noaceTu.
3. Korpga 3akoHuuTe, HaxxmmTe NMpumeHnTb.
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3.7.2 DHCP-cepBep

PoyTep ncnonbsyetr DHCP ansa aBTomatnyeckoro HasHaueHus IP-agpe-
COB CETeBbIM K/IMEHTaM. Bbl MOXeTe Ha3HauWTb Anana3oH IP-agpecos
VI BPEMA apeHgabl.

LAN - DHCP Server

on IP networks. The DHCP.
efault gateway IP. ASUS Router

supports up a y 3
Manually Assigned IP around the DHCP list FAQ

Basic Config

Enable the DHCP Server O Yes ®No
ASUS Router’s Domain Name

1P Pool Starting Address 192.168.50.2
1P Pool Ending Address 192.168.50. 254
Lease time 56400

Defaul Gateway

DNS and WINS Server Setting

DNS Server 1

DNS Server 2

Advertise router’s IP in addition 10 user-
epeckedDNS OvYes ®No

WINS Server
Manual Assignment
Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add /
Chient Name (MAC Address) 1P Address DNS Server (Optional) Host Name (Optional)

Delete

(C)

Ona koHpurypauumn DHCP cepBepa:

1. B MeHto HaBuraumu BbibepuTe JlononHUTENbHbIE HACTPOIIKM >
Bbpanamaysp > DHCP-cepBep.

2. B none Bkniountb DHCP cepBep BbibepuTe fa.

3. Bnone ma gomeHa BaefyTe JOMEHHOE MSA 7151 6ECNPOBOAHOTO
poyTepa.

4. Bnone HawanbHbIn appec nyna BBeAnTe HauanbHbIN IP-agpec.



5. B none KoHeuHbin agpec nyna BBeanTe KOHeUHbI IP-agpec.

6. B none Bpema apeHabl BBeauTe BpeMa apenabl IP-agpeca. o
ncreveHnn spemenn, DHCP cepBep HasHaunT HOBbIN IP-agpec.

MPUMEYAHUA:

» PekomeHpyeTca ncnonb3osatb IP-agpec B popmate: 192.168.50.xxx
(rme xxx MoXeT 6bITb NHOOBLIM YACNIOM B iMana3oHe oT 2 o 254).

HauanbHbiii IP-agpec nyna He JomkeH ObiTb 6OMbLIE KOHEYHOTO
IP-agpeca.

7. Ecnn Heobxoammo, BBeaunTe IP-agpeca DNS 1 WINS cepsepos B
pa3gene Hacrponka DNS n WINS cepBepa.

8. Poytep Takxe no3sondeT Ha3HaunTb IP-agpeca ceTeBbIM KnneHTam
BPYuHyio. B none Bkniountb HasHaueHne BpyuHyio BbibepuTe la
ANA HasHaveHwA IP-agpeca gna ykasaHHoro MAC-agpeca B ceTw.
[o 32 MAC-agpecoB MOXHO f06aBuTb B cincok DHCP BpyuHyto.
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3.7.3 Mapuwpyr

Ecnm B ceTn ncnonb3yeTca HECKONbKO POYTepPOB, MOXKHO HaCTPOUTb
TabnuLy MapLupyT13aLmm.

MPUMEYAHMUE: He n3meHanTe mapLipyTbl N0 YMOMYAHWIO, €CAIN Bbl HE
MMeeTe NpeacTaBieHnA 0 MapLIpyTU3aLmm.

LAN - Route

This function allows you to add routing rules into. It is useful if you connect several routers behind to share the same connection
to the Internet

Basic Config

Enable siatic routes

Static Route List (Max Limit : 32)

Network/Host IP Netmask Gateway Metric Interface Add / Delete

B wr @

No data in table.

Apply

Ana KoHurypauum TabnnLbl MapLupyTU3aLmu:

1. B MeHto HaBuraumu BbibepuTe JlononHUTENbHbIE HACTPOIIKM >
LAN > MapupyrT.

2. B none BKniountb cTaTyecKue mapLupyTbl Bbibepute [la.

3. B Cnncke cTaTMYECKNX MApLUPYTOB BBEAUTE MHHOPMALMIO O

mapLupyTe. Haxmute flo6aButsb [€] unv Yaanuts [€] ana nobas-
NEHUsA UNK yaaneHns yCTPOCTBA 13 CNCKa.

4. Haxmute MpumeHnTb.



3.74 IPTV

becnpoBogHoM poyTep nogaepXK1BaeT NOAKIMIYEHNE K Clyxbe
IPTV no nokanbHon cetv unu yepes nposangepa. Ha sknagke IPTV
MOXHO CKOHUrypupoBaTb napametpsbl IPTV, VolP, rpynnoson pac-

cbinkm 1 UDP. Moapo6Hyto MHPOpMaLIMIO MOXHO NOyUMTb Y BaLLEro
nposangepa.

LAN - IPTV

To watch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to confirm that WAN port is
assigned to primary WAN.
LAN Port

Select ISP Profile

Choose IPTV STB Port

Special Applications

Use DHCP routes microsoft

Enable multicast routing (IGMP Proxy) Disable v

UDP Proxy (Udpxy) o
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3.8 Kaprtacetn

3.8.1 OcHoBHas ceTb - QunbTp MAC-agpecoB

Ounbtp MAC agpecoB 6ecnpoBOAHON CETV NO3BOJIAET KOHTPONPO-
BaTb MaKeTbl C yKa3aHHbIMWU MAC-agpecami B 6eCpOBOAHON CETH.

Network

MAIN NETWORK
> admin

wirig | 2

@ AdaaNetwork

GUEST NETWORK

(3 admin_loT

2 admin

VLAN 51 | [

&3 admin
=)

VLAN 52 | 1

@ AdaaNetwork

Main Network

Network

General

Password RADIUS

MAC Filter

Disable

Ona HacTpoikn ¢punbrpa MAC agpecoB 6ecnpoBoaHoli ceTu:

1. B meHto HaBuraumm Bbibeprte O6wme > Cetb > OCHOBHasA ceTb
1 BblbepunTe maA cetn (SSID) OCHOBHOM ceTu.

2. B none Bkniountb MAC ¢punbtp BbibepUTE MPUHATD 1K

OTKNOHUTD.

« BbibepuTe MpuHATB AnA pa3peLLeHmna JoCTyNa K 6eCnpOBOAHON
ceTun yctpoiicteam n3 cnncka MAC-gunbrpa.



+ Bbibepute OTKAIOUNTD [/14 3anpeLLeHna ocTyna Kk 6ecnpoBo-
AHON ceTn ycTponcTBam u3 cnucka MAC-¢punbtpa.

4. B cnncke dunbtpaumn MAC-agpecos HaxmvuTe [l ins nepexopa
Ha cTpaHuLy PepakTop, 3aTem HaxmuTe (@) v BBeguTe MAC-agpec
6ecnpoBOAHOrO YCTPONCTBA.

5. Haxmwute OK.

Enable MAC Filter

Accept

MAC filter list

Editor

MAC FILTER LIST (MAX LIMIT : 16)

No data in table.
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3.8.2 T[octeBad ceTb

3.8.2.1 [ocTeBas ceTb

[ocTeBad ceTb NpefoCTaBNAET NOAKNOUYEHNE K MHTEPHETY AnA Bpe-
MEHHbIX NoceTuTenen yepes otaenbHbIn SSID 6e3 gocTyna K nokanb-
HOW CeTu.

(3 Guest Network
ieduled or one time
nvork

SMART HO|

£ Kid's Network
Ensure Internet access safety for
kid

@ loT Network

separate a network for your

@9 VPN Network

Est; 1 8 secure intemet

@ Multi-Link Operation{MLO)
Boost data rates, reduce latency,
and improv bility.

MPUMEYAHUE: Poytep nognepxwmBaet go Tpex SSID B rocTeBon ceTu.

[nAa co3gaHnsA rocTeBo ceTu:

1. B meHio HaBurauum BbloepuTe O6wme > Cetb > locTeBas ceTb >
Jo6aBuTb ceTb.

2. Bbibepute locTeBas ceTb 11 Ha3HaubTe CETEBOE UMA ANA Ballen
BpemeHHom ceTn B none Umsa cetm (SSID).

3. B pa3pene besonacHOCTb BbiGEPUTE METOA Ay TEHTUGUKALN.
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. YKaxuTe Bpema foctyna unu Bbibepute Mo pacnucaHmio ana
pobasneHna npoduna oHNaH-pacnmncaHuA.

. Bbibepute finanazon WiFi gna rocteBoii ceTn, KOTOPYIO Bbl XOTUTE
co3patb.

6. Bkniouute nnm otknoumTe OrpaHuYnTENb CKOPOCTH.
7. Bkntounte nnu otkniouunte floctyn K UHTpaHer.
8. Korpga 3akoHuuTe, HaxmuTte MpumeHnTb.

Guest Network

SID;

One Time Access

30 mins

4 hr(s})

47



48

3.8.2.2 MacTep ymHoro goma

Smart Home Master - MowHas 1 ygobHas yTunuta ana cermeHTauum
cetn. OHa ynpoLyaeT npouecc Co3faHna 1 yrnpaBneHna NoaceTaAMuY,
Hanprmep co3gaHue BblgeneHHoro SSID anAa geTckux yCTpowncTs,
nogknoyeHre KVPN uepes BbigeneHHyto NoAceTb Un faxe co3aaHune
opHoro 6e3onacHoro SSID ana yctpoiicTs loT.

[na co3gaHna geTckom ceTu:

1. B meH1o HaBuraumu Bbibepute O6wume > Cetb > locTeBas ceTb >
[o6aBuTb ceTb.

2. Bbibepute fetckas cetb 1 B nonsax Mma cetn (SSID) n bes-
onacHocTb 6ecnpoBOAHOI CeTU 3ajaliTe UMA CETU U KIoY
6e30mnacHoCTH.

3. B none OHnamnH-pacnncaHmne HaCcTPoONTe BpemaA NOLKOYEHNA K
VIHTEPHETY.

4. Bbibepute fuana3oH WiFi jna getckoi cett, KOTOPYHO Bbl XOTUTE
co3patb.

5. Bkntouute unm otknounte OrpaHN4mUTENb CKOPOCTU.
6. Bknouute nnu otkniounte floctyn K UHTpaHer.
7. Korga 3akoHuuTe, HaxkmuTe NMpumeHnTb.



Kid's Network

Online schedule

17:00 - 21:00

16:00 - 22:00

2. 4GHz / 5GHz

Ina co3panna cetm loT:

1.

B meHio HaBurauum Bbibepute O6wume > Cetb > locTeBasn ceTb >
[o6aBuTb ceTb.

Bbibepute Cetb loT 11 B nonax Mms cetm (SSID) n besonacHocTb
6ecnpoBOAHOI CETH 33alTe UMA CETU 1 KoY 6€30MacHOCTU.

Boibepute Ouanason WiFi gna cetn 10T, KOTOpYIO Bbl XOTUTE
co3aaTb.

HacTpoiiTe Bpems JoCTyna K MHTEPHETY, BKoune PacnucaHune
Wi-Fi.

Korpaa 3akoHuuTe, HaxmuTe MpumeHuTb.
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Default loT Network

Ina cosgaHnsa cetn VPN:

1.

B MeHto HaBurayum Bbibepute O6wwue > Cetb > locTeBas cetb >
[lo6aBuTb ceTb.

Bbibepute Cetb VPN 1 B nonsax Mms cetu (SSID) n besonacHocTb
6ecnpoBoAHO CETU 33alTe MA CETU 1 KNty 6e30MacHOCTM.

Ecnu Bbl ewwe He HacTpownu npodunb VPN ana VPN-cepsepa unu
VPN-knuneHTa, HaxkmuTe Mepentn B Hactponkmn ana co3gaHma
npo¢unsa VPN.

Bbibepute Auana3son WiFi gna cetu VPN, koTopyto Bbl xoTUTE
co3garb.

HacTpoiite Bpems foCTyna K MHTEPHETY, BKloumB PacnucaHune
Wi-Fi.

6. Bkntounte nnm otknounTe OrpaHNuMTeNIb CKOPOCTH.

7. Bkntounte unu otknoumnte floctyn K UHTpaHer.

8. Korpa 3akoHuuTe, HaxmuTe MpumeHnTD.



VPN Network

VPN CLIENT
is no VPN profile now. Click [Gc
g page and create.

Go Setting -

VPN SERVER

WireGuard VPN

Go Setting —

and

2.4GHz / 5GHz

ED4

Setting] below to
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3.9 CuCcTeMHbIN XKypHan

CrCTeMHbIN XXypHan COREPXKNT 3anMCaHHYI0 CETEBYIO aKTUBHOCTb.

MPUMEYAHUE: CictemMHbIN XXypHan OurLLaeTca Npu nepesarpyske nam
BbIKTIOYEHUN poyTepa.

[nA npocMoTpa CMCTeMHOro XKypHana:

1. B meHto HaBvrauuu BbibepuTe [loNoNHUTENbHbIE HACTPOMKM >
CUCTEMHDII XXYpHa.

2. CeTEBle dKTMBHOCTb MOXXHO NMOCMOTPETb Ha no6om 13 3Tnx
BKNaAoK:

« O6wWWiA XypHan

« XypHan 6ecnpoBogHo ceTu

+ ApeHnga agpecos DHCP

. IPv6

« Tabnuua mapLupyTunsaumum

« [Nepeappecauus nopTos

« BblbepuTe BKnagKy MoaknioueHus

System Log - General Log

This page shows the detailed system’s activities.
System Time Thu, Aug 23 07:15:34 2018
Uptime: 0 days 1 hours 18 minute(s) 11 seconds
Remote Log Server

4 miniupnpd[71: ver: tarted

4 miniupnpd[71: g on port 52102

4 min. Listening for MAT-PMP/ECP traffic on port 53

2 enroute_pat!

ort

: Listening for MAT-PMP/ECP traffic on port 53

shutting down MiniUPnPd
tarced
HITP listening on DOrt 58635
5 miniopnpd[77. Listening for MAT-PMP/ECP traffic on port 5351




3.10 AHanusartop Tpaduka

OyHKUMA MOHWTOPYHra TpaduKa No3BONAET OLEeHUTb 06bem Tpa-
UKa, a TaKxKe CKOPOCTb NOAKMIOUYEHNA K IHTepHET, NPOBOJHOTO 1
6ecnpoBogHoro nogkntoyeHnin. OyHKLMA NO3BONAET eXeAHEBHO
KOHTPONMPOBaTb CeTeBON TpaduK. Takxe MeeTC BO3MOXHOCTb
0T06Pa3nTb TPadUK B TeUeHMe NOCNeaHNX 24 YaCoB.

Traffic Monitor Real-time v

Traffic Monitor allows you to monitor the incoming or oulgoing packets of the following:

Internet Wired Wireless
Reception incomi
Transmission Outgoing Inteme

Scale KB v

NOTE: Packels from the Internet are evenly transmitted to the wired and wireless devices.
Traffic Monitor FAQ
— FE——
G - -~ | =
.47 MB/s v Thu 02:44 pm / 0.03 MB/s

T I I
Current Average Maximum Total

0.16 MB/s 9.47 MBis 98.32 MB

0.01 MB/s 0.08 MB/s 326 MB

MPUMEYAHMUE: Cymma nakeToB 13 MHTEPHETa paBHa CyMMe nepeaaH-
HbIX MaKeTOB [N1A NPOBOAHbIX 1 6€CNPOBOAHbIX YCTPOCTB.
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3.11 WAN

3.11.1 NoaknioyeHne K UHTEpHETY

Ha cTpaHmLe nogknioueHme K IHTEPHETY MOXXHO CKOHQUIyprpoBaTb
napametpbl WAN nogknioueHus.

WAN - Internet Connection

ASUS Router supports several connection types to WAN (wide area network). These types are selected from the dropdown
menu beside WAN Connection Type. The setting fields differ depending on the connection type you selected.

Configure the Ethernet WAN settings of ASUS Router.
Basic Config

WAN Cannection Type Automatic IP v
Enable WAN O Yes ® Na
Enable NAT O Yes ®Ng

Enable UPnP  UPIP_EAQ O Yes @ No
® Yes O No

Enable WAN Aggregation

WAN DNS Setting

two network connections

AN port and LAN 4 port to your mi

Default status : Get the DNS IP from your ISP automatically.

DNS Sa
== Assign a DNS

and gain

Forward local domain que
DNS

Enable DNS Rebind protection O No
Enable DNSSEC support O Na

Prevent client auto DoH

Class identifier (Option 60)-

Cliznt-dentifier (Option 61)

B ADpUID

Account Setfings

Authentication

PPP Echo Interval

PPP Echo Max Failures

Speoial Requirement from ISP
Host Name

MAC Addres

DHCP query frequen Aggressive Mode v
Extend the TTL value

® ves ONo

Spoof LAN TTL value ®ves Ona
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Ona koHpurypauumn napametpos WAN:

1. B meHI0 HaBuraumu Haxmute [lononHnTenbHble HACTPONKN >
WAN > Bknagka lMopkntoueHne K IHTEPHETY, 3aTeM BblbepuTe
Mo6unbHas cetb.

2. CkoHUrypurpynTe HiKecnegytoLme napameTpbl. Korga 3akoHum-
Te, HaXXmuTe NMpUMeHNTD.

« Tun WAN-nogkntoueHus: Boibepute TN Bawwero npoBan-
pepa. BoamoxHble BapuaHTbl: ABTomaTtudeckuin IP, PPPoE,
PPTP, L2TP nnn @ukcnpoBaHHbin IP. ECiv Bbl He 3HaeTe Tun
NOAKMIOUEHNA K UHTEPHETY, MPOKOHCYNbTUPYNTECH C BaLIUM
npoBangepom.

+ Bkntountb WAN: BoibepuiTe la AndA BKKOYEHNA JOCTYNA K UH-
TepHeTy. BoibepuTe HeT fn1A OTKMIoUeHNA OCTYNa K UHTEPHETY.

« Bknountb pyHKUMIO TPaHCALMK ceTeBbiX agpecoB (NAT):
NAT (TpaHcnALma CeTeBbIX a4PECOB) NPEACTaBNAET COOOW CrCTe-
My, B KoTopoi ogunH ny6nuuxbiii IP (WAN IP) ncnonb3yetca ana
npefocTaBneHnsa JocTyna B VIHTepHeT AnA ceTeBbiX KNUEHTOB
¢ nokanbHbIM IP-agpecom. JlokanbHbin IP-agpec Kaxgoro cete-
BOTO KNMEHTa coxpaHaeTca B Tabnuue NAT n ucnonb3yetca ana
MapLUPYTU3aLMM BXOAALLMX NAKETOB AAHHDIX.

 Bkntouutb UPnP: UPnP (Universal Plug n Play) no3sonser
NCMONb30BaTb HECKONbKO YCTPONCTB (POyTepbl, TENEeBK30pbI,
CTepeoCnCTEMbI, UTPOBbIE MPUCTaBKK, COTOBbIE TenedoHbl),
KoTopble 6yayT ynpaenAtbca yepes IP-cetn ¢ unm 6e3 uex-
Tpann30BaHHOro ynpasneHua yepes wiio3. UPnP coeguHaet
KOMMblOTepbl NII0ObIX TMMOB, 0becneurBas eguHy CeTb 1A
yAaneHHON KOHOMrypaLwmm 1 nepeaayn jaHHbIX. HoBoe ceteBoe
YCTPONCTBO 06HAPYKMBAETCA aBTOMATUUECKH C MoMoLLbio UPNP.
lMNocne NoAKNYEeHUA K CeTu, yCTPOMCTBA MOXHO ANCTAHLIMOHHO
CKOHUrypupoBaTth Ana nogaepku P2P-npunoxeHnn, nHre-
PaKTUBHbIX UrP, BUAEOKOHbEPEHLIMIA 1 Be6- NN NPOKCU-CepBe-
poB. B 0TiIMumMe OT NepeHanpaBneHsa NOPTOB, KOTOPOe TpebyeT
pYy4HOM HacTporKu, UPnP aBTOMaTnyeckn HacTpamsaet poyTep
ANA NPUHATUA BXOZALMX COEAVHEHNIA 1 NepeaaeT 3anpochl K
onpegeneHHOMYy KOMMboTepy B SIOKaNIbHOMN CETU.
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Bkniountb WAN arperaumio: Arperauma MHTEPHET KaHanos
06beauHAET iBa CETEBbIX NHTEPOENCa, YTO NO3BONAET YBENN-
YWTb MPOMYCKHYO COCOOHOCTb KaHana fjo 2 [out/c. Mogkntounte
noptbl WAN 1 LAN 4 poyTepa k LAN-noptam mogema.

MopknioueHne K DNS cepBepy: [103B0ONAET poyTepy aBTOMa-
Tnueckm nonyumnts IP-agpec DNS cepsepa ot nposangepa. DNS
- 3TO XOCT B IHTEPHETE, KOTOPbIN TPAHCIMPYET UMeHa HTepHeT
B IP-agpeca.

AyTteHTUdUKaLMA: ITOT NYHKT MOXKET YKa3blBaTbCA HEKOTO-
PbIMM MOCTaBLYMKamMK ycnyr MIHTepHeTa. YTouHWTe y Ballero
npoBalaepa 1 3anoNHNUTe B Clyyae HeOBXoaNMOCTH.

Mmsa xocTa: 310 none No3BonseT yKasaTb MMA XOCTa 1S POy-
Tepa. O6bIYHO, 3TO CrewranbHoe TpeboBaHWe OT NpoBaligepa.
BBeauTe UMA XOCTa 3A€Ch, ECNIN Ball NPOBaiigep Ha3Hauum ero
ANS BaLLEro KOMMbloTepa.

MAC-appec: MAC (Media Access Control) agpec yHUKanbHbIN
noeHTMOUKaToOp ANA CETEBOTO YCTPOCTBA. HekoTopble npoBai-
pepbl KoHTponupyoT MAC-agpeca yCTpONCTB, NOLKITIOUYEHHbIX
K UX 060pY0BaHUIO 1 MOTYT 3aNPETUTb NOLKOYEHME YCTPOA-
CTBa C He3HakoMbiM MAC-appecom. Bo n3bexxaHune npobnem ¢
noaKnoyeHnem n3-3a HesapernctpmposaHHoro MAC-agpeca
BO3MOXHbI ClieflytoLe fenCTBuA:

+ ObpaTtnTech K Baluemy NpoBangepy 1 nonpocute 06HOBUTL
MAC agpec.

+ CknonupywTte unn n3menute MAC-agpec poytepa B COOTBET-
ctBum ¢ MAC agpecom opuriHanbHOro yCTPOCTBa.



3.11.2 isonHon WAN

OyHkuma Dual WAN no3sonset BbIOpaTb Ba NOAKIOUEHUA K UHTEP-
HeTy ana poyTepa, nepBuyHbln WAN 1 BTOpryHbIn WAN.
Ona koHpurypauum Dual WAN:

1. B MeHio HaBuraumu BbibepuTe JlononHUTENbHbIE HACTPOIKM >
WAN.

2. MepeignTe B none Dual WAN, HaxxmuTe BKJI.

3. Bbibepute ceov MepBuynbiil WAN 1 Bropuunbiit WAN. MoxHo
BbIOpaTh 0auH 13 pa3bemoB WAN/LAN 2,5 [ouT/c.

4, BblbepuTe OTKa3oycTonumBoCTb vt banaHcmpoBKa Harpysku.
5. Haxmute MpumeHnTb.

MPUMEMAHMUE: NMonpobHoe 06bAcHeHME MOXHO HaliTi B FAQ Ha caiiTe
ASUS https://www.asus.com/ru/support/FAQ/1011719

'WAN - Dual WAN

ZenWiFi BD4 provides Dual WAN support. Select Failover mode fo use a secondary \WAN for backup network acoess. Select
Load Balance mode to opimize bandwidth, maximize throughpat, minimize response ime, and prevent data overioad for bath
AN connections. Dual WAN FAQ

Basic Config

Enabie Dual WAN

Primary WAN

Aurto Netwerk Detection

Detailed explanations are available on the ASUS Support Site FAG, which may help you use this finction effechively.

Detect interval Every | 3 |seconds

Internet Connection Diagnosis ‘When the cumment WAN fails | 2 continuous times, it is deemed a disconnection.

Netwrork Monitoring M Dns Query MPing

Apply
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3.11.3 lNepeknioyeHne nopTos

OyHKLMA NepeKknoyeHns NopPToB OTKPLIBAET BXOAALLMI NOPT Ha
OrpaHNYeHHbIN NePUOS BPEMEHN, KOTfa KITMEHT B JIOKANIbHON CETM
3anpaluMBaeT UCXOAsALLEE COeaVHEHME Ha 3afaHHbIN NopT. [epeknio-
YeHVie MOPTOB MCMONb3YETCA B CIeAYIOLMX CyYasX:

+ HeckonbKnm nokanbHbIM KnimeHTaM HeobxoaMMa nepeaapecaums
MOPTOB A8 OAHOIO NPUIOXKEHNA B Pa3HOEe BPeMS.

+  [MpunoxeHuio TpebyTCA KOHKPETHbIE BXOAALLME NOPTbI, KOTOPbIE
OT/INYAIOTCA OT NCXOLALLMX MOPTOB.

WAN - Port Trigger

Port Trigger allows you to temporarily open data ports when LAN devices require unrestricted access to the Infemet. There are
two methods for opening incoming data ports: port forwarding and port trigger. Port forwarding opens the specified data ports all
the time and devices must use static IP addresses. Port trigger only opens the incoming port when a LAN device requests access
1o the trigger port. Unlike port forwarding, port trigger does not require static IP addresses for LAN devices. Port forwarding allows
multiple devices to share a single open port and port frigger only allows one client at a time to access the open port.

Port Trigger FAQ

Basic Config

[SEN ®ves O No

Well-Known Appiications Please select -~

Trigger Port List ( Max Limit: 32 ) @

Description Trigger Port Protocol Incoming Port Protocol Delete

No data in table

Apply

[AnA HacTPOIKM NepeKNioYeHNA NoOPTOB:

1. B meHto HaBuraumu BoibepuTe JlononHUTENbHbIE HACTPOIIKM >
WAN > MNepeknioyeHne nopTos.

2. CkoHdUrypumpywTe HpKecnegyowve napameTpbl. Korga 3akoHuu-
Te, HaxXmuTe NMpumeHnTb.

 Bkniountb nepeknioyeHune noproB: BoibepuTe la ana BKto-
YeHUA NepeKtYeHra NOPToB.

« W3BecTHble NpunoxeHus: Boibeprte nonynspHble Urpbl n
Be6-CNyObl 417 [OOABNEHMA VX B CMIUCOK NepeKntoYeHuns
MopToB.

« OnuncaxHme: Beeaute nma unu onncaHme CJ'Iy)K6bI.

+ Mepekniouaembin NOPT: YKaxuTe nepeksioyaemblin NopT ans
MPUIOXKEHUA.



+ Mpotokon: Bbibepute npotokon TCP unn UDP.
« BxopAawmmn nopt: YkaxuTe BXOAALMIA MOPT 418 Nprema NakeToB

13 MHTEPHETA.

« MpoTokon: Bbibepute npotokon TCP nnn UDP.

MPUMEYAHUA:

Mpu nogkmioueHnn K cepeepy IRC, KNMEHTCKMI KomnbloTep co3aa-
€T NCXOAALLee COeMHEHME C UCMONMb30BaHMEM MEPEKITIOYAEMbIX
nopToB B guana3soHe 66660-7000. Cepsep IRC pearupyet nytem
MPOBEPKM MMEHN MONb30BaTENA 1 CO3AaHNA HOBOFO COEAVHEHMA C
KnuneHTckum MK, ncnonb3ya BXOZALMIA NOPT.

Ecnm nepexkntioyeHne nopToB OTKNKOYEHO, poyTep 06prBaeT coe-
ANHEHWE NOCKOJIbKY HE MOXET onpefennTb KOMMbloTepP, 3anpa-
LUVBaBLUI AocTyn K IRC. Korpa nepekntveHne NopTos BKNKOYEHO
pOoyTeP Ha3HaYaeT BXOAALL NI nopT AnAa nonyyeHma BXogAawmnx
MAKeTOB. DTOT BXOAALYNN MOPT 3aKpbIBa€TCA Yepe3 OI'Ipe,D,eﬂeHHbIVI
nepnon BpeMeHNn, NOCKOJIbKY POYTEP HE YBEPEH, UTO NMPUIOXKEHNE
BCe elle akTUBHO.

I'IepeKmoquMH NOPTOB MOXeET ObITb MCMOb30BAHO TONbKO onAd
OOHOro CeTEBOrO KNeHTa OQHOBPEMEHHO.

HeBO3MOXHO 1MCNOb30BaTh NPUNOXKEHWE, MCMOMb3YioLLee ne-
peKoYeHne NOPTOB Ha HECKONIbKUX KNIMEHTaX OAHOBPEMEHHO.
Mpwn OTKPbLITUM OJHOTO MOPTa HECKOMBKAMU KIIMEHTaMV, 3anpochl
C BHeLUHero nopTa 6yayT HanpaBneHbl KINEHTY, UCMOMNb3YIoLeMY
[aHHbI NMOPT NOCNEAHNM.
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3.11.4 BuptyanbHbiit cepsep/lepeagpecauus nopTos

Mepeagpecauya NOPTOB - METOA ANA NepeHanpaBeHna CeTeBoro
TpadvKa 13 IHTepHETa Ha YKa3aHHbI/A MOPT UAW A1ana3oH NOpPTOB
YCTPOWCTBA B NOKaNIbHOW ceTu. HacTporka nepeagpecauyn nopTos
Ha poyTepe No3BOJNAET yAaNeHHbIM KOMMbIOTEPaM 1CMONb30BaTh
Cny6bl, NpesocTaBnAeMble KOMMbIOTEPAMM BaLLE CETU.

MPUMEMAHUE: Korga BbikntoueHa nepeagpecaumsa NopTos, poyTtep
Gnokumpyet BxogAwmiA Tpaduk 13 MIHTEPHET Kpome OTBETOB Ha UCXO-
AALme 3anpochl U3 NOKanbHOM CeTh. Y CeTeBOro KNneHTa HeT NPAMOro
[OCTYNa K UHTEPHETY 11 HA0BOPOT.

WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect to a specific computer or service within a private local area
network (LAN). For a faster connection, some P2P applications (such as BitTorrent), may also require that you set the port
forwarding setting. Please refer to the P2P application's user manual for details. You can open the multiple port or a range of
ports in router and redirect data through those ports to a single client on your network.

If you want to specify a Port Range for clients on the same network, enter the Service Name, the Port Range (e.g. 10200:10300),
the LAN IP address, and leave the Local Port blank

= When your network's firewall is disabled and you set 80 as the HTTP server's port range for your WAN setup, then your http
server/web server would be in conflict with ASUS Server's web user interface.

= When you set 20:21 as your FTP server's port range for your WAN setup, then your FTP server would be in conflict with
ASUS Server’s native FTP server.

virtual Server / Port Forwarding FAQ

Basic Config

Enable Port Forwarding

Port Forwarding List (Max Limit : 64)
Service Name External Port Intemnal Port Internal IP Address  Protocol Source IP Edit Delete

No data in le

Add profile

[inA HacTpoIKn nepeaapecaLyu NOPToB:

1. B meHI0 HaBurauum Bbibepute [lononHUTeNIbHbIE HACTPOMKM >
WAN > BuptyanbHbiin cepep/lepeagpecayna nopTos.

2. CkoHdUrypumpywTe HipKecnegyowve napameTpbl. Korga 3akoHuu-
Te, HaxxmmTe BKJ1.

« BknwounTtb nepeagpecaunto noptoB: Boibepute BKJI gna
BK/IOYEHVA NepeagpecaLi nopToB.

+ CNMCOK N3BECTHDIX CePBEPOB: YKaXITe TVM CITY»KObl, K KOTOPON
TpebyeTca focTyn.

o CnncoK n3BeCTHbIX urp: 70T MYHKT COAEPXNT CMNCOK NOPTOB,



HeobXoauMbIX /1A NPaBUAbHON PaboTbl NONYNAPHBIX OHMAH
urp.

« MopT cepBepa FTP: 136eraiite Ha3HaueHMA J1mana3oHa NopToB
20:21 pna FTP-cepBepa, NOCKONbKY 3T0 byaeT KOHGAMKTOBATD C
poAaHbIMK HacTponkamm FTP cepsepa.

+ Nma cnyx6bi: Beegute nma cnyxobl.

+ [lnanasoH nopToB: EC/in Hy>KHO 3afaTb JMana3oH NOpToB And
nepeaapecaLnm rnopToB AN CETEBbIX KIMEHTOB, BBEANTE UM
cny6bl, Arana3oH noptoB (Hanpumep, 10200:10300), IP-agpec
11 OCTaBbTE NOJIE NIOKANbHbBIA NOPT MYCTbIM. [lanasoH NopToB
NPUHMMAET pa3NnyHble GOpPMaThl, HAaNPUMEpP AMana3oH nop-
T0B (300:350), OTAENbHbIE NOPTbI (566,789) MM CMELLAHHBbIV
(1015:1024,3021).

NMPUMEYAHUA:

+ Korga B Baluein ceTu OTK/OUeH 6paHaMaysp 1 Bbl ycTaHOBUAM 80
MopT N1 NCMONb30BaHNA BE6H-CePBEPOM B JIOKaNbHOMN CETU, STOT
BeG-cepBep OyaeT KOHOIMKTOBATD C BEO-MHTEPHENCOM poyTepa.

« CeTb Ncronb3yeT NOPTbl A1 06MeHa JaHHbIMY, Fe KaxaoMy NopTy
MpMCBaMBatOTCA OnpefeneHHbI Homep v ciyx6a. Hanpumep, nopt
80 ncnonb3yetca ana HTTP. OTaenbHblil TOPT MOXET O4HOBPEMEH-
HO MCMONb30BaTbCA TONKO OAHUM MPUAOKEHVEM UAN CIYKO0iA.
CnepoBaTtenbHO, NOMbITKA BYX KOMMbIOTEPOB MONYUNTb JOCTYM K
[aHHbIM Yepe3 OfVH 1 TOT Xe MOopT NpUBEAET K owunbke. Hanpu-
Mep, Henb3A 1cnonb3osatb NopT 100 ana nepeagpecayuv NOPTOB
A8 IBYX KOMMbIOTEPOB OAHOBPEMEHHO.

« JlokanbHbin IP-agpec: Beegute IP-agpec KnveHTa NoKasbHON
cetu.

MPUMEMAHMUE: [1na KoppeKTHOW nepeagpecaLmy NCNofb3ynTe ang
NOKaNIbHOrO KNeHTa cTatnyeckuii IP-agpec. MogpobHyto nHdopmamio
cmoTpuTe B pa3gene 3.8 JlokanbHas ceTb.
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« JlokanbHbIil NOPT: BBeauTe NOpT AN1A NEpechiikn NakeToB.
OctaBbTe 370 nosne nycTbiM, eCy XOTUTe NepeHanpaBuTb BXO-
AALIMe NaKeTbl Ha [1ana3oH NopToB.

« Mpotokon: Boibepute npotokon. Ecnm Bbl He yBepeHbI, Bbibe-
pute BOTH.

[ina npoBepKn NpaBWIbHO HACTPONKIM NepeagpecaL NOpToB:

Y6enuTecn, uTo Ball cepBep paboTaer.

BaM MOHAA0OWTCA KNMEHT, HAXOAALMIACA 33 NPeAenamm BaLlei
NIOKabHOW CETU, HO UMetoLMIA JOCTYN K IHTepHeT (Ha3biBaeMbli
"IHTEPHET-KNNEHT"). DTOT KNMEHT He JOMKeH OblTb MOAKIOYEH K

poyTepy.
B viHTepHeT-KnneHTe fna goctyna K cepsepy ncnonbyite WAN IP

poyTepa. Ecnm nepeagpecaums nopToB paboTaeT NpaBUNbHO, Bbl
nonyunTe JOCTYN K CEPBEPY.

Pasnuumna mexay nepeknioueHnemM NopToB 1 NnepeHanpaBfieHnem
nopToB:

MepekntoueHne noptoB byaet pabotatb faxe 6e3 HaCTPOWKM
LAN IP-agpeca. B otnnurve ot nepeHanpasneHna NopTo., KOTopoe
Tpebyet ctatnyeckuii LAN IP-agpec, nepekntoueHme nopTos obe-
CNeymnBaeT JHaMUYECKOe NepeHanpaBeHyie NOPTOB C MOMOLLbIO
MapLupyTM3aTopa. [Juana3oHbl NOPTOB HACTPOEHbBI HA MPMEM BXO-
AALLMX COEANHEHNI B TEYEHME OTPaHNYEHHOTO NEPHOfA BPEMEHM.
MepeknioyeHre NOPTOB NMO3BONAET HECKOMBKIM KOMMbOTEPAM
3anycKaTb NPUNOXeHNSA, KOTOpble 06bIYHO TPeDyHOT NepeHanpas-
NIEHVA NOPTOB BPYYHYIO ANA KaXA0ro KOMMbOTEPA B CETU.

I'IepeKmoqume MOPTOB ABNAETCA 6onee 6e30MacHbIM, Yem nepe-
HanpaBneHne NopToB, MOCKOJIbKY BXOAALLKWE NOPTbl OTKPbITbI HE
BCe BpeMA. OHn OTKPbITbl TOJIbKO KOrAa NpunoeHne cosepLlaet
ncxopdAllee coegnHeHne vyepes I'IepeKJ'IIOLIaEMbIVI nopT.



3.11.5DMZ

Virtual DMZ otobpakaeT oavH KOMMbOTEP B MHTEPHETE, MO3BOSIAA
emy NPUHUMATb BCe BXOZALLME NaKeTbl, HanpaB/ieHHbIE B IOKaNbHYO
ceTb.

BxoaAwwnii TpaduK 13 MHTEpPHETa 06bIYHO OTOPACHIBAETCA UM Nepe-
HaNPaBNAETCA Ha YKa3aHHbIN KOMMbIOTep, eC/IM HaCTPOeHa nepeagpe-
cauua unv nepeknoyeHve noptos. B pexume DMZ oguH komnbrotep
MonyyaeT BCe BXOAALYME NAKETDI.

BknioueHre DMZ onpaBaaHo npw OTKPbITUW HEOrpaHWYeHHOro
LBYXCTOPOHHEr0 JOCTYMa K KOMMNbIOTEPY, Hanpumep cepBepy web
nnm e-mail.

OCTOPOXHO: OTKpbITVie BCEX NOPTOB KNmeHTa AnAa cett MHTepHeT
JenaeT ceTb yA3BUMOW AnA aTak n3BHe. ObpaTnTe BHUMaHME Ha PUCK,
CBA3aHHbIN C Ucrnonb3osaHnem DMZ.

WAN - DMZ

Virtual DMZ allows you to expose one computer to the Intemet, so that all the inbound packets will be redirected to the computer
you set. It is useful while you run some applications that use uncertained incoming ports. Please use it carefully.

Special Applications

= Some applications require special handler against NAT. These special handlers are disabled in default.
« Please add a rule to port forwarding list for USB Disk access properly on FTP service.

DMZ FAQ

Enable DMZ ®ves ONo

Apply

Ona nacrpoukun DMZ:

1. B MeHto HaBurauwu BbibepuTe [lONONHUTENbHbIE HACTPOMKM >
WAN > DMZ.

2. CKoHOQUrypupyiTe napameTpbl HiKe. Koraa 3akoHUNTE, HakmunTe
MpumeHnTb.

« IP-agpec Bugumon cranummn: Beegute LAN IP-agpec KnueHTa,
KOTOpbIN 6yaeT ncnonb3oatbea ana DMZ. Y6eautecs, uTo cep-
Bep MCronb3yeT cTaTnyecknn IP-agpec.

Ona ypanedna DMZ:
1. Ypanute LAN IP-appec n3 nons IP-agpec Buammon ctaHumn.
2. Korpa 3akoHuuTe, HaxmuTe MpumeHuTb.
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3.11.6 DDNS

Hactporika DDNS (guHammnueckmin DNS) no3sonaeT nonyuntb 4OCTyn K
poyTepy u3 ViHTepHeT nocpenctom cnyx6b1 ASUS DDNS nnu gpyron
cnyx6b1 DDNS.

WAN - DDNS

DDNS (Dynamic Domain Name System) is a service that allows network clients to connect to the wireless router, even with a
dynamic public IP address, through its registered domain name. The wireless router is embedded with the ASUS DDNS service
and other DDNS services.

If you cannot use ASUS DDNS services, please go to https: //iplookup. asus . com/ns 1ookup. php to reach your internet
IP address to use this service.

The wireless router currently uses a private WAN IP add

annot work in thi:

comm.com”

your network
If you want to remotely configure the wirele: tohere.

Enable the DDNS Client O Yes ®nNo

E WW. ASUS .COM v Deregister

Host Name: AB878A17 SD4AGFDS4D2EEBD6195DBSEF7 .asuscomm.com
DDNS Status Active

DDNS Registration Result Registration is successful

HTTPS/SSL Certificate ® Free Certificate from Let's Encrypt @ Import Your Own Certificate O None

Apply

Ina Hactpouku DDNS:

1. B MeHIo HaBuraumu BbibeprTe JlononHMTeNbHbIE HACTPOIIKM >
WAN > DDNS.

2. CkoHdUrypumpywTe HKecnegyowve napameTpbl. Korga 3akoHuu-
Te, HaXMuTe NMpumeHnTb.

+ Bkniountb DDNS knueHt?: BkntoueHne ¢yHkumm DDNS gnsa
BO3MOXXHOCTW [OCTYNa K poyTepy yepe3 AOMEHHOe 1MA, a He
yepe3 WAN IP.

+ CepBep nums xocta: Boibepute ASUS DDNS unu gpyroi DDNS.
Mpw ncnonb3osaHun ASUS DDNS BBeawTe uMa xocTa B popmate
XXx.asuscomm.com (rae XXX MM XOCTa).

« MMpu ncnonb3osaHuu apyroro DDNS Bbibepute 6ecnnatHyo
NPOGHYI0 BEPCUIO 1 3aPETNCTPUPYITECH Ha CalTe. BBeauTe ms

NONb30BaTENA AN aAPEC SNEKTPOHHON MOYTbI U MAPOJb UK
DDNS kniou.



+ Bkniountb wWabnoH: Bkntoune wabnoH, ecnv oH Tpebyetca ans
cnyx0bl DDNS.

MPUMEYAHUA:
Cnyx6a DDNS cepBuc He 6ygeT paboTaTb Npu CleaytoLLyX YCIOBUAX:

« Korga B 6ecnpoBogHoi poyTep ncnonb3yet npusatHbii WAN [P
appec (192.168.x.x, 10.x.xx nnn 172.16.x.X), Kak NOKa3aHO EeNTbIM
TEKCTOM.

« PoyTep MOXeT 6bITb MOAK/IOUEH K CETW, KOTOPAs NCMOMb3YeT He-
cKosbko Tabnui, NAT.

3.11.7 NAT Passthrough

NAT Passthrough pa3pewaet naketam (VPN) npoxoaunTb yepes poy-
Tep K ceteBbIM KnneHTam. PPTP Passthrough, L2TP Passthrough, IPsec
Passthrough v RTSP Passthrough BkntoueHbl no ymonuaHuio..

Ina BkntoueHua /otkntoueHnsa NAT Passthrough nepeingure B Jo-
nonHutenbHbie HacTponku > WAN > NAT Passthrough. Korga
3aKOHUUTE, HaXkMKTe MPUMEHUTD.

WAN - NAT Passthrough

Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network clients.

PPTP Passthrough Enable +

L2TP Passthrough Enable

IPSec Passthrough Enable v

RTSP Passthrough Enable w

H.323 Passthrough Enable v

SIP Passthrough Enable +

PPPOE Relay Disable v

FTPALG port 2021
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3.12 becnpoBogHas cBA3b

3.12.1 WPS

WPS (Wi-Fi Protected Setup) - ctaHgapT 6ecnpoBogHol 6e3onacHoCTH,
MO3BONAIOLWMIA ObICTPO MOAKMIOYATb YCTPOINCTBA K 6eCnpOBOAHON

cenr. OyHKumo WPS MOXHO CKOHGUIypupoBaTb ¢ nomoLpbto MH-ko-
Ja vnn kHornku WPS.

MPUMEYAHUE: Y6eputecs, uto ycTpoiicTea nogaepxuvsarot WPS.

Wireless - WPS

WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS
Current Frequency

Connection Status

Reset

ol Enabled | eset button resets the network name (SSID) and WPA

AP PIN Code 51246044

YYou can easily connect a WPS client to the network in either of these two ways:

« Method1: Click the WPS button on this interface (or press the physical WPS button on the router), then press the WPS
button on the client's WLAN adapter and wait for about three minutes to make the connection.

« Method2: Start the client WPS process and get the client PIN code. Enter the client's PIN code on the Client PIN code
field and click Start. Please check the user manual of your wireless client to see if it supports the WPS function. If your
wireless client does not support the WPS function, you have to configure the wireless client manually and set the same
network Name (SSID), and security settings as this router.

@ push button O Client PIN Code
WPS Method:
Start

Onsa BknioueHna WPS B 6ecnpoBogHoi ceTu:

1. B meHto HaBuraumu BoibepuTe JlonoNHUTENbHbIE HACTPOIKM >
becnpoBogHas cBsasb > WPS.

2. Bnone Bknountb WPS nepemectute nonsyHok B nonoxexune ON.

3. Mo ymonuaHuio WPS ncnonb3yert 2,4 My, Ecnn HY>XHO U3MeHUTb
yacToty Ha 5 [Tu, B none Bkntountb WPS nepemectiTe nonsyHoK
B nonoxeHve OFF, B none TeKywasn yacrora LienkHute Mepe-
KNIOUYnTb YacToTy, 3aTeM B none Bknrountb WPS nepemectute



MON3YHOK B NOJIOKEHNE ON ewe pas.

MPUMEYAHUE: WPS noppepxuBaeT metogbl ayTeHTudumKaumm Open
system, WPA-Personal n WPA2-Personal. WPS He nogaepusaet Shared
Key, WPA-Enterprise, WPA2-Enterprise 1 Radius.

. B none Metop WPS Bbibepute KHonka Push vnn MUH-koa knu-
eHta. [1pu Boibope KHonka nepenguTe K wary 4. Mpw Bbibope
MWH-Kop KnueHTa NepenguTe K Wwary 5.

. AnaHacTponkn WPS ¢ noMOLLbIo KHOMKM Ha poyTepe, BbiMOHMTE

cnepytoLme NencTama:

a. Haxxmute Myck nnn Haxmute KHonky WPS Ha 3agHell naHenw
poyTepa.

b.HaxmuTe kHonky WPS Ha poyTepe. O6bIYHO NOMEYEHO NOroTu-
nom WPS.

MPUMEYAHMUE: PacnonoxeHwe kHonku WPS cmoTpuTe B BOKYMEHTaL M
6eCnpoBOLHOIO YCTPOCTERA.

C. PoyTep HaYHET NONCK OOCTYMHbIX yCTPOMCTB. Ecnn poyTep He
HangeT HW OfHOro yCTDOMCTBa, OH NEPEKTIYUYNTCA B PEXNM
OXNAaHUA.

. Ana nactponkn WPS ¢ nomowybto MH-koaa KnmeHTa BbinoaHUTE
cnegytoLime JeNCTBUA:

a.Hangute WPS MNH-Kog B pykoBOACTBe Nonb3oBaTens 6ecnpo-
BOAHOrO YCTPONCTBA UM Ha CAMOM YCTPOWCTBE.
b.BeeawnTe NMNH-ko KNeHTa B TEKCTOBOE More.

. Haxmute Myck o1a nepeknioueHna poytepa B pexumM nomcka
WPS. MHguKaTopbl poyTepa ObICTPO MUraloT 0 3aBepLUeHuA
HacTpowkin WPS.
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3.12.2 MocTt

Moct nnu WDS (Wireless Distribution System) no3sonset ucnonb3o-
BaTb POyTep ANA COeAnHeHA 6ecnpoBOAHbIX YCTPONCTB MO pagnoKa-
Hany 1A yBenMyYeHnA 30Hbl NOKPbITYA 6ecnpoBoaHow ceTi. OH MoXeT
TaKXKe paccMaTprBaTbCA B KauecTBe 6eCnpoBOAHOO NOBTOPUTENA.

Wireless - Bridge

Bridge (or named WDS - Wireless Distribution System) function allows your ASUS Router to connect to an access point
wirelessly. WDS may also be considered a repeater mode.

jon method. To set up the

To enable WDS to extend the wireless signal, please follow these steps

1. Select [WDS Only] or [Hybrid] mode and add MAC address of APs in Remote AP List

2. Ensure that this wireless router and the AP you want to connect to use the same channel

3. Key in the remote AP mac in the remote AP list and open the remote AP's WDS management interface, key in the this
router's MAC address.

4. To get the best performance, please go to Advanced Settings > Wireless > General and assign the same channel
bandwidth, control channel, and extension channel to every router in the network

2.4 GHz MAC C8:7F:54:12:69:C8
5 GHz MAC

Band

AP Mode

Connect 1o APs in list

Remote AP List (Max Limit : 4)

Remote AP List Add / Delete

(C)

[na HacTpoiKn 6ecnpoBOAHOro MOCTa:

1. B meHto HaBuraumu BoibepuTe JlononHUTENbHbIE HACTPOIKM >
becnpoBogHas cBsasb > WPS.

2. Bb|6ep|/|Te AWana3oH 4acCToT anA 6eCI'IDOBOﬂHOFO MOCTa.

3. B none Pexxum AP BbibepuTe ntobyio 113 Cneayiowwmx onyuii:
« AP Only: Otkntouaet dyHKLMI0 6eCnpoBOgHOro MOCTa.
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« WDS Only: BkniouaeT ¢yHKLM0 6€CnpoBOAHOrO MOCTa, HO
3anpeLLaeT NoAKMoYeHre K poyTepy Apyrnx 6ecnpoBofHbIX
YCTPOWCTB.

« HYBRID: Bkntouaet gpyHKLWI0 6eCnpOBOAHOIO MOCTa 1 pa3peLua-
€T NOAKIIOYEHNE K poyTepy Apyrux 6ecnpoBOLHbIX YCTPONCTB.

MPUMEYAHUE: becnpoBogHble YCTPONCTBa, NOLKIOUEHHbIE K poyTe-
Py B TMOPUAHOM PeXUME NOMyYaT TOMbKO MOMOBUHY CKOPOCTU TOUKN
poctyna.

. B none NMopgkniounTtbca K Toukam gocTyna B cnncke Bbibepute
Da, ecnyi HeO6XOAMMO NOJKNIUMTLCA K TOUKE JOCTYNa B CNMCKE
yoaneHHbix AP.

. B none KaHan ynpaBneHus Bbibepute pabounin KaHan gns
6ecnpoBOAHOrO MoCTa. Bbibepute ABTO A5 aBTOMATNYECKOTO
BbIOOPa KaHana C HaMeHbLUM KOJIMYECTBOM MOMEX.

MPUMEYAHMUE: JocTynHOCTb KaHana 3aBUCKT OT CTPaHbl UM PermoHa.

. B cnucke ypanenHbix AP Beegnte MAC-agpec 1 HaxmuTe [lo6a-
BUTb [g] AnA BBoaa MAC-agpeca JOCTYNHOM TOUKM focTyna Access
Points.

MPUMEYAHUE: Jlto6as pobasneHHas B CNCOK TOUKa JOCTYNa UCMOJb-
30BaTb OAMHAKOBBIN C POYTEPOM KaHan ynpasneHuA.

. Haxxmute MpumeHnTb.
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3.12.3 Hactpoiika RADIUS

Hactporika RADIUS (Remote Authentication Dial In User Service)
obecneurBaeT JONONMHUTENbBHbIN YPOBEHb 6€30MaCHOCT MPU UCMONb-
30BaHUM pexuma ayTeHTudmkaumm WPA-Enterprise, WPA2-Enterprise
unm Radius with 802.1x.

Wireless - RADIUS Setting

This section allows you to set up additicnal paramelers for authorizing wireless clients through RADIUS server. It is required while
you select "Authentication Method” in "Wireless - General” as "WPA-Enterprise / WPA2-Enterprise”

Band 2.4GHz v
Server IP Address.
Server Port:

Connection Secret

Ina HacTponkun napametpos RADIUS:

1.

Y6epuTech, uTo pexnm ayTeHTUdUKaLmm 6ecnpoBoAHOro poyTepa
yctaHoBsieH B 3HayeHne WPA-Enterprise, WPA2-Enterprise nnu
Radius with 802.1x.

B MeHto HaBurauum BbibeprTe [lononHNTENbHbIE HACTPONKN >
becnpoBogHas cBa3b > BKnaaka Hacrponka RADIUS.

BbibepuTe Arana3oH yacTor.

4. Bnone IP-agpec cepBepa BBeanTe IP-agpec cepsepa RADIUS.

B none Kniou coeanHeHna Ha3HaubTe Naposb Ana Joctyna K
cepsepy RADIUS.

Haxmvite MpumeHuTb.



3.12.4 NMpodeccnoHanbHbIN

Ha skpaHe MpodeccroHanbHbIii MOXHO CKOHGUrypupoBaTh A0MOJ-
HUTENbHbIE MApaMeTpbI.

MPUMEYAHUE: Mbl pekomeHAyeM MCMONb30BaTb 3HaYeHUA No
YMOJTUaHWIO.

Wireless - Professional
Wireless Professional Setting allows you to set up additional parameters for wireless. But default values are recommended.
Band 2.4 Giz v

Enable Radio O Yes ®lo

Enable wireless scheduler ®ves ONo

SetAP Isolsted ®Yes Oho

Roaming assistant Ensble v  Disconnect chents with RSS! lower than - | ~70 | dBm
Bluetooth Goexistence Disable A

Enable IGMP Snooping Endle W

Mutticast Rate(Mbps) Muto W

Preamble Type Long W

AMPDU RTS Ensble v

RTS Threshold 2347

DTIM Interval i

Beacon Interval 100

Enable TX Bursting Enable

Enable WM Enzble W

Enable WM No-Acknowledgement Disable v

Enable WMM APSD Endble W

Optimize AMPDU aggregation Disable

Medulation Seheme Up to MCS 11 (NitroQAM/1024-08) v
Airtime Faimess Disable

Muti-User MIMO Endble W

OFDMA/B02. 11ax MU-MIMO Disable

Exxpiicit Beamforming Endle

Universal Besmforming Enable

Tx power adjustment ol Performance

Apply

Ha skpaHe Mpo¢eccroHanbHblil MOXHO CKOHOUIYpPUPOBaTb
cnepyiollee:

« [lnanasoH: Bbibepute AranasoH, HACTPOKI KOTOPOTO HY»KHO
N3MEHUT.
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+ Bkniountb paguomopynb: Boibepute [la And BKNOYEHNA pa-
anomogyna. Bbibepute HeT gna otknoueHns pagrnomogyns.

« BKniounTtb 6ecnpoBoAHbI MIAHUPOBLLMK: MOXHO BbIOPaTh
ncnonb3oBaHue 12-yacoBoro nnw 24-yacosoro dopmara. Lipets
Tabnuue o3HavaeT PazpelunTb Uni 3anpeTutb, HaxmuTe Kaxayto

AYENKY ANA N3MEHEHNA HAaCTPONKM BPEMEHU B OyaHMe OHW,
3aTem HaxkmuTe OK.

Wireless - Professional

* Reminder: The System time zone is different from your locale sefting,

Clock
s 24-hour v Alow [ Deny

System Time Thu, Aug 23 06:59:27 2018

Select All
00 ~ 01
01 ~02

02 ~03

03 ~Da
04 ~ 05
05 ~ 06
06 ~ 07
07 ~ 08
08 ~ 09

09 ~ 10

10~ 11
11~12
12~13
13 ~ 14
14~ 15
15~ 16

16 ~ 17

17 ~ 18
18 ~ 19
19 ~ 20
20~ 21
21 ~22
2223

23~ 24

Cancel

 N3onupoBatb TOUKy flocTyna: 13011MpoBaHyie TOYKM OCTyna
3anpeLyaeT 6eCcnpoBOAHbIM YCTPONCTBAM B CETU NOAKIIOUATHCA
APYr K apyry. 3Ta GyHKLMA NonesHa Korga K Ballen ceTu nog-
K/I0YaeTca MHoro rocteit. Boibepute [la fna BKNOUEHNA STON
OyHKUMK nnn Het gna oTknioueHus.

« CKopocTb MHOroagpecHon nepeaauu (M6ut/c): CkopocTb
MHOroagpecHow nepegaun uny Haxmute OTKNIOUYNTb )19 OT-
KNIOYEHNA MHOTrOafipecHo nepesayn.

« Tun npeambynbi: Tun npeambynbl onpeaenseT NPOAOIKN-



TEeNbHOCTb BpemeHu, KoTopoe Tpebyetca poyTepy ana CRC
(Cyclic Redundancy Check). CRC - 310 meToa obHapyxeHus
oLMbOK BO BpeMa nepepayy AaHHbIX. Bbibeprte KopoTkas ana
becnpoBopHoi ceTu ¢ 6onbwmum Tpadrkom. Boibeprte AnuH-
Haa ana 6ecnpoBOJHON CETU CO CTapbiMM B6eCNPOBOAHbBIMY
yCTPONCTBAMM.

Mopor RTS: [Ina 6ecnpoBofHbIx ceTel ¢ 60MbLIMM TPapuKom
1 60NbLUNM KONMYEeCTBOM 6eCnPOBOAHbBIX YCTPONCTB BbibepuTe
Hu3Ku nopor RTS.

WutepBan DTIM: Wutepsan DTIM (Delivery Traffic Indication
Message) nnun Data Beacon Rate - 310 uHTepBan BpemeHu nepeq,
OTNPaBKOW curHana 6ecnpoBOAHOMY YCTPOWCTBY B CMIALLEM
pexume, yKasblBas, UTo MakeT JaHHbIX OXKMLaeT 4OCTaBKM. 3Ha-
YeHMe MO YMOMYAHWIO: TPW MUNINCEKYHTDI.

CurHanbHbIN nHTepBan: CUrHaNbHbIA UHTEPBAN - 3TO NEPUOS
BpemeHun mexay DTIM-naketamu. 3HaueHne no ymonyaHuio: 100
MUNANCEKYHA.. InA HeCcTabunbHOro 6ecnpoBOAHOMO NOLKHO-
YeHVA UAN AN POYMUHra YCTPOWCTB PEKOMEHLYETCA HI3Koe
3HaueHue.

Bxkniountb TX Bursting: TX Bursting ynyuiaet ckopocTb nepe-
Aaun JaHHbIX Mexay 6ecrnpoBOAHbIM POYTEPOM 1 YCTPOMCTBAMM
802.11g.

Bxkntounts WMM APSD: Bkntounts WMM APSD (ABTOMaTnye-
CKUI Nepexor, B PeXnM sHeprocbepexeHuns) 4isa ynpaBneHns
3HeprocbepexeHnem 6eCNpPoOBOAHbLIX YCTPOWCTB. BbibepuTe
OTknounTb 418 otkntoueHns WMM APSD.

73



4 Yrunutol

4,1 OG6Hapy»KeHue yCTPONCTBa

Device Discovery - ASUS WLAN yTtunuta, KoTopasa obHapyunBaet
poyTep 1 NO3BONAET ero KOHGUryprpoBaTb.
Ina 3anycka yrunutbl Device Discovery:

+ [epengure Myck > Mporpammbi > ASUS Utility > Wireless Router
> Device Discovery.

MPUMEYAHMUE: Mpw ycTaHOBKE poyTepa B PeXuM TOUKIN AOCTYMA, Bam
HeobxoammMo ucnonb3osaTtb yTunuty Device Discovery ansa nonyuyexus
IP-agpeca poyTepa.

4,2 BoccrtaHoBneHMEe NPOLINBKU

Firmware Restoration - yTunuta, Kotopas UCnonb3yeTcs B Clyyae
OLUMOKM NpU 06HOBNEHMI NPOLLVBKM poyTepa. OHa 3arpy»aeT yKa-
3aHHYI0 NPOLLUKBKY. [TPOLECC 3aHNMAET OKOJIO TPEX MUHYT.

E Firmware Rsstoi et

Before you get started, please check the model name and hardware
version from the label.

1, Please confimm the label at the bottom of your router
model shows H/W Version, different hardware version needs
diffs fi ersion to process restaration.

ware from ASUS suppart site:
s.com/support

Eﬁp i

For example, if your label shows "RT-AC66U_B1 S
firmware of "RT-ACE6U" is not availahle for restoration.

Ellenaroe: |\ Browse...

Status
After Jocating the firmware file, click Upload,

BAXHO! MNepepn ncnonbzosaHnem ytunutbl Firmware Restoration nepe-
KNtoumTe poyTep B PeXuM BOCCTAaHOBNEHNA.

MPUMEYAHUE: 37a dpyHKLMa He nopaepxmsaetcs 8 MAC OS.
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Ona sanycka yrunutbl Firmware Restoration:

1.
2.

OTKnoumMTE NUTaHMe OT poyTepa.

Y,qepx(MBaﬂ KHOMKY Reset, PaCcnoONOXEHHYIO Ha 3afHeln naHenu,
NOAKNKUUTE NNTAHNE K POYTEPY. OTI'IyCTI/ITe KHOMKY c6poca Korfa
NHOWNKATOP NUTAaHWUA, paCI'IOJ'IO)KEHHbIVI Ha nepe,u,He|7| NaHeNn, Hau-
HET Me/IEHHO MUIraTb, O3Ha4aA, YTO POYTEP HAaXOAUTCA B peEXMME
BOCCTaHOBNIEHNA.

. YcraHoswTe cTaTyeckun [P Ha BalLem KOMMbloTepe 1 NCMoNb3yiTe

cnegytowme Hactponkm TCP/IP:
Aunana3soH IP-agpecos He moxeT cogepxatb LANIP: 192.168.1.x
Macka nogceTtu: 255.255.255.0

Nepeigute Myck > Mporpammbi > ASUS Utility > Wireless Router
> Firmware Restoration.

. Ykaxute daiin n Haxmute Upload.

MPUMEYAHUE: 370 He yTvnnTa 06HOBNEHNA NPOLIMUBKY 1 HE MOXET
6bITb MCnonb3oBaHa Npu pabouem poytepe. O6bIYHOE O6HOBNEHME
MPOLUMBKYM MOXHO BbINONHUTL Yepe3 Beb-uHTepdeiic. MoapobHyio
nHdopmaumio cmotpute B rmase 3 KoHdurypauua obwmx n gonon-
HUTENbHbIX NAapaMeTpoB.

75



76

5 YcTpaHeHme HeucnpaBHOCTEN

B 31OM paspene npeacTaBneHbl MHCTPYKLAV ANS PELIEHIS| HEKOTOPbIX
Havbonee YacTo BCTpeyvatoLwmxca obux npobnem c poytepom. Ecnm
Bbl CTONIKHY/ICb C NPO6eMamu, He YNOMSHY TbIMIA B 3TOA TT1aBe, No-
cetute cant ASUS: https://www.asus.com/ru/support/ ans nonyueHus
LOMNONHATENBHON MHPOPMALIY O NPOAYKTE M 06paTUTECH B CNIYKOY
Texnopgepxkn ASUS.

5.1 YcTpaHeHue OCHOBHbIX HeNCNpaBHOCTEN

Mpu BO3HNKHOBEHMM NPOGNEM C POYTEPOM CHauana nonpooyiite
BbIMOJHNTb UHCTPYKLMM 13 3TOrO pasgaena.

OG6GHOBMTE NPOLINBKY [0 NOCNefHell Bepcun.

1. Bonpgwute B Be6-nHTEpdeEiic. MepenanTe B lononHUTeNbHbIE Ha-
CTPOIiKMN > AAMUHNCTpUpPOBaHue > O6HOBNEHNE NPOLUNBKM.
Haxmute MpoBepunTb 4515 NPOBEPKM HANMNUKA NOCNEAHEN BEPCUN
MPOLLUMBKMN.

Administration - Firmware Upgrade

Note:

1. The latest firmware version includes updates from the previous version

2. Configuration parameters will keep their settings during the firnware update process.

3.In case the upgrade process fails, ASUS Router enters the emergency mode automatically. The LED signals at the front
of ASUS Router will indicate such a situation. Please visit ASUS Download Center to download ASUS Firmware
Restoration utility for a manual update. Check on FAQ for more instructions

4. Get the latest firmware version from the ASUS Support site

Auto Firmware Upgrade

Auto Firmware Upgrade

Firmware Version

Signature version

Check
Check Update
| would like 1o retrieve beta firmware.

AiMesh router

Current Version
RT-AX86U Pro
Manual firmware update - Uplo:

anual fimw Mesh routers

2. Ecnn goctynHa HoBasA npoLumBKa, nocetute cait ASUS https://www.
asus.com/Networking/ZenWiFi BD4/HelpDesk/ n ckauaite ee.

3. Ha ctpaHuue Firmware Version HaxmuTe Check gna noncka
MPOLUMBKN.

4. Haxmute 3arpysuTb [/l 06HOB/IEHVIS NPOLUVBKIA.



MocnepgoBaTenbHOCTb nepesanycka cetiu:
BbikniounTe moaem.

OTKNOUUTE MOAEM.

Bbikntoumnte poyTep 1 KOMnbioTepbl.
MNogkntounTe MogEM.

BkniounTe mogem 1 NOAOXKANTE 2 MUHYTHI.
Bkntounte poytep 1 nogoxauTe 2 MUHYTbI.

N o kA WD =

Bkntounte KomnbloTepbl.

Y6eanTtecb, 4YT0 HACTPOMKN 6ecnpoBOAHOI CeTV KOMNblOTepa
COBMAagaloT C poyTepom.

+ [pw nogknoueH KOMNbroTePa K poyTepy ybeanTech B NpaBiiib-
HocTu SSID (Mma 6ecnpoBogHON ceTn), LUMGPOBaHMA 1 MAPONA.

Y6eauTecb B NpaBUIbHOCTM CETEBbBIX HACTPOEK.

« Kaxpblil CETEBOV KIUEHT AO/MKEH UMETb AENCTBUTENbHBIN IP-a-
apec. Ana Ha3HaveHna IP-agpecoB KOMMblOTEPaM BalLen CeTu
pekomeHayeT ncnonb3osatb DHCP-cepep poyTepa.
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HekoTopble npoBaiifepbl TpebyioT ncnonboBats MAC-agpec Kom-
MbloTepa, CNonb3yemoro npw nepsom nogkntoueHnn. MAC-agpec
MOXHO NOCMOTPETD B Beb-1HTepdelice Ha cTpaHuue KapTa ceTn
> cTpaHnua KnueHTbI 1in HaBeCTy Kypcop MblLUM Ha YCTPOMCTBO
B none CocTosHNe KNNEeHTa.

Client status
Intemnet status:
Connected ‘Online Wired (1)
WAN IP: 192.168.123.154
DDNS: GO
AAZZBL41S-NE

E' 192.168.58.155

89:E9:4C:71:FB:99

Clients:



5.2 Yacro 3agaBaembie Bonpocbl (FAQ)

HeBo3MOX<HO BoOITU B Be6-nHTepdelic poyTepa yepes

Ecnu Bal KOMMbOTEP MOAK/IOYEH, MPOBEPbTE COEANHEHME
Ethernet-kabens 1 coCTOsHME MHAMKATOPA, KaK OMNMUCAHO B npe-

6paysep

Abloyliem pasgerne.

Y6epnutech, UTo Bbl NCMOMb3yeTe NPaBWbHbIE SIOMMH 1 Maposib.
Y6enutecn, uto pexxmum Caps Lock oTknoueH npun BBOAE faHHbIX.

Ynanute Kyku-daiinbl B 0paysepe. B 6pay3epe Internet Explorer Bbl-

MONHUTE CrieayioLme feNCTBIS:

1.

3anyctuTe Internet Explorer,
3aTem Haxkmute CepBuc >
CsolicTBa 0603peBarens.

Ha Bknagke O6wwme B 06na-
ctv MpocmoTp ncropun
HaXXMuUTe YAanuTb..., Bbibe-
pute BpemeHHble paiinbi
WuTepHeta n Qainbi
cookie 1 faHHbIe caitTa 1
HaXXMuUTe YRanuTb.

MPUMEYAHUA:

KomaHgb! fna yaaneHus Kyku- $alinos MOryT BapbUpoBaThCs B 3a-

BMCUMOCTU OT 6pay3epa.

OTKNtounTE UCNONb30BaHME NPOKCK-CEPBEPA, NOAKIIOUEHE Yaa-
NEeHHOro A0CTYNa, a Takxe HacTpouTe TCP/IP gna aBTomatiyeckoro
nonyyenus IP-agpeca. MoapobHyto nHdopmaLmo cMmoTpuTe B nep-

BOW IN1aBe 3TOro PyKoBOACTBa.

Intemet Options ? x

General  Security Privacy Content Connections Programs  Advanced

Home page
/‘ To create home page tabs, type each address on its own line.

"

Use default

Use current Use new tab
Startup

() Start with tabs from the last session

(@) Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ belete browsing history on exit
Delete... Settings
Appearance

Colors Languages Fonts Accessibility

Cancel Aoy

Y6eputecn, uto ncnonb3ytotcs Ethernet kabenu CAT5e unm CATS.
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KnmneHT He MOXeT ycTaHOBUTb 6eCnpoBoAHOE coeinHeHNne

c poyTepom.

MPUMEMAHMUE: Mpy BO3HUKHOBEHWV NPOBNEM C MOAKMOUYEHNEM K CETH
5 Iy y6eamTecs, uTo Balle becnpoBogHOE YCTPONCTBO NOAAEPKNBAET
yactoty 5 [Ty nnn ABnAeTca ABYXAMANa30HHbIM.

BHe 30HbI NOKPbITUA:
+  [lomectnte poyTep bnuxe K 6eCNPOBOAHOMY KINEHTY.
DHCP-cepBep oTKNIOUY€EH:

1. Boipgute B Beb6-uHTepdeiic. Mepeipgute B 06wme > Kaprta
cetn > KnuneHTbl 1 Hangmte yCTPOWCTBO, KOTOPOE HYXXHO
MOAKMIOUNTb K poyTepy.

2. Ecnn He ypganocb HanTu yCTPOMCTBO Ha KapTe ceTu, nepe-
naute B lononHntenbHble HacTponku > LAN > Bknagka
DHCP-cepBep, pazgen OCHOBHble HaCTPOWKM 11 B none
Bkniountb DHCP-cepBep BbibepuTe Ja.

LAN - DHCP Server

used on IP networks. The DHCP
ind default gateway IP. ASUS Router

Enable the DHCP Server OYes ®No
ASUS Router’s Domain Name

IP Pool Starting Address 192.168.50.2

IP Pool Ending Address 192.168.50.254
Lease time 86400

Default Gateway

'DNS and WINS Server Setting

Advertise router’s IP in addition 1o user-
fied DNS OvYes ®No

VNS Server
Manual Assignment

Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)

Chent Name (MAC Address) 1P Address DNS Server (Optional)  Host Name (Optional)




SSID ckpeiT. Ecnn yctponcTtso moxeT HanTu SSID gpyroro poyTepa,
HO He moxeT HaunTy SSID Bawero poyTepa, nepeingute B lonon-
HUTeNbHble HacTPoliKK > becnpoBoaHas cBA3b > BKNaaka 06-
wue, 3aTem B nose ckpbiTb SSID BoibepuTe HeT, a B none KaHnan
ynpaBneHus BbibepuTe ABTO.

Wireless - General
Set up the wireless related information below.

Enable Smart Connect

Band

Network Name (SSID)

Hide SSID

Wireless Mode

802.11ax / WiFi 6 mode

WIFi Agile Multiband

Target Wake Time:

Channel bandwidth

Control Channel

Extension Channel

Authentication Method

2.4 GHz v
LTAD
® ves Ono

auto v B bigProtection M Disable 11b

I
Enable +
p

Disable v
Disable v
20/40 MHz v
Auto v | Cumrent Control Channel: 5

Auto v

WPA2-Personal

v|®

WPA Encryption
WPA Pre-Shared Key

Group Key Rotation Interval

Mpw ncnonb3oBaHUM 6eCcNpoBOAHOrO aganTepa ybeanTech, Yto
1Cnonb3yemblil 6eCnpOBOAHON KaHan JOCTYrNeH B Baluell CTpaHe
Unn pernoHe. Ecnn HeT, HaCTpomnTe KaHan, nosfiocy NPonyckaHua
1 6€CNPOBOAHON PeXuMm.

Ecnu Bbl BCe eLye He MOXeTe NOAKMIOUNTBLCA K poyTepy, COpoCh-
Te ero K 3aBOACKMM HacTpoWKam Mo ymonuaHuio. Borante B
Beb-mHTepdelc, neperiate B8 ABMUHNCTPUpPOBaHME > BKNafKa
BoccraHoBUTb, CoxXpaHuUTb, 3arpy3nTb HaCTPOMKM 1 HAXKMUTE
BoccraHoBUTD.

Administration - Restore/Save/Upload Setting
This function allows you to save current settings of ASUS Router to a file, or load settings from a file.
LIl e all the sel

Factory defaul Restore

Save setting

Save setting

upload
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WHTepHeT HepgoCTYNEH.

« Y6eauTech, YTo pOyTEP MOXET MOAKIOUNTLCA K BaLleMy NpoBaiit-
Aepy. Ans atoro 3anycTute Be6-HTEpdEiic 1 nepeiiguTe B O6wme

82

> Kapra cetu v npoepsTe CocTosiHne UHTepHer.

Ecnn poyTtep He MOXET NOAKMIOUNTLCA K BalleMy NpoBaingepy,
nonpobyiTe NepenoaKIiouMTb CETb Kak onuncaHo B pasgene Mo-

cieaoBaTe/ibHOCTb Nepe3anycKa ceTu.

Internet status:
Connected

WAN IP: 192.168.0.146
DDNS: GO

YcTponcTBO ObIN0 3a6NOKMPOBAHO C MOMOLLBID GYHKLMN pOaN-
TeNbCKOro KoHTpons. MepenanTe B O6wme > Pogurenbckunin
KOHTPOJIb 1 MPOBEPbTE, HAXOAWTCA N YCTPOWCTBO B cnncke. Ecnn
YCTPOWCTBO B CNCKe, yaanute ero, Haxkas Delete nnu HacTpoiTe

rMapameTpbl BPEMEHW.

Parental|Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
‘ i control. The client name can be modified in network map client list.
(.T 2. Check the unwanted content categories
3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule
Parental Controls FAQ

Web & Apps Filters

Ecnu Bce ewye HET JOCTYNA K MIHTEPHETY, NonpobyiiTe nepesarpy-
31Tb KOMMbIOTEP M NpoBepuUTb IP-agpec n agpec wnto3a.



Bbi 3a6b1111 SSID (Mmsa ceTn) nnu ceTeBoii Naposnb

+ YcTaHoBuTe HOBbI SSID 1 Kntoy LWdPOBaHUA Yepe3 NPOBOAHOE
coeauHeHue (Ethernet-kabenb). Bongute B Beb-HTEpdEIIC, NEpe-
namTe B KapTa ceTm, HaxmmTe MKOHKY poyTepa 1 BBeAWTe HOBbI
SSID v kntou WwndpoBaHus, 3aTeM HaxxkMmuTe MpUMeHNTD.

+  BbinonHuTe cbpoc poyTepa K HaCTPOIKaM No ymonyaHuto. Boigute
B BeO-MHTepdelic, neperante B ABMUHUCTPMPOBaHME > BKNaaKa
BoccraHoBuTb, CoXxpaHuUTb, 3arpy3nTb HACTPOMKM 1 HAXKMUTE
BoccraHoBUTD.

Kak copocutb cuictemy K HaCTpoiiKam no ymonyaHuio?

+ [lepengute B AGMUHUCTpUpPOBaHUE > BKaaKa BocctaHoBUTD,
CoxpaHuTtb, 3arpysuTb HaCTPOMKM 1 HaxKMiTe BocctaHOBUTD.

OwnbKa 06HOBNEHNA NPOLLVBKM.

[epeknounTte poyTep B peXM BOCCTAHOBEHWA U 3anyCTUTE YTUAUTY
Firmware Restoration. MHdopmaLmio no ncnonb30BaHUI YTUUTHI
Firmware Restoration cmoTpuTte B pasgene 4.2 BocctaHoBneHue
NPOLUNBKW.
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3. Ha aKkpaHe HacTpomnKu

4. Haxmute OK korga

HeB03MO0XXHO NOAKNIOUNTLCA K Be6-UHTepdeiicy

Mepen KoHPUrypaLwein poyTepa BbINOAHUTE UHCTPYKLMM JAHHOMO
pa3sgena ana KoHGUrypaLmm KOMNboTepPa 1 CETEBbIX KNMEHTOB.

A.

Windows

1. Haxmure Myck > Internet
Explorer nns 3anycka 6pay3epa.

2. BbibepuTe CepBuc > CBOMCTBa
o6o3peBarens > Moaknioue-
HuA > Hactpoiika nokanbHou
cetn.

Local Area Network (LAN) Settings

OTtkniounte MPOKCN-cepBep, €Csini OH BKJIIOYEH.

R S —
l General | Seauity | Privacy | Contarft| Connections | grograms | Advanced |

'ig To setup an Internet eonnection, dick
Setup.

Dizl-up and Virtual Private Network settings —

&3 Access RD Nebwork Resources - Go to vpn.as|

Add VPN ‘

Add
]

| —— b

Choose Settings if you need to configure 2 proxy
server for 3 connection.

® Never dial a connection
" Dial whenever a network connection is not present
@) Always dial my default connection

Set default

Local Area Network (LAN) settings -
LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

o) ) [ o

NOKaNbHOI CeTN OTKoUN-
T€ UCNOMb30BaHMe NPOK-
Cu-cepBepa 1A NIOKanbHOW
cetu.

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

|| Automatically detect settings
D Use automatic configuration script

Proxy server

3aKOHUHnTE.

Il Use a proxy server for your LAN {These settings will not apply to
dial-up or VPN connections).

Address: Part: |80 Advanced

Bypass proxy server for local addresses




MAC OS e

1. B 6paysepe Safari
HaxmuTe Safari = :
> Preferences > , T st ricaiose eI
Advanced > Change oy serr
Settings... e |

SECUTE WEB PIoXy (HTTPS U
Streaming Proxy (RTSP)

2. Ha 3KpaHe ceTb CHUMmuTE e
¢naxku FTP Proxy u s e
Web PrOXy (HTTP). these Hosts & Domains:

3. KOFﬂa 3a KOHLIMTe, Ha- (¥ Use Passive FTP Mode (PASV) ®
AmuTe npmmeH“Tb. [{“ Click the lock to prevent further changes. @

Proxy server requires password

Set Password

MPUMEYAHMUE: [1ns nonyyeHusa nogpobHom nHdopmaLmv no oTkove-
HWI0 MCMONb30BaHVA MPOKCU-cepBepa, 0bpaTuTech K cnpaske Opay3epa.

B. Hactpoiite TCP/IP gna aBTomaTnyeckoro nony4yeHus
IP-apgpeca.

Onuun 6ecnpoBogHoro coeguHeHns Windows XP

1. Haxmwurte Myck > NaHenb ynpasneHns > LleHTp ynpaBneHuns
ceTAMM 1 06LMM LOCTYNOM, 3aTEM HAXXKMITE CeTeBOe MOAKII0-
YeHne AnA oToOPaKeHNA ero COCTOAHNA.

%% Network and Sharing Center

& v /4 & > ControlPanel » All Control Panel ltems > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing corpnetasus Accesstype: Internet
settings Dormain network Connections: [ Ethemet

Change your networking settings

ik Setup a new connection or network

Set up 2 broadband, dial-up, or VPN connection; or set up a router or access point.

roblems
epair network problems, or get troubleshooting information.
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.
2. Haxmute CBOMNCTBA A/1A 9 Ethemet oo
OTKPbITWA OKHA CBOWCTB senera
Ethernet.
[Pv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details...
Activity
Sent Received
Bytes: 71,424,696 70,727,241
e | [ oo
Close

3. Bbibepute NMpoTtokon UnTep- ¥ et Properic
HeTa Bepc““ 4(TCP/I Pv4) Networking A thertication
wnu Mpotokon UHTepHeTa e ——
Bepcun 6(TCF:/IPV6), 3aTemM
Ha)kMmuTe CBO“CTBa. This connection uses the following items:

005 Pocket Schedule

M intemet Protocol Version 4 (TCP/IPv4)
[]" . Microsoft Network Adzpter Mutiplexor Frotocol

I_,_ Intemet Protocol Version 6 (TCP/IPyE) I

[¥]" . Dik-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper /0 Diiver v
< >

A

Instal.. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
widle area network protocol that provides communication
across diverse interconnected networks

0K Cancel

4, Bb|6ep|/|-|-e nonyq utb IP-a- Internet Protocol Version 4 (TCP/1Pve) Properties
Aapec aBToMaTUyeckun anA oo ot
aBTOMaTUyecKoro n onyq eHuS e e e e T s

for the appropriate IP settings.
I P-a,[l, peca . (®)Obtain an IP address automatically

(O Use the following IP address:

Bbibepute Monyuntb IPv6-a- L. 1
Apec aBToMaTU4ecKku Ans : EE
aBTOMATMYECKOro NosyyeHns

(@) Obtain DNS server address automatically

_ (O Use the following DNS server addresses:
IP-appeca IPv6. T
5. Haxmute OK korga ‘ |

3aKoHuMTE. Valdate settings upon exit P

o




MACOS

1.

C.

660 Network (=]

Haxmure nkonky Apple = B1 & @ &
&, pacnonoxeHHyo B I
NIeBOM BEpPXHEM YTy

3KpaHa. L Tcp/ip | PPPoE | AppleTalk | Proxies  Ethermet
ICnnﬁgulalP\M‘ Using DHCP 3|

Ha)KMVITe SYStem IP Address: 192.168.182.103 ( Renew DHCP Lease )
Preferences > Network Subnet Mask:  255.255.255.0 DHCP Client1D: | |

> cOnﬁgure Router: 192.168.182.250 (frequired)
DNS Servers: 192.168.128.10 (©ptional)
Ha Bknapke TCP/IP B

Bblnanal’ou_leM cr”/che IPv6 Address: fe80:0000:0000:0000:0211:24ff.fe32:b18e
Configure IPv4 Bbibepu- — ®
Te Using DHCP.

Korga 3akoHuUTE, HaXXMU-
Te MpumeHnTD.

U —
B ok ok e e e (Assist me. Apply Now )

MPUMEMAHME: Mogpo6Hyto nHGopMaLmio No KOHPUrypaLmm HacTpoeK
TCP/IP cmoTpuTe B CrpaBKe K Baller onepaLvioHHON C1CTeMe.

OTknounTe NoaKIoyYeHne YAalleHHOro aocryna.

Windows e

1.

. YctaHosuTe dpnaxok Hukorpa e

Geners [ security | Prvacy | Conterh ]| Cornectons | Hfagrams | Advanced |
L 1

Haxmute Myck > Internet @ ommmirstomm o2
Explorer ona 3anycka 6pay3epa.

Dial-up and Virtual Private Network settings —

Bbibepute CepBuc > CBonCTBa B eSO esuces 6o o s
o6o3peBarens > BK/aaka
MopkmioueHns > HACTPONIKA || .o i ]

“
JIOKaJIbHOW CeTun.
T Dial whenever a network connection is not present

Add...
Add VPN...
< [r— » Remove...

Set default

He NCNONb30BaTb KOMMYTUPY- || ..o
emble NoAKNIYeHNA. [| e

Haxmunte OK korga 3akoHuuTe.

T o=

MPUMEYAHMUE: [1ns nonydyeHns NoapobHO MHOpMALIMK MO OTKLO-
UeHWI0 yAANIEHHOTO JOCTYMa, 06paTUTECh K CMpPaBKe bpay3epa.
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MpunoxeHune

GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of this
license. All future firmware updates will also be accompanied with
their respective source code. MoppobHyto NHGOPMaLMIO CMOTPUTE
Ha Hawem carte. Note that we do not offer direct support for the
distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble Mode (npeamb6yna)

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation’s
software and to any other program whose authors commit to using
it. (Some other Free Software Foundation software is covered by the
GNU Library General Public License instead.) You can apply it to your
programs, too.



When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

Forexample, if you distribute copies of such a program, whether gratis
or for a fee, you must give the recipients all the rights that you have.
You must make sure that they, too, receive or can get the source code.
And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the
original authors'reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program
willindividually obtain patent licenses, in effect making the program
proprietary.To prevent this, we have made it clear that any patent must
be licensed for everyone’s free use or not licensed at all.
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The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. ThisLicense applies to any program or other work which containsa
notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The “Program’,
below, refers to any such program or work, and a “work based
on the Program” means either the Program or any derivative
work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation
is included without limitation in the term “modification”) Each
licensee is addressed as “you’".

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the
Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for
a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:



a) Youmust cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b)  You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and
a notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Programiitself is interactive but does not
normally print such an announcement, your work based on the
Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply
to those sections when you distribute them as separate works. But
when you distribute the same sections as part of a whole which
is a work based on the Program, the distribution of the whole
must be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under the
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terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

Accompany it with the information you received as to the offer to
distribute corresponding source code. (This alternative is allowed
only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for a work means the preferred form of the work
for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as
a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of
the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under this



License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so,and
allits terms and conditions for copying, distributing or modifying
the Program or works based on it.

. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further
restrictions on the recipients’exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties
to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program
by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would
be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section isintended
to apply and the section as a whole is intended to apply in other
circumstances.
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It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed
to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in

certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

. The Free Software Foundation may publish revised and/or new

versions of the General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ
in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to the
author to ask for permission.



For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software
and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NOWARRANTY FORTHE PROGRAM, TOTHE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING
THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD
THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAMTO OPERATE WITH ANY OTHER PROGRAMS), EVEN
IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS



MpaBuna 6e3onacHocTn

Mpw ncnonb3oBaHUM YCTPONCTBA BCeraa cobntoaanTe mepbl npego-
CTOPOXHOCTW, BKITIOUaA, NOMMO NPOYEro, cnefytoLme:

& BHUMAHWUE!

LLHyp nuTaHnA pomkeH ObiTb NOAKMIOYEH K PO3eTKe C 3a3eme-
Huem. MoaKnoyanTe YCTPOMCTBO K Bninxaiillei, nerkogocTyn-
HOW po3eTKe.

Ecnn YCTpOVICTBO HencnpaBHoO, He MnblTanTecb MCnpaBnTb €ro Ca-
MOCTOATENbHO. ITW OrpaHNYeHnA pacCynTaHbl Ha obecneveHue
3alWmnTbl B Pa3yMHbIX npenenax otT BpeAOHOCHbIX BO34eNCTBUiA
npwn yCTaHOBKE B XMJTOM MOMeLLEHUN.

He nonb3yntecb NOBPEXAEHHbIMN CETEBbIMY LLIHYPAMW, aKCeccy-
apamu v nepupepruinHbBIMA YCTPONCTBAMM.

He ycTtaHaBnuBaiTe 310 060pyAoBaHMe Ha BbicoTy Gonee 2
METPOB.

PekoMeHfyeTCA MCMONb30BaTb NPOAYKT Npu TemnepaType ot 0°C
1o 40°C.

Mepen MCMONb30BaHUEM YCTPOWCTBA MPOUTUATE MHCTPYKLMI MO
3KCNyaTaLum 1 03HaKOMbTECH C JOMYCTUMbIM TEMMEPATYPHbBIM
[Nana3oHoM.

5y,£l,bTe OCTOPOXHbl NpU NCNONb30BaHNN OaHHOIO YCTpOVICTBa B
asponoprtax, 6oan|/|u,ax, 3anpPaBOYHbIX CTAaHUMAX U Fapakax.

Momexun ana MeanUMHCKNX YyCTPOWCTB: NOAAEPXKMBANTE MAHU-
MaJibHOe PacCToAHMeE (He MeHee 15 CM) MeXy UMMIaHTUPOBAH-
HbIMV MeJVLMHCKUMMN YCTporCTBamMm 1 npogyktamu ASUS ana
CHUXKEHWA PUCKa BO3HUKHOBEHNA NMOMEX.

Vicnonb3yinte yCcTPOMNCTBO B YCNOBUAX XOPOLLEro npuema ans
YMeHbLLUEHVA YPOBHA N3NyYeHus.

YcTaHoBuTe yCTpOI7ICTBO nopanbiie ot 6ep6MEHHbIX MEHLNH "
HIVPKHEN YaCTu XMBOTa NOAPOCTKOB.

He ncnonb3yite yCTPONCTBO NpY OOHAPYXEHVE BUANMbIX fe-
(heKTOB, KOrja OHO MOKPOE, MOBPEXAEHO MIN MOAMOULIMPOBa-
Ho. O6paTNTECh 33 MOMOLLBIO B CEPBUCHBIN LIEHTP.
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N\ BHUMAHVE!

He ycTaHaBnuBalnTe yCTPOMNCTBO Ha HEPOBHYIO UK HEYCTONYU-
BYIO MOBEPXHOCTb.

He knagnte Ha yCTpOICTBO MOCTOPOHHYE NpegmeTsl. He noa-
BEpraiiTe yCTPOICTBO MEXaHUYECKIM BO3LENCTBUAM, Hanpumep
HaflaBNVBaHve, CrrbaHe, NPOKabiBaHUE U N3MENbYEHME.

He pa36uipalite, He OTKPbIBATE, He HarpPeBalTe, He CKUralTe, He
KpacbTe 1 He 3aCOBblBalTe B OTBEPCTMA YCTPONCTBA MOCTOPOH-
HWe NpeaMmeTbl.

O6paTuTe BHUMAHME Ha STUKETKY Ha HUMHEN CTOPOHE YCTPOW-
CTBa 1 yb6eanTech, 4To Ball 670K NUTaHUA NOALEPKMBAET COOT-
BETCTBYIOLLEE HaMpsXeHue.

XpaHVITe yCTpOVICTBO BAaJin OT OrHA N UCTOYHUKOB TeMN/a.

He noasepravite BO3AENCTBUIO XUAKOCTEN N HE UCNOMb3yITe B
YCNOBUAX MOBbILEHHOW BaXHOCTU. He nonb3yinTech ycTpon-
CTBOM BO BPeMs rpo3bl.

MopkntoyanTe BbIxoAHble Lenn PoE gaHHOro nsgenua mc-
KnountenbHo K cetam PoE, 6e3 MaplupyTn3aumn Ha BHelWHne
yCTPONCTBa.

Bo n3bexaHue NOopa*keHNA INEKTPNYECTBOM, OTKIIOUUTE LLUHYP
NMUTaHWA OT PO3ETKN Npexae, 4em nNepeHoOCnTb CMCTeMy C MeCTa
Ha MeCTO.

Mcnonb3yiTe ToNbKO akceccyapbl, 0R06PEHHbIE MPOV3BOAN-
TenieM yCTPOWCTBa ANA UCMOSIb30BaHMA C 3TON mogenbto. Mc-
MoNib30BaHMe JpYrux TUMOB aKCeCCyapoB MOXET MPUBECTU K
AHHYNIMPOBAHUIO FaPaHTUM WU HAPYLLEHWIO MECTHbIX MPaBUi 1
3aKOHOB, a TaKXe MOXET NPeAcTaBnATb Yrpo3y 6e30macHoCTu.
VHdopmaLmio 0 HanmMummn aBTOPM30BAHHbIX aKCECCYAPOB MOXHO
y3HaTb y NpojasLia.

/cnonb3oBaHue yCTpoIicTBa CNOCO60M, He PEKOMEH0BaHHbBIM B
npunaraemMblx MHCTPYKLIMAX, MOXET NPUBECTN K BO3rOPaHUIO N
TpaBMme.



CepBuc n nogaepxka

MoceTuTe Haw caiT https://www.asus.com/ru/support/.
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