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1 3HaKOMCTBO C YCTPONCTBOM

1.1 Mpusercraue!

Bnaropapum Bac 3a npuobpeTteHue 6ecnpoBoaHoro poyTtepal
YNbTPaTOHKMI 1 CTUNbHBIN POyTep NOAAEPKMBAET TPU
avanasoHa 2.4y, 5Mu-1 v 5MMy-2 ans obecneyeHns BbICOKON
CKOpOCTM Nepefaun faHHbix, SMB, UPnP AV n FTP cepsepa ana
KPYrIOCYyTOYHOrO AOCTYNa K painam, OfHOBPEMEHHYIO paboTy
10 300,000 ceccuin; a Takke TexHonoruio ASUS Green Network,
obecneurBatoLLyto sHeprocbepexxeHue fo 70%.

1.2 KomnnekTt noctaBKun

M ExpertWiFi EBM68 M Ceteoii kabenb (RJ-45)
M Bnok nuTaHus M KomnnekT ans HaCTEHHOTO
KpenneHus
M KpaTkoe pyKoBOACTBO M TapaHTWIAHDIA TanoH
NPUMEYAHNA:

Ecnu Kakne-nnbo sanemeHTbl KOMMNNEKTa NOCTaBKM OTCYTCTBYIOT UK
MOBpeXaeHbl, 06paTuTech B Cyx0y Texnoaaepku ASUS. Homepa
TenepoHOB ropAYEN IMHUN CIYXKObl TEXHUUYECKO NOALEPKKN
CMOTpWTE B KOHLIE 3TOr0 PYyKOBOACTBA.

« CoxpaHuTe OpuUrHabHYI0 YNakoBKy Ha Cllyyait, eciiv B byayLem
noTpebyeTcs rapaHTUiHOE 06CIYXKIBaHIE, HAMPYMEP PEMOHT VNN
3ameHa.



1.3 [1aHHbI 6ecnpoBOAHON poyTep

@ MNoakntounTe 610K NUTaHMA K pasbemy DCIN 1 HaxkMUTe KHOMKY
MUTaHUA.

@ /lHavKaTop NTaHNA 3aroOpPUTCA NPV FOTOBHOCTM YCTPONICTBA.

KHonkn n pasbembl

DDDG@QE

o
o @ o

Pasbem USB 3.2 Gen 1x1
MopakntoueHre USB-ycTpoiicTs, Hanpumep xecTkoro Ancka USB nnm USB ¢pnaw-aucka.

Mopt WAN 2,5 F6ut/c/ 1T6ut/c
MoakmiounTe 3TOMy MOPTY MOAEM C NOMOLLbIO CETEBOTO Kabens.

MoptbiLAN1~3
MogKmiounTe KOMMbIOTEP K POyTepy C MOMOLLbIO CETEBOTO Kabens.

KHonka nutaHmnsa
HaxmmTe Ana BKAOUeHNA/OTKNIOYEHNA CUCTEMbI.

Pazbem nutanuna (DCIN)
MopkntoueHme 610Ka NUTaHUS.




Nupnkaumsa B npouecce ncnonbsosanusa 160 My ana
TPaAH3UTHOrO COeANHEHNA

MpoLecc HAUMHAETCA Yepe3 MUHYTY NOCNE MOAKIIOYEHNA y3/a

K OCHOBHOMY POYTEPY C MOMOLLbI0 HAAEXKHOTO TPAH3UTHOTO
coeiMHeHVs. Bo Bpems 3Toro npoLecca HAUKaTop poyTepa
rOpWT 3e11eHbIM LiBETOM. B JaHHbI MOMEHT CeTb JOCTYMHA s
MNOAKMIOYEHNS, HO NPOV3BOAUTENBHOCTb MOXET ObITb OrpaHUYeHa.

Lar | CoctoAHme poyTtepa Wnpukatop | [AnutenbHoCcTb
poyTepa
1 lMpoBepka HagexHocTn | foput 1 MuHyTa
NOAKN0YEHUA 3eneHbIM
2 MOHMTOPUHT paguo- loput 1 MmHyTa (cornacHo Hopmatmeam FCC)
curHana 3e/1eHbIM 10 MuHYT (cornacHo Hopmatueam CE)
3 Mcnonb3oaxue 160 loput
My s TpaH3uTHOrO | Genbim
COeAHeHMA
Cneundumkaums:
Bnok nutanua BbixogHoe HanpseHue 12 B ¢ MakcmanbHbIM
TOKOM 3 A
Temnepatypa npu pabote 0~40°C npwv xpaHenun | 0~70°C
BraxHocTb npu paboTe 50~90% npu xpaHeHun | 20~90%




1.4 Pa3melyeHune poyTepa

[ins ynyuieHns 6ecnpoBOgHON CBA3N MeXay 6eCnpoBOAHbIM
POYTEPOM U CETEBBIMI YCTPONCTBAMM, MOLKIIOUEHHBIMY K HEMY,
BbIMONIHUTE CrieayloLyee:

« TMomectnTe 6ecnpoBogHON POYTEP B LIEHTPe 6eCcnpoBOLHON
CETV A1 MAaKCVIMaIbHOTO MOKPLITUA.

« [MomecTnTe yCTPOMCTBO NOAANbLUE OT METANIMYECKUX MPErpas 1
MPAMBIX COTHEYHbIX NyYe.

+ [na npepoTtepalleHna nomMex NoMecTuTe YCTPONCTBO
noganblue oT ycTponcTs cTaHaapTa 802.11 nnm ycTponcTs,
paboTatowyx Ha yacToTe 2.4 unu 5T, yctpoiicTs Bluetooth,
6ecnpoBofHbIX TenepoHOB, TPAHCHOPMATOPOB, MOLLHBIX
pBuratenen, GnoopecLieHTHbIX 1amn, MAKPOBOTHOBbIX Syyeld,
XONOLUbHUKOB 1 APYroro NpoMmbiLLIeHHOro 060pyaoBaHuA.

+ Wcnonb3yitte nocneaHtoo NpoLwvBky. s nonyyeHns
nofapo6HOI MHGOPMALIM O HaNIMUMV CBEXEN NPOLLNBKIA
nocetute cant ASUS http://www.asus.com.




1.5 CucremHble Tpe6oBaHNA

[InA HaCTPONKM CET HEOOXOAVM KOMIbIOTEP, COOTBETCTBYHOLLNIA
cnepytowmum TpeboBaHUAM:

« CeteBow nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)

« becnposogHoi nHTepdeiic IEEE 802.11a/b/g/n/ac

+ YctaHoBneHHbI npotokon TCP/IP

« bpaysep, Hanpumep Internet Explorer, Firefox, Safari nnu
Google Chrome

MPUMEYAHUA:

+  Ec/v komnbloTep He MMEeET BCTPOEHHBIX 6eCNPOBOAHbIX CETEBbIX
afanTepoB, AnA NOAKIOUEHMA K CETU Bbl MOXeTe YCTaHOBUTb B
KomnbtoTep 6ecnposogHoi aganTtep [EEE 802.11a/b/g/n/ac.

«  becnpoBogHoit poyTep 0AHOBPEMEHHO NOAAEPXKIBAET PAabOTY B

Tpex AnanasoHax 2.4, 5IMu-1 un 5My-2. 370 No3BONAET BbINOAHATL

VHTEPHET-CEPUHT 1 PaboTaThb C IEKTPOHHON MOYTON, UCMOSb3YA
yactoty 2,4 [Tu 1 0fHOBPEMEHHO CMOTPETb MOTOKOBOE BUAEO

BbICOKOW YETKOCTU, MAW CAYLIATb My3bIKY, MCMONb3yA AnanasoH 5 [T,
+ Hekotopble yctporncTsa IEEE 802.11n, KoTOpble Bbl XOTHTE NOAKNOUNTDL

K CETU MOTYT He MOAAEPXMBaTb YacToTy 5 [Ty, ObpaTtuTech K
cneuudrKaLmm yCTponcTaa.

«  InuHa Ethernet kabens, ncnonb3yemoro A1 NOLKN0YEHUA CETEBbIX

YCTPOWCTB He AoMKHa npeBblwaTb 100 MeTpos.

1"



1.6 HacTtpoiika poyTtepa

OCTOPOHO!

+  Bo usbexxaHvie BO3MOXHbBIX MOMeX C 6eCNPOBOAHON CBA3bIO, MPU
HacTpolike 6ecnpoBogHOIO PoyTepa UCMOMb3yiATe NPOBOAHOE
CoefinHeHVe.

« [lepepn HacTpoiikoi 6ecnpoBogHOrO PoyTepa, BbINONHUTE criedyoLme
JeNncTBus:

an/l 3aMeHe CyLeCTBYOLWEro poyTepa, OTKIOUNTE €ro OT CETU.

OtkntoumnTe NpoBoaa/kabenu ot mogema. Ecnm Ha mofieme ecTb
aKKYMYNATOp, OTKIIOUMTE €ro.

Mepe3arpy3uTe MOLEM 1 KOMMbIOTEP (peKoMeHAYeTCs).

BHUMAHMUE!

LUHyp nuTaHmA fomxeH ObiTb NOAKIIOYEH K pO3eTKe C
3a3emneHviem. Mogkntoyalite yCTPOCTBO K OnvKaniLen,
NerkopoCTynHOW po3eTke.

Ecnm ycTponcTBo HencnpasHO, He MbiTalTeCh UCNPaBUTb

€ro CamoCTOATENbHO. ITW OrpaHNYeHNa PaccunTaHbl Ha
obecneyeHme 3aluTbl B pa3yMHbIX Npefenax oT BPpeAoHOCHbIX
BO34eCTBIIN NPK YCTaHOBKE B XMIOM MOMELLEHN.

He nonb3ynTecb NOBpeXAeHHbIMY CETEBbIMM LLIHYPaMU,
akceccyapamu 1 neprdepuitHbIMA YCTPONCTBAMMU.

He yctaHaBnmBaiiTe 370 06opynoBaHyie Ha BbicoTy 6onee 2
MeTPOB.

PekomeHpyeTcA ncnonb3oBaTb NpogyKT npm Temnepatype ot 0°C
Jo 40°C.



1.6.1 MNpoBoaHOe noaKnoYeHNe

MPUMEYAHME: [Ina npoBOAHOro NOAK/OUYEHNA MOXKHO UCMONb30BaTb
NGO (MPAMON UNIK NEPEKPECTHDII) Kabenb.

[ A |
| \ |
—
> R -
Y3en AiMesh Poytep AiMesh

[ina HacTpoiikn 6eCNPOBOJHOrO poyTepa Yepes NPOBOAHOE
nogkalo4eHne:

1. Mogkntouute 6nok nuTaHUaA poyTepa K pazbemy DCIN 1 K
po3eTke.

2. CnomoLLb NOCTaBAAEMOrO CETEBOrO Kabena nogkounte
kKomnbtoTep K LAN nopTty poyTtepa.

3 CnomoLybto ApYyroro ceTeBoro kabens, NogKIUMTE MOAEM K
WAN nopTy 6ecnpoBogHoro poyTepa.

4. TMopgknounte 610K NUTaHMA Mogema K pasbemy DCIN 1 K
pO3eTKe.
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1.6.2 becnpoBogHoe NoAKAIOUYEeHNe

sus

Ha
PACCTOAHNN
063 MmeTpos”

s

Y3en AiMesh

[na HacTpoiikn 6ecnpoBofHOro poyTepa Yepes 6ecnpoBogHoe

nogknoyeHne:

1. MogkntouuTe 6ok nuTaHUA poyTtepa K pazbemy DCIN v K

PO3€ETKE.

2 TopkniounTe ceTeBON Kabenb NpoBaaepa Un oT MoAema K
WAN nopty poyTepa.

3. Mogkntounte 60K NUTaHKA Mogema K pasbemy DCIN 1 k

po3eTKe.

4, YctaHoBUTE B KOMMNblOTEP ceTeBo aganTep IEEE 802.11a/b/g/n/

acC.

PoyTep AiMesh

MPUMEYAHUE: TMogpobHyio nHdopmaLmio 0 NOAKMIOUEHNN K
6eCnpoBOLHON CETN CMOTPUTE B PYKOBOACTBE Nofb3oBatens ans WLAN

afanrepa.




2 Hayano pa6orbi
2.1 Bxop B Be6-uHTepdeiic

[laHHbI 6eCNPOBOAHON POYTEP UMEET UHTYUTUBHO MOHATHDIN
rpadpuuecknin nHTepdeic nonb3osatens (GUI), uto nossonset
nerko ckoHdUrypupoBatb ero GyHKLMK yepes bpaysep, Hanpumep
Microsoft Edge, Safari unu Google Chrome.

MPUMEYAHUE: OyHKLMM MOTYT M3MEHATLCA B 3aBUCUMOCTY OT BEpCUM
MPOLUMBKM.

Becnposonuoe nogknoyeHne K cetun:

1. Ana npocmoTpa JOCTYMNHbIX 6€CNPOBOAHDBIX CETEN LEeNKHIUTE Mo
nkoHke cetv ] B 06nacTi yBeomMaeHui.

2. BbibepuTe becnpoBogHyto ceTb EBM68, 3aTem HaxkmnTe
MogkniounTbea.

3. BBepute ceTeBOM K/toY, yKa3aHHbIN Ha 3TkeTKe EBM68 1
HaxxmuTe OK.

4. [loxauTecb NOAKMOUEHNA KOMMbloTepa K 6ecnpoBogHON CETH.
MkoHka Hll oTobpaxkaeT coCTosHME NOAKIOYEHNS U MOLLHOCTb
CYrHana NPoBOAHOrO UM 6ecnpPoOBOAHOMO MNOAKIOUYEHNS.

MpoBogHoe NoaKnioueHmne K ceTu:
[ina Bxopa B BeG-UHTepdeNC:

1. B 6pay3epe BBeguTe http://expertwifi.net.
2. CnepyinTe NHCTPYKLMAM NO HACTPOMKe.
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2.2 Astoonpepenenve WAN

OyHKUMA ObICTPO HacTpoKK nHTepHeTa (QIS) nomoxeT Bam
ObICTPO HACTPOWTb NOAKIOYEHNE K IHTEpHET.

MPUMEYMAHMUE: Mpwv nepBOM NOAKNIOYEHNN K IHTEPHET HaXXMUTE Ha
poyTepe KHOMKy copoca ana cbpoca poyTtepa K 3aBOLCKMM HacTpoiKam
MO YMOMYaHMIo.

AstoonpepneneHne WAN:
1. BongwuTe B Be6-UHTEpdENC.

PoyTep aBTOMaTVyecKn onpegenseT TMn NogKNUYEHNA K
nposangepy.

o suswess ).

Welcome to ExpertWiFi EBM68

MpumeyvaHns:

+ [MoppobHyto nHGopmaLy 06 U3MEHEHNI UMEHN NONb30BaTENA U
napona cMoTpuTte B pasgene 3.2.2 Cucrema.

+  /ImA nonb3oBatens v naponb OTAnYaeTca oT UmeHu cetu (SSID) n
Kntoua 6e3onacHocTu. ima nonb3oBaTensa u naposnb NO3BONAT
BOWTU B Be6-MHTepdelic poyTepa A1A KOHOMrypaLmm napameTpos
6ecnposogHoro poyTtepa. Mima cetu (SSID) n kntoy 6e30macHOCTL
Mo3BONAT 6eCNPOBOAHBIM YCTPONCTBAM NMOAKMIOUYATLCA K
6ecnposogHo ceTu.



2. BblbepuTe TN NOAKNIOYEHNA NOAKNIOUYEHNA K NPOBaLEPY,
Hanpumep Asromatnueckui IP (DHCP), PPPoE nnn
Cratuyeckuin IP. Beegunte Heobxoanmyto MHGopmaLuio ans
BALLEro TMa NoAKMoYeHNs.

OCTOPOXHO! Heobxoammyto nHdOpMaLMIO O BaLleM NOLKIYEHUM K
VIHTEPHETY y3HaliTe y Ballero nposaiiaepa.

/SUS | BUSINESS B

Internet  Please select the Internet connection type from the options below. I you do not
mow the It ection tact your ISP.

Connection type

DHCP Option

ana asTomatnyeckoro IP (DHCP)

ASUS | BUSINESS 3

‘Wireless Assigna unique name or SSID (Service Set identifier) to help identify your
wireless network
Settings

SSID

ASUS_DO_EBM68

®

@ MFAEFWIF BH



ans PPPoE

FISUS | BUSINES!

Internet
ISP Account Setting

Enter and your ct
information. These settings were given by your Intetnet Service Provider (ISP) .

" %
Previous ) Next
( ) D

[lns ctatnueckoro IP

Internet YouriSP should give you the information about I, subnel mask, gateway, and
& p NG address. i nol, ploase contact your 155
tatic I

192.168.1.215

255 265 266 0

192.168.1.1

182.168.1.1

{ Frevious




MpumeyvaHus:

+  ABTOMaTuyeckoe onpefeneHune Tuna NOAKMOYEHNA MMeeT MecTo
Mpu NepBOI HaCTPOIKe poyTepa Ui nocne cbpoca poyTtepa K
HacTpPOMKam no yMONYaHWIO.

«  Ecnn QIS He MoxeT onpepenuTb TUM NOAKNIOYEHNA K IHTEpHET,
HaxmuTe Skip to manual settings v BpyuHyto ckoHpuUrypupyite Tin
MOAKNOYEHMA.

3. Beegute nmA Nonb3oBaTens, Naposib UM COXPaHUTE KX
ana cnepytoulero Bxoga. CKoHGUrypupyiTe napameTpbl
6ecnpoBopHon cetu. Koraa 3akoHumTe, Haxmmte MpuMeHnTb.

FHIEEA wesan 2 - LIBLEAA ASUS RHEE -
Username / Password
Settings

admin

Bl Use default Local Login Password

O NERHENEEAES

N i

ASUS | BUSINESS B

Wireless Assign a unique name or §SID {Service Set Identifier) to help identify your
wireless network.
Settings

ASUS_DO_EBME8S

Separate 2.4 GHz and 5 GHz

© MAREWIF 28

L %

MPUMEYAHMUE: Ecnin TpebyeTca HasHauuTb pasHble SSID ans
6ecnposogHoi cetn 2,4 ITu, 5 Muy-1 1 5 [Tu-2, yctaHoBUTE Griaxok
OtgenbHbie 2,4 My 5 Mu.
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3 Hacrponka EBM68
3.1 ApantnBHasa QoS

3.1.1 MoHuTOp NPONYCKHON CNOCOGHOCTM

MoHuTOp Nonockl NponyckaHUsa NO3BONAET OTCIEXMBATb 0bLLee
MCMNOMb30BaHVE NONOChI NPOMYCKaHUA, a TakKe NCXOAALLMIA 1
BXOZALNI TPadUK ANA KaXKLOro KIMEHTa.

[infa ncnonb3oBaHUA MOHMTOPA NOMOCHI MPOMYCKaHKA nepeiguTe B
Settings > Adaptive QoS > Bandwidth Monitor.

oo (N o (7,

MPUMEYAHUE: [Ina nonyuyeHns nogpobHom nHdopmaLmm noceturte
https://www.asus.com/ru/support/fag/1008717.




3.1.2 QoS

TexHonorusa QoS (Quality of Service) rapaHTMPyeT BbICOKYI0
NPOMNYCKHYI0 CIOCOBHOCTb /1A NPUOPUTETHBIX 33434 1
NPUNOXKEHWUI.

1. ApantnBHasa QoS rapaHTpyeT BXOAALLYIO N UCXOLALLYIO
MPOMYCKHY0 CNOCOOHOCTb 1A NPUNOXEHUIA 1 33[1a4 C BbICOKUM
NPVYIOPUTETOM AJ18 MPOBOAHbIX 1 6€CNPOBOAHbIX NMOAKMOUEHUIA C
MOMOLLbIO NPEABAPUTENBHbIX HACTPOEK: UrPbl, MOTOKOBOE BUAEO
v ayauo, VolP, Be6-cepduHr n nepesaya gpaiinos.

2. TpaguumnoHHas QoS onTUMN3VPYET BXOAALLMI N NCXOLAALLNIA
TPapUK NPOBOAHBIX M 6eCMPOBOAHBIX MOAKMOUEHUI 1
YCTaHaB/MBAET NPUOPUTET NPUNOXKEHNIA 11 3a4aY.

3. Orpaquvrrenb CKOPOCTU NMO3BONAET YyCTaHaB/INBaTb
OrpaHn4YeHnA Ha CKOPOCTb 3arpy3kn 1 CKa4ymBaHUA.

O

3.1.3 Beb6 ncropus

Ha cTpaHuue Be6 ncropmnsa otobpaxaeTca MCTopra NPOCMOTPOB
BEO-CTpaHNL KNMEHTaMMW.

21



22

3.1.4 CKopoCTb NHTEepHeTa

JTa ycnyra npepocTasnaetca komnaHuen Ookla. 1a GyHKumaA
onpepenaeT BXOAHYIO 1 BbIXOAHYIO CKOPOCTMW MOAKIIOYEHNS
poyTepa K MHTEPHETY.

Haxmute GO ana onpepeneHna CKOPOCTY NOAKIOYEHUA K
VIHTEPHETY, UTO 3aHUMAET OKOJO MUHYTBI.

((SPEEDTEST povered )

£ History

Time



3.2 ApMuHUCTpUpPOBaHME

3.2.1 Pexxum pab6oTbi

Ha cTpaHuLe pexum paboTbl MOXHO BbIOpaTh Harbonee
MOAXOAALMMN PEXKUM.

node / AiMesh Rou

Access Point(AP) mode / AiMesh Ro

AiMesh Node

tia PPPOE, DHCP, PP, L2TP, or Static IP and shares the wireless network 10 LAN cients
andh

»»»»»

[ins HaCTpPOIKM peXxnma paboTbi:

1. B MeHto HaBurayum Bbibepute HacTponkn >

ApMUHUCTPUpOBaHMe > Pexxum paboTbi.

2. Bbibepute ntoboii U3 cnesyoLmx pexnumos:

+ Pexxum 6ecnpoBogHoro poyrtepa (no ymonuyasumio): B
pexxnme 6ecnpoBOAHOMO PoyTepa, PoyTep NOAKYaeTCA
K MIHTEPHETY 1 NpejoCTaBNAET JOCTYN K UHTEPHETY And
YCTPOWCTB B JIOKaSIbHOM CETU.

+ Pexxum nosroputens: B pexume nostroputens poyrtep
MOAKIIOYAETCA K CYLLECTBYHOLLEN 6eCNPOBOAHON CETU U
pacLUMPAET NOKPLITVE CYLECTBYOLLEN 6eCNPOBOAHON CETU.

+ Pexxum Toukn gocryna: B 3Tom pexume poyTep co3gaet
HOBYI0 6ECNPOBOAHYIO CeTb.

3. HaxmuTte CoxpaHuTb.

MPUMEYAHMUE: MNpu n3meHeHnn pexxrma poyTep nepesarpysutcs.

23
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3.2.2 Cucrema

Ha ctpaHuLe Cuctema MOXXHO CKOHOUIYpMpOBaTb NapamMeTpbl
6ecnpoBofgHOro poyTepa.
[inA HaCcTPOMKN NapameTpPOB CUCTEMDbI:

1. B MeHto HaBurauum Bbibepute Hactpoiiku >
ApmuHUcTprpoBaHmne > Cuctema.

2. MOXHO CKOHGUrypUpoBaTh ClieayioLyie NapameTpbi:

N3meHeHne napona poyrepa: MOXHO N3MEHNTb NMA
nonb3oBaTena 1 naposnb 6eCI'IpOBOAHOI'O poyTepa, BBEAA
HOBbI€.

Hactpoiika USB: MoXHO BKNIOUNTb PeXXUM rnbepHaLmm
XKEeCTKOro AMCKa 1 n3meHnTb pexknm USB.

MNoBepeHne kHonkn WPS: Ousnyeckas kHonka WPS
ncnonb3yetca ana aktmeauum WPS.

YacoBolii nosc: BoibepuTe 4acoBow NOAC A1A BaLIEN CETU.

NTP-cepBep: [1n4 CHXPOHM3ALMM BPEMEHN POYTEP MOXET
nopknouatbea K cepepy NTP (Network Time Protocol).

CereBoi1 MOHUTOpUHT: MoxHO BKkntounTb DNS-3anpoc

ANA NPOBEPKU COOTBETCTBMA UMEHM XOocTa 1 IP-agpeca nnm
BKNtounTb Ping Ana npoBepKu Lienesoro agpeca.
AsTromatunueckuii Bbixoa: MoxHoO 3agatb Bpems ana
aBTOMATMYECKOrO BbIXOAA.

Bkniountb yBegomneHne 06 orkniouenumn WAN-
nHTepdelica: d1a PyHKUMA No3BoNAeT bpay3epy oTobpaxKaTb
CTpaHuLy C NpegynpexaeHrem, Korga poyTtep OTKoYeH oT
WHTepHeTa. Korga oTKntoueHo, CTpaHuua ¢ npegynpexneHmem
He NOABMUTCA.

Bkntountb Telnet: Haxmute la anda BKNtoUeHNA cyxObl
Telnet. Boibepute Het ana otkntoueHna Telnet.

MeTtop ayTeHTMPMKaummn: MoxxHo Bbiopatb HTTP, HTTPS nunu
oba npoTokona ana 6e3onacHoro JOCTyna K poyTepy.
BknounTb NNaHNpoBLYMK nepesarpyskn: Koraa BKOYeHo,
MOXHO 3afjaTb BpeMs 1 AaTy nepe3sarpysku.

Bkntountb Be6-goctyn ns WAN: Boibepute la ona
pa3peLueHra JocTyna K Beb-uHtepdericy poytepa 13



WHTepHerT. Boibepute No ana npefoTBpaLleHmsa focTyna.

« Bkniountb orpaHnueHue gocryna: Boibepute [la, ecnu
HY>KHO 3afaTb IP-agpeca yCTPONCTB, KOTOPbIM pa3peLleH
poctyn K Be6-uHtepdericy poytepa n3 WAN/LAN.

« Cnyx6a: J1a dyHKUMA no3BonAeT HacTpomTb Telnet / SSH
nopt / PaspewnTb BBOA Napond / Kntoya aBTopusauum / Tanm-
ayT NPOCTOA.

3. Haxmute MNpumeHnTb.

3.2.3 O6HOBNEHME NPOLINBKA

MPUMEYAHME: Ckaualite nocnefHow0 BepCuio NPoLwnBKM ¢ canta ASUS
http://www.asus.com.

Ona o6HoBNeHNs npownBKn:

1. B meHto HaBurauwmu BbibepuTe HacTpoliku >
ApMuHUCTpUpoBaHmne > O6HOBNEHNEe NPOLLNBKIA.

2. B none HoBas npowmBKa HaxmiTe 0630p Ans HaxoXaeHVs
MPOLWINBKMU.

3. Haxmute 3arpysuTb.

Mpymeyanns:
+ [NMocne 3aBepLueHNs 0OHOBNEHUA SOXAUTECH Nepe3arpy3Ky CUCTEMDI.

«  [lpu ownbKe BO Bpems 0OHOBNEHNA GECNPOBOAHON POyTep
MNepexoaunT B aBaPUIHBI PEXIM U MHAVKATOP NUTaHUS Ha
nepenHei NaHenu MeaneHHo MuraeT. MogpobHyto MHGopMaLio 0
BOCCTAHOBJIEHNN CUCTEMbI CMOTPHTE B pa3gene 4.2 BocctaHoBneHne
NPOLINBKMN.
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3.2.4 BocctaHOBUTb/COXPaHUTb/3arpy3uTb HaCTPOMKM

[nsa BoccTaHOBNEHMA/coxpaHeHns/copoca napameTpoB:

1. B meH10 HaBuraumm Boibepute Hactponku >
ApmuHucTpnpoBaHue > BoccranoButb/CoxpaHuTb/
3arpysunTb HaCTPOMNKM.

2. BblbepuTe 3agauy:

+ 3aBofCKMe HACTPOMKMN: /IH1Lanm3npynTe Bce HaCTPONKM
1 oumcTuTe BCe XypHanbl ana AiProtection, AHann3atopa
Tpaduka 1 Beb-nctopumn.

+ CoxpaHeHue HacTpoek: [103BoNAeT NogennTbLCA
KOHPUMrypaLMoHHbIM (GaiinioB B Liensx oTnagku. Mockonbky
MCXOAHbIN Naposib B KOHQUIypaLMoHHOM daiine OyaeT
yfaneH, He UMNOPTUPYIATE 3TOT dalin B poyTep.

+ BocctaHOBneHmne HacTpoek: 3arpysKa paHee COXPaHeHHbIX
HaCTPOeK B poyTep.

OCTOPOXHO! B cnyuae BO3HNKHOBEHWA Npobem, 3arpy3ute
MOCNEeSHIO0 BEPCIIO MPOLUMBKU 1 CKOHOUIYPUPYINTE HOBbIE MapamMeTpbl.
He cbpacbiBalite poyTep K HaCTpOKam Mo yMOMYAHUIO.




3.2.5 O6partHan cBA3b

[na ncnonb3oBaHunA 06pa'r|-|0|7| cBA3N:

1. B meHio HaBurauwmu Bbibepute Hactporikm >
ApMuHNCTpUpOBaHue > O6paTHas CBA3b.

2. Bepute CBOW pervoH, agpec 3N1eKTPOHHON NOYTbI,
LOMOHUTENbHYI0 MHGOPMALIO 1 OTNALKK, KOMMEHTapUK 1
NpeaoXKeHna 1 OTnpaBbTe.

OCTOPOXHO!

+  MoppobHO NPOKOMMEHTHPYIITE CBOK CUTYALMIO AMS MOYyYeHNs
ObICTpOro oTBETa.

«  Cornacutecs c Monntrkon koHduaeHumanbHocTy ASUS.
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3.2.6 MpuBaTHOCTb

1. Ana npuBA3Ku yyetHon 3anncu, DDNS n yaaneHHoro
nogknioueHua (npunoxkenue ASUS Router/npunoxxeHune
Lyra/AiCloud/AiDisk):

O6paTunTe BHIMAHWE, YTO BaLla MHGOPMALIMA, BKOUAA MOAENb

NPOAYyKTa, BEPCUI0 MAKPOMPOrpamMMbl, COCTOAHKE VHTepHeTa, IP-

agpec, MAC-appec n nma DDNS, 6yneT cobpaHa ASUS ¢ nomoLybto

BbiLLeYKa3aHHbIX GYHKLN.

Ecnu Tpebyetca oTkntounTb 06MeH nHpopmaumein ¢ ASUS ¢

MOMOLLbHO BblLLeyKa3aHHbIX QYHKLWIA, HaxMuTe U3bATb Huxe. Tem

He MeHee, IMeNiTe B BUZY, UTO 3T GYHKLIMM MOTYT He paboTaTb Npu

OTKJIIoUeHUN 06meHa nHGopmaumein ¢ ASUS.

OCTOPOXHO!
Mocne Haxatna N3bATb OyayT BHECEHbI yKa3aHHbIe HUXe N3MeHeHMs

+  Vicnonb3yemoe B gaHHbIi MoMeHT uma DDNS, He ByneT xpaHuTbcs
B BalLeMm poyTepe.

« Tpunoxenua ASUS Router, Lyra, AiCloud, AiDisk moxHo
CNONb30BaTh TONLKO B TOM Clyyae, eC/I YCTPOMCTBO HAXOANTCA B
OJHOW NIOKaJIbHOW CETU C POYTEPOM.

2. YBegomneHue o KoHpmaeHumanbHoctn ASUS (ans
06HOBNEHNA NpOLWNBKN 1 6e30nacHOCTN):

Ob6paTunTe BHMaHWe, YTO BaLla nHGopmaLma byneT cobupatbca
poyTepom ASUS B Liensx 06HOBIEHMA NPOLLMBKM 11 6E30MaCHOCTMW.
Ecnn Tpebyetca otknounTb 06meH nHpopmaumen ¢ ASUS ¢
MOMOLLbHO BblLLeyKa3aHHbIX QYHKLWIA, HaXMUTE <U3bATb> HuXe.

OCTOPOHO! HaxkaTtvie U3bATb MOXeET NPUBECTU K HEBO3MOMXHOCTH
06HOBIEHMA NPOLNBKN A0 NOCeaHEN BepCcum 11 06HOBNIEHMA
3aLUMTHBIX MEXaHU3MOB Ha poyTepe. OfHaKo B Lensax 6e30MacHOCTM

1 obecneyeHns COOTBETCTBIA 3aKOHOAATENbCTBY, OOHOBNIEHNS,
CBA3aHHble C 6e30MaCHOCTbIO N 3aKOHOAATENbHBIMI/HOPMATHBHBIMU
TpeboBaHMAMY, ByLyT CKauMBaTLCA 1 YCTaHABNMBATLCA aBTOMATUYECKU.




3.3 AiMesh

3.3.1 HacTtpoiika napameTpoB 6ecnpoBoaHOI ceTu

[ins 3aWnTbl 6€CNPOBOAHO CETY OT HECAHKLIMOHUPOBAHHOTO
AOCTYyMa, HeOOXOANMO HACTPOUTL NapameTpbl 6e30MacHOCTL.

[nA HacTpoIKn NnapameTpoB 6ecnpoBOAHOI ceT:
1. B meHto HaBuraumu Boibepute AiMesh > Tononorus.

2. MOXHO CKOHGUryprpoBaTb NPOBOAHOE 1 6ECNPOBOAHOE
NoAKMoYEHIE, COCTOSIHNE CETY 1 COCTOSIHIE NOACBETKI.

MPUMEYAHMUE: MoXHO HacTponTb NapaMeTpbl 6e30MacHOCTY 1A
JnanasonoB 2,4 Ty, 5 Mu-1n 5 Mu-2.

Topology  System Settings

=+ A AiMesh Node. & Optimizaton

’ e P

%] [+ =

3. MNepeipnTe B AiMesh > HacTpoliku cncrembl Ans BKNIOYEHNS
NN OTKIIIOYEHUA peXxMMa TPAH3UTHOTO coeanHeHns Ethernet,
HACTPOWKM YEPHOTO CMICKa POYMUHTa, COpoca HacTpoeK
CUCTEMbI UK Nepe3arpy3Ku.

Topology 5

® ® 0 @

29



30

3.3.2 YnpaBneHue ceTeBbIMU KNMeHTaMN

‘ e Experi EBMGR
. |

[na ynpaBneHuna ceTeBbIMU KNNeHTaMu:
1. B MeHto HaBurauum Bbibepute AiMesh > Tononorus.

2. BbibepuTe nkoHKy KnueHTbl s otobpaxeHnsa nHdopmaumm o
ceTeBOM KnmeHTe, Hanpumep nmsa, MAC-agpec n IP-agpec.

3. MoxHo 3a6J'IOKVIp0BaTb NOAK/IOYEHNE K/TMEHTA K BalLien ceTu,
BKTOUUTb AOCTYN MO PaCnMCaHUIO TN BKITIOYNTDb MPUBA3KY K
MACwn IP.

4. Korga 3aKoHUMUTe, HaXKMUTE npl/IMEHIIITb.



3.4 AiProtection

AiProtection obecneuriBaeT MOHUTOPUHT B PEXIMME PeajibHOro
BpeMeHM ana 0bHapyXeHUA BPEAOHOCHOTO NMPOrPaMMHOro
obecneyeHmA. Takxke BO3MOXHa GUIbTPaLIMA HEXeNaTeNbHbIX
CaNTOB 1 NPUNOXKEHNI 1 YCTaHOBKA BPEMEHU AOCTYMNA K UHTEPHETY.

3.4.1 CeTeBasn 3awWmTa

CeTeBasn 3awWmTa obecneunsaet 3alnTy CeTn ot
HECAaHKUMOHNPOBAHHOIO AOCTYMa.

Ina oueHKn 6e3onacHOCTU poyTepa:
1. B meHto HaBurauwmu BbibepuTe AiProtection.

2. Haxwmute OueHKa 6e3onacHOCTU poyTepa [l 0TOOpaxeHw s
pe3ynbTaToB OLEeHKM 6e30MacHOCTH.
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AiProtection

AIPROTECTION

Netwark Protection with Trend Micro protects against secure your access,

aiProtaction FAQ

G2 & 2 ¢

) Malicious sites slocking
Restrit access to known malicious websites to protect your network from malware, phishing, spam, adware, hacking, and ransomware
attacks.

© Twowayins
The Two-way any devi the networkfrom spam o OB attacks.

malicious Incoming packets to proteet your route from network vulnerability attacks, such as Shellshacked, Heartbleed, Bitcoin mining, and
ransomware. Additionally, Two-Wiay 1PS detects suspicious outgoing packsts from infected devices and avoids botnet attacks.

Infocted Devce Preventon and lockng

This feature prevents es y zombie attacks which might steal your personal information or
attack other devices

ROUTER SECURITY ASSESSMENT

Scan your router to find vulnerabilities and offer available options to enhance your devices protection

Password

Default router login username and - Wireless password strength check
password changed

WAN /LAN

Wireless encryption enabled (Sl WPS Disabled Yes
UPNP service disabled - DMZ disabled
Port trigger disabled M Fort forwarding disabled
Web access from WAN disabled Yes PING from WAN disabled
Anonymous login to FTP share Yes Disable guest login for Network Place
disabled Share

AiProtection

Malicious Website Blocking enabled n Vulnerability Protection enabled n

Infected Device Prevention and “

Blocking

OCTOPOHO! DnemeHTbl, TOMeYeHHble Kak Yes Ha CTpaHuLe
OueHka 6e30nacHOCTM poyTepa cunTaloTCA 6e30nacHbIMU.
nemeHTbl, NoMeyeHHble Kak No pekomeHayeTca CKoHOUryprpoBaTh
COOTBETCTBYIOLLVIM 0OPa3oM.

3. (Ha ctpaHuue OueHka 6e3onacHOCT poyTepa BpYyUHYH0
CKOHOUIypupyTe 3nemeHTbl, nomeyeHHble kak No
(onuuoHanbHoO). ins sToro:

a. WenkHute no JNEMEHTY.

MPUMEYAHMUE: MNpw wenyke no snemeHTy OTKPOETCA CTPaHMLa ero
HaCcTpoekK.




b. Ha CTPaHMLUe HaCTPOoEK 6€30MacHOCTV NEMEHTA BHECUTE
HeO6XO,qI/IMbIe N3MEHEHNA N HaXXMUTE anlIMEHIIITb.

C. BepHuTech Ha cTpaHuLy OueHka 6e3onacHOCTU poyTepa 1
HaXKMuTe 3aKpbITb /1 3aKPbITUA CTPAHMLIbI.

4, [Ina KoHPUrypaumm HacTpoek 6e30MacHOCTY aBTOMATUYECKU
HaXXMUTe 3alWmTTb poyTep.

5. MNpw noasneHnn noaTeepxaeHna Haxmute OK.

[na BKNIOYEHNA 3alUTbl CETI:
1. B meHto HaBuraumu BbibepuTe AiProtection.

2. BbibepuTe TVIN 3aLmMTbl, KOTOPbIN Bbl XOTUTE peann3oBaTb,
1 BKNtouuTe ero. MoxHo Bbibpatb Mexay bnokuposka
BPefOHOCHbIX cainToB, IBycTopoHHsAsA IPS 1 Mpopunaktuka
1 6N10KNpPOBKa 3apaXKeHHbIX YCTPOIICTB.

BnoknpoBka BpeOHOCHbIX CaliTOB

31a GyHKLMA ONOKMPYET BPeLOHOCHbIE CalTbl ANA 3aLUTb
BaLLIero CeTeBOro yCTPONCTBa OT BPEAOHOCHbIX MPOrpamMm,
PurWKHra, cnama, peknambl, XakepoB WA BbIMOraTeNen.

OBycTopoHHss IPS

[ByctopoHHas IPS (cuctema npegoTBpaLLeHna aTak)
3alyMLLAEeT NOAKIOYEHHbIe YCTPOINCTBA OT cnama mnv DDoS-
aTak. OHa Takxe 611OKMPYeT BPeAOHOCHbIE BXOAALLE NAKETbI
ANA 3aLWMTbl BaLLero poyTepa OT CeTeBbIX aTak, Hanpumep
Shellshocked, Heartbleed, Bitcoin mining n Boimoratene.
Tak>Ke BbINONHAETCA 0OHaPYKEHME NOJO3PUTENBHBIX
NCXOBALLMX NAKETOB AJ1A MOMCKA 3aPAaKEHHDBIX YCTPONCTB 1
npegoTBpaLLeHmne nopaboLeHns nx boT-ceTamm.

MpodunakTika n 6nOKNpPOBKa 3apa)KeHHbIX YCTPOMCTB
O7a GyHKLMA NpeoTBpaLLaeT nopaboLLeHme 3apaKeHHbIX
YCTPOWCTB 6OT-CETAMU MK 30MOK-aTakamm, KOTOPbIE MOTYT
YKpacTb INYHY0 MHGOPMALMIO UK aTakoBaTb Apyrue
YCTPOWCTBaA.

3. Cornacutech ¢ JInueH3snoHHbim cornawenunem Trend Micro.
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3.5 WHPopmaunoHHasa naHenb

MHdopmaLmoHHasa naHenb NO3BONAET yNPaBAATb BaLLEN CETbIO,
Hanpymep, NOAKIYEHNEM K IHTepHETY, MOAKIYEHEM
KnuneHToB, Tectom DNS, coctosHmem cructembl, nopTtamu Ethernet n
MOHUTOPOM TpaduKa.

Qs
(BbicTpas HacTpoika HaszsaHune mogenu Knonku ynpasnennsa
Vprrepher)
i /szmnsmz\s) o 15027 )
) Dashboard Information
-5 | [Dashboard
@
n «©
@
e F——
s o 1921681208
@
o sivs ANECTE
@ | conmecrionwe il weiess o
. 3 0
S 2 1
MeHio | o
HaBuraunu ® - 2
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3.6 KoHTponb goctyna K ycTponcrsam

3.6.1 OunbTpbl AnA Be6 1 NpUNoXKeHUN

OunbTpbl AnA Be6 1 NPUNOXKEHUIA NO3BONAIOT BIOKNPOBATb JOCTYN
K HeXenaTenbHbIM CaliTam U MPUIOXKEHUAM.

p,l'lﬂ ncnoib3oBaHnA (I)I/IJ'IprOB ana Be6 u I'Ipl/l.llO)K€HI/II7I:

1. B MeHto HaBurauum Bbibepute Hactpoikn > KoHTponb
AocTyna K ycrpoiicteam > QunbTpbl AnA Be6 1 NpuioxKeHui.

2. [Inq BKmioueHua GunbTpoB nepeaBuHbTe Non3yHoK @unbtpbl
Ansa Be6 n npunoxeHnii B nonoxeHne ON.

3. B cton6ue Client Name Bbibepute KnueHTa, Yeln CeTeBOMN JOCTYN
HY>KHO KOHTPOIMPOBATb. MIMA KNeHTa MOXXHO U3MEHUTb B CETM
KapTe CNCKe KNNEHTOB.

4. TlomeTbTe HexenaTenbHOe COAEPXKUMOe.
5. Haxmute ® ansa nobasneHns npasmna n Haxmute MpumeHnTb.
Ecnn Hy>XHO BPEMEHHO OTKJIOUMUTb MPABWNIO, CHAMITE GIIaXOK.




3.6.2 Pacnucaxue

PacrnuncaHvie No3BonseT 3aAaTb Bpems 1 4ocTyna B VIHTepHeT ans

KOHKPETHbIX YCTPONCTB.

[na ncnonb3oBaHMA pacnucaHua:

1.

B meHto HaBurauum BbibepuTe HacTpoikn > KoHTponb
pocTyna K yctpoictBy > Pacnucannme.

. [nA BKNoyeHnA PacnmncaHnAa CABMHBTE NMOJI3yHOK Bknountb

pacnucaHue B nonoxeHne ON.

. B cton6ue Uma knneHTa BBEAMTE MW BbIGEPUTE UMA KNMEHTA

13 BblMagatoLlero cnncka.

4, Haxmnte @ ana pobasneHma KIMeHTCKoro npopuns.

. Haxkmute MpumeHNTb ANA COXPaHEHNA HAaCTPOEK.

Fri, Oct 06 16:42:20 2023

MAC Adoress) Time Management Add [ Delete
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3.7 bpaHamaysp
3.7.1 O6bwwme

PoyTep MOXeT GpyHKLIMOHNPOBATb B KauecTse annapaTHOro
bpaHamayspa.

MPUMEYAHUE: BpaHamaysp BKAOUEH MO YMOMYAHMIO.

Ina HacTpoliKu napameTpoB 6paHamay3pa:

1. B MeHto HaBurauum Bbibepute Hactponkn > Bpanamayap >
O6wpwe.

2. B none Bknountb 6panamayap Bbibepue [la.

3. B none Bkniountb 3awuty ot DoS BbibepunTe [la Ana 3awuThbl
BaLLelt ceTn ot DoS (0TKa3 B 00CnyKmBaHUY) aTak. 3TO MOXeT
MOBNNATb Ha MPOV3BOANTENBHOCTb POyTepa.

4. MoxHo Takxe otcnexumsatb nakeTbl mexgy LAN n WAN. B none
Tvin perncTpupyembix NakeTos BbibeprTe OTOpOLLEHHDIE,
MpuHaTbie v O6a.

5. HaxmuiTe NMpumeHunTb.




3.7.2 Ounbrp URL

MoxHo 3anpeTuTb gocTyn K onpeaeneHHbim URL-agpecam,
A06aBumB 1x B GunbTp.

MPUMEMAHUE: Ounbtp URL GyHKUMOHMPYET Ha ocHoBe 3anpoca DNS.

Ecnu ceTeBOI KNMEHT yxke noceLan caiT, Hanpumep http://www.abcxxx.

com, TO CalT 3aboKNpPoBaH He byaeT ( DNS-K3LWw coxpaHseT paHee
noceLleHHble caiTbl). ins peleHns 31oil npobnembl ounctite DNS-KaLw
nepep yctaHoBkom dpunbtpa URL.

Ona HacTtponkn ¢punbrpa URL:

1. B MeHto HaBurayum Bbibepute Hactporikn > bBpanamayap >
OunbTp URL.

2. B none Bkniountb URL ¢punbtp BoibepriTe BKnounTb.
3. Beeaute URL 1 Haxkmute @.
4. Haxmute MpumeHnTb.
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3.7.3 OunbTp KNoYeBbIX C/IOB

OunbTp KNKOYEBLIX CIOB 6NIOKMPYET JOCTYN K CTPaHMLAM,
COAEPXKaLLMM 3alaHHble KNtoueBble C/IOBa.

Ona HacTpoiiku ¢punbTpa KNio4eBbIX CNOB:

1. B meH1o HaBuraumu Boibepute Hactpoinku > Bpangmayap >
OunbTp KNKOYEBbIX CI0B.

2. B none Bkniountb punbTp KNioueBbIX CNOB BbibepuTe
BxkniounTb.

3. BeegmTe cnoBo nnu Gppasy u HaxmmTe @.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

+  QunbTp KNtoyeBbIX CIOB GPYHKLIMOHMPYET Ha OcHOBe 3anpoca DNS.
Ecnu ceTeBoI KNUEHT yxe nocellan caiit, Hanpumep http://www.
abcxxx.com, To caiT 3a6n0KkMpoBaH He byaeT ( DNS-Kaww coxpaHsaeT
paHee noceLyeHHble caliTbl). [InA peleHns 3To Npobnembl 0UMCTHTe
DNS-KawWw nepep ycTaHOBKOW GUIbTPa KNOUYEBLIX CI0B.

+ Cxartble BeO-CTpaHuMLpbl He MOryT ObITb 0TGUNLTPOBaHbI. CTpaHNLibl,
3arpy»aembile no npotokony HTTPS, He MoryT 6bITb 3a6/1OKPOBAHDI.




3.7.4 QunbTp ceTeBbIX CNYKO

OunbTp ceTeBbIX CNY6 NO3BONAET OrPaHNYUTL AOCTYN K
KOHKpeTHbIM Beb-cnyxx6am, Hanpumep Telnet nnu FTP.

Ona HacTpoliku ¢punbTpa ceTeBbiX CNYX6:

1. B meHto HaBurayum Bbibepute Hactponkmn > bpanamayap >
OunbTp ceTeBbIX CNYXO.

2. B none Bkniountb ¢punbTp ceteBbix cnyx6 Boibepute [a.

3. BbibepuTe pexum Gunbtpa. YepHblin cnNCok 651oKMpyeT
yKa3aHHble ceTeBble CNy0bl. Benblii cnncok paspeLuaeT AOCTyn
TOMbKO K YKa3aHHbIM CETEBbIM Cy»Kb6aMm.

4, YkaxuTe AieHb 1 Bpems paboTbl punbTpa.

5. BeegwuTte ncxogHoin IP-agpec, ueneson IP-agpec, AnanasoH
MOPTOB 1 NPOTOKOJ. HaxkmuTe @.

6. Haxmute MpumeHnTb.
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3.8 IPv6

[aHHbIN poyTep noafepxmBaeT agpecaumio IPv6,
noAaepxmBatoLLyto 6onbluee KonnyecTso IP-agpecos.
Hdopmaumto o nogaepxke IPv6 MOXHO y3HaTh y Ballero
npoBaigepa.

sssssssssss

‘‘‘‘‘‘‘

Dna Hactponkm IPv6:
1. B MeHto HaBurauum Bbibepute Hactpoikn > IPv6.

2. BbibepuTe Tun noaknioyeHua. MapameTpbl OT/IMYAOTCA B
3aBUCUMOCTM OT TUMa BbIOPAHHOTO NOAK/IOUEHNS.

3. Beegute napametpol IPv6 1 DNS.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

+  KoHkpeTHyto nHdopmaumio no IPv6 MOXKHO y3HaTb Y BalLero
nposangepa.

[nsa nonydyeHns nogpobHo MHGopMaLy NOCETUTE CTapaHILY
https://www.asus.com/ru/support/FAQ/113990.




3.9 JlokanbHas ceTb
3.9.1 LANIP

Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEYAHMUE: Nio6ble n3meHeHua LAN IP noBAKAIOT Ha HaCTPONKK
DHCP.

uuuuu

[na nameHeHna napametpos LAN IP:

1. B meHto HaBuraumu BoibepuTe Hactporiku > LAN > LAN IP.
2. N3menute IP-appec 1 macKy noaceTu.

3. Korpga 3akoHuunTe, HaxmuTte MpumeHnTb.
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3.9.2 DHCP-cepBep

DHCP (Dynamic Host Configuration Protocol) 3To npotokon gns
aBTOMaTNYeCKON KOoHGMrypaumu, ucnonbsyembin B cetsax IP. Cepsep
DHCP moxeT Ha3HauaTb Kaxaomy KnmeHTy agpec IP n cooblyaet
KnuneHTy o IP DNS-cepBepa 1 winto3a no ymonyaHuio.

Ona konpurypauumn DHCP cepBepa:

1. B MeHto HaBurauum Bbibepute Hactpoinkn > LAN > DHCP-
cepBep.

2. B none Bkniountb DHCP cepBep BbibepuTe [a.

3. B none Uma gomeHa BBeanTe JOMEHHOE UMS ANA
6ecnpoBoAHOro poyTepa.

4. B none HayanbHbIN appec nyna BBeAnTe HavanbHbIn IP-agpec.
5. B none KoHeuHbIn appec nyna BBeAnTe KOHeuHbIN IP-agpec.

6. B none Bpems apenpbl BBeguTe Bpema apeHabl IP-agpeca. Mo
ncreyeHun spemenn, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

MPUMEYAHUA:

« PekomeHpyetca ncnonb3osathb IP-agpec B opmate: 192.168.1.xxx (rae
XXX MOET ObITb Nt0OLIM YMCIIOM B AMana3oHe oT 2 Ao 254).

HauanbHbil IP-agpec nyna He gomxeH 6biTb 60MbLLe KOHeYHOro IP-
afpeca.



7.

8.

Ecnu Heobxogumo, BBeguTe IP-agpeca DNS n WINS cepsepos B
pasgene Hacrpoiika DNS n WINS cepBepa.

PoyTep Takxe no3sonaet HasHaunTb IP-agpeca ceteBbiM
KnreHTam BpyyHyto. B none BKniountb HasHavyeHue BpyUYHYIo
BblbepuTe la AnA Ha3HaueHusA IP-agpeca anda ykasaHHoro MAC-
appeca B cetut. lo 32 MAC-agpecoB MOXHO A06aBWTb B CINCOK
DHCP BpyuHyto.
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3.9.3 Mapuwpyrt

J1a GyHKUMA No3BoNAeT 0b6aBNTb NPaBMIa MapLLIPYTH3aLMn B
poyTep. 3Ta PyHKLMA None3Ha Npw NOAKMOUYEHNN HECKOMbKINX
poyTepos 3a EBM68 ana COBMeCTHOro Ncnonb3oBaHKA OLHOro
noaknoyeHns K iHTepHery.

lllllll

vvvvvv

Ona KoHpUrypauum Tabnunubl MapLIpyTU3aLuu:
1. B MeHto HaBurauum Bbibepute Hactpoinku > LAN > MapuupyT.
2. B none BKkniounTb cTaTnyecKue mapLupyTbi BbibepuTte [la.

3. B Cnucke cTaTnyecknx mapLipyToB BBeauTe HGOpMaLmio 0
MapLpyTe. Haxmute @ nnm © ana gobasneHns unm yganeHns
YCTPOWCTBA U3 CNCKa.

4. Haxmute MpumeHnTb.



3.94 IPTV

BecnpoBogHoii poyTep NOLAEPKMBAET NOLKOUEHNE K ClyKbe
IPTV no nokanbHoM ceTv unmn yepes nposanaepa. Ha sknagke IPTV
MOXHO CKOHdUryprpoBaTb napameTtpsbl IPTV, VolP, rpynnoson
paccbinku 1 UDP. Togpo6Hyto MHGopMaLmIo MOXHO NOAYUUTb Y
BalLlero nposangepa.

Towatch IPTV, the WAN

LAN Port

3.9.5 KommyTtauus

Mo3BonAeT HaCTPOWTL B poyTepe GYHKLMIO KOMMYTaLMN.

Mo>xHo 06beanHKTb fBa nopta LAN co ckopocTbio 1 T6ut/c ana
YBE/IMYEHNA CKOPOCTU NPOBOAHOTO CoefnHeHns fo 2 [out/c, uto
MO3BOJIUT NOBbICUTb NPOMYCKHYIO COCOOHOCTL NP MOAKIIIOUEHNM
K NAS nnu gpyrim ceTeBbiM YCTPOMCTBAM.

MpumeyaHus:

«  [InAa ncnonb3oBaHKsA NPOTOKONA YMNpaBIeHNs arperauyell KaHanos
(LACP) ycTpoicTea LomKHbI NoAaepxuBaTh ctaHgapt [EEE 802.3ad.

+  OyHKuUMA arperaLum no3sonaet 06beauHUTL NopTbl LAN3 1 LAN2.

Setting ExpertWiF| EBMES swich control

Apply
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3.9.6 VLAN

VLAN (BrpTyanbHas IoKanbHas CeTb) - 3TO Iormyeckas CeTb,
CO3AaHHanA BHYTpu bonee KpynHoi ¢pusnyeckon cetn. VLAN
MO3BOJIAIOT CErMEHTUPOBATL CETb Ha bonee MenKme BUPTYyasbHble
MOACETY, KOTOPbIE MOXHO MCMONb30BaTh A1A N30AALMUM TPadKa 1
MOBbILLEHNA MPON3BOAUTENBHOCTU CETH.

Dna nactponkn VLAN:
1. B meHto HaBuraumu Boibepute Hactponkm > LAN > VLAN.

2. ina cozpaHua npoduna VLAN Bbibepute Bknaaky Mpodunb,
3aTeM @. MOXHO Ha3HauMTb COOCTBEHHDI MAEHTUUKATOP
VLAN.

3. N3onauuns nopToB orpaHnyrBaeT NpaBa JOCTYNa PasHbIX
yctpowcts B ogHoi VLAN. Tenepb Bbl co3aaeTe CeTb "TONbKO
VLAN" uTo 03HayvaeT ceTb ¢ VID, Ho 6e3 DHCP.

VLAN Profile A Profie.

Profie List

4. Bbibepute Bknagky VLAN gna Bbibopa nopTa ¢ onpegeneHHbIM
npodunem n pexxumom (Trunk / Access).



MPUMEYAHMUE: MoxHo BbIOpaTb OfMH 13 ClIELYIOLLMX PEXKMMOB:

Bce (no ymonuaHmio) paspeLuaeT JOCTYMN KO BCEM TErMPOBaHHBIM 1
HeTervPOBaHHbIM MaKeTaMm.

Pexum [loctyn obecneunsaet goctyn K BoiopaHHomy SDN (VLAN).
MoxHo BbibpaTb Npodmnu, co3paHHble ¢ nomollbio Guest Network
pro unu VLAN.

Pexxum Trunk:

- Pa3peum1'b BCe TernpoBaHHble: pa3peLllaeT JOCTYN TONIbKO K
TernpoBaHHbIM MNakeTam.

- C Bbi6paHHbIM SDN(VLAN): Paspeluaet 4OCTyn TONbKO K
Bbl6paHHbIM SDN mnn VLAN.

5. Korpga 3akoHuuTe, HaxmuTe MpumMeHnTD.

MPUMEYAHMUE: 1na nonyyeHns JONONHNTENbHON MHPOPMaLM
nocetute https://www.asus.com/ru/support/FAQ/1049415/.
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3.10 CeTeBbie yTMANTDI

[ina ncnonb3oBaHNA CETEBbIX YTUINT B MEHIO HaBMraLmm BblbepuTte
HacTpoiiku > CeteBble yTUnUTHI.

3.10.1 CeTeBas npoBepKa

Otnpaska naketoB ICMP ECHO_REQUEST Ha ceTeBOW XOCT.

3.10.2 Netstat

OT0bpaxeHve CBefeHI O CETH.

3.10.3 Mpo6yxpaeHne no ceTn

OyHkuma WOL (Wake-On-LAN) no3sonseT pa3byantb KOMMbLOTEP C
noboro ycTpocTea B CETH.

3.10.4 NMpasuno Smart Connect

HacTtpoiika nHdopmaumm, cazaHHowm co Smart Connect.



3.11 ABTOHOMHasA ceTb

AsTtoHOMHas ceTb (SDN) npegoctasnsaet go natu SSID gna
pa3geneHna n npuopuTe3aLmy yCTPOUCTB ANA PasnnyYHbIX Lene n
CeTeBbIX aNlbTEPHATMB, CO3[aBasA CErMEHTbI CETU )1 COTPYAHUKOB,
rOCTeBbIX MOPTANIOB, FOCTEBbIX CETEN, CeTell N0 PacnuCcaHuIo, ceTei
loT n ceteir VPN.

[nA co3paHnAa aBTOHOMHOW CeTu:
1. B meHto0 HaBurauum Boibeprte ABTOHOMHaA CeTb .

2. BblbepuTe onpeseneHHyo CeTb, COOTBETCTBYHOLLYIO BaLLeMy
KOHKPETHOMY CLieHapUIO.

CHOOSE A DEFINED NETWORK

(5) Employee .
Set up safe and secure network L

@:} Guest Portal =
2 . ®
Create captive portal for digital marketing.

&GS Guest Network o
Provide scheduled or one lime access network =

@ Scheduled Network -
Plan the daily or weekly online time for wireless network =

(3) loT Network A
2 . ®
Easily separate a network for your loT devices

@ VPN Network 5
Establish a secure internet connection f

(5? Scenarios Explorer ®

£ Customized Network ®
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3.11.1 CoTpyaHMNKN

Mo3BONISAET HACTPOWTb YPOBEHb AOCTYNA ANS PA3NNYHbIX Lienei Ans
MoBblLEHUs 6e30macHOCTM ceTn. PekomeHayeTcs ans opucos, rae
Ha3HaYaloT Pa3peLIeHNs Pa3NNYHBIM OTAENAM.

Employee °

Security Password RADIUS Setting

Auibentication Method WPA2-Personal hd

Wirgsese Secunity o) =

Apply

3.11.2TocTeBoW NopTan

Mo3BonAeT co3gaTb rocTeBOM noptan gnAa Ll,VI(I)pOBOI'O MapPKETUHIa.
PeKOMEHAyeTCﬂ ON1A NCNOJIb30BaHNA B peCTOpPaHax, oTenax uin
MOOUNbHbBIX 3aKYCOUHDbIX.

Guest Portal o

e of legal age. and o Faw

I e read and agres 1o (e
Tarms of Servce

Mare Config

Apply



3.11.3 locTeBas ceTb

npe,ﬂ,OCTaBJ'IHET BPEMEHHbIM NOCETUTENAM pa30|3b||7| JOCTyn K
CETU W NO PacnncaHnto. PEKOMquyETCFl ONA NCcnonb3oBaHNA B
TOProBbIX LUEHTPAX, CMOPTUBHDbIX 3anaX nnn onAa nocetuTenen.

Guest Network o

Sacunty ‘Open System Password

®

3.11.4 CeTb no pacnncaHuio

[TnaHnpyemoe exelHeBHOe 1N exxeHeaenbHoe Bpems
MOAKIIOYeHNA K 6eCnpoBoAHON ceTn. PekomenayeTca ans
AVCTaHLMOHHOTO 06yyYeHMA, NCNOIb30BaHMA B KNacce Unm 1A
JeTen.

Scheduled Network o
& =
o]

nline schedule »
EENDAYS @ -
17:00 - 21:00
EEKEN a 0]
16:00 - 22:00
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3.11.5 Cetb loT

[Mo3BoONAeT Nerko HaCTPOUTb OTAENbHYI0 CeTb AN1A I0T-yCTPONCTB.
PekomeHayeTca 1A UCNONb30BaHUA C YCTPOWCTBaMM HabnoaeHN s,
rONOCOBbLIMY MOMOLLHUKAMM, OCBELLEHUEM, iBEPHBIMI KaMepamM,
YMHbIMV 3aMKaMK 11 JaTYMKaMM.

loT Network °

3.11.6 Cetb VPN

lMomoraeT ycTaHOBUTb 6e30MacHOe UHTEPHET-CoeaVHEHMe C
nomotypbto VPN.

VPN Network (-]

VPN CLIENT

/PN profile now. Click [Go Selting) below to VPN sefting page and create

Go Setting -

VPN SERVER

WireGuard VPN

Go Sefting >



3.11.7 O6o3peBatenb cLeHapueB

Ecnw Bbl He 3HaeTe, KaKylo CETb CO3[aTb, MOXHO Bbl6paTb CEKTOP,
COOTBeTCTByIOLLlVII7I BaLUew NPWHaANEXHOCTU ANA CO3AaHNA CETU.
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3.11.8 HacTtpanBaemas cetb

Mo3BonsieT BbIOPaTb BApUAHT NEPCOHANN3NPOBAHHONM CETH.

Customized Network ©

Network Name (SSID)

reless Security 5} I\

More Config v

Apply



3.12 CuCTeMHbIN XKypHan

CuctemHbIN KYPHan COAepKNT 3annCaHHYo CETEBYHO aKTUBHOCTD.

MPUMEYAHME: CuctemHbIN XypHan OUnLLAeTCA Npy nepesarpyske uim
BbIK/IIOYEHUM poyTepa.

Ona NPOCMOTPa CUCTEMHOI0 XKypHasa:

1. B meHto HaBuraumm Bbibeprte HacTpoiiku > CuctemMHbIl
KypHan.

2. CeTeByl0 aKTUBHOCTb MOXHO NMOCMOTPETb Ha NIt06ON 13 3TUX
BKIALOK:
+ O6wwii xypHan

ApeHpa apgpecos DHCP

*KypHan 6ecnposogHoi ceTu

« [Nepeappecayusa nopToB

Tabnuua mapLipyTraLmm

IPv6

MNoakntoueHus
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3.13 MoHuTOpuHr TpadmKa

3.13.1 MoHuTOopuHr TpaduKa

OyHKUMA MOHUTOPMHTa TpadrKa NO3BONAET OLEHUTb 06bEM
TpaduKa, a TakxKe CKOPOCTb MOAKNOUYEHUA K IHTepHET, NPOBOZHOIO
1 6ecnpoBoAHoro noakoyeHnin. QyHKLUMA NO3BONAET eXXeAHEBHO
KOHTPONMPOBaTb CETEBON TpaduK. TakKe MMeETCs BO3MOXHOCTb
oT06pa3nTb TpaduK B TeUeHMe NocnegHUX 24 yacos.

Traffic Monitor

WAN AN

CURRENT 4 v CURRENT
PEAK r ¢ PEAK

ToTAL v ToTAL

cuRmenT




3.14 USB-npunoxeHne

3.14.1 Mepunacepsep

Mepwvacepsep no3sonsaeT HacTpouTb iTunes n UPnP-cepsep.

N[

[ina OTKpbITVA CTPaHULbI HACTPOEK MefnacepBepa nepengnte
Hactpoiiku > USB-npunoxxenue > Meguacepsep.

O3HaKoMbTeCb C ONMcaHnemM noneii:

BkniounTb iTunes cepBep: Bbibepute BKJT/OTK/1 gna
BK/IOUEHMNA/OTKIOUeHUA iTunes cepaepa.

Bkniouute UPnP meguacepBep Boibepute BKJT/OTKI ona
BKloueHua/oTkoueHna UPnP mepnacepsepa.

Mma meanacepBepa: Beeante umsa meguacepeepa.

Hacrpoiku megunacepBepa: Boibepute O6wmii gocTyn Ko
BCceM guckam v Hacrporika megunacepsepa BpyUHylo.

Korga 3akoHuuTe, HaxkmuTe MpUMeHNTD.

59



60

3.14.2 CeteBoe OKpyxeHum (Samba)

CeTeBoe OKpyxeHue (Samba) obecneuriBaeT OCTYN K CETEBOMY
ANCKy 13 nokanbHom ceTu. CeTeBoe oKpyxeHue (Samba) Takxe
No3BONAET CO3AaTb YYeTHble 3aNnCK 1 Ha3HAUYUTb M Pa3peLLeHus.

B meHto HaBurauum Bbibeprte Hactpoiiku > USB-npunoxeHne >
CereBoe okpyxeHue (Samba).

3.14.3 FTP cepBep

FTP cepBep no3BoNAET HACTPOUTL YUETHbIE 3aNnCH 1 Pa3peLleHmns
ana cnyxobl FTP.

Ana ncnonb3osaHua FTP cepsepa, nepengnte 8 Hactpoikn >
USB-npunoxeHue > FTP cepBep.



3.14.4 CepBep nevatn

3.14.4.1 O6wwmin npnHTep ASUS EZ

Ytunuta ASUS EZ Printing no3sonset k USB nopty poyTtepa
nogknountb USB npmHTep 1 HacTpouTb CepBep neyatu. 310
MO3BONAET CETEBbIM KNMEHTaM neyataTb Gpaiinibl U CKaHNPOBaTb
LOKYMEHTBI.

MPUMEYAHUE: OyHKuma cepeep nevatn nogaepxusaetca 8 Windows
10/11.

Ona ycraHoBKy yTunutbl EZ Printer sharing:

1. B meHto HaBurayum Bbibepute Hactponkm > USB-npunoxeHne
> CepBep nevatn.

2. Haxmute CKauyaTb ceityac Ans 3arpy3Kkun yTuanTbl CETeBOro
npuHTEpa.

MNPUMEYAHME: YTunuTta ceTeBOro NpuHTEpPa NOAAEPKMBAETCA TONBKO
8 Windows 10/11. ina yctaHoBkm yTunutsl Ha Mac OS, Bbibepute
Wcnonb3yiite npotokon LPR gns o6uieii nevarn.

3. PazapxuBuUpyWTe CKayaHHbIA Galin 1 HAXKMUTE MKOHKY NPUHTEPA
ANA 3anyCcKa NporpaMmbl YCTAaHOBKW YTUANTbI AA CETEBOTO
npyHTEpa.

Extacting Filas
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install ASUS
Printer Setup Utility on your computer, This may take a few moments,

Printer.exe

Extracting UsbService64.exe. ..

Cancel J
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4. CnepywTe MHCTPYKLMAM Ha SKpaHe AnA HaCTPOWKM
obopypoBaHus, 3aTem HaxxmumTe Next.

-_—

sus “Printer Setup Utility

This utility will h

5. lMopoxpuTe HeCKONbKO MUHYT [0 3aBepLUEHNA HaYalbHON
HacTponkun. Haxmute [lanee.

6. Haxmute [0TOBO /1A 3aBEPLUEHNA YCTAHOBKM.

7. Cnegywte nHctpykumam OC Windows gns ycTaHOBKM gpansepa
npuHTepa.

Welcome to the Found New
Hardware Wizard

‘windows will zearch for curent and updated saftware by
looking on your computer, on the hardware installation CD. or on
the Windows Update ‘Web site [with your permission)

Bead our privacy policy

Can windows connect to 'Windows Update ta search for
software?

() Yes, this time only
() Yes, now and every time | connect a device
() No. nat this time

Click Mest to continue.

Cancel




8. MMocne 3aBepLUeHNA YCTAaHOBKM ApaiiBepa Ans NpuHTepa
CceTeBble KNMEHTbI MOTYT UCMONb30BaTb MPUHTEP.

*& Printers and|Faxes

File Edit View Favorites Tools Help

(€L | l’; ps&arth |7 Folders  [FE5]-

Address | %2 Printers and Faxes

V‘GU

Printer Tasks

Add a printer

@ Setup Faxing

See Also

[2] Troubleshoat printing
Q) Get help with printing

Other Places

[} Contraol Panel
‘=, Scanners and Cameras
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3.14.4.2 Ucnonb3oBaHue LPR gnsa coBmecTtHoro
MCNosib30BaHNA NpUHTEpa

C nomouypbto LPR/LPD (Line Printer Remote/Line Printer Daemon)

MO>XHO COBMECTHO MCMOMb30BaThb NPUHTEpP € KoMnbtoTepamu ¢ OC

Windows n MAC.
[na coBMeCcTHOro ncnosib3oBaHnA npuHtepa LPR:

1. Ina 3anycka Mactepa yctaHOBKU npuHTepa Haxxmute Myck >
YcrpoiictBa u npuHTepbl > Mactep ycTaHOBKU.

(E=8 EeR =
QQ [ » ControlPanel » Hardware and Sound » Devices and Printers <43 || Search Dev.. P
i —

4 Devices (5)

S g , S,
-— -& W ‘m’// -——
ASUS GAMING ASUS PMLTTS DT101 G2 ~ ENGLISH-PC USB Keyboard

MOUSE G950

4 Printers and Faxes (2)

= ' 4

Fax

ft XS
Document Writer

2. Bbibepute l06aBUTb NOKaNbHbIN MPUHTEP, 3aTEM HAXKMITE
Danee.

) = Add Printer

What type of printer do you want to install?

2 Add a local printer
Use this option only if you don't have a USE printer. (Windows autematically installs USE printers
when you plug them in))

2 Add a network, wireless or Bluetooth printer
WMake sure that your computer is connected to the network, ar that your Bluetooth or wireless
printer is tuned on,




3. Bblbepute Co3paTb HOBbIN NOPT, 3aTeM YCTaHOBWTe Tun nopTa
B 3HaueHve CtanaapTHbin nopt TCP/IP. Haxmute HoBbIl
nopr.

@ = Add Printer

Chaose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer.

Use an existing port: LPTL (Printer Port)

@ Create 2 new port

Type of port: Standard TCP/IP Port -

Cancel

4. B none Uma xocta nnu IP-appec seeaute IP-agpec
6ecnpoBoaHOro poyTepa 1 HaxmuTe [anee.

. ===
& = AddPrinser

Type a printer hostname or IP address

Devicetype: TCP/P Device
Hostname or IP address: 19216811
Port name: 19216811

[¥] Query the printer and automatically select the driver to use

Cancel




5. BbibepuTe Monb3oBatenbckuia, 3atem HaxmmTe Hactponkm.

@ /= Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device is tumed on,

The network is connected.

The device is properly configured.

The address on the previous page is correct,

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform anather search on the network, If you are sure the address is correct, select the
device type below,

Device Type

Standard | Generic Network Card

Cancel

6. YctaHosuTe Mpotokon B LPR. B none Umsa ouepepu seegute
LPRServer, 3atem Haxmumte OK ana npopomkeHuma.

Configure Standard TCP/IP Port Monitor ==

Por Settings |

Port Name: 19216811

Printer Name or IP Address: 19216811

Protacol

Raw Settings

9100

LPR Settings

Queue Name: LPRServer

[]LPR Byte Counting Enabled

[ SNMP Status Enabled

public

1




7. Haxmute [lanee ona 3aBepLueHna HacTponkn nopta TCP/IP.

B 3
@ /i Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device s tumed on.
The network is connected.

The device is properly configured.

The address on the previous page s correct.

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform anather search on the network, I you are sure the address is correet, select the
device type below.

Device Type
Standard | Generic Network Card

® Custom Settings.

8. YcTaHOBWTe ApaiBep NpUHTEPA 13 CNcKa. Ecnn npuHTep
OTCYTCTBYET B cnncke, HaxmuTe Have Disk g5 ycTaHOBKM
ApanBepa NPUHTEPA BPYUHYIO.

@ (=) Add Printer
Install the printer driver
/ Choose your printer from the list. Click Windows Update to see mare models.
To install the driver from an installation CD, click Have Disk.
Manufacturer || printers &
Kyocera 7l Lexmark X422 (MS)
Lanier || Gl Lexmark X543 PS (MS)
Lexmark A | exmark X544 PS (MS)
Microsoft [ Lexmark X642e (MS)
nne i a PRI V?Y PO V1= i
[;] This driver s digitally signed [ windows Update | [ Have Disk..
Tell me why driver signing is impertant
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9. Haxmute [lanee ana npuHATMA UMEHU NPUHTEPa NO
YMONYaHMUIO.

@ /= Add Printer

Type a printer name

Printer name: [Lexmark 3544 S (MS)]

This printer will be installed with the Lexmark X544 PS (MS) driver.

10. Haxxmute FoTOBO 1714 3aBepLUEeHNsA YCTAHOBKM.

() = Add Printer

You've successfully added Lexmark X544 PS (MS)

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

Print a test page




3.14.5 USB-mogem

Mepekntountecb B pexum USB na ncnonb3oBaHnA B Kauectse

mopema becnpoBopHbii 3G/4G USB agantep nnum tTenedpoH Android.

na ncnonb3osaHua USB-mogema, nepengute 8 Hactponkn >
USB-npunoxenne > USB-mopem.
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3.15VPN Fusion
3.15.1 Co3panue VPN fusion

VPN Fusion no3sonaet 0oqHOBPeMEHHO MOAKIYATbCA K

HeckonbkM VPN-cepBepam 1 Ha3zHauaTb KX ANA CETEBbIX KNIMEHTOB.

VPN Fusion

®

@ Because your online security comes first.

Y.
¥ eaey i

Aqa profite
@  intemet Connecton
Gomeciea

[\

/\\

\

v

\I\

1. B meHto HaBuraumu Boibepute VPN Fusion.

2. Haxmute @ B none [lo6aButb npodunb Ana HACTPONKN HOBOTO

TyHHena VPN.

3. 3aBepwwute HacTponKy VPN, BKnouasa MA NOAKIIYEHNSA, TUN

VPN, pervioH, 3aKpbITblii KoY 1 YCTPONCTBO.
4. Haxmute MpumeHNUTb N BKAIOUYNTD.

Add profile -

Aty and Emable.



3.15.2 MopKnioueHne K UHTEPHETY

Mo3BonAeT ynpaBnATb COCTOAHUEM rNobanbHOM CeTn
MOAKIIOYEHHbIX YCTPOWUCTB.

VPN Fusion

SERVER LIST e @
Internet

5 Adgprofie
" ® =

WAN Status
Connected
192.168.1.101 Automatic IP

Aoy to ll devices.

Assign devices to this profle

Apply all settings

Loo /
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3.16 VPN-cepBep
3.16.1 PPTP

1. B meHto HaBurauum Bbibepute VPN-cepsep > PPTP 1
nepemecTuTe NONI3yHOK BNPaBO (MO YMONYAHWMIO OH OTKITIOUEH).

2. B none VPN-knueHT (Makcnmym: 16) Haxmmte @ ona
BobaBneHMA yUYeTHOM 3anmcu.

VPN Server

venowse  Gener

OpenVPN

IPSec VPN

WireGuard VPN

3. Beegure «[Ima nonb3osatensa)» u «[[aponb]» n Haxxmute OK.

Username and Password
Password
Static Route (" Optional)
Network/Host IP

Netmask

MPUMEMYAHUE: [VIms nonbzosamens] v [[Tapons] He MoryT GbITb
M3MeHeHbl No3xe. [inAa nonyyeHns JONONHUTENbHOW MHGOPMALIMK
nocetute https://www.asus.com/ru/support/FAQ/114892/.




3.16.2 OpenVPN

1. B meHto HaBuraumu Boibepute VPN-cepBep > OpenVPN 1
nepemecTuTe NO3yHOK BNPABO (MO YMONYAHMIO OH OTKITIOUEH).

2. Bnone CBegeHns o VPN ckoHdurypupyiite obLyme HacTpOKu.

3. BeeguTe nmA nonb3oBaTens u napoJib B I'IyCTOVI CTOJ'I6eL|,.

4. B none VPN-knneHT (Makcumym: 16) HaxmmTe @ 51A
A06aBNeHNA y4eTHOMN 3anmnci.

5. Maponb aBTOMaTNYECKMN CKpbiBaeTcA. Haxmute COXpaHUTb Bce
HaCTPOMKM.

VPN Server

OpenVPN
PPTP °

OpenVPN @
IPSec VPN @

WireGuard VPN

MPUMEMAHMUE: [1na nonyyeHna 4ONOAHUTENbHON MHOPMALK
nocetuTe https://www.asus.com/ru/support/FAQ/1008713/.
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3.16.3 IPSec VPN

1. B meHto HaBurauwmu Bbibepute VPN-cepBep > IPSec VPN 1
nepemecTuTe NON3yHOK BNPABO (MO YMOMYAHWIO OH OTKIIIOYEH).

2. Beepute kntoy B none Pre-shared Key.

3. B none VPN-knueHT (Makcumym: 8) HaxxmuTe @ ang
A06aBNEHA yUeTHON 3anncu.

5. Beegure [WIms none3osamens] v [[laposns] v HaxmmTe
CoxpaHuTb BCe HAaCTPOMKM.

VPN Server

IPSec VPN

MPUMEMAHUE: [Vims nonbzosamens] v [[lapons] He MOTYT GbiTb
3MEHEHbI MO3Xe. [ Nony4YeHnsa AONOIHUTENBHOWM UHdOpMaLIMK
nocetute https://www.asus.com/ru/support/FAQ/1044190/.




3.16.4 WireGuard VPN

1. B meHto HaBuraumu Boibepute VPN-cepBep > WireGuard VPN.

2. B none VPN-knuneHT (Makcumym: 10) HaxmmTe @ 4n1A
pobaBneHnsa yuyeTHow 3anmcu. [1na o6bluHbIX YCTPONCTB, TaKnX
Kak HOyTOYKM nnm cMapThOoHbl, HaxxmuTe MpumeHnTb.

3. HaxmuTe CoxpaHUTb BCe HACTPOMKIN ANA BKNIOYEHNA
WireGuard VPN.

4. HaxmuTe - ona nonyyeHns AONONHUTENbHOW MHPOpPMaLN.

MPUMEMAHMUE: B cnyyaet ncnonb3oBaHua cMapTdoHa ana
nogkntoueHma Kk WireGuard VPN ckauarite npunoxerue WireGuard u3
Google Play nnu App Store 1 0TCKaHMpYiTe KO, B MPUAOXKEHNN AnA
3arpy3Ku KOHGMrypaumroHHoro daina.

VPN Server

WireGuard
PPTP S T
OpenVPN

IPSec VPN

WireGuard VPN

MPUMEYAHMUE: 1na nonyyeHus LONOMHUTENBHON MHPOPMaLMM
nocetute https://www.asus.com/ru/support/FAQ/1048280/.
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3.17 WAN

3.17.1 NopKnioueHNe K NHTEpHETY

Ha cTpaHuLe NoaKoYeHre K UHTEPHETY MOXHO
ckoHOuryprpoatb napametpbl WAN nogkntoueHus.

80210

Ana koHurypaunn napamerpos WAN:

1. B meH1o0 HaBuraumm Boibepute Hactponku > WAN >
MopaknioueHne K UHTEPHETY.

2. CkoHOQUIrypupyiTe HUXeCneayoLwe napameTpbl. Korga
3aKoHuunTe, HaxmuTe MpuMeHnTD.

« Tun WAN-noaknioueHus: Bbibepute TMN Ballero nposangepa.
Bo3moxHble BapuaHTbl: ABToMaTnyeckuii IP, PPPoE,
PPTP, L2TP unu Cratnueckuii IP. Ecnv Bbl He 3HaeTe Tvn
NOAKMIOYEHNA K UHTEPHETY, NPOKOHCYNbTUPYNTECH C BaLIUM
NpoBaiAepoOM.

+  Bkmountb WAN: Boibepute la 1A BKIOUEHUA AOCTYMa
K MHTepHeTy. Bbibepunte HeT ana otknioueHnsa goctyna K
VHTEepHeTy.

+  BKnountb pyHKLMIO TPAHCNALMN CETEBbIX aApPeCcoB
(NAT): NAT (TpaHcnauma ceteBbiX agpecoB) NpeacTaBnaeT
cobor cuctemy, B KOTopor oguH nybnnuxbin [P (WAN IP)
MCNONb3yeTca AN1IA NpefoCTaBneHna Joctyna B ViHTepHeT ana
CeTeBbIX KNNEHTOB C NOKasbHbIM IP-agpecom. JIoKanbHbIi
IP-appec Kaxaoro CeTeBOro KneHTa COXPaHAETCA B Tabnuue
NAT 1 ncnonb3yeTca A1A MapLwpyTM3aLmum BXOAALMX NAKETOB
JAHHbIX.



Bkniouutb UPnP: UPnP (Universal Plug u Play) no3sonser
CNOSb30BaTb HECKONIbKO YCTPOWCTB (POYTepbl, TENEBM30PbI,
CTEePEOCHCTEMDI, UTPOBbIE NMPUCTABKM, COTOBbIE TENEPOHDI),
KoTopble OyayT ynpaBnATbcA yepes IP-cetn ¢ vnm 6e3
LIeHTpanu130BaHHOro ynpasneHus yepes wnto3. UPnP coeguHsaet
KOMMbloTepbl N06ObIX TUMOB, 06ecneunBasn efuHyto CeTb AnA
yAaneHHo KoHGuUrypaumm 1 nepegayn AaHHbx. HoBoe ceTeBoe
YCTPOMCTBO 06HAPYKMBAETCA aBTOMATMYECKN C nomoLbio UPnP.
[Mocne NoAKNIOYEHNA K CETH, YCTPONCTBA MOXHO ANCTAHLVIOHHO
CKOHOUryprpoBaTh Ansa nogaepku P2P-npunoxeHnin,
VIHTEPAKTUBHbIX WP, BUAEOKOHPEPEHLMI 1 BeO- nnv NpoKCK-
cepBepoB. B oTanume ot nepeHanpasneHna NOPTOB, KOTOPOe
TpebyeT pyuHoit HacTpoKy, UPNP aBTOMaTMYeCKN HacTpanBaeT
poyTep AN NPUHATAA BXOAALUMX COEANHEHUI 1 NepeaaeT
3anpochl K onpegeneHHOMy KOMMbIOTEePY B NIOKaNbHOW CETU.

MopaxknioueHue K DNS cepBepy: [o3Bonaet poyTepy
aBTOMaTnyecku nonyumtb IP-agpec DNS cepsepa ot
nposaigepa. DNS - 3T0 XOCT B MHTEpHETE, KOTOPbIiA
TpaHcnmpyeT nmeHa MHtepHeT B IP-agpeca.

AyTeHTMdUKaLMA: TOT NYHKT MOXeET YKa3blBaTbCA
HEKOTOPbIMYM MOCTaBLYMKaMK YCnyr VIHTepHeTa. YTouHuTe y
BaLLlero npoBsalifepa 1 3anosHuTe B Cllyyae HeoOXO[NMOCTU.

Mma xocTa: 370 nose no3BoNAeT ykasaTb MMA XOCTa 1A
poyTepa. O6bIYHO, 3TO CneyuanbHoe TpeboBaHwe oT
npoBaiiaepa. Beeante nma xocta 3aecb, €Cv Ball NpoBaiaep
Ha3HauWn ero AnA Ballero Komnbiotepa.

MAC-appec: MAC (Media Access Control) agpec
YHUKaNbHbI AEHTUUKATOP LA CETEBOrO YCTPONCTBA.
HekoTopble npoBaigepbl koHTponupyoT MAC-agpeca
YCTPOWCTB, NOAKIIOUYEHHDBIX K X 060PYyA0BaHMIO 1 MOTyT
3anpeTuTb NOAKII0YEHNe YCTPONCTBA € He3HakoMbiM MAC-
appecom. Bo nsbexxaHvie npobnem ¢ NoaKioYeHeM 113-3a
He3apeructpuposaHHoro MAC-agpeca BO3MOXHbI crieflytoLume
AEeNCTBuS:
+ ObpatuTech K Ballemy NpoBangepy 1 NonpocuTe 06HOBUTL
MAC agpec.
« CknoHupyite unu nameHnte MAC-agpec poyTepa B
cootseTcTBUM ¢ MAC agpecom opurmHanbHOro YCTPOCTBa.
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3.17.2 AsonHonn WAN

Oynkuma Dual WAN no3sonset BbibpaTb ABa NOAKIIOYEHUA K
MHTepHeTy ana poyTepa, nepsuyHbii WAN n BTopuuHbii WAN.

Ona koHurypauum Dual WAN:

1.
2.
3.

5.

B meHto HaBurauum Bol6epute Hactpoitku > WAN > Dual WAN.
B none Bkniountb gBonHomn WAN Haxmute BKJI.

Bbibepute cBomn MepBuuHbiin WAN 11 BropuuHbiii WAN.
HDoctynHbl onumm WAN, USB, Ethernet LAN 1 2.5G WAN.

. Bbibepute OTKasoycTonumnBocTb v banaHcupoBka

Harpysku.

OTKasoycronumsocTb: icnonbzosaHue sTopnyHoro WAN B
KayecTBe pe3epBHOro

banaHcupoBKa Harpy3sku: OnTmm3aLymn NponyCcKHOM
CNOCOOHOCTY, yMEHbLLEHME BPEMEHN OTKIIMKA U1
npepoTBpaLLeHve neperpysku o6omx WAN.

Haxmute MpumeHnTb.

MPUMEYAHUE: MoppobHoe 06bACHeHMEe MOXHO HaliTi B FAQ Ha caiiTe
ASUS https://www.asus.com/ru/support/FAQ/1011719.
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3.17.3 NepeknioyeHne NnopToB

Port Trigger no3BonsAeT BpeMeHHO BKOYaTb NOPTbI, KOrAa
YCTPOWNCTBAM JIOKaNIbHOW CeTN TpebyeTca HeorpaHNYEHHbIN JOCTYN
K MHTepHety. CyliecTByeT 1Ba METOAA OTKPbITVA MOPTOB BXOAALMX
AaHHbIX: NepeagpecaLunsa NOpTOB U NepeKYeHe NOpPTOB.
+ [epeagpecauyma NOpPTOB NO3BONAET MOCTOAHHO UCMONb30BaTb
yKa3aHHble MopTbl 1 YCTPOWCTBA JOMKHbI MCNOMb30BaTh
cTatnyeckue IP-agpeca.

« [epeknioyeHne NOPTOB BKIIIOYAET BXOAALLMIA MOPT TONMbKO
TOrAa, KOrAa yCTPONCTBO NIOKaNbHOW CETY 3anpalumBaeT
AOCTYN K NepeK/oyaemMomy nopry.

B otnnure ot nepeagpecauum NopToB, NepekioyeHne nopTa He
TpebyeT cTaTnuecknx IP-agpecoB Anga yCTpONCTB IOKANbHOW CETU.
Mepeappecauma NOPTOB NMO3BONAET HECKONbKMUM YCTPONCTBAM
COBMECTHO MCMONb30BaTb OfMH OTKPbITbINA NMOPT, @ NepeKntoYeHne
MOPTOB NO3BOJIAET TONIbKO OAHOMY KNIMEHTY OfHOBPEMEHHO
MosyyaTtb AOCTYN K OTKPbITOMY MOPTY.

[AnA HacTPOIIKIM NepeKioYeHns NoOPTOoB:

1. B meHto HaBurayum Bbibepute Hactponkn > WAN >
MepeknioueHne NopToB..

2. CkoHburypupyiTe Huxecneaytowme napameTpsbl. Korga
3aKoHumTe, HaxmmTe MprMmeHnTD.

« Bknountb nepekntoueHne noptoB: BoibepuTe fa ans
BK/IOYEHA NePeKNoYEHNA NOPTOB.
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M3BecTHble npunoXeHus: Boibeprte nonynsapHble Urpbl 1
Be6-Cnyx6bl AnA f06aBNEHUA UX B CMCOK NepeKItoYeHnaA
MOPTOB.

OnucaHue: Beegute uma nnm onmcaHune CJ'I)/)K6bI.

Mepeknioyaembiin NOPT: YKaxuTe nepeknoyaemMbi MopT 41A
NPUNoXeHuA.

Mpotokon: Buibepute npotokon TCP unn UDP.

Bxopawumit nopt: Ykaxute BXOLALWMIN NOPT AS1A Npuema
MaKeToB 3 UHTEPHETA.

NMPUMEYAHUA:

Mpu nogkntoyeHnm K cepaepy IRC, KNMMEHTCKMIA KOMMblOTEp CO3aaeT
ncxogsllee coenHeHKe C NCMOofb30BaHMEM NepeksioyaeMblX MOPTOB
B Anana3soHe 66660-7000. Cepsep IRC pearvpyeT nyTem npoBepKu
MMeHM MOMb30BaTeNA 1 CO3AAHNA HOBOrO COEANHEHUA C KITMEHTCKIM
IMK, ncnonb3ya BXogaLmin NopT.

Ecnu nepekntoyeHme NopToB OTK/IOUEHO, poyTep 06pbiBaeT
COefiHEHVIe MOCKO/bKY HE MOXET ONpefenTb KOMMbIoTep,
3anpawwmsaswwmin goctyn K IRC. Korga nepekntoyeHune nopTos
BK/TOYEHO POYTEpP Ha3HAYaEeT BXOAALLMIA MOPT 1A MOyYeHUs
BXOLALLMX MAKETOB. ITOT BXOLALLMI NOPT 3aKPbIBAETCA yepes
onpefeneHHbIN Nepuos BPEMEHN, MOCKOSbKY POyTep He YBEPEH, UTO
NPUNOXKEHNE BCE ELLe aKTVBHO.

I'IepeKmoquMH NOPTOB MOXET ObITb UCMONb30BAHO TOJIBKO ona
O[HOro CeTeBoOro KnmeHTa OAHOBPEMEHHO.

HeB03M0XHO 1crnonb3oBaTh npunoXxeHne, ncnonb3yrwLlee
nepekntovYeHne nopToB Ha HECKOJTIbKMNX KITMEHTAX OAHOBPEMEHHO.
an OTKPbITM O4HOIO NOPTa HECKOJIbKUMW KNNEHTAMW, 3anpPOChbl
C BHELWWHEro nopTa 6y,U,yT HanpasBneHbl KNNEHTY, NCNONb3YOLLEMY
[aHHbIN nopT nocnegHum.

[ns nonyyeHns nogpobHo MHGopMaLMK NOCETUTE CTPAHMLLY
https://www.asus.com/ru/support/FAQ/114110.




3.17.4 BuptyanbHbiit cepsep/lepeagpecauyus nopTos

BupTtyanbHbin cepsep/lNepeanpecauya nopToB NO3BOAAET
yaneHHbIM KOMMbOTepaM NOAKNIOYATLCA K ONPeAeNeHHOMY
KoMMbloTepy unm ciy»x6e B nokanbHom cetut (LAN). [1na 6onee
ObICTpOro coefuHeHnA HekoTopble P2P-npunoxeHus (Hanprumep,
BitTorrent) Takxxe MoryT notpeboBaTh HaCTPONKM NepeagpecaLmm
noptoB. [ogpo6Hyo MHGOPMALMI0 MOXKHO HANTV B PYKOBOACTBE
nonb3osatena npunoxeHna P2P. MOXHO BKNIOUUTb HECKONbKO
MOPTOB UK Mana3oH NOPTOB Ha poyTepe 1 NepeHanpaBnATb
AaHHble Yepe3 3T NOPTbl HA OAMH K/INEHT B Ballen CeTW.

Ecnun HyXHO 3afaTb Anana3oH NOPTOB ANA NepeagpecaLmm NopTos
ANA CETeBbIX KNMEHTOB, BBEAUTE NMA CNyXObl, A1ana3oH NOpPToB
(Hanpumep, 10200:10300), IP-agpec 1 ocTaBbTe NOME NOKaNbHBIN
MOPT MYCTbIM.

MPUMEYAHMUE: Korga BblknoueHa nepeagpecalysa nopTos, poyTep
6nokupyet BXoaALniA TpaduK 13 VIHTEPHET KPOMe OTBETOB Ha
NCXOAALLME 3anPOChl U3 NOKANIbHOW CETU. Y CETeBOTO KIMEeHTa HeT
NPAMOro AOCTYNa K MHTEPHETY 1 HA06OPOT.

Virtual server/
Bitforrent), Please refer

10200:10300), the LAN 1P address, and leave the Local ort blank.

Interface.
Virtual Server / Port Forsarding FAD

oFF

Add profile

[ina HacTpoIiKn NnepeaapecaLym NOpPToB:

1. B meHto HaBurauwmm BbibepuTe Hactpoiiku > WAN >
BuptyanbHbiii cepsep/Mepeagpecauns nopTos.

2. MepemectnTe nepekntoyatens B nonoxexnve BKJ ana
BK/IOYEHA NepeagpecaLin NopToB, 3aTeM HaxmiTe lobaBUTb
npo¢unb. [Tocne HaCTPOVKN ClefyLMX NAPaMETPOB HaXKMMUTE
OK.
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Quick Select

Farous Server List Please select W

Famous Game List Please select »

Custom Configuration

Service Name *QOptional
Protocol TCP A

External Port

nternal Fort * Qptional
nternal |P Address ~
Source IP *QOptional

and 1015:1024, 3021

3_AMix of port ranges and single ports, using colons

mas ", sucl

*Source IP
If you want to apen your port to a specific IP address from the intemet, input the IP address you
want to specify in the Source P field.

Cancel

OK

CnncoK U3BEeCTHDbIX CepBEPOB: YKaxuTe TN CyX0bl, K
KoTopoi TpebyeTtca gocTyn.
CnnCoK N3BECTHBIX UrP: ITOT NYHKT COREPMMUT CNCOK

NOpPTOB, HEOOXOAMMBIX AN1A NPABUIbHON PabOTbI NOMYNAPHbIX
OHMANH Urp.

Mma cnyx6b1: Beeaute nmsa cnyxobl.

MpoTokon: Buibepute npoTokon. EC/in Bbl He yBepeHb!,
Bbl6epuTe BOTH.

BHewHuin nopt: NpriHMMatoTca cnepytowe popmartbi:

1) lnana3oH NopToB € MCnonb3oBaHMeM ABOeTouNA " Mexay

HayanbHbIM Y KOHeYHbIM nopTamu, Hanpumep 300:350

2) OtaenbHble NOPTb € 3aNATON ') MeXAY HMK, Hanprumep
566, 789

3) KombuHaLmsa Anana3oHOB NOPTOB M OTAENbHbIX NMOPTOB C

CNOMb30BaHKeM ABOETOUNA ™" 1 3aNATON ', HanpuUMep,
1015:1024, 3021.



BHyTpeHHMI1 nopT: BBegute nopT 4na nepecbiiki NakeTos.
OctaBbTe 3T0 none nycTbiM, eC/IN XOTUTE NepeHanpaBnTb
BXOZALLYE NAKeTbl Ha AMana3oH NOPTOB.

BHyTpeHHui IP-appec: Beegute IP-agpec knneHTa B
NOKanbHOW ceTu.

Mcxopnbin IP: Ecnv HyXHO OTKpbITb NOPT ANA ONpefeneHHoro
IP-appeca n3 UHTepHeT, BBeauTe IP-agpec B 310 none.

MPUMEYAHMUE: [Ina KoppeKTHOWM NepeagpecaLy ncnonb3yiTe ans
NIOKaNbHOrO KNneHTa ctatuyeckunii IP-agpec. MoapobHyto nHopmaLmio
cmotpuTe B pasgene 3.9 LAN.

[na npoBepKn NpaBNIbHON HACTPOIKIN Nepeagpecauun
nopToB.:

Y6enutech, uto Ball cepBep paboTaer.

BaM NOHaA0OUTCA KNMEHT, HAXOAALLMINCA 3a Npefenamii BaLLen
NIOKaNbHOW CETI, HO UMEIOLLMI AOCTYN K IHTepHET (Ha3blBaeMbii
"IHTepHET-KNNEHT"). ITOT KIMEHT He OMMKEH ObiTb NOAKMOYEH K
poyTepy.

B vHTepHeT-KkNneHTe Ana goctyna Kk cepsepy ncnonbynte WAN IP
poyTepa. Ecnv nepeagpecaumsa noptos paboTaeT NpaBuibHO, Bbl
rnosyumTe JOCTYN K CepBepy.

Pasnuuunsa MeXxpay nepekniovyeHriem nopToB 1
nepeHanpasneHnem nopTos:

MepekntoueHne nopToB byaeT paboTtathb faxe 63 HACTPONKY
LAN IP-agpeca. B otnnure ot nepeHanpasieHis NOPTOB, KOTOPOe
Tpebyert cTatnueckuii LAN IP-agpec, nepeknioyeHme nopTos
obecrneymnBaeT AMHaMNYeCKoe NepeHanpaBeHmne NOpPTOB C
MOMOLLbIO MapLUpyTK3aTopa. [ana3oHbl TOPTOB HACTPOEHDI

Ha Npriem BXOZALLX COeAUHEHMI B TeYEHNE OTPaHNYEHHOTO
nepuopa BpemMeHu. [lepekntoueHne NnopTos NO3BONAET
HECKOMbKMM KOMIMbIOTePaM 3anyckaTb NPUOXKeHUs, KOTopble
06bIuHO TPebyIOT NepeHanpaBeHA MOPTOB BPYUHYHO ANA
KaXK[Ioro KOMMbtoTepa B CeTu.

MNepekntoueHne nopToB ABNAeTCA 6onee 6e30nacHbIM, Yem
nepeHanpasneHe NOPTOB, MOCKOMbKY BXOZALLYE NOPTbI
OTKPbITbI He BCe BpeMsA. OHM OTKPbITbI TONBKO KOrfda NpuioxeHue
COBepLLAET UCXopsLLee COeMHEHVE Yepe3s NepeKsiovaemblii
nopT.
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3.17.5DMZ

Virtual DMZ no3Bonset 01o6pasutb B IHTEpHETE OUH KOMIbIOTEP,
TaK YTO BCE BXOZALLME NaKeTbl OyayT NnepeHanpaBnATbCA Ha
BbIOpaHHbI KOMMbioTep. ITa GYHKLMA None3Ha npu paboTe ¢
HeKOTOPbIMU NPUOKEHWAMU, NCNONb3YIOWUMI HeonpegeneHHble
BXoZALUMe NopTbl. icnonb3ymnte 310 OCTOPOXKHO.

vvvvvvv

Dna nactponkn DMZ:
1. B meHto HaBuraumu Boibepute Hactpoinku > WAN > DMZ.

2. CKoHUrypupyiiTe NapameTpbl HUxe. Korga 3akoHunTe,
HaxmuTe MpUMeHNTbD.

+ IP-appec Bugumonm craHyum: Beegute LAN IP-agpec KnneHTa,
KoTOpbIN ByfeT ncnonb3osatbea ana DMZ. Y6eaumtech, uto
cepBep ucnonb3syet ctatuyeckui IP-agpec.

Ona ypanenna DMZ:
1. Ynanute LAN IP-agpec u3 nons IP-agpec BUANMORN CTaHLN.
2. Korga 3akoHuuTe, HaxmmTe MpumeHnTb.

MPUMEYAHUE: [Insa nonyuyeHns nogpobHon nHGopmaLmm nocetute
https://www.asus.com/ru/support/FAQ/1011723.




3.17.6 DDNS

DDNS (Dynamic Domain Name System) - cny»6a, no3sonsiowas
CETEBbIM KNMEHTaM NOAKYaTbCA K 6ecnpoBogHoMy

poyTepy, Aaxe C AUHAMUYECKM BHeLWHNM [P agpecom, yepe3
3apermcTpUpoBaHHOe AOMEHHOE UMSA. PoyTep OCHaLLeH Cy60i
ASUS DDNS v gpyrumm cnyx6amu DDNS.

uuuuu

Ona nacrponkn DDNS:
1. B meHto HaBurauwmu BoibepuTe Hactpoiiku > WAN > DDNS.

2. CkoHUrypupyiTe HUXeCeayoLe napameTpbl. Korga
3aKoHumnTe, HaxmmTe MprMeHnTD.

+  Bkmiountb DDNS knueHt?: Bkniouenne dpyHkumm DDNS ans
BO3MOXHOCTY AOCTYNa K poyTepy Yepe3 JOMEHHOE MS, a He
yepe3 WAN IP.

+ Cepsep u ums xocta: Boibeprte ASUS DDNS nnu gpyroi
DDNS. Mpw ncnonb3oanum ASUS DDNS BBegute nma xocTa B
popmarte xxx.asuscomm.com (rae XXX MMsa XOCTa).

« Mpw ncnonbzosaxum gpyroro DDNS BbibepuTe 6ecnnatHyio
MpPOoGHYI0 BEPCIIO 11 3aperucTpUPYNTeCh Ha caliTe. Beegute
IMA NONb30BaTeNsA UK aPec SNEKTPOHHO MOYTbI U NapOSb
nnv DDNS kniou.

+  Bkniountb wabnox: BkniounTe WwabnoH, ecnv oH TpebyeTtcs
ana cnyx6bl DDNS.

MpymeyaHns:
Cny»x6a DDNS cepsuc He byzeT paboTaTb Npu cleayoLwmx ycnoBusx:

+  Korga B 6ecnposogHoi poyTep ucnonb3yet npusatHbin WAN IP agpec
(192.168.x.x, 10.x.xX K 172.16.X.X), Kak MOKa3aHO *KENTbIM TEKCTOM.

+ PoyTep MoXeT ObITb NOAKIMIOUEH K CETU, KOTOPAs UCMONb3yeT
Heckonbko Tabnuu NAT.
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3.17.7 NAT Passthrough

Bkmiounte NAT Passthrough gna paspewenusa naketam VPN
MPOXOANTb Yepe3 poyTep K CEeTEBbIM KSIMEHTaM.

Ina Hactponkm NAT Passthrough nepengute B Hactpoiiku > WAN
> NAT Passthrough. Koraa 3akoHunTe, HaxxmuTe MpumeHuTb.




3.18 becnpoBogHas cBA3b

3.18.1 O6wume

Ha ctpaHuLe O6Lime MOXHO CKOHOUIYpPUPOBaTb OCHOBHbIE
napameTpbl 6eCNPOBOAHON CETU.

==

Ona KOHPUrypauum oCHOBHbIX NapameTpbl 6ecnpoBoAHON
ceTu:

1.
2.

B meHto HaBurauum Boibeprte Hactpoiiku > Wireless > O6wue.

Bbibepute 2,4, 5 Tu-1 vnm 5 [Mu-2 B KauecTBe YaCTOTHOrO
Aviana3oHa ana 6ecnpoBOAHON CETU.

. Ana npeHtndunKaumm Bawwen 6ecnpoBOAHO CETY Ha3HAYbTe

ceteBoe umsa unm SSID (MpeHTudumkatop 6ecnpoBogHON
ceTu). becnpoBOAHbIN YCTPONCTBA MOTYT NOAKIIOUNATLCA

K 6ecnpoBopHON ceTu Yepe3 HazHaueHHbIN SSID. SSID Ha
MHOPMaLIMOHHOM HaHHEpe OOHOBNAKTCA NPV COXPaHEHUN
HaCTPOeK.

MPUMEYAHMUE: MoxHO Ha3zHaunTb yHMKanbHble SSID ana 4acToTHbIX
AananasoHoB 2,4 My wn 5 My-12.

4.

B none CkpbiTb SSID BbibepurTe [la A5 npegoTBpalleHns
o6HapyxeHusa SSID apyrimm 6ecnpoBOLHbIMI YCTPOWCTBAMM.
Korpga 31a GyHKLMA BKIKOYEHA, AN1A OCTYNa K 6eCnpoBOAHONM
ceTn Heobxoammo BeecTU SSID BpyuHyio.

. BbibepuTe 6ecnpoBogHO PeXM, ONpeaenstoLmniA T

6ecnpoBOAHbIX YCTPOINCTB, KOTOPbIE MOTYT MOAKIOUNTLCA K
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poyTepy:
+ ABTO: BbibepunTe ABTO /1A pa3peLleHma NOLK0YEHNA K
poyTepy yctponcts 802.11ac, 802.11n,802.11 g n 802.11b.

. BbibepuTe wrprHy KaHana ana obecneyeHns BbICOKOW CKOPOCTM

nepeaaun fJaHHbIX:

2,4 I'Tu: Bbibepute vactoty 40 MIy vnm 20 MIy B KauecTse
MPOMYCKHO CNOCOBHOCTY BECNPOBOAHON CETU.

5 I'Mu-1 BbibepuTte yactoty 160 MIy, 80 M, 40 My 1 20 MIy B
KauecTBe NpomnyCcKHOW CnocobHOCTM 6ecnpoBOgHON CETH.

. Bbibepute pabounii KaHan ans 6ecnpoBogHOrO poyTepa.

Bbl6epl/ITe ABTO 114 aBTOMATNYECKOrO Bbl60pa KaHaJla C
HaMEHbLLUNM KONNYeCTBOM NOMEX.

. BbibepuTe meTog ayTeHTUdUKaLML:

« Open System: 37a onuua He obecneyrBaeT 6e30MacHOCTA.

« WPA/WPA2/WPA3-Personal: Ota onuusa obecneunsaet
BbICOKMI ypoBeHb 6e30macHOCTU. MOXHO 1Cnonb30BaTh
WPA (c TKIP) nnn WPA2 (c AES). Mpw BbiGope 3TOI ONLMK Bbl
AOMXHbI Mcnonb3oBatb WwudposaHme TKIP + AES 1 BBecTU
KntoueByto Gppa3y WPA (ceteBoi Kntou).

« WPA/WPA2/WPA3-Enterprise: 51a onumsa obecneuriBaet
OYeHb BbICOKNIA ypoBeHb 6e3onacHocTy. OHa paboTaeT ¢
MHTerpupoBaHHbiM EAP-cepsepom mnu BHewwHuM RADIUS-
CepBEPOM..



3.18.2WPS

WPS (Wi-Fi Protected Setup) - ctaHgapT 6ecnpoBoaHo
6e30MacHOCT, NO3BONAIOLMIA ObICTPO NOAKIIIOYATb YCTPONCTBA K
6ecnposopHon cetu. QyHKumio WPS MOXXHO CKOHGMIypurpoBaTh C
nomouibto MH-kopa nnn kHonku WPS.

MPUMEYAHUE: Y6epuTecs, uto ycTpoiicTBa nogaepmsatot WPS.

@

nnnnnnnnnnnnnnnnnnn

Onsa BknioueHna WPS B 6ecnpoBogHoi ceTu:
1. B meHto HaBuraumm Boibepute Hactpoiiku > Wireless > WPS.

2. B none Bkniountb WPS nepemectute Non3yHOK B NONOXeHMNe
ON.

3. Mo ymonuanuto WPS ncnonb3syet 2,4 [Ty, ECiv Hy>XHO n3mMeHNTb
yacToty Ha 5 [Tu, B none Bknrountb WPS nepemectute
nonsyHok B nonoxeHne OFF, 8 none Tekywan yacrora
wenkHuTe NepeKnounTb YacToTy, 3aTem B none Bkniountb
WPS nepemectnTe non3yHoK B nonoxexue ON ele pas.

MPUMEMAHMUE: WPS nopaepxu1Baet Metofpbl ayTeHTUdMKaumm Open
system, WPA-Personal n WPA2-Personal. WPS He noaaepvBaeT Shared
Key, WPA-Enterprise, WPA2-Enterprise 1 Radius.

3. B none Metopg WPS Bbibeprte KHonka Push nnu NMUH-kop,
KnuenTa. [1py Bbibope KHonka nepengute K wary 4. Mpu
Bbibope MNH-Kopa KnueHTa nepengnTte K Wwary 5.

4. [na nactponkm WPS ¢ nomoLLpbio KHOMKM Ha poyTepe,
BbINONHUTE CriefytoLne AencTBUA:
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a. Haxmurte Myck vnun Haxmunte kHonky WPS Ha 3afHei naHenu
poyTepa.

b.HaxmuTe kHonky WPS Ha poyTtepe. O6bluHO nomMeyeHo
norotunom WPS.

MPUMEYAHUE: PacnonoxeHune kHonku WPS cmoTpuTe B JOKYMeHTaLum
6ecnpoBOfHOro YCTPOCTBRa.

c. PoyTep HauHeT NOMCK LOCTYMHbIX YCTPOIACTB. ECv poyTep He

HaNOeT HN OQHOrO yCTPOIZCTBa, OH NEPEKNIYUTCA B PEXKNM
OXnaaHuA.

5. Ana nactponkn WPS ¢ nomouybto MAH-Koaa KnveHTa BbINnonHUTe
cnegytoLime JenNCTBUA:
a. Hangure WPS M1H-kop B pykoBOLCTBe NoNb3oBaTens
6eCcnpoBOAHOrO YCTPOMCTBA NI Ha CAMOM YCTPOWCTBE.
b.BeeguTe MNH-Kop KneHTa B TEKCTOBOE Mone.

¢. Haxxmure Myck ana nepeknioueHna poytepa B pexunm noncka

WPS. MHauKaTopbl poyTepa 6bICTPO MUratoT A0 3aBEpLLEHNS
HacTponkun WPS.



3.18.3 WDS (mocT)

Moct nnn WDS (Wireless Distribution System) nossonser
MCMOMb30BaTb POYTep AN1A COeAMHEHNA 6eCNPOBOAHDBIX YCTPONCTB
Mo pajuoKaHany Ans yBenuyeHns 30Hbl MOKPbITAA 6eCcnpoBOgHON
ceTi. OH MOXET TaKXe paccMaTprBaTbCA B KauecTse
6ecnpoBogHOro NOBTOPUTENS.

[ins HacTpoNKmM 6ecnpoBOgHOrO MOCTa:
1. B meHto HaBurayum Bbibepute Hactponkn > Wireless > WDS.

2. Boibepute pexxum WDS Only vnu Hybrid n po6asste MAC-
afpeca Touek goctyna B Cnncok yaaneHHbix AP (makc.: 4).

3. Y6ep,|/|Ter, YTO 3TOT POYTEP N TOUKA AOCTYNQ, K KOTOpOVI HYXHO
NOAKMIOYNTBCA, NCMONb3YKT OAUH KaHar.

4. Beepnte MAC-agpec yaaneHHOMN TOYKM JOCTYNA B CIUCOK.
B uHtepdeinc ynpaesneHna WDS yganeHHo TOUKM foCTyna
BBegute MAC agpec 3Toro poyTepa.

5. [1nAa nonyyeHna MakCMManbHO NPOU3BOANTENBHOCTM

nepengute B Hactpoiiku > becnpoBogHas cBA3b >
O6Lme 1 Ha3HaYbTe OAVHAKOBY!IO MONOCY NPONYCKaHWA ANA
YNpPaBAAOLLEro 1 JOMOMHUTENbHOIO KaHanoB A KaX4oro
poyTepa B CeTu.
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3.18.4 Ounbrp MAC appecoB 6ecnpoBogHON ceTn

OunbTp MAC agpecoB 6eCnpOBOLHON CETY NO3BONSAET
KOHTPOMMPOBATb MaKeTbl € yKa3aHHbIM MAC-agpecamui B
6ecnpoBoAHOIA CeTU.

‘‘‘‘‘‘‘‘‘‘‘‘

vvvvvv

Ona Hactpoiku ¢punbrpa MAC apgpecoB 6ecnpoBoaHoOM ceTu:

1. B MeHto HaBurauum Bbibepute HacTponkn > becnpoBogHas
cBA3b > QunbTp MAC-agpecoB 6ecnpoBoaHON ceTH.

2. B none Bknountb MAC ¢punbrp BbibepuTe fa.

3. B none Pexxum ¢punbrpa MAC-apgpecoB BbibepuiTe MpuHATL
1 OTKNOHUTD.

« Bbibepute MpuHATDb Ana pa3peLueHna ocTyna K
6ecnpoBopHoN ceTn ycTponcTeam u3 cnucka MAC-¢punbtpa.

+ Bbibepute OTKNOHUTD ANA 3anpeLyeHna foCTyna K
6ecnpoBopHoN ceTn ycTponcTeam u3 cnucka MAC-¢punbtpa.

4. B cnucke MAC-¢unbtpa, Haxmnte @ 1 BBegute MAC-agpec
6ecnpoBOAHOrO YCTPONCTBA.

5. Haxmute MpumeHnTb.



3.18.5 Hactpoinka RADIUS

RADIUS (Cnyx6a ynaneHHoI ayTeHTUdUKaLMM NONb30BaTeNel)
NO3BONAET HACTPaMBaTb AOMOHUTENbHbIE MapaMeTPbl ANA
aBTOpM3aLMy 6ecnpoBoAHbIX KNeHToB Yepe3 cepBep RADIUS.
310 Tpebyetca npu Bbibope napametpa WPA-Enterprise / WPA2-
Enterprise B KauecTBe MeToaa ayTeHTUdMKaLNN.

Dna nacrpoukn napametpos RADIUS:

1. Y6eputech, uto pexum ayTeHTUdMKaLmmn 6ecnpoBogHOrO
poyTepa yctaHoBneH B 3HauyeHue WPA-Enterprise nnn WPA2-
Enterprise.

2. B meHio HaBurauuu Bbibepute Hactpoikm > becnpoBogHasn
cBA3b > Hactpoiika RADIUS.

3. BbibepuTe Arana3oH YacTorT.
4. Bnone IP-agpec cepBepa BeeauTe IP-agpec cepsepa RADIUS.

5. B none Kniou coeanHeHnsA Ha3HaubTe Naponb ANA JoCTyna K
cepsepy RADIUS.

6. Haxxmute MNpruMmeHNTD.
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3.18.6 NMpodeccnoHanbHbIn

MpodeccroHanbHas HaCTPOIKa NO3BOJISIET HAaCTPaKBaTb
AOMOJHNTENbHbIE NAapaMeTPbl 6ECNPOBOAHON CETH.

MPUMEYAHUE: Mbl pekomeHLyeM UCNoNb30BaTb 3HAYEHMA MO
YMOJTUaHWIO.

Ha akpaHe MpodeccnoHanbHbill MOXXHO CKOHOUIYPUPOBaTb
cnegyoulee:
« Ouana3oH: BbibepunTe f1ana3oH, HAaCTPOWKI KOTOPOTO HYXXHO
N3MEHWTD.
« Bkniountb paguomopynb: Boibepute la fna BknoueHns
pagvomoayns. Boibepnte Het ona otknioueHusa paguomogyns.
+ Bkniountb 6ecnpoBoAHbIN NNAHUPOBLYKK: MOXHO
BbIOpaTh 1CNONb30BaHe 12-4acoBOro UK 24-4acoBOrO
dopmarta. LiBeT B TabnuLie 03HayaeT PaspewwnTb nam
3anpeTnTb. HaxmuTe Kaxayto A4einky Ana n3meHeHuns
HaCTPOWKM BpemeHm B bygHne aHW, 3aTem HaxmuTe OK.

Q@ 8
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N3onupoBatb TOUKy AocTyna: /3onnposaHme TOUKn
AOCTynNa 3anpeLyaeTt 6eCnpoBOAHbIM YCTPONCTBAM B CETU
MOAKNIYATLCA APYT K ApYry. ITa QyHKLMA None3Ha Korga K
BaLLIel ceTn MOAKII0YAeTCA MHOro roctei. Boibepute fla ans
BKIOYEHNA 3TON GYHKLMM nnn HeT gnis oTKnioueHmA.

MomowHuK npu poymunre: [py Mcnonb3oBaHUN
HECKOMbKVIX TOYeK JOCTYyNa 1 6ecnpoBOAHbIX
MOBTOPUTENEN NHOTAA HE KNMEHTbl MOTYT aBTOMaTUYeCKM
MOAKMIOUNTBLCA K TOUKE AOCTYNa C YLLK M CUTHASIOM,
MOCKOJbKY OHW BCE eLLe MOAKITI0YeHbl K OCHOBHOMY
6ecnpoBoAHOMY poyTepy. BKntoueHe 31O onumm No3BoanT
KNMEHTY OTKMIOUNTHCA OT OCHOBHOTO 6eCrnpOBOAHOO
poyTepa, ecin MOLHOCTb CUrHana Hike onpefeneHHoro
rnopora v NOAKMOUUTLCA K ToUKe AOCTyNa C bonee CunbHbIM
CUTHaNoM.

Bkntountb IGMP Snooping: BknioueHvie 3101 GyHKLMK
NO3BONAET OTCNEXMBaThb ceTeBo Tpaduk IGMP gna
ONTUMU3ALUM MHOFOAPECHOTO TPadUKa.

CkopocTb MHoroagpecHoi nepegaum (M6ut/c): CkopocTb
MHOroagpecHON nepeaaun nm Haxmute OTKNIOYNTb 4514
OTKJIIO4EHMA MHOTOapEeCHON nepegauyn.

Tun npeambynbi: Tvn npeambynbl onpegenaet
MPOAOIKNTENBHOCTb BPEMEHM, KOTOPOE TpebyeTca
poyTtepy ana CRC (Cyclic Redundancy Check). CRC - 3to
meTog obHapyeHs oLMBOK BO BpeMA Nepeaaun JaHHbIX.
Bbibepute KopoTkas a51s 6ecnpoBofHoii ceTu ¢ 60nbLunm
Tpadukom. Bbibepute AnnHHaA a1 6ecnpoBogHO CETU CO
CTapbIMM 6eCNPOBOAHBIMY YCTPOCTBAMN.

AMPDU RTS: BknioueHue 3101 GyHKLM NO3BONAET CO3AaTb
rpynny Kagpos nepea nx nepepayen n ncnonb3osatb RTS ana
kaxgoro AMPDU ansa casu mexay ycrponctsamu 802.11g u
802.11bNone.

Mopor RTS: [Ina 6ecnpoBoaHbix ceTein ¢ 6onbwmm Tpapukom
1 60NbLWINM KONMYECTBOM 6eCNPOBOAHbIX YCTPOWCTB
BblbepuTe HM3KMIA nopor RTS.

MutepBan DTIM: Nutepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 370 uHTepBan BpemeHm
nepea OTNPaBKOMN cUrHana 6ecnpoBOgHOMY YCTPOWCTBY B
CNAWEM peXxMMe, YKasblBas, YTO MaKeT AaHHbIX OKMAAET
AOCTaBKU. 3HauYeHwe Mo YMOMUaHUIO: TPW MUNIMCEKYHADI.
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« CurHanbHbI MHTepBan: CUrHanbHbIN MHTEPBAN - 3TO
nepwuog BpemeHu mexgy DTIM-naketamu. 3HaueHne no
ymonyanuio: 100 munnucekyHg.. ina HectabunbHoro
6ecnpoBOAHOrO MOAKMOYEHNA UKW ANA POYMIHIa YCTPOICTB
PEKOMEeHYeTCA HU3KOoe 3HaYeHue.

+ Bknmiountb TX Bursting: TX Bursting ynyuiaet ckopocTb
nepefauy JaHHbIX Mexay 6ecnpoBOAHbIM POYTEPOM 1
yctponcteamm 802.11g.

+ Bxkntountb WMM APSD: Bkntounts WMM APSD
(ABTOMaTMYECKIIA Nepexop B PeXNM SHeprocbepexeHns) ana
ynpasneHusa sHeprocbepexeHnem 6ecnpoBOAHbIX YCTPONCTB.
Bbibepute OTKAOUNTD Ana oTkntoueHna WMM APSD.

3.18.7 YepHbIn cCNNCOK pOyMUHTra

JTa GpyHKUMA No3BoNAeT f06ABNATL YCTPOWCTBA B UEPHDI CICOK
POYMUHTa ¥ 3anpeLLaTb UM poyMuHr mexgy ynamu AiMesh.




4 Ytnautobl
NMPUMEYAHUA:

«  CkavawTe 1 ycTaHoBUTE YyTUNUTHI C canta ASUS:

+  Device Discovery v1.4.7.1 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Discovery.zip

«  Firmware Restoration v1.9.0.4 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Rescue.zip

«  Windows Printer v1.0.5.5 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Printer.zip

YmnuTbl He nogaepxmsatotca 8 MAC OS.

4,1 OG6Hapy»<eHue yCTPONCTBa

Device Discovery - ASUS WLAN yTtunuta, Kotopas obHapy»uBaeT
poyTep 1 NO3BOJNIAET ero KOHPMryprpoBsaTb.
Onsa 3anycka yrunutbl Device Discovery:

+ [epenpgute Myck > Mporpammbi > ASUS Utility > Wireless
Router > Device Discovery.

MPUMEYAHMUE: MNpw ycTaHOBKe poyTepa B peXMM TOUKM JOCTYNa, Bam
Heobxoaumo ncnonb3osatb yTunuTy Device Discovery ana nonyyeHua
IP-agpeca poyTepa.

97



98

4.2 BoccTaHOBNEHVEe NPOLNBKIA

Firmware Restoration - yTunuta, KoTopas ncnonb3yercs B ciyyae
oLmMbKM Npy 06HOBNEHNM NPOLLMBKM poyTepa. OHa 3arpyaeT
yKasaHHyo NpoLwwmBkKy. [poLecc 3aH1NMaeT OKOMO TPEX MUHYT.

g Firmweare Restoi =2

Before you get started, please check the model name and hardware
version from the label.

i, "J'Eai uar:um the label at the bottom of your router
/W Version, different hardware version needs
e version to process restoration.
fimware from ASUS support site:
hIL]Lﬂ www.asus.com/support

For exammple, if your label shows “RT-ACE6U B1"
fimmware of “RT-ACE6U" s not available for restoration.

Flename: |\ Browse...

St
After locating the frmaware file, click Upload,

OCTOPOXHO! MNepep ncnonb3osaHvem ytunutbl Firmware Restoration

nepexknKynTe poytep B peXMm BOCCTAHOBIEHWUA.

MPUMEYAHUE: S1a dyHKLMA He nogaepxusaetca B8 MAC OS.

Ons 3anycka yrunutbl Firmware Restoration:
1. OTKNIOuMTE NUTaAHNE OT poyTepa.

2. YnepxmBas KHOMKy Reset, pacnonoxeHHyto Ha 3afiHeii naHenu,
nogKmloumTe NiuTaHue K poyTepy. OTnycTITe KHOMKY cOpoca
KOrAa VHAMKATOP MIUTaHMS, PAaCMONOXeHHbIV Ha NepeHei
MaHenw, HaYHeT MefJIEHHO MUraTb, 03Hauas, UTo PoyTep

HaXoAUTCA B PEXNME BOCCTAHOBIEHNA.

3. YcraHoBuTe cTatnyeckui IP Ha Balem KomnbioTepe 1
ncnonb3yiTe cnegytowme Hactponkm TCP/IP:

IP-appec: 192.168.1.x
Macka nogceTtur: 255.255.255.0



4. Nepengnte Myck > Mporpammbi > ASUS Utility > Wireless
Router > Firmware Restoration.

5. Ykaxute painn n Haxxmute Upload.

MPUMEYAHMUE: 310 He yTUnMTa OOHOBNEHUA NPOLUMBKM 1 HE MOXET
6bITb UCnonb3oBaHa npw pabouem poytepe. ObbIYHOE 06HOBNEHNE
NPOLUMBKM MOXHO BbINONHUTB Yepe3 Beb-nHTepdeiic. [MoapobHyto
nHdopmaumto cmotpuTe B Masa 3: Konpurypaumnsa EBM68.
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5 YcTpaHeHme HeucnpaBHOCTEN

B 3TOM pa3pgene npefcTaBneHbl UHCTPYKLMN ANA peLleHns
HEKOTOPbIX Hanbosee YacTo BCTPEYAOLMXCA 00LWMX Npobnem ¢
poyTepoM. ECnvi Bbl CTONKHYACD C Npo6iaeMamm, He YroMAHY TbIMM
B 3TOW rnaBe, nocetute cat ASUS https://www.asus.com/ru/
support/ ana nonyyeHna SONONHUTENbHON MHPOPMALIMK O
npoaykTe unu obpatutech B cyx0y Texnopaepxku ASUS.

5.1 YcTpaHeHne OCHOBHbIX HeMcnpaBHOCTEN
Mpw BO3HMKHOBEHMM Npobnem ¢ poyTepom CHayana nonpobyite
BbIMOJIHUTb NHCTPYKLUMW 3 3TOTO pa3aesa.

O6HOBMTE NPOLLNBKY A0 NOC/IEAHEN Bepcnn.

1. B MeHto HaBurayum Bbibepute Hactponkn >
ApMmuHucTprpoBaHue > O6HOBNEeHNEe NPOWMBKU. HaxmuTe
MpoBepunTb 4515 NPOBEPKMN HANMYMA NOCNIEAHEN BEPCUM
MPOLUMBKMN.

2. Ecnm goctynHa HoBas NpoLwmBKa, nocetute cant ASUS n
CKavaWTe ee.

3. Ha ctpaHuue O6HoBNneHne NpolunBKN HaxmnTe Browse ana
HaXOMXAEHNA NPOLLUNBKN.

4, Haxmute 3arpysuTb [/ 0GHOB/IEHVIS NPOLLVBKIA.

MocnepnoBatenbHOCTb nepesanycka cetu:
BblkniounTe mogem.

OTKNoYnTE MOAEM.

Bbiknioumte poyTep 1 KomnbioTepbl.
MNogkntounte mogem.

BkniounTe mogem 1 NOAOXKANTE 2 MUHYTI.
Bkntounte poyTep 1 nogoxauTte 2 MUHYTbI.
Bkntoumte KomnbtoTepbl.

No ok wN =
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Y6eputecb B npaBunbHocTy yctaHoBKM Ethernet-kabens.

+ [Npu npaBunbHom nogknoueHun Ethernet-kabena kK mogemy
nHgnkatop WAN 6yzet ropeTb.

« [Mpwv npaBunbHom noakntoueHum Ethernet-kabens K
BKJ/IIOUEHHOMY KoMbloTepy nHamkatop LAN 6yaeT ropeTb.

Y6epauTecb, YTO HaCTPOIKN 6eCNPOBOAHOI CETU KOMMbloTepa
COBMaAaloT C pOyTepoMm.

« [Mpwv noaknoueHnn KOMNbOTEPA K poyTepy ybeamTtech B
npasunbHocTH SSID (MMA 6ecnpoBOAHON CeTu), LWNGPOBAHNA 1
napons.

y6envrrer B NMPaBWIbHOCTIU CeTEBbIX HACTPOEK.

+ Kaxpblil CeTeBOW KNMEHT AOMKEH UMETb AENCTBUTENbHDIN IP-
appec. na Ha3HayeHuA IP-agpecoB KOMMNbOTEPaM Ballen ceTu
pekomeHayeT ncnonb3osatb DHCP-cepsep poyTepa.

+ Hekotopble npoBarpaepbl TpebytoT ncnonb3osats MAC-agpec
KOMMbIOTEPA, MCMOMb3yemOoro npwv NepBOM NOAKIOUEHNN.
MAC-agpec MOXHO NOCMOTPETb B BeO-HTEpdelice Ha CTpaHuLEe
WHpopmaumoHHas naHenb > KnneHTbl.
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5.2 Yacro 3apaBaembie Bonpocbi (FAQ)

HeBo3MmoXXHO BoWT B Be6-MHTEpdelic poyTepa yepes

6paysep

Ecnm Baw KOMMNbKOTEP NOAKKYEH, MPOBEPLTE COEANHEHNE
Ethernet-kabensa n coctosHve MHAMKaTOPa, Kak ONncaHO B

npenblayLwem pasgene.

Y6eamTech, 4To Bbl UCNOMb3YeTe NPaBUbHbIE NOTVH U NAPOib.
Mo ymonyaHwio NorvH 1 naponb: “admin/admin”. Yoegurecs, uto
pexunm Caps Lock oTkntoueH npu BBOAE AaHHDIX.

Ynanute Kyku-¢dainbl B

6pay3epe. B 6pay3epe Internet
Explorer BbinonHuTe cnepytowme

JIeNCTBUA:

1. 3anyctute Internet Explorer,

Internet Options

General Security Privacy Content Connections Programs  Advanced

Home page
/‘ To create home page tabs, type each address on its own line.

Startup

2 x

R /v s n.com/7PC= UFOT

Use current Use default Use new tab

3aTem HaxmuTe CepBuc >
CBoiicTBa 0603peBartens.

Ha Bknagke O6wue B
obnactn Mpocmotp

(O Start with tabs from the last session
@) Start with home page

Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[IDelete browsing history on exit

NCTOPUU HAXKMITE
YaanuTb..., Bbioepute
BpemeHHble daiinbl

WNuTepHeta 1 Qaiinbi cookie
1 flaHHbIe caliTa 1 HaXmuTe

Ypanutb.

Appearance ‘

Delete... Settings

Colors Languages Fonts Accessibiity

MPUMEYAHUA:
KomaHab! ans yaaneHus Kyku- ¢paiinos MOryT BapbypoBaTbCs B

3aBNCMOCTHN OT 6pay3epa.

OTKnoumnTe NCNob30BaHMe NPOKCU-CepBePa, NOAKIoUeHNe
y#aneHHoro 4ocTyna, a Takxe Hactpoute TCP/IP ana aBTomatiueckoro
nonyyenus IP-agpeca. MoapobHyto MHGopMaLMio CMOTpUTE B NEPBOI

rNaBe 3TOro pykoBoAcCTBa.

Y6eputecs, uto ncnonb3ytotca Ethernet kabenu CAT5e unu CATS.



KnmneHT He MOXeT ycTaHOBUTb 6eCNPoBOAHOE COeiHEHNE

C poyTepom.

MPUMEMAHMUE: Mpy BO3HNKHOBEHWM NPOGIEM C MOAKIIOUYEHNEM K CETU
5 Iy y6eputecs, uto Balle 6eCnpOBOAHOE YCTPOWCTBO NOALEPKMBAET

yactoty 5 [Ty unwn ABnAaeTca AByXAnanasoHHbIM.

o BHe 30HbDI NOKpbITUA:

MomecTuTe poyTtep 6arKe K 6ECNPOBOAHOMY KITMEHTY.

« DHCP-cepBep oTKNI04EH:

1.

BowaunTe B Be6-uHTEpdENC. [Nepengute B
NudopmaumoHHas naHenb > KnueHTbl 1 HangnTe
YCTPOWCTBO, KOTOPOE HYXKHO NOAKIUNTD K pOyTepy.

Ecnn UndopmaumoHHas naHenb He oTobpaxaeT
ycTponcTBo, nepengnte B Hacrponku > LAN > DHCP-
cepsep.
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+ SSID ckpbiT. Ecnn yctponctso moxeT Hantu SSID gpyroro
poyTepa, HO He MoXeT HanTu SSID Bawero poyTepa, nepengute
8 Hactpoliiku > becnpoBogHas cBA3b > O6wue, 3aTem
BblbepuTe Het B none ckpbiTb SSID 1 Bbibepute ABTO B none
KaHan ynpaBsneHus.

« [pw ncnonb3oBaHUM 6ECNPOBORHOTO afanTepa yoeanTeCh, uto
CNoNb3yeMmblil 6eCNPOBOAHON KaHan JOCTYMNEeH B BaLLel CTpaHe
WK pernoHe. ECn HeT, HacTpoliTe KaHan, Nonocy nponycKaHys
11 6eCNPOBOAHON PEXIIM.

«  Ecnu Bbl BCe eLue He MOXETe MOLKIUNTLCA K POYTepY,
cOpOCbTE ero K 3aBOACKIM HAaCTPOIKaM Mo ymonyaHmio. B Be6-
nHTepdeiice nepeingnte 8 HacTpoiikn > AAMUHNCTPUPOBaHNE
> BocCTaHOBUTB/COXPaHUTb/3arpy3uTb HaCTPOMKM 11
HaXXMuTe BoccTaHOBUTD.
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WHTepHeT HepgoCTyNEH.

Y6enutech, 4to poyTep MOXKET NOAKIIIOUMTLCA K Ballemy
nposavigepy. [na atoro 3anyctute Beb-nHTepdenc n nepengute
B UH$opmaLmoHHas naHenb 1 NpoBepbTe COCTOAHKE
NHTepHeT.

Ecnm poyTep He MOXET NOAKIOUNTLCA K BaLLEMY NMPOBanaepy,
nonpobyiTe NepenoaKNounNTb CETb KaK OMMCaHO B pasgene
MocnepoBaTenbHOCTL Nepe3anycka ceTu.

Ecnu Bce ewye HET JOCTYNA K IHTEPHETY, nonpobyiTe
nepesarpy3uTb KOMMbloTep 1 NpoBepuTb IP-agpec n agpec
Lwo3a.

[MpoBepbTe MHANKATOPbI cOCTOAHNA Ha ADSL mogeme u
6ecnposopHom poyTepe. Ecnn nHgrkatop WAN Ha poyTepe He
ropuT, ybegutec, uto Bce Kabenu NpaBuIbHO NOAKIIOYEHDI.

Bbi 3a6b11u11 SSID (Mms ceTn) nnu ceTeBoii Naposnb

YctaHoBwTe HOBbIN SSID 1 Koy WnPPOBaHMA Yepes NPoBOJHOe
coegunHeHue (Ethernet-kabenb). Bongute B Beb-HTEpdENC,
nepengnte B UHpopmaLmoHHasA naHenb, HAXXKMITE NKOHKY
poyTepa v BBegwuTe HOBbIN SSID 1 Kntou WinppoBaHus, 3aTem
HaxxmuTe MpumeHnTb.

BbinonHuTe cOpoc poyTepa K HaCTpoKam No yMOSTYaHHIO.
BowgunTe B Be6-nHTEPdENC, Neperante B Hactponku >
ApMUHNCTPUpOBaHue > BoccTaHOBUTb/COXpPaHNTDb/
3arpy3uTb HaCTPOMKM 1 HaxmmTe BocctaHOBUTD. JTOrvH 1
naponb Mo ymonyaHuio “admin’.

Kak c6pocutb cuctemy K HacTpoiiKam no ymonyaHuio?

lMNepenguTe B HacTpoikn > AgMUHUCTPUPOBaHMNe >
BoccraHoBUTbH/cOXpaHNTb/3arpy3nTb HACTPOMKM 1 HAXKMUTE
BoccraHoBUTD.

lMapameTpbl CCTEMbI MO YMONYAHUIO:
BkntoueH DHCP: [1a (ecnvm WAN Kabenb noaksnoyeH)
IP-apgpec: 192.168.50.1
Wmsa pomena:  (nycro)
Macka nogcetu: 255.255.255.0
DNS cepBep 1:  192.168.50.1
DNS cepBep 2:  (nycTo)
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SSID: ASUS_XX
Own6Ka 06HOBNEHNA NPOLUNBKM.

lNepeknounTte poyTep B peXnm BOCCTAaHOBNEHUA 1 3amyCTuTe
ytunuty Firmware Restoration. iHdopmauwio no ncnonb3oBaHuio
yTunuTbl Firmware Restoration cmotpute B pasgene 4.2
BoccraHoBneHve NPOLNBKM.



HeB03M0XXHO NOAKNIOUNTLCA K Be6-NHTepdeiicy

Mepepn KOHOMrypaLmen poyTepa BbIMONHUTE UHCTPYKLN AAHHOTO
pasgena ana KoHGUrypaumm KoMnbroTepa 1 CETEBbIX KIMEHTOB.

A. OTKnOuMTE NPOKCN-CepBep, e/ OH BKITIOYEH.

Windows

1. Haxmwute Myck > Internet
Explorer ans 3anycka 6paysepa.

2. BbibepuTe CepBuc >
CBolicTBa 0603peBatens >
MoaknioueHnsa > Hactpoiika
NOKanbHOM ceTn.

3. Ha 3kpaHe HacTpoku

Local Area Network (LAN) Settings
—— e

bl ___________
[ [(Genera | Secunty| Prvacy, | Comtefl] Connections | froggams | Advanced ] ‘
I

,:9 To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

3 Access RD Metwork Resources - Go to vpn.as|

[ addu.
Add VPH... ‘
Remove...
Choose Settings if you need to configure a praxy

server for a connection.

i — ] '

@ Never dial 3 connection
(2 Dial whenever a network connection is not present
(@) Always dial my default connection

Set default

Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings.
Choose Settings above for dial-up settings.

—

NoKaNnbHoOI ceTn
OTK/IOUNTE UCMOMNb30BaHMe
NPOKCK-cepBepa ana
NOKaNbHOM CETH.

4, Haxmnte OK korga

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[T automatically detect settings

D Use automatic configuration script

Proxy server

3aKOHuMTe. E

Use a proxy server for your LAN {These settings wil not apply to
dial-up or VPN connections).

sdldress Fort: |80 Advanced

Bypass proxy server for local addresses

Cancel
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MAC 0S =

1.

w = NS 3
B 6pay3epe Safa ri Show All Displays Sound |Network Startup Disk
HaxkmuTe Safari >
Preferences > Advanced

> Change Settings...

Location: | Automatic

Show: | Built-in Ethernet

{TCP/IP  PPPOE | AppleTalk | Proxies | Ethernet |

[

FTP Proxy Server —
. Ha 3KkpaHe cetb cHummuTe | & oy o i |

SECUTE WEB PTOXY THTTPS) U
Streaming Proxy (RTSP)

dnaxku FTP Proxy un
Web Proxy (HTTP). D coprermony

Bypass proxy settings for
these Hosts & Domains:

Set Password

oo

. Korpa 3akoHnuure,

HaXmute anIIMEHIIITb.

(¥ Use Passive FTP Mode (PASV) @

{} —————
[71" Click the lock to prevent further changes. (CAssistme... )| (_Apply Now

MPUMEYAHUE: [Insa nonyuyeHna nogpobHom nHdopmaLmm no
OTKJIIOYEHMIO MCMONb30BaHKA NPOKCU-CepBepa, 06paTuTeCh K CrpaBke
6pay3epa.

Hactponte TCP/IP pna aBromaTtnyeckoro nony4yenus IP-
agpeca.

Windows
1. Haxmure Myck > NaHenb ynpaBneHunsa > LleHTp ynpaBneHus

cetTaMun n 06I.I.|I/IM AOCTYNOM, 3aTEM HaXMUTE CETEBOE
nogkntoyeHne onA OTO6pa)KEHVIﬂ €ro CoOCToAHnA.

L+ Network and Sharing Center

€« v 4t :a.: » Control Panel » All Control Panel ltems » Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing corpnet.asus Accesstyper Internet

settings Domain network Connectiond U Ethernet

Change your networking settings

ﬂt. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

1;""‘| Troubleshoot problems

i Diagnose and repair network problems, or get troubleshooting information.



Y
2. Haxmute CBoucTBa A/14 B Ethemet status x
OTKPbITNA OKHa CBOMUCTB General
Ethernet. Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Na network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details. ..
Activity
Sent .-'-'.5 Received
o
=
Bytes: 71,424,646 70,727,241
GD\sab\a Diagnose

' Ethernet Properties >

3. BbibepuTe MpoTokon
NHtepHeta Bepcun 4(TCP/ e
IPV4) nnn np()TOKon & Intel(R) Ethemet Connection (2) 1213V
NHtepHeta Bepcun 6(TCP/
IPVG), 3aTeM Ha)KMVITe This connection uses the following tems:

TH Qs Parket Sohed o

CBoiicTBa.
[ et e AT e

2. Microsoft LLDP Protocol Driver

2. Intemet Protocol Version & (TCP/IPvE)

.4 Link-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper 1/0 Driver v

< >

HNetworking A thertication

Install... Uninstall Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks

4. Bbibepue Monyuuts IP- et protocol Veston 4 (PPt Properes x
afipec aBTOMaTn4ecKu Ans G Atemate Conursion
aBTOMATUYECKOro NnosyyeHna B oty S ooy e
IP-appeca.

| (@) Obtain an IP address automatically |
Bb|6e uTe non YnTb IPV6' () Use the following IP address:
P y —

ajpec aBToMmaTN4yeCcKn ana e
aBTOMaTLU4e€CKOro nosiyyeHnA ]
I P-aqpeca I PV6 (@ Obtain DN server address automatically

() Use the following DNS server addresses:
5. HaxmuTte OK Koraa 3akoHuuTe. (|
: L ]

Advanced...

Validate settings upon exit

cance
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MACOS

1. HaxmwuTe nkoHky Apple
&, pacnonoxeHHyo B
NIEBOM BEPXHEM Yy
3KpaHa.

2. Haxmute System

Preferences > Network >

Configure...

3. HaBknagke TCP/
IP B BbINagatoLem
cnucke Configure IPv4
BbibepuTe Using DHCP.

4. Korpa 3aKoHuuTe,
HaxxmuTe MpumeHNTD.

000

Network (=)

« a4 G 3

Show All . Displays Sound  Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPoE  AppleTalk | Proxies | Ethernet

I Configure IPv4: | Using DHCP =

Renew DHCP Lease )

DHCP Client ID:
(f required)

IP Address: 192.168.182.103
Subnet Mask: 255.255.255.0

Router: 192.168.182.250

DNS Servers: 192.168.128.10 (Optional)

Search Domains: (Optional)
IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

( Configure IPve... ) @

U —
\L{' Click the lock to prevent further changes. (" Assist me.. Apply Now )

MPUMEYAHMUE: MoppobHyto nHdopmaLimio No KOHGMrypaLmm HacTpoeKk
TCP/IP cmoTpuTe B CNpaBKe K Baluel ornepaLMoHHON ChcTeme.

C. OtknounTe noaknioueHve yaaneHHoro gocryna.

Windows

1. Haxmure Myck > Internet
Explorer nns 3anycka 6pay3epa.

2. BbibepuTe CepBuc >

CBolicTBa 0603peBatens >

MopknioueHns.
3. YcTaHoBMTe dnaxok

Hukorga He ncnonb3oBaTb

KOMMyTMpyembie
NoAKNIoYEHNA.

4, Haxmute OK Korga 3akoHuuTe.

Internet Opti

[ General | Security [ Privacy | Conterf | Connections | ffograms | Advanced | ‘
| | IS |

.;!9 To set up an Intemet connection, dick
Setup.

Dial-up and Virtual Private Network settings —
&3 Access RD Network Resources - Go to vpn.as| \ Add...
Add VPN... ‘
Tl m—— i Remove...
Choose Settings f youneed to configwe aproxy [ settngs |

server for a connection,

[© Never dial a connection
T Dial whenever a network connection is not present

(@ Aways dial my defadlt connection

Set default

Local Area Network (LAN) settings

LAN Settings o not apply to dial-up connections.

Choose Settings above for dial-up settings.

o [ cne |

MPUMEYAHMUE: [ina nonyuyeHns nogpobHon nHpopmaLym no
OTKJTOUYEHMIO YAANEHHOrO AOCTYMA, 06paTUTECh K CpaBKe bpay3epa.




MpunoxeHune

GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. MogpobHyto nHPopmaLmto
CcMOTpwTe Ha Hawem caiiTe. Note that we do not offer direct support
for the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software
is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.
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When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect
on the original authors'reputations.



Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that
any patent must be licensed for everyone’s free use or not licensed
atall.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’, below, refers to any such program or work, and
a"“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”) Each licensee is addressed as “you’”.

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based
on the Program (independent of having been made by running
the Program). Whether that is true depends on what the Program
does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.
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You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

. You may modify your copy or copies of the Program or any

portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or
any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

¢) Ifthe modified program normally reads commands
interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying
that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement,
your work based on the Program is not required to print an
announcement.)



These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does
not bring the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on

it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,
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c) Accompany it with the information you received as to the offer

to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with
such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the
work for making modifications to it. For an executable work,
complete source code means all the source code for all modules
it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of

the executable. However, as a special exception, the source
code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under

this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License.



Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on
the Program), the recipient automatically receives a license from
the original licensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose

any further restrictions on the recipients’ exercise of the rights
granted herein. You are not responsible for enforcing compliance
by third parties to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have
made generous contributions to the wide range of software
distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide
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if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in

certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted

only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of
this License.

. The Free Software Foundation may publish revised and/or new

versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to
the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided
by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of
software generally.



NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NO WARRANTY FORTHE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM“AS IS"WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
ASTO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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MpaBuna 6e3onacHocT

Mpw ncnonb3oBaHMM YCTPOICTBA BCeraa cobntopaiiTe Mepbl
npesoCTOPOXHOCTI, BKNKOYAA, MOMUMO MPOYEro, ceayoLye:

' 1
& BHUMAHMUE!

LLUHyp nuTaHKs JOMKeH ObITb MOAKMIOYEH K PO3eTKe C
3a3emneHviem. MogKntoyalite yCTPOCTBO K OnvKanLLen,
NerkofoCTynHOM po3eTKe.

Ecnm ycTponcTBo HencnpasHO, He NblTalTeCh UCNPaBUTb

€ro CaMOCTOATESNIbHO. 3TV OFPaHNYeHNsA pacCUiTaHbl Ha
obecrneyeHme 3aluTbl B PasyMHbIX NPefenax oT BPeaoHOCHbIX
BO34eCTBIIN NPY YCTaHOBKE B XMIOM MOMELLEHMN.

He nonb3ynTecb NOBpeXAeHHbIMY CETEBLIMM LLIHYPaMU,
akceccyapamu 1 neprdepuiniHbIMA YCTPONCTBAMMU.

He yctaHaBnmBariTe 370 060pynoBaHyie Ha BbiCOTy 6onee 2
METPOB.

PekomeHpgyeTca ncnonb3oBatb NpogyKT npu Temnepatype ot 0°C
1o 40°C.

Mepen 1CNonb30BaHMEM YCTPOWCTBA NPOYTUTE UHCTPYKLMM MO
3KCnyaTaLmm 1 03HaKOMbTECh C AOMYCTUMbBIM TEMMEPATYPHbBIM
AVana3oHOM.

Byp,bTe OCTOPOKHbI MPW NCMo1b30BaHUN AaHHOTO YCTpOI7ICTBa B
asponoprtax, 6oan|/|u,ax, 3anpPaBOYHbIX CTAaHUMAX N Fapakax.

Momexun AnA MeguLMHCKNX YCTPONCTB: NOAAepKMBanTe
MUHVMaTbHOe paccToAHue (He MeHee 15 cm) mexay
VIMMAHTUPOBAHHBIMW MEANLMHCKAMM YCTPONCTBAMM 1
npoayktamu ASUS onsa CHUXeHWA prcka BO3HUKHOBEHNA NOMEX.

Vicnonb3yiiTe yCTPONCTBO B YCIOBUAX XOPOLLEro npuema ans
YMEHbLUEHVA YPOBHA N3MTyYeHNA.

YcTaHOBWTE YCTPOWCTBO NOAANbLUE OT GepeMEHHbIX XKEHLUMH U
HWKHEl YacTy XMBOTa MOLPOCTKOB.

He ncnonb3yiiTe ycTpoNcTBO Nprt 06HapyKeHMe BUAMMBIX
LedeKToB, KOraa OHO MOKPOE, MOBPEXAEHO UMK
moanduLMpPoBaHO. O6paTUTECH 3a MOMOLLbIO B CEPBUCHDIN
LeHTp.



/' BHUMAHUE!

He ycTaHaBnmBaiTe yCTPONCTBO Ha HEPOBHYIO U
HEYCTOMYMBYIO MOBEPXHOCTb.

He KnagmTe Ha yCTPOMCTBO MOCTOPOHHME npeameThbl. He
noggepraiTe yCTPONCTBO MEXaHNYECKMM BO3LENCTBUAM,
HanpuMep HagaBNMBaHVe, CrnbaHne, NPoKablBaH1e UK
n3MenbyeHme.

He pa36uipaliTe, He OTKpbIBaliTe, HE HAarPeBaNTe, He CKUranTe,
He KpacbTe 1 He 3aCOoBblBalTe B OTBEPCTUA YCTPOWNCTBA
MOCTOPOHHVE NPEAMETbI.

O6paTyTe BHUMAHIME Ha STUKETKY Ha HIKHEN CTOPOHE
YCTPOWCTBA W ybeauTeCh, YTO BaLl G/IOK NNTaHUA NOALEPKMBAET
COOTBETCTBYIOLLIEE HaMpPsAXEHNe.

XpaHI/ITe yCTpOVICTBO BAaJIn OT OrHA N UCTOYHUKOB Tena.

He nogsepraiTe BO3AENCTBIIO XXUAKOCTEN 1 HE MCNONb3yTe
B YC/TOBMAX NOBbILIEHHOW BAXHOCTU. He nonb3yinTech
YCTPOVICTBOM BO BPEMA rpo3bl.

NopkntoyariTe BbixoaHble Lenu POE gaHHOro n3genusa
UCKIIOUNTENBHO K ceTam POE, 6e3 MapLupyTr3aLum Ha BHELIHME
yCTpoWCTBa.

Bo n36exxaHvie NopaKeHWA SNEKTPUYECTBOM, OTKITIIOUNTE LUHYP
MUTaHKA OT PO3ETKM MPEXE, YEM NEPEHOCUTL CUCTEMY C MECTa
Ha MecTo.

Vicnonb3yiiTe ToNbKO akceccyapbl, 0B006peHHble
npowv3BoguUTenem yCTPONCTBa ANA UCMONb30BaHWA C 3TOM
MOAenNblo. Micnonb3oBaHve Apyrix TUMOB akceccyapoB MOXET
NPMBECTN K aHHYNTMPOBAHWUIO rapaHTUW U HapPYLLEHNIO MECTHbIX
NpaBuW/ N 3aKOHOB, a TaKXe MOXET NPEeACTaB/ATb Yyrpo3y
6e3onacHOCTU. MIHPpOPMaLIMIO O HAaNIMUMK aBTOPU30BAHHbIX
aKceccyapoB MOXHO Y3HaTb Y NPOoAaBLia.

Vicnonb3oBaHue ycTpoicTBa CNOCo60M, He PEKOMEHAO0BAHHBIM B
npunaraembiX MHCTPYKUNAX, MOXET NPUBECTM K BO3ropaHuIo Uin
TpaBme.
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CepBuc n nogaepka

MoceTuTe Haw caiT https://www.asus.com/ru/support/.
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