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1 WudopmMauus o 6ecnposogHoOM
poyrepe

1.1 TlpuBetcTBHE!

Bnarogapum Bac 3a npuobpeTeHne 6ecnpoogHoro poytepa ASUS
ZenWiFi BD4 Outdoor

ZenWiFi BD4 Outdoor B 6enom kopnyce NogAepX1BaeT fBa A1anaso-
Ha 2,4 TTuwn 5Ty ans HenpeB30iAEHHO 6eCPOBOAHO MOTOKOBO
nepepaun HD-koHTeHTa. OH BKItOYaeT B cebss SMB-cepsep, UPnP
AV-cepsep 1 FTP-cepeep ansi 06MeHa daiinamu B pexume 24/7,
cnocobeH obpabatbiBaTb 40 300000 ceaHCOB 1 BKMHOYAET B CebA
TexHonoruto ASUS Green Network, 06ecneynBaroLLyto aHeprocoe-
pexerune 1o 70%.

1.2 KomnnekTt nocTaBKu

M BecnpoBoaHoii poyTep M CeteBoii kabenb (RJ-45)
ZenWiFi BD4 Outdoor

M CeTeBOM LWHYP M KomnnekT ans Kpennexus
K CTEHe Unun cTonoy

M KpaTkoe pyKOBOACTBO M lapaHTUIHbIN TaoH

MPUMEYAHUSA:

Ecnm kakne-nnbo anemeHTbl KOMMN/IEKTa NOCTaBKN OTCYTCTBYHOT
UV NOBPEXZEHbI, 06paTUTECh B CNYXOY Texmopaepxkn ASUS.
ObpatuTech K pasaeny CepBuc U noagaepxKa B KOHLE 3TOr0
pyKOBOACTBA.

CoxpaHuTe OpUriHasbHYH YNAKOBKY Ha CNyyaid, eciv B 6yayLiem
noTpebyeTcs rapaHTUitHOE 06CyXNBaHUE, HANPUMepP PEMOHT
WK 3aMeHa.



1.3 [laHHbli 6ecnpoBogHOIl poyTep

ﬂlJ@»‘

Pa3beMbl 2,5GbE (aBToonpepaenenne PoE u WAN/LAN)

Pasbembl 2,5GbE npeaHasHayeH gnﬂ MOLAKIOYEHUs K ONTUYECKOMY MOfieMY
WM K KOMMYyTaTOpy Unw witosy POE+ ¢ NOMOLLbHO CeTeBOro Kabens.

Pasbem nutaHus

Pa3beM NuTaHus pefHasHayeH A71sl MOAK/OYEHMS K PO3ETKE C MOMOLLbI0
LIHypa NUTaHWs.

NMPUMEYHAHUSA:

Wcnonb3yite TONbKO WHYP NUTaHMA, NOCTaB/ISEMbINA C YCTPOM-
cTBOM. [1pn Ucnonb3oBaHUN ApYrux LWHYPOB NUTAHUS YCTPOU-
CTBO MOXET GbITb MOBPEXEHO.

Cneuudukaums:

BxogHoe HanpskeHue 110B ~240B (50 ~ 60 '), 2 A

Temnepatypa npu pa6oTe -30~60°C | npw xpaHeHun | -40~70°C

BnaxHoCTb npu paboTe 10~90% npu xpaHeHu | 5~90%




1.4 Pa3melueHue poyTtepa

[Lns ynydiieHns 6ecnpoBOHOM CBA3M MeX.Y POyTEPOM 1 Becnpo-
BOAHbIMU YCTPOIICTBAaMM BbINOJHUTE CeaytoLLee:

MomecTuTe 6eCnpoBOAHOI POYTEP B LIEHTPe 6ECTPOBOAHOM CETU
AN MaKCUMasbHOrO MOKPbITHA.

MomecTuTe YCTpOVICTBO nofdasnblle OT METAJUTMYECKUX NMperpan
M NMPAMbIX CO/THEYHbIX ﬂyquI.

N5 NpeaoTBpaLLeHns ToMeX NOMECTUTE YCTPOMCTBO Nogasblue
OT yCTPOWCTB cTaHAapTa 802.11 unu yCTPOWCTB, paboTaroLLMX
Ha yacTote 2,4 wnu 5T, ycTpoiicTs Bluetooth, 6ecnpoBoaHbIx
TenehoHoB, TpaHCHOPMATOPOB, MOLLHbIX ABUraTenen, Gnwo-
PECLIEHTHbIX S1aMM, MUKPOBOHOBbIX SIyY€eN, XONOANIbHUKOB U
APYroro npoMbILLIEHHOr0 060pyA0BaHHS.

Wcnonb3ayiiTe nocneaHow NpoLmMBKY. [1ns nony4YeHus noapo6-
HOVI MH(OPMALM O HaNIMYMM CBEXEN NPOLLMBKM NMOCETUTE CalT
ASUS http://www.asus.com.




1.5 CucteMHble TpeboBaHUS

[1nsi HaCTPOVKM CETU HEOOXOANM KOMIMBIOTEP, COOTBETCTBYHOLLMA
CNneaytoLmMM TpeboBaHUAM:

CeteBoii nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)
BecnposogHon uHtepdeiic IEEE 802.11a/b/g/n/ac/ax
YcTtaHoBneHHbI npotokon TCP/IP

Bpaysep, Hanpumep Internet Explorer, Firefox, Safari unn Google
Chrome

NMPUMEYHAHUSA:

Ecnu KoMnbroTEp He MMEET BCTPOEHHbIX 6ECMPOBOAHBIX CETEBbIX
afjanTepoB, ANs NOAK/HYEHUS K CETU Bbl MOXETE YCTAaHOBUTb B
KoMmnbtoTep 6ecnpoBoaHor agantep IEEE 802.11a/b/g/n/ac/ax.

BecnpoBoaHOI poyTep 04HOBPEMEHHO NOAAEPKMBAET PaboTy
Ha vacToTtax 2,4 Ty v 5 I'Tu. 3T0 NO3BONSAET BbIMNOMHATL MHTEP-
HeT-cepOUHr 1 paboTaTb C 3NEKTPOHHOI NOYTON, UCNONb3YS
yacToty 2,4 I'TU 1 OBHOBPEMEHHO CMOTPETH MOTOKOBOE BUAEO
BbICOKOW YETKOCTH, UAK CRyLlaTb My3blKy, UICMONb3Ys AWanasoH
5Ty,

HekoTopble ycTpoicTea IEEE 802.11n, KoTopble Bbl XOTUTE NOA-
K/KOYMTb K CETW MOTYT He NOAAepXMBaThb yacToTy 5 Iy, O6patu-
TeCb K cneuudukaLm ycTponcTaa.

[nuHa Ethernet kabens, ncnonbayeMoro Anst NOAKKYEHUS CeTe-
BbIX YCTPOWCTB He Ao/mkHa npesbiwatb 100 MeTpoB.

BAXHO!

Y HEKOTOPbIX 6eCNPOBOAHBIX afanTepPOB MOTYT BO3HUKHYTH NpPO-
61eMbl NpyY NOAKKOYEHNN K Toukam goctyna Wi-Fi 802.11ax.

Mpyn BO3HUKHOBEHWN TakoW Npobaembl y6eaUTECh, YTO Bbl UC-
nonb3yeTe ApanBep nocneaHeit Bepcuu. [ns nonydexns gpait-
BEepOB, 06HOBJ/IEHNII U NpoYert MHDOpPMaLMK NoCeTUTe caiT
Npon3BoaUTENS.

* Realtek: https://www.realtek.com

« Mediatek: https://www.mediatek.com

* Intel: https://www.intel.com/




2 Havano pa6otbi

2.1 Hactpouka poytepa

BAXHO!

* Bo u36exaHne BO3MOXHbIX MOMEX C 6ECTPOBOAHOI CBA3bHO, MpU
HaCTpoiiKe 6eCNpOBOAHOTO PoyTepa UCMoMb3yiTe NPOBOAHOE
COeAMHEHNE.

+ [lepepn HACTPOIIKON 6eCNPOBOAHOTO POYTEPa, BbINOMHUTE CRepy-
toLLMe feicTBuS:

* [lpn 3ameHe CYLLECTBYIOLLEro poyTepa, OTKIKOYUTE €ro OT CETH.

+  OTkntounTe NpoBoga/kabenu ot mogema. Ecnm Ha MogeMe ecTb
aKKyMyniTop, OTK/KOYUTE ero.

+ [lepe3arpyauTe MOLEM W KOMMbLOTEP (DEKOMEHAYETCS).

& BHUMAHUE!

* LLUHyp nuTaHWa fOMKeH BbITb MOLKHOYEH K PO3ETKE C 3a3eM-
neHvem. lMoaknoyanTe yCTPOUCTBO K BAVKANLLEN, NEerkogo-
CTYMHOWN pO3eTKeE.

* ECnM WHYp NUTaHWS HeucnpaBeH, He NbITailTeCb OTPEMOHTUPO-
BaTb €ro CaMoCTosTeNbHO. O6paTUTECH K KBANNDULMPOBAHHO-
MY TEXHUKY UK NPOAABLLY.

* He nonb3yiiTech NOBPEXAEHHbIMI CETEBbIMM LLHYPaMM, aKCec-
cyapamu 1 nepudepuitHbIMK YCTPOACTBAMM.

* He ycTaHaBnuBaiTe 3T0 YCTPOUCTBO Ha BbICOTY 6osee 2
METPOB.

* PekomeHpyeTcs UCnonb3oBaTb NPOLYKT NpK TeMnepaTtype oT
0°C po 40°C.



A. MpoBoaHOe NogKnoyeHue

MPUMEYAHUE: [1ns NnpoBOAHOIO NOAKOYEHNSt MOXHO UCMOJIb30BaTb
Nto60 (NPSIMOIA UM NEPEKPECTHbIIT) Kabenb.

[Ans HacTpoiiku 6ecnpoBOAHOro0 poyTepa Yepes NPOBOJHOE
NOAK/IoYeHHe:

1. MogknounTe poyTep K 3NeKTPUYECKON PO3ETKE U BKITHOUMUTE ero.
MoakntounTe CETEBON Kabenb OT KOMMbOTEpa K pasbemy 2,5
[6uUT/C Ha poyTepe.

ZenWiFi BD4 Outdoor

Laptop

2. Beb-uHTepdeic 3anyckaetcs aBTOMaTUYECKU NPK OTKPbITUAX
bpay3epa. Ecnn oH He 3anycTunca aBTOMaTUYECKM, BBEAUTE

http://www.asusrouter.com

3. 3apailTe naponb poyTepa Ans NpefoTBpaLLEeHNs HECAHKLIMOHK-
POBAHHOrO JOCTYyMa.

1"



B. becnpoBofHoe noagKnoYeHne

[na HacTpoiiku 6ecnpoBOZHOro poyTepa Yepes 6ecnpoBogHoe
NOAKNIOYEHNeE:
1. TloAKKOUMTE POyTEp K SNEKTPUYECKOI PO3ETKE U BKITHOUNTE €ro.

ZenWiFi BD4 Outdoor

J

Smart phone

N

Tablet

Laptop

2. MogxnrounTech K ceTu (SSID), ykazaHHOI Ha 3TUKeTKe Ha 3aj-
Heln CTopoHe poyTepa. B uensax 6esonacHocTn cmenute SSID
Ha3HaybTe Naposb.

| Vs WiFi (SSID): ~ ASUS_XX_BD4 Outdoor |

* XX oTHocuTcs K iByM nocnegHnm uudpam MAC-appeca ananasoHna 2,4 'u. Ero
MOXHO HalTW Ha 3TUKETKeE Ha 3afiHeil MaHenm poyTtepa.

3. Mocne nogxntoueHns, Beb-uHTepdeNnc 3anyckaeTcs aBTOMaTy-
Yeckw Npu OTKpPbITUM Bpay3epa. ECniv oH He 3anycTuncs aBTo-
MaTuyecky, BBeauTe http://www.asusrouter.com.

4. 3apaiiTe naponb poyTtepa 419 NpefoTBpaLLeHNs HeCaHKLMOHK-
POBaHHOro AocTyna.




NMPUMEYAHUSA:

+ TloapobHyto MHGOPMALIMIO O MOAKMOYEHUN K BECTIPOBOAHOM CETH
CMOTpUTe B pykoBoAcTee nonbsosatens asigs WLAN aganTepa.

+[Ins HacTpOiiKM NapaMeTpoB 6e30MacHOCTH CETH, 06PaTUTECH K
pasgeny 3.1.1 Hactpoiika napameTpoB 6e3onacHocTu 6ecnpoBo-
AHOIA CETU B JaHHOM PYKOBOACTBE.
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2.2  bbicTpas HacTpoiika MHTepHeT (QIS) ¢
aBToomnpefeneHnem

OYHKLMA BbICTPOI HAacTPOIiKK MHTepHeTa (QIS) noMoXxeT Bam 6bl-
CTPO HaCTPOUTb NOAK/OYEHE K MHTEpHET.

MPUMEYAHME: Mpy nepBoM NOAKMOYEHUN K MHTEPHET HaXXMUTE Ha
pOyTepe KHOMKy c6poca /1A cobpoca poyTepa K 3aBOLACKMM HAaCTPOiKam
M0 YMONYaHWIo.

[na ucnonb3sosaHua QIS ¢ aBTOMaTUYECKUM OnpeAeneHneM:

1. 3anyctuTe 6paysep. Bbl 6yaeTe nepeHanpaBieHbl B MacTep Ha-
CTpOViKM (BbicTpas HacTponka MHTEpHET). B poTUBHOM Cnyyae

BPY4YHYHO BBEAUTE httpi[{ www.asusrouter.com.

2. PoyTep nogaepXuBaer cnefyrolme Tunbl NogKIOYeHns: Au-
Hamunyeckuii IP, PPPoE, PPTP, L2TP. Beeaunte Heo6xoanmyto
MHbOPMaLMIO AN1S BALErO TUMA NOAKOYEHNS.

BAXXHO! Heobxoanmyto MHDOpMaLMIO O BalleM MOAKYEHUN K
WHTEPHETY y3HalTe y Ballero npoBaiaepa.

NMPUMEYAHUA:

+ ABTOMaTMYECKOE OnpefeneHe TUna NogKIYEHUS UMEET MECTO
Mpu NepBoit HaCTpOKe poyTepa UK nocsne cpoca poyTepa K Ha-
CTPOWKaM M0 YMO/YaHMIO.

+ Ecnm QIS He MOXeT onpefenuTb TUN NOAKNHYEHUs K UHTEpHET,
Ha)XMuTe HacTpPOMKM BPYUHYIO W BPYYHYHO CKOH(UIypUpyiTe TUM
MOJKJTHOYEHNS.

3. HasHaubTe ums cety (SSID) n kntoy 6e3onacHoCTM Anst 6ecrnpo-
BoaHoro nogkntoyenns WiFi 7. Korga 3akoHUYnUTe, HaXXMUTE
MpumeHuTD.

4. Ha ctpaHuue KoHdurypauus Bxoga B cucTeMy U3MeHUTe Na-
pofb PoyTepa, ANA NPeAoTBpaLLeHNs HeCaHKLMOHUPOBAHHOMO
AocTyna.



MPUMEYAHUE: Nmsa nonbsosatens u naponb A4S BXOAA B poyTep
oTnyatoTes ot uMenu cetv Wi-Fi 7 (SSID) m kntoya 6e3onacHocTy. Mms
nosnb30BaTeNs v Naposb NO3BONAKOT BONTYU B BE6-UHTEPDEIIC poyTepa
ANst KOHbUMrypaLmu napaMeTpoB 6ecrnpoBogHOro poytepa. ms cetu
Wi-Fi 7 (SSID) u kntoy 6e3onacHocTv no3sonisitoT ycTpoicteam Wi-Fi
noakoYaTbes K Bawen cetn Wi-Fi 7.

15



2.3 ToaknioyeHue K 6ecnpoBOAHON CETH

Mocne HacTpoiiKn 6ecnpoBogHOro poytepa Yepes QIS k 6ecnpoBo-
AHOWN CETU MOXHO NOAK/HOUYMTD KOMMbIOTEP M ApYrie YCTPOCTBA.
[Onsa noaKnioyeHus K Ballel CeTH BbINOIHUTE CNeayioLuee:

1. [lns npocmoTpa fOCTYNHbIX 6ECIPOBOAHbIX CETEN LLENKHUTE MO
nkoHke cetvt lll B 06nacTv yBeAOMNEHNHN.

2. Bbi6epuTe 6eCnpoBOAHYHO CETb, K KOTOPOW Bbl XXe/aeTe NOAKIH0-
YUTBLCA U HAXXMUTE MOAKNIOUNTD.

3. MMpw gocTyne K 6e30MacHoO 6eCnpoBOAHON CETW BBEAUTE NApOSib
WNN CeTEBOM KoY U HaxXmuTe OK.

4. [loxanTecb NOAK/HOYEHNS KOMMbHOTEPA K 6ECNIPOBOAHO CETM.
NkoHka Bl oTobpaXkaeT COCTOSIHME NOAK/THOYEHUS Y MOLLHOCTb
CWUrHana npoBOAHOrO UMK GECMNPOBOAHOrO NOAKMOYEHNS.

NMPUMEYAHUA:

* [loapobHyto HbOpMaLMIO NO HaCTPOMKe 6ECNPOBOAHOM CETU
CMOTpUTE B CeaytoLLen rnase.

+ [ogpo6Hyto MHDOPMaLMIO NO NOAKITHOYEHNIO YCTPOWCTBA K
6ecnpoBOAHON CETU CMOTPUTE B PYKOBOACTBE NOSIb30BaTENS
YCTpOWCTBA.



3 KoHdurypaums obwmxm AONONHKU-
TeNbHbIX NapaMeTpoB

3.1 Bxop B Be6-uHTEpeitC

[laHHbIN 6eCpOBOAHON POYTEP UMEET MHTYUTUBHO NMOHATHBIN rpa-
duyeckunit nHTepdeic nonb3osatens (GUI), 4To no3BonseT nerko
CKOH(UIypupoBaTb ero GyHKLMM Yyepes 6pay3ep, Hanpumep Internet
Explorer, Firefox, Safari unu Google Chrome.

MPUMEYAHUE: OyHKLMM MOTYT U3MEHATLCS B 3aBUCUMOCTM OT Bep-
CUM NPOLLMBKM.

[ns Bxoaa B Be6-uHTepdeiic:

1. B 6pay3epe BBeauTe afpec poyTepa No YMOIYaHHIO:
http://www.asusrouter.com.

2. Ha cTpaHuue Bxoga BBeguTe MMA NONb30BaTeNA U Mapob,
KOTOpbI/ Bbl YCTaHOBWUAM B pa3fene 2.2. bbicTpas HacTpoitka
WntepHeT (QIS) ¢ aBTOONpEAENneHneM.

3. Tenepb MOXHO UCMONb30BaTb BeG-MHTepENiC ansa KoHUrypa-
LMK pasNnyHbIX NapamMeTpoB poyTepa.
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QIS -
BbicTpas
HacTpoMka
WHTepHet

MeHio
HaBUrayum

BepxHue KHOMKK

Wndopmavums

System Status

Py

Security
£ WPA2/WPA3-

Personal @

* A306paXKeHIs NpeiHasHaueHbl TONbKO 415 CPaBK.

NMPUMEYAHME: Mpu BXoAe B Beb-MHTEphENC B NepBbIi pa3 aBToOMa-
TUYECKM NOSIBUTCS CTpaHMLa 6bicTpoil HacTpoiku MHTepHeT (QIS).




3.1.1 HactpoiikanapameTpoB 6e30nacHoCTV 6ecnpoBOJHOIMA
ceTu

s sawmbl 6ECI'IDOBOLI,HOI7I CETUN OT HECAHKLNOHMUPOBAHHOIO A0-
CTyna, HGO6X0,D,MMO HaCTpPOUTb NapaMeTpbl 6e30MacHOCTM.

[ns HacTpPOMKM NapamMeTpoB 6e30MacHoCTH:
1. B MeHto HaBurauum Bbibepute O6Lyue > Kapra ceTu.

2. BblbepuTe CeTb, U Bbl CMOXETE HaCTPOUTL NapameTpbl 6e3onac-
HOCTU 6eCcnpoBOAHOI ceTu, Hanpumep SSID, ypoBeHb 6e3onac-
HOCTMW 1 napaMeTpbl WKPpoBaHUS.

MPUMEYAHUE: MoXHO HAacTpOMTb napaMeTpbl 6€30MacHOCTU Ais
AnanasoHoB 2,4 My mn 51Ty,

HacTpoiikn 6e3onacHocT 2,4 My n 5 My,

Main Network

Network

General

WiFi7 Mode

Network

ZenWiFi

WiFi Band

3. B none Network Name (SSID) BBeguTe yHUKanbHoe Ums ans
BaLLei 6ecnpoBOAHON CETU.

4. B Bbinagatowem cnucke WEP-mppoBaHme BbiGepuTe MeTOL,
WwndpoBaHus Ans 6eCnpoBOAHON CETU.
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BAXKHO! Ctangapt IEEE 802.11n/ac/ax He NOALEPXKMNBAET BbICOKO-
cKopocTHoro coepuHenns ¢ WEP nnm WPA-TKIP kntoyom. Ecnm Bbl
“cnonb3ayeTe 3TM MeTOAbI WN(POBaHMSA, CKOPOCTb NEpPefaym AaHHbIX
cHuautes go |IEEE 802.11g 54Mbps.

5. Beepgute kop 6€30MacHOCTH.
6. Korga 3akoHuuTe, HaKMuTe NPUMEHUTD.

3.1.2 YnpaBneHue ceTeBbIMU KTMEHTAMK

Client status

Intemet status:
Connected Online Wired (1)
WAN IP: 192.168.123.154
DDNS: GO
AR2281415-NB

@ 192.168.58.155

B9:E0:4C: 71:F8:99

Refresh

[nga ynpaBneHus ceTeBbIMMU KIMEHTaMMU:
1. B MeHto HaBurauum Bbibepute O6uyme > Kapra ceTu.

2. Ha akpaHe KapTa CeTH, BblbepuTe UKOHKY COCTOSIHUE KIMEHTa
AN 0TO6paXKeHMs MHQOPMaLMK O CETEBbIX K/IMEHTAX.

3. [ns 6NOKMPOBAHMA KNWUEHTA, BbIGEpUTE KIIMEHTA U HAXMUTE
Block.
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3.2 ApanTtuBHas QoS

3.2.1 Ynpaenenue QoS (KauecTBO 06CNYKMBaHMS)

KayecTBo o6cnyxusaHus (QoS) no3sonseT BaM yCTaHOBUTb NPHO-
PUTET M yNIPaBIATL CETEBLIM TPAhUKOM.

Qo' - Qo§ to configuration

Quality of Service (Q0S) ensures bandwidih for prioritized tasks and applications.

Onsa yCTaHOBKMU NMPUOpPUTETA BbINOJIHUTE Chepytollee:

1.
2.

B MeHto HaBuraumm Bbi6epuTe 06wme > AgantueHas QoS > QoS.

HaxxmuTe ON ansa BktodeHus QoS. 3anonHuTe nosst BXOASALLEN
W UCXOASLLEN CKOPOCTH.

MPUMEYAHUE: ViHbopMaLmio 0 LUMpUHE KaHana MOXHO MONyYnTb y
BaLuero nposaiigepa (ISP).

HaxxmuTe MpUMeHnTb.

MPUMEYAHUE: Cnncok nosib30BaTelbCKUX NpaBus NpeaHasHayeH
ANSA [OMONHUTENbHbIX HAacTpoek. Ecniv Heobxoanmo 3agaTth npuopu-
TET ANA CETEBbIX CNYXO, BbibepuTe OnpeaensiemMble nonb3oBateneM
npaeuna QoS vnnn OnpegensiemMbiil NONb30BaTeIeM NPUOPUTET B
BEpXHeM NpaBoM yry.

Ha ctpaHuue Onpepensiemble nonb3osatenemM npasuna QoS
HAXOLMTCA YETbIpe TUMa OHMAH-CNYX6 Mo yMonyaHuto: web
surf, HTTPS u file transfers. Bbi6epute Hy>xHyto cnyx6y, 3anon-
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HuTe UcxopHbiit IP unu MAC, MopT HasHayeHus, MNpoTokon,
MepepaBaembiii v Mpuoputet, 3aTeM HaxxMuTe MpUMeEHNTDb. ITa
nHdopMaLMa NosBUTCS Ha aKpaHe npasun QoS.

NMPUMEYAHUA:

+ [na BBofa ucxogHoro IP unu MAC BO3MOXHbI cregytolme
JencTeus:

a) Ykaxute IP-agpec, Hanpumep "192.168.122.1".

b) BeeauTe IP-agpeca, HaxoAALLMECS B OAHOM NMOACETU UM B 0f-
HoM IP-nyne, Hanpumep "192.168.123.*" unn "192.168.* *"

c) BBeanTe BCe afpeca Kak "*.*.* *" unu octaBbTe 3TO Nose
nycTbIM.

d) dopmat MAC-aipec COCTONT W3 LWECTM Tpynn no ABe LecT-
HagLaTepuyHbIX Lnbpbl, pasfeneHHbIX aABoeTouneM () (Ha-
npumep 12:34:56:aa:bc:ef)

* [Insi UICXORHOTO NOPTa BO3MOXHbI CieaytoLLme AeNCTBUS:
a) YkaxxuTe KOHKPETHbIiA NOpT, Hanpumep "95".

b) BeeauTe ananasoH nopTos, Hanpumep “103:315", “>100" unu
“<65535".

B cTon6ue MepepaBaeMblit cofepxutcs MHGOpPMaLMA O BXOAS-
LM M UCXOASLLEM CETEBOM TpaduKe A1 OfHOM cekumumn. B aTom
cTon6Le MOXHO YCTaHOBUTb OrpaHUyeHne ceTeBoro Tpaduka
(B KB) Ans KOHKpPeTHOW cnyx6bl. HanpuMep, ecnv iBa CeTeBbIX
knuenTa MK 1 1 MK 2 ocywiecTBnsoT Aoctyn B NHTEpHET (Yepes
nopt 80), a PC 1 npeBbicun orpaH1yeHre ceteBoro Tpamka, To
OH NONy4uT 60Nee HU3KNIA NpuopuTeT. ECiM BaM He HY)XXHO orpa-
HWYeHWe TpaduKa, OCTaBbTe NONE NYCTbIM.

5. Ha cTpaHuue OnpepensieMblit nonb3oBaTtenem npuopuTeT
MOXHO BbIBpaTb NPUOPUTET ANS CETEBbIX MPUIOXEHUIA UK
YCTPOWCTB 13 criucka OnpepensieMbie nonb3oBaTtesieM npaeunia
QoS. Ha ocHOBE NpropKTETa MOXETE UCMO/b30BaTb CeaytoLLMe
MeTOfbl ANS OTNPABKM NAKETOB fJaHHbIX:

* N3MeHuTb nopsAnoK OTrpaBIAEMbIX B MHTepHeT MaKeToB.



B Tabnuue CKOpocTb UCXOAALLEr0 COAUHEHUA YCTaHOBUTE
MuHuUManbHoe orpaHMyeHue WKpUHbI KaHana 1 Makcumans-
HOe OrpaHMyeHue WMPUHbI KaHana 19 HECKOSIbKNX CETEBbIX
NPUNOXEHWI C pasHbIM npuopuTeToM. Mcxogsalasa wupuHa
KaHana 4191 CETeBbIX NPUIOXEHNN 0TOOPAXKAETCA B MPOLIEHTaX.

NMPUMEYHAHUA:

Hu3konpuopuTeTHble NakeTbl UTHOPUPYOTCA A1 06ecneyeHus
nepeaayn BbICOKOMPUOPUTETHBIX NAKETOB.

B Tabnuue CKopocTb BXOAALLEro COeAUHEHNs ycTaHoBUTe Mak-
CMManbHOe OrpaHUyYeHne WNPUHbI KaHana /19 CeTeBbIX Npu-
NIOXEHUI B COOTBETCTBYIOLLEM MOPAAKE. BbiCOKMiA npuopuTeT
UCXOAALLMX MaKETOB BbI30BET BbICOKUA MPUOPUTET BXOAALLMX
NaKeToB.

ﬂpM OTCYTCTBUW BbICOKOMNMPUOPUTETHbIX MakeTOB COeANHEHNE [0-
CTYNHO ANA HU3KONPUOPUTETHBIX NMaKeToB.

. YcTaHoBMTE NakeTbl C HaUBbICLLUM MPUOPUTETOM. ans urp,

Hanpumep, MoxHo yctaHoBuTb ACK, SYN n ICMP B KauyectBe
MaKeToB C HaWBbICLLUM MPUOPUTETOM.

MPUMEMYAHUE: Y6eauTech, 4to QOS BK/IKOUEHO 1 3a4aHO OrpaHnyeH e
CKOPOCTU AN1S1 3arpy3Ku/CKaunmBaHus.
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3.3 AAMUHMCTPUPOBaHUE

3.3.1 Pexum pabotbl

Ha cTpaHuLe pexxum paboTbl MOXHO BblbpaTb Hanbonee Noaxoas-
LN PEXUM.

Operation Mode ~System Firmware Upgrade  Restore/Save/Upload Setting Feedback Policy

Administration - Operation Mode

odes to meet different equipments. Please select the mode that

O Wireless router mode / AiMesh Router mode (Default)
® Access Point(AP) mode / AiMesh Router in AP mode
® AiMesh Node

AiMesh Router mode is a traditional mode with AiMesh functionality, which connects to the Internet via PPPoE, DHCF, PP
TP, L2TP, or Static IP and shares the wireless network to LAN clients or devices. In this mode, NAT, firewall, and DHCP ser
ver are enabled by default. UPnP and Dynamic DNS are supported for SOHO and home users. Select this mode if you are
afirst-time user or you are not currently using any wirediwireless routers.

You can add AiMesh nodes to form an AiMesh WiFi system to provide extra WiFi coverage.

[ns HacTPOIiKM peXxuMa paboTbl:

1. B MeHto HaBurauum Bbi6epuTe lononHuTeNnbHble HACTPONKM >
AaMuHNCTpupoBaHKe > PeXXxum pabotbil.

2. BbibepuTe Nt060M U3 CNEAYIOLNX PEXUMOB:

* Pexxum 6ecnpoBogHoro poytepa (no ymonuaHuio): B pexxume
6ecrnpoBOLHOIO poyTepa, POyTep NOAK/OYAETCS K UHTEPHETY
W NPEAOCTaBNSET JOCTYN K UHTEPHETY ANs YCTPOWUCTB B J10-
KaNnbHOW CETMW.

* PeXxuM Touku gocTyna: B 3ToM pexxume poyTep Co34aeT HOBYHO
6eCrnpoBOAHYHO CETb.

* Y3en AiMesh: Mo)HO ycTaHOBWTb 3TOT poyTep B KayecTBe y3na
AiMesh ans paciwmpenus cywectaytowero Wi-Fi nokpbitus
AiMesh.

3. HaxmwuTe CoxpaHUTb.

MPUMEYAHUE: Mpu n3aMeHeHWUn pexxrma poyTep nepesarpysutcs.
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3.3.2 Cucrema

Ha cTpaHuue CucteMa MOXHO CKOHMUIypupoBaTb NapameTpbl
6ecnpoBOAHOro poyTepa.

[insi HacTPOIKN NapaMeTpPOB CUCTEMDbI:

1.

2.

B MeHto HaBuraumm BblbepuTe [ONONHUTENbHbIE HACTPONKK >

ApMuHNCTpUpoBaHue > Cuctema.

MOXHO CKOH(UIypUpoBaTh CleaytoLLme napamMeTpbl:

* N3meHeHue naposnd poyrepa. MOXHO U3MEHWUTb UMSA MONb30-
BaTesAd U naposb 6eCI'IPOBO,D,HOI'O poyTepa, BBEAA HOBbIE.

* MNMoeepeHune kHonku WPS: ®dunanyeckasa kHornka WPS ncnonb-
3yetca gna aktusauum WPS.

* Yacoeom nosic: BbibepuTe 4acoBO NOAC A/151 BaLLENR CETU.

* NTP-cepBep: [115 CUHXPOHWU3ALMKN BPEMEHN POYTEP MOXET
noakntoyatbes k cepeepy NTP (Network Time Protocol).

* Bkniountb Telnet: Haxmute [la ans BKIOUYEHNUs CNyXObI
Telnet. Boibepute Het gnst otkntouenns Telnet.

* MeTog ayTeHTudukaumn: MoxxHo Bbi6patb HTTP, HTTPS nnu
o6a NpoToKona Ans 6e30MacHOro LOCTyNa K poyTepy.

* Bkniountb Be6-goctyn 3 WAN: Bbibepute [la insi paspelle-
HWA [ocTyna K Beb-nHTepdeincy poyTepa 13 HTepHeT. Bbibe-
pute No 4515 npefoTBpaLLeHns 4ocTyna.

+ PaspewuTb ToNbKO onpegeneHHblit IP: Bbibepute [a, ecnu
HY)XHO 3agaTb IP-afipeca yCTpOCTB, KOTOPbIM pa3peLLeH f0-
CTyn K Be6-uHTEpdelicy poytepa n3 WAN.

HaxxmuTe MpUMeHUTD.
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3.3.3 06HOBNEHME NPOLUNBKM

MPUMEYAHUE: CkavainTe nocnefHO BEPCUIO NPOLUMBKU C caiTa

ASUS https://www.asus.com.

na 06HOBNEHNS NPOLUMBKY:

1. B MeHI0 HaBuraLum BbiGepute [ononHUTeNbHbIE HACTPONKHK >
AaMuHUCTpUpOBaHUe > O6HOBNEHNE NPOLUMBKH.

2. B none Firmware Version Haxmute Check gns HaxoxpeHus
3arpyxeHHoro danna.

3. HaxmwuTe 3arpysuTb.

NMPUMEYAHUA:

+ Tocne 3aBepLIEHNS 0BHOBNEHNUS [OXAUTECH Nepe3arpysku
CUCTEMDI.

* [lpy owm6Ke BO Bpemsi 0BHOBIIEHNS 6ECNPOBOLHON POyTEP Mepexo-
[T B aBapUMHbIA PEXWUM W MHAMKATOP MUTaHWUA Ha NepesHen naHe-
NN MefIEHHO muraeT. Mogpo6Hyto HGOPMaLMIO 0 BOCCTaHOBIE-
HUM CUCTEMbI CMOTpUTE B pasgene 4.2 BoccTaHOBEHNE NPOLLUMBKY.

3.3.4 BoccraHoBeHNe/coxpaHeHne/3arpy3Ka HacTpoeK

[ins BocCTaHOBNEHUA/COXpaHeHus/copoca napameTpoB:

1. B MeHt0 HaBuraumm BbibepuTe [ONONHNUTENBHbIE HACTPONKK >
ApmuHucTpupoBaHue > BocctaHoBUTL/CoXpaHNTb/3arpysuTb
HaCTPOWKM.

2. Bbibepute 3agauy:

* [1na BOCCTAHOBNEHMSI HACTPOEK MO YMOMYAHUKO HAaXMUTE
BoccTaHoBuTb, 3aTeM OK 151 NOATBEPXAEHMS.

« [Ins coxpaHeHus TeKyLMX HACTPoeK Haxxmute CoXpaHUTb
HACTPOIKM, YKaXMTE Nanky Kyaa Hy)XHO COXpaHWUTb (baiin
HaXXMuTe COXPaHMTb.

+ [1nS1 BOCCTAHOB/IEHMS COXPaHEHHbIX HACTPOEK HaxmuTe 0630p
ANs HAXOXeHUA (aitna HaCTPOEK, 3aTeM HaXXMUTE OTKPbITD.

BAXXHO! B cnyyae BO3HWUKHOBEHWS Npo6eM, 3arpy3uTe NOCIeLHIOH
BEPCHIO NPOLLMBKM 1 CKOHDUIypUpyiiTe HOBble NapameTpbl. He copa-
CblBaiTe poyTep K HAaCTPOMKaM Mo yMOYaHUIO.



3.4 AiProtection

AiProtection obecneunBaeT MOHUTOPUHT B PEXMME PeanbHOro
BPeMeHM 51 06HapYXXeHMst BPeAOHOCHOTO MPOrpaMMHOro obecre-
yeHusi. TakxKe BO3MOXHA QUNbTPaLMA HeXenaTesbHbIX CaliToB W
MPUNOXKEHNIA N YCTaHOBKA BPEMEHM JOCTYNa K UHTEPHETY.

3.4.1 CeteBaf 3awura

CeTeBas 3alumTa obecrneymBaeT 3almnTy CETU OT HECaHKLMOHNPO-
BaHHOIo A0CTYyna.

AiProtection

Network Protection with Trend Micro protects against network

exploils to secure your network from unwanted access.
D) I NETwox
[‘ AiProtection FAQ
\ 3

Enabled AiProtection

Router Security Assessment 1

Danger

Alert Preference
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KoH¢mrypaums ceTeBoi 3aLuThl

Ins KoHbUrypaLmm ceTeBoN 3alLMThb:

1. B MeHto HaBuraumm BbibepuTe 06wime > AiProtection.

2. HarnasHoit cTpaHuLe AiProtection HaxxmuTe CeTeBas 3awuTa.
3. Ha Bknagke CeTeBas 3awuta Haxxmute CKaHMpoBaTb.

Mocne 3aBepLUEHUS CKAHUPOBAHHUSA YTUAUTA OTOBPA3UT Pesy/ib-
TaTbl Ha CTpaHuLe OLeHKa 6e30MacHOCTH poyTepa.

Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

Wireless encryption enabled -

WPS Disabled -

UPNP service disabled -

Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protaction enabled -

Infected Device Prevention and Blocking -

BAXHO!Tons, nomeyeHHble Kak [la, Ha cTpaHuue OueHka 6e3onac-
HOCTM poyTepa 03HayatT 6e30MacHo. MyHKTbI, NOMEYEHHbIE Kak
Het, Cna6o nnu O4yeHb cnabo pekoMeHayeTcsi CKOHOUIypUpoBaTh
COOTBETCTBYHLLMM 06pa3oM.

4. (OononHuTenbHo) Ha ctpaHuLe OLieHKa 6e3onacHoCTH poyTepa
BPYYHYH CKOHDUIYpUPYWTe NYHKTbI, TOMeyeHHble kak HeT, Cna-
60 nnu OyeHb cnabo. [1ns aToro:

a. LLlenkHuTe No anemeHTy.

MPUMEYAHMUE: MNpwu wenyke no aNemMeHTy OTKPOETCH CTpaHuLa ero
HacTpoeK.

b.Ha CTpaHULE HaCTpPoeK 6€30MacHOCTY 3/1EMEHTa BHeCuTe
HE0b6XO4MMble U3MEHEHUS U HAXKMUTE anMEHVITb.



C. BepHuTech Ha cTpaHuuy OueHKa 6e3onacHocTu poyTepa
HaXXMWTe 3aKpbITb [/151 3aKPbITUS CTPAHNLbI.

5. [ns KoHbUrypauum HacTpoek 6e30nacHOCTM aBTOMATUYECKH
HaXXMUTE 3aLLUTUTD poyTep.

6. MNpu nosiBneHnn noareepxaeHns Haxmute OK.

BnokupoBKa Bpe,OHOCHbIX CalToB

9Ta QyHKUMA OrpaHMyMBaEeT LOCTYN K N3BECTHbIM BPEAOHOCHbBIM
cainTtaM, Lo6aBeHHbIX B 6a3y JaHHbIX.

MPUMEYAHUE: STa hyHKLMA BKIKOYAETCA aBTOMATUYECKM NPY 3any-
cke CkaHupoBaHue poyTepa.

[ns BKNIOYEHNS 6I0KMPOBKN BPELOHOCHDIX CalTOB:

1. B MeHto HaBurauum Bbibepute 06wiue > AiProtection.

2. HarnasHoit cTpaHuue AiProtection HaxxmuTe CeTeBas 3awuTa.
3. B naHenv bnokupoBka BpefOHOCHBIX cailToB HaxxmuTe BKJI.

DsycTopoHHss IPS

[BycTopoHHas IPS (cucTema npeaoTBpalleHus aTak) 3aluuiiaeT
POYTEP OT CETEBbIX aTaK, 6/I0KMPYSA BPEAOHOCHbIE BXOAALLIME NAKETb
1 06HapYXXWBas NOA03pUTENbHbIE UCXOAALLME NAKETbI.

MPUMEYAHUE: 3Ta hyHKLMA BKNOYAETCS aBTOMATUYECKM NpU 3any-
cke CKkaHupoBaHue poyTepa.

Ins BKnoyeHns aByxcTopoHHero IPS:

1. B MeHto HaBurauum Bbibepute 06Luue > AiProtection.

2. HarnasHoii cTpaHuue AiProtection HaxxmuTe CeTeBas 3awura.
3. B naHenu [iByctopoHHsis IPS HaxxmuTe BKJI.

MpodunakTvKa U 6/10KMPOBKa 3apaXKeHHbIX YCTPOIHCTB
OTa QyHKUMA NpesoTBpaLLaeT 3apaxeHue YCTPONCTB Npy 06MeHe
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nepcoHanbHoM MHhopMaLMei C BHELLIHE CTOPOHOM.

NMPUMEYAHME: 31a hyHKLMA BKNIOYAETCA aBTOMaTUYECKM NpU 3any-
cke CkaHupoBaHue poyTepa.

Ona BKnoyeHns NpodUNAKTUKN U 6NIOKMPOBKM 3apaXKeHHOro
YCTpOWCTBa:

1. B MeHto HaBuraumm BbibepuTe 06wiue > AiProtection.
2. HarnasHoit cTpaHuue AiProtection HaxxmuTe CeTeBas 3alyuTa.

3. BnanenuMpodunakTika u 6n10KMpoOBKa 3apaXKeHHbIX YCTPOICTB
HaxxmuTe BKJ1.

[ns KoHdUrypaLum npeanoYMTaemMblx ONoBeLLEHHUI:

1. Bnanenv MpodunakTuka n 610KMpoBKa 3apaXkeHHbIX yCTPOHCTB
HaxxmuTe MpesnoynTaemble ONOBELLEHUS.

2. Bblbepute unu BBeaMTE NpoBangepa 31eKTPOHHOM NOYTbI,
YYETHYHO 3aNnUCb 9NEKTPOHHO NOYTbI M NApPOSib, 3aTEM HAXMUTE
MpumeHuTs.



3.4.2 Hactpoika PoauTenbcKoro KOHTpPons

PoanTeNnbCKuiA KOHTPONIb NO3BONISIET KOHTPONIMPOBATb BpeMst
AOCTYNa K WHTEPHETY WK OrpaHUYMBaTb BPEMS UCMOb30BaHNA
WHTEpHeTa.

[insi nepexoa Ha rnaBHyH CTPaHULY POANTENbCKOTO KOHTPOSIS:
B MeHto HaBuraumm BbibepuTe 06w mue > PoguTenbCKuil KOHTPOSb.

Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use

web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
‘ ' control. The client name can be modified in network map client list.
N 2. Check the unwanted content categories

3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Web & Apps Filters

®unbTpbl NS Be6 M NPUNOXKEHHUI

®unbTpbl ANs BEG U NPUNOXKEHUI - PYHKLMA PORUTENBCKOrO KOH-
TPONS, KOTOPasi NO3BONSET 6/I0KMPOBATH [OCTYM K HEXeNaTebHbIM
CaiiToB NN NPUNOXKEHUAM.

[ns KoHMrypauum GpunsTPoB NS Be6 M NPUIIOXKEHNIA:
1. BMeHto HaBurauuv Bbi6epuTe 06wwme > PoautenbcKuit KOHTPOb.
2. B naHenv ®unbTpbl ans Be6 n npunoxxeHnin Haxxmute BKJI.

3. lNpn NoABNEHUN NNLEH3UOHHOIO COrnalleHns Haxmurte A
cornaceH.

4. B cTon6Lie CNMCOK KTMEHTOB Bbi6EPUTE UMY BBEAUTE UMS KIW-
€HTa 13 BblNajatoLLEero CrucKa.

5. BcTon6ue Copepxnmoe BbiGepUTE GUILTPbI U3 YETbIPEX OCHOB-
HbIX KaTeropwii: Bapocnbiit, MrHoBeHHble COO6LL,EHNSA U CBAA3b,
P2P u nepepaya tainos v lMoTokoBoe BeLL,aHKe U Pa3BNeYeHus.

6. HaxmuTe @ ans gobaBneHns KNMeHTCKoro npopuns.
7. HaxxmuTe MpuMeHUTb /19 COXpaHEHMA HaCTPOeK.
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Parental Controls - Web & Apps Filters
Web & Apps Fillers allows you to block access fo unwanted websiles and apps. To use
web & apps Filters:

1. In the [Clients Name] colurmn, select the client whose network usage you want to
control. The client name can be modified in nefwork map client list.

2. Check the unwanted content categories

3. Click the plus (+) icon fo add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Wb & Apps Filters

Client List (Max Limit : 64)

] ent Name (MAC Addre

W instant Message and Communication




PacnucaHue

PacnucaHve nossonser YCTaHOBUTb OrpaHU4YeHNE BPEMEHU A4
MCMoJ1b30BaHUA CETU KITMEHTOM.

MPUMEMYAHUE: Y6eauTeCh, YTO CUCTEMHOE BPEMS CHXPOHU3MPOBAHO
¢ NTP-cepsepom.

Parental Controls - Time Scheduling

By enabling Block All Devices, all of the connected devices will be blocked from Intemet access.
Enable block all devices
This feature allows you to set up a scheduled time for specific devices' Internet access.
— 1. In [Client Name] column, select a device you would like to manage. You can also
‘ manually key in MAC address in this column
& 2. In the [Add / Delete] column, click the plus(+) icon to add the client.
3. In [Time Management] column, click the edit icon to set a schedule.
4. Click [Apply] to save the configurations.

Enable Time Scheduling ON

System Time Thy, Sep 21 12:34:41 2023

Client List (Max Limit : 64)

select allw Client Name (MAC Address) ime ent Add / Delete

S ®

No data in table

Apply

[na KoHdurypauum pacnucaHms:

1.

B mMeHto HaBurawuuy BoibepuTe O6Lme > PoguTenbCKuit KOHTPONb
> PacnucaHue.

B nanenu Pacnucanue Haxxmute BKJ.

B CTO}'I6LI,e MmMsa knueHTa BBEAUTE UK Bbl6epVITe MMA KITNEHTa
13 BbinaAaroLlero Crnmcka.

MPUMEYAHUE: Takxxe MoxHo BBecT MAC-afjpec KnueHTa B nosne
MAC-agpec knueHTa. Y6eamTech, YTO UMS KIMEHTA HE COAEPXMUT
crieyyanbHbIX CUMBOIOB MM NPO6ENOB, MOCKOMbKY 3TO MOXET Bbl-
3BaTb COOI B paboTe poyTepa.

4. Haxmute B ansa no6aBneHns KIMEHTCKoro npoduns.

HaxxmuTe MNpUMeHNTb NS COXpaHeHWsi HaCTPOEK.
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3.5 bpanamayap

PoyTep MOXeT (GYHKLMOHWPOBATL B KayecTBe amnnapaTHOro
bpaHamayapa.

MPUMEYAHWUE: bpaHamayap BKIIOYEH MO YMONYAHUIO.

3.5.1 O6uwpme

Firewall

General
Enable the firewall to protect your local area network against attacks from hackers. The firewall fiters the incoming and outgaing
packets based on the filter rules.
DoS Protection FAQ
Enable Firewall Oves ®ho

Enable DoS protection O Yes @ ho

Legged packets type None v

Respond ICMP Echo (ping) Request from
AN

®ves ONo
Basie Config
Enable [Pv4 inbound firewall niles ®ves Ono

Inbound Firewall Rules (Max Limit : 128}

Source IP Part Range Protocol

TF v @

No data in table.
IPvE Firewall

Al outhound trarfic coming from IPvE hosts on your LAN is allowed. a5 well as related inbound traffic. Any other inbound traffic
must be specifically allowed here.

You can leave the remate [P biank to allow traffic from any remote host. A subnet ean also be specified.
(2001:1111:2222:3333/64 for example)

Oves ®ho
Please select v
Inbound Firewall Rules (Max Limit : 128}
Senvice Name Remote IFICIDR Local IP Port Range Pratocal

TP

[ns HacTPOIKN NapaMeTpoB 6paHAMayapa:

1. B MeHto HaBurauuv Bbibepute JIonoNHUTENbHbIE HACTPONKM >
Bpangmayap > O6uuue.

2. B none Bkntountb 6pangmayap BbibepuTe [a.



3. B none Bkntountb 3awuty ot DoS BbibepuTe la Ansa sawuThl
BaLLeit ceTn oT DoS (0TKa3 B 06CNYXMBaHWM) aTaK. ITO MOXET
MOB/MATb Ha MPOU3BOLMUTENBHOCTb POyTEpa.

4. MoxHo TaKxe oTcnexusatb naketbl Mexay LAN n WAN. B none
Tun perucTpupyembix nakeToB BbibepuTe OT6poLLIEHHbIe, Mpu-
HATble v 06a.

5. HaxmuTe MpumeHuTb.

3.5.2 ®unbtp URL

MO>XXHO 3anpeTuTb AOCTYN K onpefeneHHbiM URL-agpecam, 4o6aBuB
X B UAbTP.

MPUMEYAHUE: ®unbTp URL dyHKLMOHMPYET Ha OCHOBE 3ampoca
DNS. Ecnvt ceTeBOM KNMEHT yXKe noceLan cant, Hanpumep http://www.
abcxxx.com, To cailT 3a610kupoBaH He 6yzeT ( DNS-Kal coxpaHsieT
paHee NoceLLeHHbIe CaiiTbl). [ns peLleHuns 3ToM NpoBaeMbl OUUCTUTE
DNS-kaww nepep, ycraHoBkon Gunbtpa URL.

Firewall - URL Filter

Key in the keywords for the sites that you want to block.
For example, enter "XXX" in the list The URL filter will block the http:/Avww.abcXXX com, http://www XXXbbb com and so on.

Basic Config

Enable URL Fiter ® Enabied O Disabled
Filter table type Deny List ~

URL Filter List: (Max Limit : 64)

URL Filter List: Add/ Delete

®

Ona HacTpoiku ¢unbTpa URL:

1. B MeHto HaBurauumv Bbi6epuTe JlononHuTeNbHble HACTPONKK >
Bpanamayap > ®unbtp URL.

2. B none Enable URL Filter BbibepuTe Enabled.
3. Beegute URL n HaxxmuTe [€] .
4. Haxmute MpuMeHUTD.
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3.5.3 ®unbTp KnoyeBbIX CNOB

OunbTp KNKOYEBbIX CIOB 6IIOKMPYET JOCTYN K CTpaHMLaM, Coaep-
XaLLWM 3aiaHHble K/HYeBbIe CNOBa.

Firewall - Keyword Filter

Keyword Fitter allows you to block the clients' access to webpages containing the specified keywords.

Limitations of the filtering function -

1. Compressed webpages that use HTTP compression technology cannot be filtered. See here for more details.
2. Hitps webpages cannot be filtered.

Basic Config
Enable Keyword Filter ® tnabled O Disabled

Keyword Filter List (Max Limit : 64)

Keyword Filter List Add / Delete

®

s HacTpoiiKn GpUNbTpa KNoYeBbIX CNOB:

1. B MeHI0 HaBuraLum BbiGepuTe [oNoNHUTENbHbIE HACTPONKHK >
BpaHpamayap > QUNbTP KNoYEBbIX CIOB.

2. B none Enable Keyword Filter Bbi6epuTe Enabled.
3. BBeauTe cnoBo unm pasy u HaxmuTe [lo6aBuTb.
4. Haxmute MpUMeHUTD.

NMPUMEYAHUA:

«  OunbTp KNtOYEBbIX CNOB QYHKLIMOHMPYET Ha OCHOBE 3amnpoca
DNS. Ecnu ceTeBOM KNIWEHT YXKe MoceLlan canT, Hanpumep http://
www.abcxxx.com, To caitT 3a6i0kupoBaH He 6yaeT ( DNS-kaww co-
XpaHsIeT paHee NOCELLEHHbIe CaiTbl). [Lns peLleHuns aToil npobne-
Mbl ouncTuTe DNS-KaL nepep yCTaHOBKON GUALTPA KNOYeBbIX
CNoB.

*+ Cxartble Be6-CTpaHuLbl He MOryT 6bITb 0TGUNLTPOBaHbI. CTpa-
HULbI, 3arpy)aemMbie no npotokony HTTPS, He MOryT 6bITb
3ab610KMPOBaHbI.



3.5.4 ®unbTp ceTeBbIX CNYX6

OunbTp ceTeBbIX CNYXO NO3BONAET OFPAHNYMUTD LOCTYN K KOHKPET-
HbIM Be6-cnyx6am, Hanpumep Telnet unn FTP.

Firewall - Network Services Filter

The Network Services filter blocks the LAN to WAN packet exchanges and restricts devices from using specific network services.
For example, if you do not want the device to use the Intemet service, key in 80 in the destination port. The traffic that uses port
80 will be blocked (but hitps can not be blocked).

Leave the source IP field blank to apply this rule to all LAN devices

Deny List Duration : During the scheduled duration, clients in the Deny List cannot use the specified network services. After the
specified duration, all the clients in LAN can access the specified network services.

Allow List Duration : During the scheduled duration, clients in the Allow List can ONLY use the specified network

e subnet for the Allow List, IP a side the subnet will not be able to ac: the Internet or any

Enable Network Services Fiter ®ves Ono

Filter table type peny List v

Well-Known Appiications user pefined v

Date to Enable LAN to WAN Filter ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri
Time of Day to Enable LAN to WAN Filter

Date to Enable LAN to WAN Filter

Time of Day to Enable LAN to WAN Filter

Filtered ICMP packet types

Network Services Filter Table (Max Limit : 32)

Source IP Port Range Destination IP Port Range Protocol Add/ Delete

[ns HacTpoinKmn GpunbTpa ceTeBbIX CNYKO:

1.

2.
3.

B MeHt0 HaBurauu Bbi6epuTe [lONONHUTENbHbIE HACTPOIKM >
BpaHamayap > QunbTp ceTeBbIX CNyX6.

B none Bkntountb GunbTp ceTeBbIx Cyx6 BbiGepuTe [a.

Bbibepute pexxum GunbTpa. YepHbii cnMcok 6110KMPYeT yKasaH-
Hble ceTeBble CNyXObl. Benbliii CNMCOK paspeLuaeT A0CTYM TOMbKO
K YKa3aHHbIM CETEBbIM Cy)X6aM.

4. YkaxuTe fieHb 1 BpeMs paboTbl hUbTpa.

Beegute ncxogHbiit IP-agpec, ueneson IP-agpec, AmanasoH nop-
TOB U NMPOTOKOJ1. HaXmuTe KHOMKY [E].

HaxxmuTe MpUMeHnTb.
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3.6 [IPv6

[laHHbI poyTep nogaepxuBaet agpecaumto IPv6, nogaepxusa-
toLLYHO 60Mblee KONMMYecTBO IP-afpecoB. ITOT CTaHAApT elle He
MOAYYMA LWMPOKOrO pacnpocTpaHeHus. MHdopmaLmio o NogAepxKe
IPv6 MOXHO y3HaTb Y BaLlero nposangepa.

IPv6

Configure the IPV6 Intemet seffing.
IPV6 FAQ

Basic Config

Connection type pisable

Ona HacTpoKku IPv6:

1.

B mMeHt0 HaBuraumm BbibepuTe [lONONHUTENbHbIE HACTPOIKK >
IPvé.

BbiGepuTe Tun nogxntoueHus. MapameTpbl OTNNYAOTCS B 3aBU-
CMMOCTM OT TUMa BbIGPAHHOrO NOAK/KOYEHNS.

BeeauTe napametpbl IPv6 n DNS.

4. Haxmwute MNpUMeHUTD.

MPUMEYAHME: KoHKpeTHyt0 MHbopmaumto no IPv6 MOXHO y3HaTb y
BaLLlero nposaigepa.




3.7 JlokanbHad ceTb

371 LANIP
Ha akpaHe LAN IP MOxHO n3MeHuTb HacTponku LAN IP poyTepa.

NPUMEYAHUE: JTio6bie nameHerus LAN IP noBnmMsIOT Ha HAaCTPOIiKK
DHCP.

LAN -LAN IP
Configure the LAN setting of ASUS Router.

Host Name ASUS Router

ASUS Router's Domain Name

1P Address 192.168.50.1

Subnet Mask 255.255.255.0

Apply

[nsa nsmeHenus napametpos LAN IP:

1. B MeHI0 HaBuraLum BbibepuTe [lononHUTeNbHbIe HACTPONKHU >
LAN > LANIP.

2. WsmenuTe IP-appec v MacKy nopaceTy.
3. Korpa 3akoHuuTe, HaXMuTe MPUMEHUTD.
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3.7.2 DHCP-cepBep

PoyTtep ncnonb3yer DHCP ans aBTOMaTU4yecKoro HasHayeHus
|P-afipecoB ceTeBbIM KNMEHTaM. Bbl MOXETE Ha3HauMTb AnanasoH
|P-appecoB v Bpems apeHfbl.

LAN - DHCP Server

ks. The DHCP.
y IP. ASUS Router

suj
Manually Assigned IP around the DHCP list FAQ

Basic Config
Enable the DHCP Server O Yes ®No
ASUS Router’s Domain Name

192.168.50.2
IP Pool Ending Address 192.168.50. 254
Lease time 56400
Default Gateway
DNS and WINS Server Setting
DNS Server 1
DNS Server 2

Advertise router’s IP in addition t0 user-
speciied DNS

WINS Server

[Ty e —

Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add /
Chent Name (MAC Address) IP Address DNS Server (Optional)  Host Name (Optional)

Delete

(C)

Ons koHdurypaumm DHCP cepsepa:

1. B MeHto HaBurauum Bbi6epuTe JlononHuTeNbHble HACTPONKK >
Bpangmayap > DHCP-cepsep.

2. B none Bkntountb DHCP cepeep BbiGepuTe [a.

3. Bnone Mms soMeHa BBeAMTE LJOMEHHOE UMS A/151 GECMPOBOAHO-
ro poytepa.

4. B none HayanbHblit agpec nyna BBeauTe HavanbHbIN IP-agpec.



5. B none KoHeyHbIn appec nyna BBeAMTE KOHeYHbIN IP-agpec.

6. B none Bpems apeHpbl BBeauTe BpeMs apeHpl IP-agpeca. 1o
ncteyeHun spemenun, DHCP cepsep HasHauuT HOBbIN IP-agpec.

NMPUMEYAHUSA:

+ PekomeHnpyetcs ucnonb3osathb IP-agpec B popmarte: 192.168.50.
XXX (re XXX MOXET 6bITb IH06bIM YNAC/IOM B AManas3oHe OT 2 A0
254).

HavyanbHbii IP-agpec nyna He AOMKeH ObiTb 60NbLIE KOHEYHOrO
IP-agpeca.

7. Ecnu Heobxogumo, BBeguTe IP-agpeca DNS 1 WINS cepsepoB B
pasgaene Hactpoiika DNS u WINS cepBepa.

8. PoyTep TaKxxe No3BonseT HasHauuTb IP-agpeca ceTeBbIM KNWeH-
Tam BPyYHyH0. B none BkniounTtb HasHaueHne BpyuHyLo BbibepuTe
Da onqa HasHavenus IP-agpeca ans ykasaHHoro MAC-agpeca B
cetn. 1o 32 MAC-agpecoB MOXHO 06aBuTb B cnucok DHCP
BPYYHYHO.
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3.7.3 Mapuwpyt

Ecnu B ceT MCnonb3ayeTcst HECKOMbKO POYTEPOB, MOXHO HACTPOUTD
TabnuLy MapLupyTU3aLmK.

MPUMEYAHUE: He n3meHsainTe MapLipyTbl N0 YMOYaHUIO, €CNU Bbl
He UMeeTe NpeACTaBIEHNs O MapLLpYTU3aLMK.

LAN - Route

This function allows you to add routing rules into. Itis useful if you connect several routers behind to share the same connection
to the Internet

Basic Config
Enable static routes

Static Route List (Max Limit : 32)

Network/Host IP Netmask Gateway Metric Interface Add / Delete

[ns KoHdUrypaLum TabnuLbl MapLUpyTU3aLIMK:

1.

B mMeHt0 HaBuraumm BbibepuTe [lONONHUTENbHbIE HACTPOIKK >
LAN > Mapuupyr.

2. B none BknounTb cTaTUyecKue MapLupyTbl BbibepuTe [la.

B Cnucke cTaTUYeCKUX MapLUpYTOB BBeAWTe MHGOPMaLo 0
mapLupyTe. Haxxmute [lo6aeutb [&] nnv Ypanuts [€] Ans pobas-
NEeHVA UNK yAaneHns yCTPOCTBa U3 CrinCKa.

Haxxmute MpuMeHUTb.



3.74 IPTV

BecnpoBogHoi poyTep NOAAEPXKMBAET NOAK/HOYEHNE K CNyxbe
IPTV no nokanbHOM ceTv unu yepes npoBaigepa. Ha Bknagke
IPTV MoXHO ckoHdurypuposaTtb napameTpbl IPTV, VoIP, rpynnoson

paccbiikn 1 UDP. MogpobHyto MHGOPMaLMI0 MOXHO MOMYyYuTb Y
BaLLero nposaiaepa.

LAN - IPTV
To watch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to confirm that WAN port is
assigned to primary WAN,

LAN Port

Select ISP Profile

Choaose IPTV STB Port

Special Applications

Use DHCP routes microsoft

Enable multicast routing (IGMP Proxy) Disable v

UDP Proxy (Udpxy) o
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3.8 Cetb

3.8.1 OcHoBHas ceTb - Punbtp MAC-appecos

®unbtp MAC agpecoB 6eCnpoBOAHON CETU NO3BOSIAET KOHTPOMUPO-
BaTb MaKeTbl ¢ ykadaHHbIMM MAC-agpecamu B 6eCnpOBOAHON CETH.

Network

MAIN NETWORK
Main Network
> admin

\ Network
wiFd | &

go
— General

(® AddaNetwork

WiFi7 Mode

GUEST NETWORK

(3 admin_loT

=

Q‘; ciu Password

)

VLAN 51 | Cp 0

_ 3-Personal

(& admin

=

VLAN 52 | [ 1

(P AddaNetwork

Enable MAC Filter

Disable

DOns HacTpoikn punstpa MAC agpecoe 6ecnpoBofHOIA CEeTH:

1. B MeHto HaBuraumm Bbibepute ObLyue > CeTb > OCHOBHas ceTb
1 BbiGepuTe uMs ceTu (SSID) OCHOBHOM CeTu.

2. B none Bkniountb MAC ¢unbtp BbibepuTe MpUHATD MK
OTKNOHUTD.

* Bbi6epuTe MpUHATD 151 paspeLLeHist 0CTyna K 6eCrpOBOfHOIA
CETM yCTpoiicTBaM n3 cnincka MAC-dunbTpa.

* BblbepuTe OTKNOHUTDL A/151 3aNpeLLeHns JOCTyna K 6ecnpoBo-
LHOW ceTu ycTpoiicTeam u3 cnncka MAC-dunbTpa.



MPUMEYAHUE: Bbi6epute OTKIOYUTD, EC/IN Bbl XOTUTE BbIK/IOYNTD
dunbTp MAC agpecos.

4. Bcnucke dpunbTpaumm MAC-aapecos Haxmue Bl ansa nepexona
Ha cTpaHuuy PepakTop, 3aTeM HaxmuTe [@) v BBegute MAC-a-
Apec 6eCrnpoBOLHOIO YCTPONCTBA.

5. Haxxmute OK.

MAC filter list

MAC FILTER LIST (MAX LIMIT : 16)

No data in table.

[0].¢
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3.8.2 TocTeBas ceTb

3.8.2.1 TocTeBas ceTb

locTeBast CeTb NPeAOCTaBNAET NOAK/OYEHUE K UHTEPHETY Ans
BPEMEHHbIX NoceTuTeneit Yepes otaenbHbln SSID 6e3 foctyna K
NOKaNbHOW CEeTM.

RK

5 Guest Network
duled or one time

2 Kid's Network
Ensure Internet acc
kid

2 loT Network

ire intermnet

(ML
i

0)

ency,

MPUMEYAHMUE: PoyTep nogaepxusaet fo Tpex SSID B rocTeBow CeTU.

[Lina co3paHusa rocTeBoM CeTH:

1. B MeHto HaBurauuu Bbibepute 06wme > Cetb > locTeBas ceTb
> [lo6aBUTb CeTb.

2. Bbl6epuTe MocTeBas ceTb 1 Ha3HaybTe CETEBOE UMSA ANS BaLLEil
BpeMeHHoM ceTu B nosne Mms cetu (SSID).

3. B pasgaene besonacHoCTb BbiGepuTe METOA ayTeHTUdUKALINN.



. YKaxute Bpems goctyna unu Bbibepute Mo pacnucaHuto s
A06aBneHNs NPpodus OHNANH-pacMCcaHus.

. Bbl6epute fnanason WiFi o5 rocTeBom CeTH, KOTOPYHO Bbl XOTUTE
cosparb.

. BkntounTe unu otkntounTe OrpaHuMTEND CKOPOCTH.

7. Bkntouute unu otknroumte floctyn K UHTpaHer.

. Korpa 3akoHunTe, HakMuTe MpUMeEHUTD.

Guest Network

One Time Access

30 mins s) 2 hi(s)

4 hr(s) (s) Custom

More Config

2.4GHz / 5GHz

AiMesh

U ZenWi
10 0
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3.8.2.2 MacTep ymHoro goMa

Smart Home Master - MoLLHas 1 ya06Has yTUAKTa ANs CerMeHTaLmum
cetu. OHa ynpoLLaeT NpoLiecc co3haHus 1 ynpasrieHus NoaceTamu,
HanpumMep cosfaHue BbigeneHHoro SSID ans AeTCKMUX YCTPOMCTB,
nogktoueHne K VPN yepes BbieneHHY0 NOLACETb MK faxe co3aa-
HWe ogHoro 6e3onacHoro SSID ansa ycTponcTs loT.

Lins co3paHua AEeTCKOM ceTu:

1. B MeHto HaBurauuu Bbibepute 06wme > Cetb > locTeBas ceTb
> [lo6aBUTb CeTb.

2. Bbibepute [etckas cetb 1 B nonsix Uma cetn (SSID) u bes-
onacHocTb 6ecnpoBOAHOM CETH 3afaliTe UMS CETU U KoY
6e30macHOCTM.

3. B none OHnaiH-pacnmcaHne HacTpoiiTe BpeMS NMOAK/OYEHMA K
WHTEPHETY.

4. Bbibepute fnana3zoH WiFi a5 4eTCKOM CeTH, KOTOPYHO Bbl XOTUTE
co3farb.

5. Bkntounte unm otkntounTe OrpaHUYUTENb CKOPOCTH.
6. Bkntounte unm otknroymnte floctyn K UHTpaHer.
7. Korpa 3akoHunTe, HaxxmuTe MpuMeHUTb.



Kid's Network

ame (SSID

Online schedule

17:00 - 21:00

16:00 - 22:00

2.4GHz / 5GHz
AiMesh

P ZenWi
18. ).

[Ins co3panus cetu loT:

1. B MeHo HaBurauuu BbiGepuTe O6Lume > CeTb > MocTeBas ceTb
> [lo6aBUTb CeTb.

2. Bbl6epute Cetb loT v B nonsix Ums cetu (SSID) 1 besonacHocTb
6ecnpoBogHOM CETN 3aaNTe UMS CETU M KNKOY 6E30MaCHOCTM.

3. Boibepute Ounanason WiFi gna cetu |oT, KOTOpYO Bbl XOTUTE
co3parb.

4. HacTpoiTe BpeMsi 4OCTYNa K UHTEPHETY, BKNOUMB PacnucaHue
Wi-Fi.

5. Korpa 3akoHunTe, HaxXmMuTe MpUMEHNTb.
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Default loT Network

2 4GHz / 5GHz

[Ins cospanua cetu VPN:

1.

B MeHto HaBuraumm Bbl6epute 06wme > CeTb > MocTeBasA ceTb
> [lo6aBUTb CeTb.

BbibepuTe Cetb VPN 11 B nonsix Mms cetu (SSID) v BesonacHocTb
6ecnpoBOAHOI CeTH 3aanTe MMS CETU U KItoY 6€30MacHOCTM!.

Ecnu Bbl ewue He HacTpounu npodunb VPN ans VPN-cepsepa unm
VPN-knmneHTa, HaxxmuTe Mepentn B HacTpoiku ana cosfaHus
npoduns VPN.

Bbibepute nanason WiFi nns cetn VPN, KOTOpYHO Bbl XOTUTE
co3faarb.

HacTpolite Bpems foCcTyna K MHTEPHETY, BK/H0YMB PacnucaHne
Wi-Fi.

Bknounte unu otkntoumnte OrpaHuYUTENDb CKOPOCTH.

7. Bkntounte unum otkntoumte floctyn K UHTpaHer.

Korpaa 3akoHuuTe, HaxxmuTe MpUMEHUTD.



VPN Network

VPN CLIENT
no VPN profile now. Click [
ing page and create.

Go Setting >

VPN SERVER

WireGuard VPN

Go Setting -

2 4GHz / 5GHz

Setting] below to
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3.9 CucTeMHbIN XXypHan

CUCTEMHDIA XXYPHan CoAepXuT 3anncaHHyro CETEBYHO aKTUBHOCTD.

MPUMEYAHME: CuCTEMHBIN XypHan OYnLLaeTca Npu nepesarpyske
WU BbIKJTFOYEHWUM poyTepa.

[ns NnpocMOTpa CUCTEMHOTO XKypHana:

1.

2.

B MeHIo HaBurauuu BbibepuTe [lononHUTeNbHbIE HACTPOMKK >
CHCTEMHbIN XXypHan.

CeTeBy+o aKTUBHOCTb MOXXHO MOCMOTPETb Ha Noboi U3 aTUX
BKaZl0K:

+ 06Lwmit xxypHan

* XypHan 6ecrnpoBOAHOI CETH

* ApeHnpa agpecos DHCP

* IPv6

+ Tabnuua MapLLpyTU3aLmm

* Mepeappecaums nopto

* Bbli6epute BKnaaky MoaktoyeHus

System Log - General Log

This page shows the detailed system’s activities.

System Time Thu, Aug 23 07:15:34 2018
Uptime 0 days 1 hours 18 minute(s) 11 seconds

Remote Log Server

04 miniupnpd[713¢
04 miniupnpd[7 ening on port 52102
04 miniupnpd[71: e for NAT-PMP/EC]
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3.10 Axanu3sartop Tpaduka

OyHKUMS MOHUTOPUHra TpaduKa NO3BONSET OLEHUTL 06bEM Tpa-
duKa, a TaKXKe CKOPOCTb NOAKNIOYEHUS K MIHTEPHET, NPOBOLHOTO U
6ecnpoBOAHOrO NOAKKYEHUA. DYHKLMSA NO3BONAET eXEeLHEBHO
KOHTPONIMPOBATb CeTeBOW TpaduK. Takxe MMEETCs BO3SMOXHOCTb
0TO6pa3nTb TpauK B TeYEHWE NOCNEAHMX 24 YacoB.

Traffic Monitor Real-time v

Traffic Monitor allows you to monitor the incoming or outgoing packets of the following:
Internet Wired Wireless

Reception
Transmission

Scale KB v

NOTE: Packets from the Internet are evenly transmitted to the wired and wireless devices.
Traffic Monitor FAQ

Internet Connection (WAN) S

9.47 MB/s WAN Thu 02:44 p

———————
Current Average Maximum

0.16 MBfs 9.47 MB/s

0.01 MBfs 0.08 MB/s

MPUMEYAHME: Cymma nakeToB U3 MHTEpPHETa paBHa CyMMe nepeaaH-
HbIX MAKETOB /151 NPOBOAHBIX M 6ECMNPOBOAHbIX YCTPONCTB.
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3.11 WAN

3.11.1 MoaknioyeHne K UHTEPHETY

Ha cTpaHuLie NoaK/IHoYeHNEe K UHTEPHETY MOXXHO CKOH(UIypupoBaTh
napameTpbl WAN nogkoyeHms.

WAN - Internet Connection

ASUS Router supports several connection types to WAN (wide area network). These types are selected from the dropdown
menu beside WAN Connection Type. The setting fields differ depending on the connection type you selected.

Configure the Ethernet WAN settings of ASUS Router.

Basic Config

WAN Cannection Type Automatic IP v

Enable WAN O Yes ®Na

Enable NAT O Yes ® No

Enable UPIP  UPIP_EAQ O Yes @ No

®Yes ONo
WAN Aggregation combines two network ctio crease your WAN speed up to
our router’'s WAN port and LAN 4 port to your modem's LAN poi
FAQ

Enable WAN Aggregation

WAN DNS Setting
Default status : Get the DNS IP from your ISP automatically.

DNS S
erer Assign a DNS service to Improve securlty, block
. ) Assign
advertisement and gain faster performance.

Forward local domain que .
DNS ® Yes ONo

Enable DNS Rebind proter ®Yes ONo
®Yes ONo
event client auto DoH Auto v
DNS Privacy Protocol None
DHCP Option
Class identifier (Option 60

B jApDUID
fent identifier (Option 61)

® jAppUID

Authentication

PPP Echa Interval

PPP Echo Max Failures

Speoial Requirement from ISP

Host Name

MAC Address MAC Clone
DHCP query frequency Aggressive Made v

Extend the TTL value ®Yes ONo

oof LAN TTL value




Ons koHdurypauyumn napamerpo WAN:

1. B MeHto HaBurauuv Bbi6epuTe [lononHUTeNbHble HACTPONKM >
WAN > [NoaKnto4eHne K MHTEpHeTY.

2. CKOHOUrypupymnTe HUXKecneayroLme napameTpbl. Korga 3akoH-
ynTe, HaXXMUTE NPUMEHUTD.

* Tun WAN-noaknioueHuns: Boibepute TMn Ballero npoeaii-
aepa. BosaMoxHble BapuaHTbl: ABToMaTuyeckuii IP, PPPoE,
PPTP, L2TP nnu ®ukcupoBanHbii IP. ECnivt Bbl He 3HaeTe TN
MOLAKITHOYEHUSA K UHTEPHETY, MPOKOHCYNbTUPYITECH C BaLIUM
npoBangepom.

* Bkniountb WAN: Bbi6epute [la Ans BKAKOYEHMSA AOCTYMA K UH-
TepHeTy. Bbibepute HeT ans oTKNYeHUs 4OCTyNa K UHTEPHETY.

* BKnounTb QyHKUMIO TpaHCnsuuM ceTeBbix agpecoB (NAT):
NAT (TpaHcnsiums ceTeBbIX afpecoB) NpeacTaBnsieT Co60M
cUCTeMy, B KOTOPOM 0auH ny6anyHblin IP (WAN IP) ucnonbay-
eTca A4 NpefocTaBNeHnst 4ocTyna B IHTEpHET 415 CeTeBbIX
KNWEHTOB C JIoKanbHbIM IP-agpecom. JTokanbHbiIn IP-agpec
KaXX[10ro CETEBOro K/MeHTa coxpaHsieTcs B Tabnuue NAT v uc-
NoNb3yeTcs A9 MapLLpyTU3aLMy BXOAALLMX MAKETOB JaHHbIX.

* Bkntountb UPnP: UPnP (Universal Plug u Play) nossonset
MCMONb30BaTb HECKOJIbKO YCTPOICTB (POYTEpPbI, TENEBU3OPbI,
CTEPEOCUCTEMbI, UFPOBbIE MPUCTABKMW, COTOBbIE TeNEhOHbI),
KOTOpble GyayT ynpaBnaTbea Yepes IP-ceTv ¢ unm 6e3 LeH-
Tpann3oBaHHOro yrnpaeneHusa yepes wnwo3. UPnP coeguHseT
KOMMbOTEpbI Nt0BbIX TUMOB, 06eCneYnBas eanHyo CETb ANs
yAaneHHo! KOHGUrypaumum 1 nepegayn faHHbix. Hooe cete-
BOE YCTPOWCTBO 06HAPYXXMBAETCA aBTOMATUYECKM C MOMOLLbHO
UPnP. ocne nogkitoyeHns K CeTH, YCTPONCTBA MOXHO AUC-
TaHLMOHHO CKOH(UMrypupoBaThb Ansa noanepxku P2P-npuno-
XXEHWI, NHTEPAKTUBHbIX UrP, BUAEOKOH(EPEHLMIA 1 BED- UK
NPOKCKU-CEPBEPOB. B 0TNnuyMe OT nepeHanpasfieHns MopToB,
KOTOpOe TpebyeT pyyHOI HacTpoliku, UPnP aBToMaTuyecku
HacTpauBaeT poyTep ANA NPUHATUSA BXOLALLMUX COEAUHEHNI U
nepeAaet 3anpochl K onpefenieHHoMY KOMMbIOTEPY B NI0Kaslb-
HOM CeTw.

* Bkniountb WAN arperaumio: Arperauus MHTEPHET KaHanos
0ObeMHAET ABa CETEBbIX MHTEPdEIICa, YTO MO3BONSET YBEM-
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YMTb MPOMYCKHYHO CMOCOBHOCTb KaHana Ao 2 [éut/c. Moakto-
yute noptbl WAN 1 LAN 4 poytepa k LAN-nopram mogema.

Moaxntouenue k DNS cepsepy: [o3BonseT poytepy aBToMa-
Tuyecku nonyuntsb IP-agpec DNS cepBepa oT npoBangepa.
DNS - 3T0 XOCT B MHTEpPHETE, KOTOPbIN TPaHCIUPYET UMEHa
WHTepHeT B IP-agpeca.

AyTeHTUUKALMA: STOT NYHKT MOXKET YKa3blBaTbCA HEKOTO-
pbIMU NOCTaBLLMKaMK ycnyr MHTepHeTa. YTOUHNTE y Ballero
npoBaiifiepa v 3anosH1Te B Clyyae He0B6XOAUMOCTY.

Wms xocTa: 370 nose No3BOJISIET yKasaTb UMS XOCTa A1 Poy-
Tepa. 06bIYHO, 3TO CreLanbHoe TpeGoBaHwe OT NpoBaiaepa.
BBequTe MS X0CTa 3[€Ch, EC/IV BaLL NPOBaiep HasHauu ero
[1151 BaLLEro KOMIboTepa.

MAC-agpec: MAC (Media Access Control) agpec yHUKanbHbIi
naeHTMdUKaTop 419 CETEBOro YCTPonUCTBa. HekoTopble npo-
Banzepbl KOHTponupytoT MAC-agpeca yCTpONCTB, MOAKHOYEH-
HbIX K UX 060PYAOBAHMIO 1 MOTYT 3anpeTUTb NOLK/IHOYEHNe
yCTponcTBa ¢ He3HakoMbiM MAC-agpecom. Bo nsbexaHue
NpobsieM ¢ NOAKNIOYEHNEM W3-3a HE3APErMCTPMPOBAHHOMO
MAC-agpeca BO3MOXHbI CriefytoLue AencTBUS:

+ O6paTuTeCh K BaLLeMy NpoBangepy 1 nonpocuTe 06HOBUTD
MAC apgpec.

* CknoHupymTe unu namennte MAC-agpec poyTepa B COOTBET-
ctBumn ¢ MAC appecoM OpurmHasbHOro yCTponcTaa.



3.11.2 MNepeknioyeHne NOpToB

(DyHKLI,VIFI NMepPEKOY4EHNA NOPTOB OTKPbIBAET BXOAALLMNA MopT Ha
Ol'paHVI‘-IEHHbIVI rnepunoa BpeMeEHU, Koraa KiImeHT B NOKasbHOW CeTy
3arpalunBaeT ncxogsllee coegMHeHne Ha 3aflaHHbIN MopT. I'Iepe-
KNKOYEHWE NOPTOB UCNOJIb3YETCA B CNEAYIOLLMX ClyYasnX:

* Heckonbkum NnokasnbHbIM KNiMeHTaM HeobxoanMa nepeaapeca-
LS NOPTOB [/ OAHOIO NPUMOXEHNS B pasHOe BPEMS.

* [IpUnoXeHuto TPEBYIOTCH KOHKPETHbIE BXOASALLME NOPTbI, KOTO-
pble OTANYAKTCS OT UCXOAALLMX NOPTOB.

WAN - Port Trigger:

Port Trigger allows you to temporarily open data ports when LAN devices require unrestricted access to the Infemet. There are
‘two methods for opening incoming data ports: port forwarding and port trigger. Port forwarding opens the specified data ports all
the time and devices must use static IP addresses. Port trigger only opens the incoming port when a LAN device requests access
1o the trigger port. Unlike port forwarding, port trigger does not require static IP addresses for LAN devices. Port forwarding allows
multiple devices to share a single open port and port frigger only allows one client at a time to access the open port.

Port Trigger FAQ

Basic Config

Enable Port Trigger

Well-Known Applications

Trigger Port List ( Max Limit : 32) @

Description

[ina HacTpoiiKN NepekIloYeHNs NOPTOB:

1. B MeHto HaBurauumv Bbi6epuTe JlononHuTeNbHble HACTPONKM >
WAN > NepeknioyeHue nopTos.

2. CKOHGUrypupyiTe HIKeCneayroLLme napaMeTpbl. Korga 3akoH-
yuTe, HaXXMUTE MPUMEHNTD.

* BkniounTtb nepeksoyeHne nopto.; Boibepute [la ans BKto-
YeHUA NepekoYeHns NopToB.

* U3BecTHble NpunoXxeHus: BoibepuTe NonynsipHbie Urpbl 1
Be6-CNYXObl AN [0OABNEHNUS UX B CMMCOK NEPEKNIOYEHNS
MOpTOB.

* OnucaHue: Beegunte nMa unm onucaHme CJ'Iy)K6bI.

* MepekntoyaeMblil NOPT: YKaxuTe NepektoyaeMbilii NopT Ans
MPUIOXEHUS.
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* Mpotokon: BbiepuTte npotokon TCP nnn UDP.
* Bxopswwmi nopt: YKaxuTe BXOAALLMA NOPT ANA NpueMa nake-

TOB U3 UHTEPHETA.

* MpoTokon: Bbi6epute npotokon TCP nnn UDP.

MPUMEYAHUSA:

Mpu nogkodeHumn K cepeepy IRC, KNMMEHTCKMIA KOMMbIOTEP CO3-
[aeT UcxoasLlee CoeIMHEHNE C UCMONb30BaHWEM NepeKnoya-
eMbIx nopToB B AuanasoHe 66660-7000. Cepsep IRC pearvpyet
MyTeM NpOBEPKU MMEHW MONb30BaTeNS U CO3AaHUA HOBOO COe-
JuHeHuA ¢ knneHTckuM MK, ncnonbsysa BXOAALLMIA NOPT.

Ecnu nepekntoyeHne NOpToB OTK/OYEHO, poyTep 06pbiBaeT
COefJMHEHMe NOCKONIbKY He MOXET onpeaennTb KOMNbIOTEP,
3anpawusaswuin goctyn K IRC. Koraa nepekntoyeHne noptos
BKJ/IKOYEHO pPoyTep HasHayaeT BXOAALMIA NOPT AN NoNyYeHns
BXOAALLUMX NaKeTOB. 3TOT BXOAALMIA NOPT 3aKpbIBAETCA Yepes
OonpefeneHHbli Nepuog BpeMeHM, NOCKObKY poyTep He YBEPEH,
4TO MPUOXEHWE BCE eLLe aKTUBHO.

I'IepeKmoquMﬂ MOPTOB MOXET 6bITb UCMONb30BAHO TOJbKO nna
OAHOro CETEBOro K/IMeHTa OAHOBPEMEHHO.

HeB03MOXHO 1CNONb30BaTh NPUIOXEHWE, UCMONb3YHOLLEe Nepe-
K/KOYEHWE NMOPTOB Ha HECKOMbKUX KIIMEHTaX OBHOBPEMEHHO. Mpu
OTKPbITUM OZHOrO MOpTa HECKONMbKUMM KIIMEHTaMK, 3anpochl C
BHELUHero nopta GyayT HanpaBneHbl KIMEHTY, MCMOMb3YHOLLEMY
AaHHbI MOPT NOCNELHNM.



3.11.3 BuptyanbHblii cepsep/Mepeagpecauus NopTos

MepeagpecaLys NOPTOB - METOA f/1s1 NepeHanpaB/eHus CETEBOrO
TpaduKa 13 IHTepHeTa Ha yKasaHHbIii MOPT WX AnanasoH NopToB
YCTPOIACTBA B IOKa/IbHOM CETW. HacTpoiika nepeaapecaLm nopToB
Ha poyTepe No3BONSET YAaNeHHbIM KOMMbOTEPaM UCMONb30BaTh
CNyX6bl, NPeAOCTaB/IsIEMble KOMMbIOTEPAMM BaLLei CETU.

MPUMEYAHUE: Korpa BbikntoyeHa nepeagpecaums nopTos, poyTep
B0KMPYET BXOAALLWMIA TpaduK 3 IHTEpHET KpOMeE OTBETOB Ha UCXOAs-
LLiMe 3amnpochl U3 NOKaNnbHOM CETU. Y CETEBOrO KIIMEHTa HET NPSMOro
AOCTYyNa K MHTEPHETY M HA0BOPOT.

WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect to a specific computer or service within a private local area
network (LAN). For a faster connection, some P2P applications (such as BitTorrent), may also require that you set the port
forwarding setting. Please refer to the P2P application’s user manual for details. You can open the multiple port or a range of
ports in router and redirect data through those ports to a single client on your network.

If you want to specify a Port Range for clients on the same network, enter the Service Name, the Port Range (e.g. 10200:10300),
the LAN IP address, and leave the Local Port blank

« When your network's firewall is disabled and you set 80 as the HTTP server's port range for your WAN setup, then your http
server/web server would be in conflict with ASUS Server’s web user interface.

« When you set 20:21 as your FTP server’s port range for your WAN setup, then your FTP server would be in conflict with
ve

Enable Port Forwarding

Port Forwarding List (Max Limit : 64)

Servi n: al ss  Protocol Delete

Add profile

[na HacTpoiiKn nepeappecaLym NopToB:

1. B MeHto HaBurauuwv Bbi6epuTe JlononHuTeNnbHble HACTPONKM >
WAN > BuptyanbHbiii cepsep/IMepeagpecaLius nopTos.

2. CKOHbUrypupymnTe HUXKecneayroLme napameTpbl. Korga 3akoH-
yute, Haxxmmute BKJI.

* BksilounTb nepeagpecauuio noptoB; Boibepute BKJ1 ansi Bkto-
YyeHus nepeagpecaLuu nopTos.

* CnHUCOK M3BECTHbIX CepBepOB: YKaXuTe TUM CNyX6bl, K KOTO-
poil TpebyeTca fOCTyN.
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* CnUCOK M3BECTHbIX MUrP; ITOT NYHKT COAEPXMT CMIMCOK NOPTOB,
HeoBX0AMMbIX N5t NPaBUIbHON PaboTbl MONYNSPHbBIX OHNANH
urp.

* Mopt cepsepa FTP: A36eraiite HazHa4YeHWs AnanasoHa NopToB
20:21 pns FTP-cepBepa, NOCKOMbKY 3T0 OyAeT KOHDINKTOBATb
C poaHbIMK HacTporkamu FTP cepsepa.

* WUms cnyx6bi; BegnTe ums Cryxobl.

* [lnana3oH nopToB: ECnu Hy)XHO 3aaTb AanasoH NopToB Ans
rnepeagpecaLmm NopToB 419 CETEBbLIX KNUEHTOB, BBEAUTE UMS
Cy6bl, AMana3oH nopTos (Hanpumep, 10200:10300), IP-agpec
W 0CTaBbTe NoJe IoKasbHbIA NOPT NYCTbIM. [lnanasoH NopToB
MPUHUMAET pasfinyHble GopmaTbl, HanpuMep AnanasoH nop-
T0B (300:350), oTAENbHbIE NOPTbI (566,789) MK CMELLIAHHDI
(1015:1024,3021).

NMPUMEYAHUA:

* Korpa B BalLeii CETV OTK/H0YeH 6paHaMayap W Bbl ycTaHOBUM 80
NopT ANs UCMO/b30BaHMUs BE6-CEPBEPOM B JIOKAbHOM CETH, 3TOT
Be6-cepBep byaeT KOHPMKTOBATb C BE6-MHTEP(ECOM poyTepa.

+ CeTb UCnoONb3yeT NOpTbl AN 0OMEHa AaHHbIMK, TAe KaXA0MY
MOpTY NPUCBaMBAKOTCA ONpefeneHHbI HoMep 1 cnyx6a. Hanpu-
Mep, nopt 80 ucnonbsyetca ansa HTTP. OTAeNbHbIN NOPT MOXET
OLHOBPEMEHHO WCMOMb30BaTbCS TO/IbKO OAHUM MPUNOXKEHNEM
unu cnyxxéomn. CnefoBaTenbHO, MOMbITKA ABYX KOMMbOTEPOB MO-
Ay4nTb AOCTYN K JAHHBIM Yepes OfMH U TOT Xe NOpT NpuBefET K
owméke. Hanpumep, Henb3sa ucnonb3oeatb nopt 100 ans nepea-
Apecauuv NopToB ANs ABYX KOMMbOTEPOB OAHOBPEMEHHO.

* JlokanbHbi IP-agpec: BeeanTte IP-agpec KnneHTa nokanbHoOM
ceTu.

MPUMEYAHUE: [1ns KOppeKTHOM nepeagpecauuu UCnonbayinTe anis

NIOKaNbHOTO K/IMEHTa cTaTuyeckuii IP-aapec. Moapo6Hyto HbopMa-

Lto cMoTpuTe B pasfiene 3.7 JIoKanbHas ceTb.

* JloKanbHbliA nopT: Beeaunte MopT AN4 NepecblsiIKU NaKeToB.
OcTaBbTe 310 nosie NMyCTbIM, €C/IU XOTUTE NepeHarnpaBnUTb



BXOAdALLNe NaKeTbl Ha Anana3oH NOPTOB.

* Mpotokon: BbibepuTte npoTokon. ECiu Bbl He yBepeHbI, Bblbe-
pute BOTH.

[ins npoBepKy NpaBUIbHON HaCTPONKK NepeajpecaLyy NopToB:

Y6eauTech, YTo Ball Cepeep paboTaer.

BaM NOHa00UTCA KNMEHT, HAXOAALLMIACS 3a NMpefieNiamu BalLLen
JIOKaIbHOM CETI, HO UMetOLLMIA [oCTyN K MHTepHET (HasbiBaeMbli
"IHTEPHET-KNNEHT"). STOT KJIMEHT HE JOMKEH ObITb NOAKIIOYEH

K poyTepy.
B MHTepHeT-knueHTe Ansa foctyna K cepeepy ucnonbaynte WAN

IP poyTepa. Ecnu nepeaapecaums nopToB paboTaeT NpaBuiIbHO,
Bbl NMONYy4UTE JOCTYN K CEPBEPY.

Pasnuuua MeXAy nepekniovyeHnemM nopToe U nepeHanpaeieHnem

MnopToB:

MepekntoyeHne NopToB byaeT paboTaTh Aaxe 63 HaCTPOMKM
LAN IP-agpeca. B oTanMune OT nepeHanpaBfieHns nopTo., KOTO-
poe TpebyeT ctatuyeckuin LAN IP-agpec, nepeksnitoyeHne noptos
o6ecneynBaeT fMHAMUYECKOe NepeHanpaB/ieHne NOpToB C
MOMOLLbIO MapLipyTu3aTopa. [uanasoHbl MOPTOB HACTPOEHbI
Ha NpueM BXOAALMX COeLMHEHN B TeYEHWe OrpaHUYeHHOro
nepuoga Bpemenu. [epekitoyeHne nopToB No3BOSAET HECKOMb-
KUM KOMMbOTEpPaM 3anyckaTb NPUIOXKEHNS, KOTOPbIE 06bIYHO
TPebyHT NepeHanpaBneHnsi NOPTOB BPYYHYHO ANS KaXAoro
KOMMbtOTepa B CETW.

MepeknoyeHe NopToB ABNAETCA 6o/ee 6e30MacHbIM, YeM nepe-
HanpaBJieH1e NMOPTOB, MOCKOJIbKY BXOAALLME NOPTbI OTKPbITbI HE
BCe BpeMsl. OHUM OTKPbITbI TONIbKO KOT/a NPUIOXKEHNE COBEpLLAET
ncxopsiLee CoeAMHEHNE Yepes nepeksIoYaeMbli MopT.
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3.11.4 DMZ

Virtual DMZ oTo6paxaeT 0auH KOMMbOTEP B UHTEPHETE, NO3BONISS
emy NMpUHUMAaTb BCe BXOAALLME NAKETbI, HarNpaB/eHHble B 10Kaslb-
HYIO CeTb.

Bxogswmit Tpaduk U3 MHTEpPHeTa 06bIYHO OTOPAChIBAETCA UMK
rnepeHanpaBnfeTCs Ha YKasaHHbI KOMMbIOTEP, eCIM HAacTpoeHa
rnepeagpecaums unm nepeknoyeHue noptos. B pexxume DMZ ognH
KOMIbIOTEP NMONYYaeT BCe BXOAALLME NAKETbI.

BkntoyeHne DMZ onpaBaaHO Npu OTKPbITUWM HEOrPaHUYEHHOro
ABYXCTOPOHHEro A0CTYNa K KOMMbIOTEPY, Hanpumep cepaepy web
nnu e-mail.

OCTOPOXXHO: OTKpbITWe BCex NOPTOB KNneHTa A1 ceth MHTepHeT
[enaeT ceTb YA3BUMOI AN1S1 aTak U3BHe. 06paTuTe BHUMaHWe Ha pUCK,
CBA3aHHbIi C Ucnonb3oBaHnem DMZ.

WAN - DM2

Virtual DMZ allows you to expose one computer to the Intemet, so that all the inbound packets will be redirected to the computer
you set It is useful while you run some applications that use uncertained incoming ports. Please use it carefully.

Special Applications

» Some applications require special handler against NAT. These special handlers are disabled in default.
« Please add a rule to port forwarding list for USB Disk access properly on FTP service.
DMZ FAQ

Enable DMZ ®Yes ONo

Apply

[Ons HacTpoiku DMZ:

1. B MeHI0 HaBuraLum BbibepuTte [lononHUTeNbHbIE HACTPONKK >
WAN >DMZ.

2. CKOHOMrypupyiTe napameTpbl HUXe. Koraa 3akoHYMTe, HaXMuTe
MpumeHuTD.

+ IP-apgpec Bugumon ctaHuum: Beegute LAN IP-agpec KmeHTa,
KOTOpbI 6yaeT ucnonb3oBatbest ans DMZ. Yéeautech, 4to
cepBep UCMonbsyeT ctatuyeckun IP-agpec.

Ons ypanenua DMZ:
1. Ypanute LAN IP-agpec u3 nons IP-agpec BUZUMON CTaHLUM.
2. Korpa 3akoHuuTe, HaXMuTe MPUMEHUTD.



3.11.5 DDNS

HacTpoiika DDNS (auMHamudeckuit DNS) nosgonsieT nonyunTb
BOCTYN K poyTepy 13 NHTepHeT nocpeacTBoM cnyx6bl ASUS DDNS
unu apyrow cnyxosl DDNS.

WAN - DDNS

DDNS (Dynamic Domain Name System) is a service that allows network clients to connect to the wireless router, even with a
dynamic public IP address, through its registered domain name. The wireless router is embedded with the ASUS DDNS service
and other DDNS services.

If you cannot use ASUS DDNS services, please go to https: //iplookup. asus . con/nsTookup. php to reach your intemet
IP address to use this service.

WWW. ASUS . COM ~ Deregister
A8878A17 5DAA6FD54D2EGEDE195DESEF7
DDNS Status Active

DDNS Registration Result Registration is successful

HTTPS/SSL Certificate ® Free Certificate from Let's Encrypt ® Import Your Own Certificate O None

Apply

Ons HacTpoiku DDNS:

1. B MeHto HaBurauum Bbi6epuTe JlononHuTeNbHble HACTPONKK >
WAN > DDNS.

2. CKOHGUrypupymnTe HUXecneayroLme napameTpbl. Korga 3akoH-
ynTe, HaXMuTe MPUMEHUTD.

* Bkniountb DDNS knueHTt?: BkntoueHne dyHkumm DDNS gns
BO3MOXHOCTM JOCTYNa K poyTepy Yepe3 JOMEHHOE UMS, a He
yepes WAN IP.

* CepBep u ums xocta: Boibepute ASUS DDNS vnu gpyroit DDNS.
Mpu ncnonbsosaHuu ASUS DDNS BBeauTe ums xocTa B Gop-
MaTe XXX.asuscomm.com (FAe XXX UMS XOCTa).

* Mpwu ncnonbsoBaHumn apyroro DDNS Bbi6epuTe 6ecnnaTHyro
MPOBHYHO BEPCUIO M 3aperuCTpUpyMTeCh Ha caiTe. Beegute
“MS NONb30BATENS WU aApec 3NEKTPOHHOM NOYTbI U Maposib
unm DDNS knitou.
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* BknounTb WabnoH: Bkntounte WwabnoH, ecnv oH Tpebyetcs
Ans cnyx6bi DDNS.

NPUMEYAHUA:
Cnyx6a DDNS cepBuc He 6yaeT paboTaTb Npu CreaytoLmx YCnoBusX:

+ Korga B 6ecnpoBogHomn poyTtep ucnonb3yeT npueatHblii WAN IP
agpec (192.168.x.x, 10.x.x.x uam 172.16.x.x), Kak NOKa3aHo Xer-
TbIM TEKCTOM.

* PoyTep MoXeT 6bITb NOAK/HOYEH K CETH, KOTOpas UCMOoNb3yeT He-
CKOJbKO Tabnuu, NAT.

3.11.6 NAT Passthrough

NAT Passthrough paspeLuaeT naketam (VPN) npoxoguTb Yepes po-
yTep K ceTeBbIM KnneHTam. PPTP Passthrough, L2TP Passthrough,
IPsec Passthrough n RTSP Passthrough BkntoueHbl no ymonyaHuio..

Ons BkntoyeHus /oTkntodeHus NAT Passthrough nepeingute B
DononuutenbHble HacTponku > WAN > NAT Passthrough. Korga
3aKOHUMTE, HaXXMuTE MpUMEHHTD.

WAN - NAT Passthrough

Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network clients.
PPTP Passthrough Enable +
L2TP Passthrough Enable ~
IPSec Passthrough Enable ~
RTSP Passthrough Enable «
H.323 Passthrough Enable v
SIP Passthrough Enable +
PPPOE Relay Disable v

FTPALG port 2021
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3.12 becnpoBogHas CBsi3b

3.12.1 O6wme

Ha cTpaHuue O6Lume MOXHO CKOHMUIypUpOBaTb OCHOBHbIE Napa-
MeTPbl 6eCPOBOAHO CETH.

Wireless - General

Set up the wireless related information below.
Enable Smart Connect
Band 2.4 GHz v
Network Name (SSID) LIA0

Hide SSID ® Yves OnNo

Wireless Mode Auto v @ g

\en enabling 802.11ax / WiFi 6 mode,
802.11ax / WiFi 6 mode Enable v

WiFi Agile Multiband Disable «

Target Wake Time Disable v

Channel bandwidth 20/40 MHz

Auto v Cun

Auto v

WPA Encryption

WPA Pre-Shared Key

Group Key Rotation Interval

[ns KoHdUrypaLum 0CHOBHbIX NapaMeTpbl 6eCpoBoAHOIA CeTu:

1. B MeHto HaBurauum Bbi6epuTe JlononHuTeNbHble HACTPONKK >
BecnpoBopgHas cBa3sb > 06wwme.

2. Boibepute 24 Ty nnm 5T B KayecTBe AnanasoHa YacToT Ans
6ecnpoBOAHON CETU.

3. [ns noeHTudmKaumm Ballen 6ecnpoBOAHONM CETU HasHaybTe
ceteBoe UMs unm SSID (MaeHTudukaTtop 6eCnpoBOLHON CeTH)
ASMHOM [0 32 cuMBONOB. becnpoBogHble yCTpoMCTBa MOryT
NOAKOYNTBLCA K 6ECNPOBOAHON CETH Yepe3 Ha3HAYeHHbIN
SSID. SSID Ha nH(OPMaLMOHHOM 6aHHepe 06HOBNAOTCA Mpy
COXPaHEHWUM HaCTPOeK.
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NMPUMEYAHMUE: MoXKHO HasHaunTb yHUKanbHble SSID AN 4aCTOTHbIX
AnanasoHoB 2,4 [Ty wn 5w,

. Bnone CkpbiTb SSID BbibepuTe la 4N15 NpeaoTBpaLLEHMs 06Ha-

pyxeHus SSID fpyrmm 6ecnpoBOAHbIMK YCTporcTBamu. Koraa
aTa QyHKLMA BKNKOYEHA, AN JOCTyna K 6eCnpOBOAHON CETH
HeobxoanMo BBecCTM SSID BpyYHyHO.

. BblbepuTe 6eCnpoBOAHON PEXMM, ONPELENAOLLMIA TMN GECMPO-

BOZAHbIX YCTPOICTB, KOTOPbIE MOTYT NOAKOUMTLCSA K PoyTepy:

* ABTO: Bbi6epuTe ABTO [/151 paspeLLeHns NOAKIYEHUS K POy-
Tepy yctpoitcts 802.11ac, 802.11n, 802.11 g n 802.11b.

* Legacy: Bbibepute Legacy Ans paspeLleHuns NOgKNYEHUs K
poyTepy yctpoiicTB 802.11b/g/n. MakcumanbHasi CKOpoCTb
ans yctpoiicts 802.11n byget 54 MowuT/c.

* Nonly: Boibepute N only ans makcumanbHOW NpoM3BoANTE b-
HocTn Wireless N. 9TOT pexxum 3anpeLuaeT NoAKIYeHne K
poyTepy yctponcTs 802.11g 1 802.11b.

. Bbl6epMTe LUNPUHY KaHana ans 0becneyeHmns BbICOKOIA CKOpoCTH

nepenayn gaHHbIX:

40 Mly: BbibepuTte 3Ty WMPWHY KaHana Ana MakCUManbHOIA
MPOMYCKHON CNOCOBGHOCTY 6eCPOBOAHON CETU.

20 My, (no ymonuaHmio): BbibepuTe 3Ty WMPUHY KaHana, eCiu Bbl
CTONKHYNUCb C NPOo671eMaMu ¢ 6eCPOBOAHbLIM NOAKHOYEHNEM.

. BblbepuTe pabounii kaHan ans 6ecnpoBOgHOrO poyTepa. Boibepu-

Te ABTO /19 aBTOMaTUYECKOro Bbl60pa KaHasa C HAUMEHbLLNM
KO/IMYeCTBOM MOMEX.

. BbibepuTe MeToa ayTeHTUdUKALMM:

+ Open System: 3T1a onuus He 06ecneynBaeT 6€30NacHOCTM.

+ 06LMin KNoY: Bbl A0MKHbI Mcnonb3oBaTb WEP wudposaHue
1 BBECTM XOTS Obl OMH OOLLMIA KO,

« WPA/WPA2 Personal/WPA Auto-Personal: 3ta onuusa obecne-
YMBAET BbICOKMII ypOBEHb 6€30MacHOCTH. MOXHO 1CNOoNb3o-
BaTb WPA (c TKIP) unu WPA2 (c AES). IMpv BbIGOpe 3TOM onLmm
Bbl AO/MKHbI MCNOMb30BaTh LWndpoBaHue TKIP + AES nBBecTy
knrouesyto ppasy WPA (ceTeBom Kiitou).



* WPA/WPA2 Enterprise/WPA Auto-Enterprise: 9ta onuus
obecneynBaeT O4eHb BbICOKMI ypoBEHb 6e30onmacHOCTU. OHa
paboTaeT C MHTErpupoBaHHbIM EAP-cepBepOM Mn BHELIHUM
RADIUS-cepepoM.

« Radius with 802.1x

MPUMEYAHUE: BecnpoBofHON poyTep NOLAEPXKMBAET MaKcUManb-
HY0 CKOpPOCTb nepefiaun 54 MéuT koraa Pexxum 6ecnpoBofHoii ceTn
ycTaHoBneH B ABTo, a MeTop wudposanus - 8 WEP nnu TKIP.

9. Bbibepute wudposaHre WEP (Wired Equivalent Privacy) ans
AaHHbIX, NepesaBaeMbiX Mo 6eCNPOBOAHON CETH:

+ Otkn: OTkntovaet WEP-wndposaHmne

* 64-6uT: Bkntoyaet WEP-lundpoBaHue

* 128-6uT: Bkntoyaet ynyyweHHoe WEP-wmndposaHmue
10. Korga 3akoHuuTe, Haxmute MNpUMeHnTD.
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3.12.2 WPS

WPS (Wi-Fi Protected Setup) - cTaHaapT 6ecnpoBoAHoi 6e30nacHo-
CTW, NO3BONSFOLLMI BbICTPO NOAKIKOYATL YCTPONCTBA K 6ECNPOBO-
AHoM ceTn. PyHKLMo WPS MOXXHO CKOHOMIypupoBaTh C MOMOLLbHO
MAH-kopa nnn kHonku WPS.

NMPUMEYAHMUE: Y6eauTech, uTo ycTpoiicTa noaaepxusatotr WPS.

Wireless - WPS

WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS ON
Current Frequency

Connection Status

Configured

AP PIN Code 51246044

YYou can easily connect a WPS client to the network in either of these two ways:

« Method1: Click the WPS button on this interface (or press the physical WPS button on the router), then press the WPS
button on the client's WLAN adapter and wait for about three minutes to make the connection.

« Method2: Start the client WPS process and get the client PIN code. Enter the client's PIN code on the Client PIN code
field and click Start. Please check the user manual of your wireless client to see if it supports the WPS function. If your
wireless client does not support the WPS function, you have to configure the wireless client manually and set the same
network Name (SSID), and security settings as this router.

® push button O Client PIN Code
WPS Method:
Start

Ons sknioyenns WPS B 6ecnpoBofHOiA ceT:

1. B MeHto HaBurauuu Bbi6epuTe [lononHuTeNnbHble HaCTPONKK >
BbecnpoBopHas cesisb > WPS.

2. B none Bkniountb WPS nepemecTtute nonsyHoK B MOJSIOXeHWe
ON.

3. MoymonyaHuo WPS ucnonbsyet 2,4 ['Tu. ECiv Hy)XHO U3MeHUTb
yactoty Ha 5 ['Tw, B none Bkniountb WPS nepemectute non3yHoK
B nonoxeHue OFF, B none Tekyuwiaa yacTota LenkHuTe Mepe-
K/IIOYUTb YacToTy, 3aTeM B none Brknountb WPS nepemectute
nonsyHok B nonoxexue ON elwe pas.

NMPUMEYAHUE: WPS noaaepxvBaet MeTogbl ayTeHTudMKaLmm Open
system, WPA-Personal 1 WPA2-Personal. WPS He noanepxuBaet
Shared Key, WPA-Enterprise, WPA2-Enterprise u Radius.




3. B none Metog WPS Bbi6epuTe KHonka Push nnv NMAH-kopg, knu-

eHTa. [pu Bbi6ope KHonka nepenguTe K wary 4. MNpu Bbi6ope
MUH-Kop, KNneHTa nepengure K wary 5.

. Ana HacTponku WPS ¢ NOMOLLIbIO KHOMKM Ha poyTepe, BbINONHUTE

cnegytoLue AenCTBuS:

a.HaxmuTe Myek nnmn Haxxmute kHonky WPS Ha 3agHei naHenu
poyTepa.

b.Haxmute kHonky WPS Ha poyTepe. O6bI4HO MOMEYEHO 10ro-
Tunom WPS.

MPUMEYAHME: PacnonoxeHue kHonku WPS cMOTpUTe B JOKYMEHTa-
Lyn 6eCrnpoBOAHOr0 YCTPOMCTBA.

c. PoyTep HauHeT MOMCK AOCTYMHbIX YCTPOICTB. ECnn poyTep He
HalOeT H1 OAHOrO YCTPOWCTBA, OH NEPEKIHOUUTCS B PEXUM
OXUZAHMS.

. Ananactpoinkn WPS ¢ nomoLbto MUH-kopa KnneHTa BbINOHUTE
crnegytowme AenNCTBUS:

a.Hangute WPS MNMWH-kog, B pyKOBOACTBE NoNb30BaTeNs 6ecnpo-
BOZHOr0 YCTPOMCTBA UK Ha CaMOM YCTPOWCTBe.

b.BeeauTe NMMNH-Koa KneHTa B TEKCTOBOE MOJe.

c. Haxxmute MNyck Ans nepeknoyeHns poytepa B peXum noucka
WPS. NHauKaTOpbI poyTepa 6bICTPO MUTALOT [0 3aBEpLUEHNS
HacTporkn WPS.

69



70

3.12.3 Hactpoitka RADIUS

Hactpoiika RADIUS (Remote Authentication Dial In User Service)
obecneynBaeT LOMNONHUTENbHbI YPOBEHb 6€30MacHOCTM Npu
ncnonb3oBaHWK pexxuma ayteHTudukauum WPA-Enterprise, WPA2-
Enterprise nnu Radius with 802.1x.

Wireless - RADIUS Setting

This section allows you to set up additional paramelers for authorizing wireless clients through RADIUS server. It is required while
you select "Authentication Method® in "Wireless - General® as "WPA-Enterprise / WPA2-Enterprise”.

Band 2.4GHz v

Server IP Address.

Server Port:

Connection Secret

Onsa HacTpoiku napameTpoB RADIUS:

1.

Y6eaunTECh, UTO PEXUM ayTeHTUMKALMN 6ECNPOBOAHOMO POy-
Tepa yctaHoBneH B 3HaueHne WPA-Enterprise, WPA2-Enterprise
nnm Radius with 802.1x.

B mMeHt0 HaBuraumm BbibepuTe [lonoNHUTENbHbIE HACTPOKK >
BecnpoBogHas cBa3b > Bknagka Hactpoinka RADIUS.

BbibepuTe AnMana3oH 4yacToT.

4. B none IP-appec cepsepa BeeauTe IP-agpec cepsepa RADIUS.

B none Knioy coepMHeHUsi Ha3HaybTe Naposb ANs focTyna K
cepaepy RADIUS.

Haxxmute MpuMeHuUTb.



3.12.4 NMpodeccuoHanbHbIN

Ha akpaHe lMpodeccrnoHanbHbIA MOXHO CKOH(UIypUpoBaTh A0OMOS-
HWUTEeNbHbIE NapaMeTpbl.

MPUMEYAHME: Mbl pekOMeHAyeM MCNONb30BaTb 3HAYEHUA MO

YMONYaHuHo.

Wireless - Professional

Wireless Professional Setting allows you fo sef up additional parameders for wireless. But default values are recommended.

Band

Enable Radio

Enable wireless schedules

Set AP |solated

Roaming assistant

Bluetooth Coaxistence

Multicarst Rate(Mbps)

Preamble Type

AMPDU RTS

RTS Threshoid

OTIM Intenval

Beacon interval

Enable TX Bursting

Enable WhiM

Enable VWM No-Acknowledgement

Enable WhM APSD

Optimize AMPDU aggregation

Modulation Scheme

Airtime Faimess

Multi-User MIMO

OFDMAZ02. 112 MU-MIMO

Expiicit Beamforming

Universal Beamforming

Tx power adjustment

2.4 Giz W

OYes ®o

®es Olo

®yes Ono

Ensble % Dmconnect chents with RSS! lower than - | -70 | d8m
Disable v

Ensble W

Auto v

1

100
Enadble v
Enable W
Disable W
Erable v
Disable W
Up to MCS 11 (NitroQAM/1024-0AM)
Disable W
Enable W
Disable
Enable
Enzhle

ol performance

Apply

Ha akpaHe lMpodeccrmoHanbHbin MOXHO CKOHGUIypMpoBaTh

cnegyroLiee:

+ lnanasoH: Bbl6epMTe AnanasoH, HaCTpOﬁKM KOTOPOro HY>XHO

U3MEHUTb.
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+ BnounTb paguomopynb: BbiGepute [la A/1s1 BKKOYEHUS pa-
anomoayns. Boi6epute HeT ans OTKIHOUEHNS paaMoMoayns.

* BKIlounTb 6€CcnpoBoAHbIi NNAHMPOBLUMK. MOXHO BbibpaTh
nucnonb3oBaHue 12-4acoBoro unn 24-yacosoro Gopmarta. Lipet
B Tabnuue o3HayaeT PaspewwnTb uau 3anpetutb. Haxmute
KaK[iyto IYEiiKy A1l ISMEHEHWUSI HAaCTPOKM BpeMEHM B 6yaHMe
[1HY, 3aTeM HaxxmuTe OK.

Wireless - Professional

* Reminder. The System time zone is different from yc g,

Clock
E— 24-hour Alow [ Deny

Active Schedule

System Time Thu, Aug 23 06:59:27 2018

Select All
00 ~ 01

01 ~02

02 ~03

03 ~04

04 ~ 05

05 ~ 06

06 ~ 07

07 ~ 08

08 ~ 09

09 ~ 10

10~ 11

11~ 12

12~13

13 ~ 14

14 ~ 15

15~ 16

16~ 17

17 ~ 18

18 ~ 19

19 ~ 20

20~ 21

21~ 22

22 ~23

23~ 24

Cancel

* W3onupoBaTb TOUKY AocTyna: M3011MpoBaHme TOYKKM JoCTyna
3anpeLLaeT 6eCrnpoBOAHbIM YCTPOMCTBAM B CETU NOAK/HOYATD-
A Apyr K apyry. 31a GyHKUMs nonesHa Korga K Ballei ceTu
MNOAKIIFOYAETCA MHOrO rocTei. Boibepute la Ans BKNOYEHNS
9TON PYHKLMM Mnn HeT Ans OTKOYEHNS.

+ CKopocTb MHoroagpecHom nepegaun (Méut/c): CkopocTb
MHOrOafpeCHO nepegaun unn Haxmute OTKNIOYUTD ANA
OTK/TKOYEHWSI MHOrOaLpPECHON Nepesayy.

+ Tun npeambynbl: Tun npeaméynbl ONPeAenseT NPOLOIKY-



TENbHOCTb BPEMEHH, KoTopoe Tpebyetcsa poyTepy ans CRC
(Cyclic Redundancy Check). CRC - aT0 MeTof O6HapyXeHus
OLIMOOK BO Bpems nepeaayn AaHHbIX. Boibepute KopoTkas
Ans 6ecnpoBOAHON CeTH € 60MbLUMM TpaduKoM. BbibepuTe
[OnmHHasn 15158 6eCnpOBOAHOI CETW CO CTapbIMK 6ECNPOBOAHDI-
MU YCTPOACTBaMM.

Mopor RTS: [1ns 6ecnpoBOAHbIX CETeN € 60MbLIMM TPaQUKOM
W 6OMbLUKM KONIMYECTBOM 6ECTIPOBOAHbIX YCTPONCTB BblbepuTe
HU3KKUI nopor RTS.

Wntepean DTIM: Wutepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 3T0 MHTepBan BpeMeHu
nepeA OTNPaBKoOii curHana 6ecnpoBogHOMY YCTPOUCTBY B
CMALLEM PEXMME, YKa3biBas, YTO NakeT AaHHbIX OXuAaeTt
[O0CTaBKU. 3HaYEHWE N0 YMONYAHWIO: TPY MUNINCEKYHADI.

CurHanbHbIit MHTepBan: CurHanbHbIN MHTEPBAN - 3TO NEPUOA
BpemeHn mexay DTIM-naketamu. 3HayeHVe No YyMOYaHMIO:
100 MunaucekyHa.. 4na HeCcTabunbHOro 6ecnpoBOAHOIO
NOLAK/OYEHUS UNK AN POYMUHIA YCTPOUCTB PeKOMeHYeTCs
HU3KOe 3HayeHue.

Bkntountb TX Bursting: TX Bursting ynyJwaert ckopocTb ne-
pefayn faHHbIX MeXay 6ecnpoBOLHbIM POYTEPOM U YCTPOK-
creamu 802.11g.

Bkntounte WMM APSD: Bkntounts WMM APSD (ABTOMaTuYe-
CKWW Nepexog, B PeXMM SHEProcoepedxxeHust) Ans ynpaBneHus
9HeprocbepexeHnem 6ecrnpoBOAHbIX YCTPOMCTB. Bbibepute
OTKnouuTb AN oTKNoYeHns WMM APSD.
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4 YTunutol

4.1 O6HapyXeHUe yCTpoUCTBa
Device Discovery - ASUS WLAN yTunuTa, KoTopasi 06HapyxuBaet
poyTep 1 NO3BONSET ero KOHPUrypupoBarb.

[Ona 3anycka yrunutbl Device Discovery:

* [epengute Myck > Mporpammbi > ASUS Utility > Wireless Router
> Device Discovery.

MPUMEYAHMUE: Mpun ycTaHOBKE poyTepa B PeXMM TOYKM 4OCTYMNa, Bam
HeobxofuMo ucnonbaoBatb yTuauTy Device Discovery fns nonyyeHus
IP-afpeca poyTepa.

4.2 BoccTaHoBneHWe NPOLUNBKY

Firmware Restoration - yTunuta, KoTopas UCronb3yeTca B Cryyae
OLUMOKM NpY 06HOBNEHMM NPOLLMBKM poyTepa. OHa 3arpyaert yKa-
3aHHYH NPOLLKBKY. MpoLecc 3aHUMaET OKOJO TPEX MUHYT.

E Firmware Rsst@ It

Before you get started, please check the model name and hardware
version from the label.

1. Please confirm the label at the bottom of your router
model shows H'W Version, different hardware version needs
ClﬁEIEIil EII]lVraIf version to process restoration.

2. Dovwnload firmware from ASUS support site:
https:/feww.ass.com/support

For example, if your label shows "RT-AC66U_B1 c
firmware of “RT-ACE6U" is not available for restoration.,

Elerime: |\ Browse...

Status
After locating the firmvware file, click Upload,

BAXKHO! lNepen ucnonb3oBaHnem ytunutol Firmware Restoration
nepeKsoUm1Te POYTEP B PEXIM BOCCTAHOB/IEHNUSA.

NMPUMEYAHME: 3ta dyHKumA He nopaepxmuBaetcs B MAC OS.
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[nsa 3anycka ytunutbl Firmware Restoration:

1.
2.

OTK/IOYMTE NUTaHKE OT POyTEpa.

YnepxvBas KHOMKY Reset, pacnono)eHHyto Ha 3afHeit naHeny,
NoAKNOYMTE NUTaHKe K poyTepy. OTMyCTUTe KHOMKY cOpoca Kor-
Aia MIHANKATOP MUTaHKS, PacnosIOXXEHHbIN Ha NepegHen naHenu,
HaYyHeT MefJIeHHO MuraTb, 03Hayas, YTo poyTep HaxXoAUTCA B
peXunMe BOCCTaHOBIIEHUS.

. YcTaHoBuTe cTaTnyeckun IP Ha BallemM KOMMNbIOTEPe U UCMosb-

3ynTe cnepytowme HacTpoiiku TCP/IP:
[Juana3soH IP-agpecoB He MoxeT copepxatb LAN IP: 192.168.1.x
Macka nogceTu: 255.255.255.0

Nepeiigute Myck > Mporpammbl > ASUS Utility > Wireless Router
> Firmware Restoration.

Ykaxwute daiin n Haxmute Upload.

NMPUMEYAHUE: 370 He yTunuTa 06HOBNEHUSI NPOLUMBKMN 1 HE MOXET
6bITb MCNoNb3oBaHa npu paboyem poyTepe. 06bIYHOE 0OHOBNEHNE
NPOLUMBKM MOXHO BbINOMHUTL Yepe3 Be6-HTepdenc. MogpobHyro
nHdopmauuo cMoTpuTe B rnase 3 KoHdurypaums obiux u gonon-
HUTENbHbIX MapaMeTpoB.
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5 YcrpaHeHue HeucnpaBHOCTEH

B aToM pasaene npeacTaBieHbl UHCTPYKLWW 415 PELLEHNS HEKOTO-
pbIX Hanbonee YacTo BCTPEYALOLLMXCS 06LLMX MPOGIEM C POYTEPOM.
Ecnm Bbl CTONKHYAKUCH ¢ Npo6neMamu, He YNOMSHYTbIMU B 3TOM
rnaee, nocetute cant ASUS: https://www.asus.com/ru/support/
ANS NONYYeHUss AONOMHUTENbHON MHBOPMALIMK O NPOAYKTE MAN
obpaTuTech B Cnyx6y Texnoanepxku ASUS.

5.1 YcTpaHeHWe OCHOBHbIX HeMcnpaBHOCTEH

Mp1 BO3HUKHOBEHWM NPOGNIEM C POYTEPOM CHayana nonpobymnTe
BbIMOJHUTb MHCTPYKLMM U3 3TOTO pasaena.

O6HOBMTE NPOLUMBKY A0 NOCNeaHei Bepcuu.

1. Bongute B Beb-uHTEpdeiic. Mepenaute B [loNoNHUTENbHbIE
HacTpoiKKN > AAMUHUCTpUpOBaHUe > OBHOBIEHME NPOLUMBKM.
HaxxmuTe MNpoBepuTb A1 NPOBEPKM HANUYKUS NOCIELHEN BEPCUN
MPOLLIMBKM.

Administration - Firmware Upgrade

Note:

1. The latest firmware version includes updates from the previous version.
2. Configuration parameters will keep their settings during the firmware update process.
the emergency mode automatically. The LED signals at the front
ter to download ASUS Firmware

Auto Firmware Upgrade

Auto Firmware Upgrade

Check
| would like to retrieve beta firmware.

AiMesh router

RT-AX86U Pro

2. Ecnn pocTynHa HoBas npoLuunBka, nocetute cant ASUS https:/

www.asus.com/Networking/ZenWiFi BD4 Outdoor/HelpDesk/ 1

CKavaiTe ee.

3. Ha ctpanuue Firmware Version Haxxmute Check ans noucka
MPOLLUUBKM.

4. HaxmwuTe 3arpy3uTb [/151 OGHOBJIEHWS NPOLLMBKM.



MocnepoBaTenbHOCTb Nepe3anycKa ceTH:
BbIkntounte MogeMm.

OTKNOYUTE MOJEM.

BbIkirounTE poyTEp 1 KOMMbIOTEPDI.
[MogkntoynTe Mogem.

BkntounTe Mogem v NOJOXANTE 2 MUHYTBI.
BkntounTe poyTep 1 NOJOXANTE 2 MUHYTDI.
BkntounTe KOMMNbOTEPDI.

No gk~

Y6epuTech, YTO HACTPONKK 6ECNPOBOJHON CETU KOMMbIOTEpPA CO-
BMajaloT C poyTepoMm.

+ [p1 NOAKNOYEHNM KOMMbIOTEPA K poyTepy ybeauTeCh B NpaBuib-
HocTu SSID (MMs 6eCpOBOLHON CETH), LINDPOBAHMS U NAPOSIS.

Y6eauTech B NPaBUIbHOCTH CETEBbIX HACTPOEK.

*  Kaxkablii ceTeBOM KNIMEHT JO/MKEH UMETb AeNCTBUTENbHDI IP-a-
apec. [Ana HasHaveHus IP-aapecoB KOMMbHOTepaM Ballel CeTu
pekomeHzyeT ucnonb3osatb DHCP-cepsep poyTepa.

77



78

HekoTopble npoBaigepbl TpebytoT ucnonbaoatb MAC-agpec
KOMMblOTEpa, UCMOb3YEMOro Mpu NepBOM MOAKITHOYEHUN.
MAC-afipec MOXHO MOCMOTPETb B BE6G-MHTepdelice Ha CTpaHuLe
Kapta cetu > cTpaHuLa KnmeHTbl nv HaBeCTy KYpcop MbILLM Ha
YCTPOWCTBO B Nnosne COCTOsIHME KIMEHTa.

Client status

Internet status:
Connected Online Wired (1)

WAN TP: 192.168.123.154
DDNS: GO
AAZIBLA1S-NE

Security:
WPA2IWPA3-
Personal 8

Clients:

View List




5.2 YacTo 3agaBaeMble Bonpocbl (FAQ)

HeB0o3M0XXHO BOITH B Be6-nHTepeiic poyTepayepes bpaysep

Ecnu Baw KOMMbIOTEP NOAKIHOYEH, NPOBEPbTE COEANHEHNE
Ethernet-kabens u cocTosHue MHAONKATOPa, KaK onucaHo B Mnpe-

AblayLieM pasaene.

Y6eauTech, YTo Bbl UCMOb3YETe NpaBUbHbIE TOTMH W Mapob.
Y6enutech, uto pexkum Caps Lock OTKIH0YEH Npy BBOAE AaHHbIX.

Ypnanute kyku-tannbl B 6paysepe. B 6paysepe Internet Explorer

BbINOSTHUTE Chepyrowine AeiCTBUS:

1.

3anyctuTe Internet
Explorer, 3aTeM Haxmu-
Te CepBuc > CBoMCTBa
o6o3peBarens.

Ha Bknagxe 06uyue B
o6nactu MpocmoTp ucro-
pvM HaxxMuTe YaanuTb...,
Bbl6epuTe BpeMeHHble
¢aiinbl UHTepHeTa 1 dait-
nbi cookie n gaHHbIe caitTa
¥ HOXXMUTE YaanuTb.

MPUMEYAHUA:

KomaHngb! ons ynanexus Kyku- Gainos MoryT BapbUpoBaTbCs B

3aBMCMMOCTM OT bpay3epa.

OTK/HOUNTE UCMONb30BaHKe NPOKCU-CEpPBeEpa, NOAKIIYEHHE yaa-
NIEHHOrO J0CTYNa, a TaKxe HacTpoiTe TCP/IP ans aBToMaTuye-
cKkoro nonydexus IP-agpeca. Moapo6Hyto MHGOpPMaLMIo CMOTpU-

Internet Options ? X

Gereral Security Privacy Content Comnections Programs

Home page

Startup
(O Start with tabs from the last session
(® start with home page

Tabs

Change how webpages are displayed in tabs. Tabs
Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Delete browsing history on exit

Accessiiity

o o

TeB nepBoM rnaBe 3TOro pyKkoBOACTBaA.

Y6epuTech, 4To ucnonb3ytotcs Ethernet kabenu CATSe unm CAT6.
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KnueHT He MOXXeT YCTaHOBUTb 6eCrpoBOAHOE COAUHEHHE C
poyTepoM.

MPUMEYAHME: Mpy BO3HUKHOBEHWUW NPO6NEM C MOAKIIHOYEHUEM K
cetu 5 'L y6eauTech, YTo Balle 6eCrpoBOAHOE YCTPONCTBO Noaaep-
XuBaeT yacToty 5 [TL unmn aBngeTcs AByXAnanasoHHbIM.

*  BHe 30HbI NOKpbITUA:
+ MomecTuTe poyTep 6anxKe K 6eCNPOBOAHOMY KIIMEHTY.

* DHCP-cepBep OTK/IOYEH:

1.BoiguTe B Be6-uHTEpdeiic. [Nepeingute B 06wWwme > Kapra cetn >
KnueHTbI 1 HanguTe yCTPOMCTBO, KOTOPOE HYXXHO NOAKIOUNTD
K poyTepy.

2.Ecnv He ypanocb HanT1 yCTPOUCTBO Ha KapTe CeTH, nepenure
B JlononHuTenbHble HacTpoitku > LAN > Bknagka DHCP-cep-
Bep, pa3fen OCHOBHble HACTPOMKMU U B rnosie BknouuTb
DHCP-cepBep BbibepuTe [a.

LAN - DHCP Server

n used on IP networks. The DHCP
rver IP and default gateway IP. ASUS Router

Enable the DHCP Server

IP Pool Starting A 192.168.50.2
IP Pool Ending Address 192.168.50. 254
56400

Default Gateway

Advertise router’s IP in addion to user-
specified DNS

WINS Server

Manual Assignment

Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)
Add !

Chient Name (MAC Address) IP Address. DNS Server (Optional)  Host Name (Optional) S
elete

E ®




SSID ckpbIT. Ecnv ycTpoitcTBo MoXeT HanTu SSID gpyroro po-
yTepa, HO He MoxeT HanTu SSID Ballero poyTtepa, nepenauTe B
[lononHuTenbHbIe HACTPOMKK > BecnpoBofHas cBA3b > BKNafKa
O6wme, 3ateM B nosne ckpbiTb SSID BbibepuTe Het, a B none
KaHan ynpaBnenus BbibepuTe ABTO.

Wireless - General

Set up the wireless related information below.

Enable Smart Connect

2.4 GHz v

802.11ax / WiFi 6 mode Enable +

WiFi Agile Multiband Disable v
Target Wake Time Disable v
Channel bandwidth 20/40 MHz
Control Channel Auto v C
Extension Channel Auto
Authentication Method WPA2-Personal
WPA Encryption

WPA Pre-Shared Key

Group Key Rotation Interval

Mpu ncnonb3oBaHNUM 6eCNPOBOLHOMO afanTepa yoeanuTecs, YTo
“cnonb3yeMblii 6eCpOBOLHO KaHan AOCTYNEH B BaLLeil CTpaHe
Unmn pernoHe. Ecnu HeT, HaCTponTe KaHan, Nosiocy NPonycKaHus
1 6ECNPOBOAHON PEXUM.

Ecnu Bbl BCe eLLe He MOXeTe NOAK/UNTLCA K poyTepy, COpoCh-
Te ero K 3aBOLCKWM HacTporkam no ymonyauuto. Bonante B
Be6-MHTEpdeiic, Nnepeitante B AGMUHUCTPUPOBaHME > BK/1afKa
BocctaHoBUTb, CoXpaHuTb, 3arpy3uTb HaCTPOMKM U HAXMUTE
BoccTaHoBUTD.

Administration - Restore/Save/Upload Setting

This function allows you to save current settings of ASUS Router to a file, or load settings from a file.

Save setting

Upload
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WHTepHeT HeAoCTYyneH.

Y6eauTech, Y4TO poyTep MOXET NOAKMHOUUTLCA K Ballemy npo-
Bawaepy. [1ns aToro 3anycTute Beb-uHTepbenc u nepenauTe B
O6wme > Kapta cetu 1 nposepbTe CocTosiHMe NHTepHeT.

Ecnu poyTep He MOXeT NOAK/HOUMTLCS K BalleMy NMpoBanaepy,
nonpoobyiiTe NEPenoaK/IKYNTb CETb KaK OMMCaHO B paspene
MocnepoBaTenbHOCTb Nepesanycka CeTu.

Internet status:
Connected

WAN IP: 192.168.0.146
DDNS: GO

YCTpOWCTBO 6b1f10 3a6/I0KMPOBAHO C MOMOLLbIO GyHKLMM po-
AUTENbCKOro KOHTpons. MepeiianTe B 061me > Pogutenbckui
KOHTPO/Ib 1 IPOBEPbTE, HAXOAMTCS ST YCTPOICTBO B CriCKe. Ecin
YCTPOWCTBO B CMIMCKE, yaanuTe ero, Haxas Delete unu HacTpoitTe
napameTpbl BPEMEHMW.

Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
, E control. The client name can be modified in network map client list.
2. Check the unwanted content categories
3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Web & Apps Filters

Ecnu Bce eLlie HeT 1OCTyNa K MHTEPHETY, Nonpo6yiiTe nepesarpy-
3UTb KOMMbIOTEP U MPoBepuUTb IP-afipec 1 aApec LW3a.



Bb1 3a6b11m SSID (MMsa ceTu) unu ceTeBoi Naponb

*  YcTaHoBuTe HOBbIN SSID 1 KNtoY LWMdPOBaHKS Yepes NPOBOAHOE
coeaunHeHme (Ethernet-kabenb). BoitanTe B Be6-MHTEPdENIC, NEpe-
nouTe B KapTa ceTH, HaXMWUTe UKOHKY poyTepa U BBEAMUTE HOBbIiA
SSID v koY WwudpoBaHus, 3aTeM HaMuTe MPUMEHUTD.

*  BbimonnuTe c6poc poyTepa K HacTpoiiKaM No ymonyaxuto. Bo-
nouTe B BeG-uHTepdeNc, nepenante B AAMUHUCTPUPOBaHME >
BKnagka BocctaHoBuTb, CoxpaHUTb, 3arpy3uTb HaCTPOIKU 1
HaXXMuTe BoccTaHOBUTD.

Kak c6pocuTb cUCTEMY K HaCTPOKaM Mo YMONYaHuio?

* [lepengnte B AGMUHUCTPUPOBaHUE > BK/1aKa BoccTaHOBUTD,
CoxpaHuTb, 3arpy3uTb HaCTPONKM 1 HaXXMWUTe BoccTaHOBUTD.

OwwmbKa 06HOBNEHNSA MPOLUMBKM.

lMepeknoynTe poyTep B PeXWM BOCCTAHOBJIEHWUSA U 3anycTuTe
ytunuty Firmware Restoration. MHdopmaLmio no ncnonb3oBaHuio
ytunutbl Firmware Restoration cmoTpute B pasgene 4.2 Boccra-
HOBJIEHME NPOLUUBKH.
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HeB03MOXXHO NOAKNIOYNTLCA K Be6-nHTepdeiicy

Mepen KOHdUrypaLmeit poyTepa BbiMOAHUTE MHCTPYKLMM [LJaHHOMO
pasfena Aans KoHGUrypaLmm KoMMboTepa 1 CETEBbIX KIMEHTOB.

A OTK/IOYUTE NPOKCH-CEPBEP, EC/IN OH BKJTIOYEH.

Windows el .

General | Security [ Privacy | Conterft | Co

tions | frograms | Advanced |

1. Haxxmure Myck > Internet Py
Explorer ans 3anycka 6pay3epa. )

2. Bbl6epuTe Cepsuc > CBoiicTBa
(v ]
obospesarens > Moakniovenns | .  rm—
> HacTpoiika noKanbHoM ceTu. o st ettt sy (L8

Dial-up and Virtual Private Network settings —

£ Access RD Network Resources - Go to vpn.as| | Add...

@ Dial 2 network connection is not present.
() Always dial my default connection

Set default
Local Area Network (LAN) settings
LAN Setfings do not apply to dial-up connections.
n ings above for dial-up settings.

Choose Set

3. Ha akpaHe HacTpoiKm Lol e e R et
NIOKANbHOMN CETU OTK/THOUM- | sutomsbeconfusston

Automatic configuration may override manual settings. To ensure the

Te M Cn on b3oBa H M e n po K' use of manual settings, disable automatic configuration.
H

- - || Automatically detect settings
CM 9ep Bepa nnﬂ no Kan b [Fluse automa:c mnﬁguraﬁoi saript
HOU CeTn.

4. Haxmute OK korpa Prony ssve
3a KOH Ll MTe_ | | | ;ZTEDD;?);’\:):E;”_E‘;:ELJ;;!. LAM (These settings will not apply to |

80 Advanced

Bypass proxy server for local addresses

o




MAC 0S ‘®e0 - TB o

1. B 6paysepe Safari
HaxxmuTe Safari > :
Preferences > Advanced e
> Change Settings... =

v FTP Proxy ﬂ

2. HaakpaHe CeTb CHAMUTE ~ LZuaroverm e
q)ﬂa)KKI/I FTP Proxy n i :géir;u:i:;nxvmﬁﬁ : Set Password
Web Proxy (HTTP). R TR
3. Korpaa 3akoHuuTe, Ha-
XMUTE anMeHMTb (¥ Use Passive FTP Mode (PASV) @
L{“ Click the lock to prevent further changes. (m

ShowAll ' Displays Sound |Netwark Startup Disk

Location: | Automatic

NPUMEYAHMUE: [1na nonyyeHus nogpobHON MHHOpMaLuu no ot-
K/TKOYEHMIO UCMOMb30BaHMSA NPOKCK-CepBepa, 06paTUTECh K CripaBKe
bpaysepa.

B. Hactpoiite TCP/IP gns aBTOMaTH4eCcKOro nonyyeHus
IP-appeca.

Windows

1. Haxmure MNyck > MaHenb ynpaeneHus > LieHTp ynpaBneHus cets-
MU U 06LLUM LOCTYNOM, 3aTEM HAXMWUTE CETEBOE NOJKIHOUEHNE
ANs 0TO6PAXEHMUSA €ro COCTOSHUS.

%% Network and Sharing Center
« v 4 X 5 ControlPanel » All Control Panel items > Netwark and Sharing Center

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing corpnet.asus Accesstype:  Internet
settings. Domain network Connections: [ Ethemet

Change your netwarking settings

diGi Setup a new connection or network
Set up 2 broadband, dial-up, or VPN connection; or set up a router or access point.

[ Troubleshost problems
Diagnose and repair network problems, or get troubleshooting information.
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2. Haxmute CBOUCTBA /19 OTKPbI- | ¢ etenesus
TUS OKHa cBoicTB Ethernet.

Connection

IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details...
Activity
Sent _‘.e Received
K

Bytes: 71,424,696 70,727,241

& Properties & Disable Diagnose

Close

3. Bbibepute MpoTokon UHTep- FTr—
HeTa Bepcuu 4(TCP/IPv4) nnu T —
MpoTtokon UHTepHeTa Bepcum

(5 Intel(R) Ethemet Connection (2) 1215V
6(TCP/IPv6), 3aTeM HaxmuTe
CeoncTBa.

This cannection ses the fallwing trems:
G053 Pocket Schedule
M intemet Protocol Version 4 (TCP/IPv4)

[]"1. Microsoft Network Adapter Mutiplexor Protocol

.4, Intemet Protocol Version 6 (TCP/IPvE)

"1 Uk Layer Topology Discovery Responder
. Link-Layer Topology Discovery Mapper /O Diiver
< >

A~

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

4, Bb|6epMTe nonquTb IP-aApec Internet Protocol Version 4 (TCP/IPv) Properties X
aBTOMAaTUYECKM [/11 aBTOMATU- = sersecontamun
yeckoro nosnyyeHus IP-agpeca. iy G

s

¥
for the appropriate IP settin

BbiGepuTe Monyuutb IPv6-a- [CEREERTERETE

(O Use the following IP address:

——
Apec aBTOMaTUYeCKU A1
aBTOMATWYECKOro Nosy4YeHus EE
IP-agpeca IPvé.

(O lUse the following NS server addresses:

(@) Obtain DNS server address automatically
5. Haxmute OK Koraa 3aKoHUUTE. 1
—

Validate settings upon exit Advanced

G




MAC 0S

000

1. Haxwmure ukoHky Apple < = & @ &
E’ pacnonox(eHHyw B Location: | Automatic
NEeBOM BEPXHEM yriy
SKPaHa [ TCP/IP | PPPoE  AppleTalk = Proxies = Ethernet |
Ic:mﬁgum 1Pva: | Using DHCP 3|
2' Ha)KMMTe SyStem IP Address: 192.168.182.103 Renew DHCP Lease
Preferences > Network > Subnet Mask: 255.255.255.0 DHCP ClientiD: | |
Configure... Router: 192.168.182.250
3. HaBknagke TCP/IP B
B bl n ana I'OLU'e M Cn MCKe IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e
Configure IPv4 Bbibepu- —— ®
Te USing DHCP u,ﬁ Click the lock to prevent further changes. (“Assistme... )
4. Korpa 3aKOHYUTe, Ha-
Xmute MpUMeHnTb.
NPUMEYAHUE: Moapo6Hyto HbopMaLmio No KoHhMrypaLmm
HacTpoek TCP/IP cMoTpuTe B cnpaBKe K BaLLei onepaLmoHHON
cuUcTeme.
C. OTKAOYMTE NOAKIIOYEHUE YAANEHHOrO AOCTYMA.
Windows

1. Haxmurte Myck > Internet
Explorer nns 3anycka
bpaysepa.

Bbi6epute Cepuc > CBoM-
cTBa o6o3peBarens >
MopknioueHus.

YctaHosuTe ¢naxok Hukoraa
He UCMoNb30BaTb KOMMYTHPY-
eMble NOAKNIOYEHHS.

. Haxxmute OK Korpa 3akoHuyuTe.

l General | seaunity | privacy | conter | Connections | Frograms | advanced |
—_

.:0 To set up an Internet connection, cick
Setup.

Dial-up and Virtual Private Network settings

esources - Go to vpn.as| | Add...

Add VPN...

Always dial my defauit connection

Local Area Network {LAN) settings

: LAN settings

LAN Settings do not apply to dial-up connections
Choase Settings above for dial-up settings.

Ca

NPUMEYAHUE: 115 nonyyeHus Nogpo6HOi MHGOPMALMK MO OTKITHO-
YEHMIO YAaNeHHOro A0CTyNa, 06paTuUTech K cripaBke Gpay3epa.
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Mpunoxexue

GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed under
the terms of the GNU General Public License. Please see The GNU
General Public License for the exact terms and conditions of this
license. All future firmware updates will also be accompanied with
their respective source code. [Moapo6Hyto MHDOPMALMIO CMOTPUTE
Ha Hawewm caiiTe. Note that we do not offer direct support for the
distribution.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software-to make sure the software is free for all its users.
This General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software
is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new



free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that you
have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on
the original authors’ reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program
will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. ThisLicense applies to any program or other work which contains
anotice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The “Program”,
below, refers to any such program or work, and a “work based
on the Program” means either the Program or any derivative
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work under copyright law: that is to say, a work containing the
Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation
is included without limitation in the term “modification”.) Each
licensee is addressed as “you".

Activities other than copying, distribution and modification are

not covered by this License; they are outside its scope. The act

of running the Program is not restricted, and the output from the

Program is covered only if its contents constitute a work based

on the Program (independent of having been made by running

;tjhe Program). Whether that is true depends on what the Program
0es.

. You may copy and distribute verbatim copies of the Program's

source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy,
?nd y]9u may at your option offer warranty protection in exchange
or afee.

. Youmay modify your copy or copies of the Program or any portion

of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) Youmust cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started running for



such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and
a notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the
Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate
works inthemselves, then this License, and its terms, do not apply
to those sections when you distribute them as separate works. But
when you distribute the same sections as part of a whole which is
a work based on the Program, the distribution of the whole must
be on the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms
of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
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cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to

distribute corresponding source code. (This alternative is allowed
only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for a work means the preferred form of the work
for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used
to control compilation and installation of the executable. However,
as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so
on) of the operating system on which the executable runs, unless
that component itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore,



by modifying or distributing the Program (or any work based on
the Program), you indicate your acceptance of this License to do
so, and all its terms and conditions for copying, distributing or
modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties
to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions areimposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they
do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then
as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could
satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the sectionis intended
to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; itis up to the author/donor to decide if he or she is willing
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to distribute software through any other system and a licensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed
to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in

certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

. The Free Software Foundation may publish revised and/or new

versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to the
author to ask for permission.

For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software
and of promoting the sharing and reuse of software generally.
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NO WARRANTY

11 BECAUSE THEPROGRAM IS LICENSED FREE OF CHARGE, THEREIS
NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS



MpaBuna 6e3onacHOCTH

Mpu “cnonb3oBaHUM YCTPOMCTBA Beeraa coboainTe Mepbl npe-
LOCTOPOXHOCTH, BK/KOYas, TOMUMO NPOYEro, CleaytoLLne:

A BHUMAHUE!

LLIHYp nuTaHWs JomxeH ObiTb NOLKIHOYEH K PO3ETKE C 3a3eM-
nexveM. MogkntoyanTe yCTPOCTBO K GAVKANLLEN, Nerkogo-
CTYMHOW po3eTKe.

Ecnu WwHyp NUTaHUs HEeMCNpaBeH, He MbITaiiTecb OTPEMOHTUPO-
BaTb €ro caMocTonTeNbHO. O6paTuTECh K KBanuduumpoBaHHo-
MY TEXHWKY v NMPOAABLLY.

He nonb3yiiTecb NOBPeXAEHHbIMY CETEBBIMM LLUHYPaMK, aKCec-
cyapamu 1 nepudepruitHbIMm YCTPONCTBaMMU.

He ycTtaHaBnuBaliTe 3T0 yCTPOICTBO Ha BbICOTYy 6onee 2
METpOB.

PekoMeHyeTcs UCMOMb30BaTb NPOAYKT Npu TemnepaType oT
0°C no 40°C.

I'Iepep, MUCnosib3oBaHNEM yCTpOI7ICTBa MPOYTUTE UHCTPYKLMK NO
aKennyataynm n 03HakoOMbTeCb C AONYCTUMbIM TEMNeEpaTyp-
HbIM AMana3oHOM.

BynbTe 0CTOPOXHbI MPY UCMONb30BaHUM LaHHOIO YCTPOACTBA
B a3ponoptax, 60/IbHMULIaX, 3aMpaBOYHbIX CTAHLMSAX W rapaXcaX.

Momexyn Ans MeAULMHCKIX YCTPOACTB: MOAAEPXKMBAITE MUHU-
MasbHOe paccTosiHie (He MeHee 15 CM) MeXay UMMIaHTUPO-
BaHHbIMI MeMLMHCKUMM YCTPOiCTBamMM 1 npoaykTamm ASUS
ANS CHUXEHUS PUCKA BO3HUKHOBEHMS MOMEX.

Wcnonb3yiTe yCTPONCTBO B YCNOBUAX XOPOLLErO npuema s
YMEHbLLEHWS YPOBHSA U3NYYEHUS.

YcTaHoBuTE yCTDOﬁCTBO nojanbLue oT 6ep6MeHHbIX XXEHLMH U
HWXXHEN Y4acTu XMUBOTA NOAPOCTKOB.

He ucnonb3yiTe yCTPOMCTBO NpK 0GHapyXXeHWe BUAUMBIX Je-
(eKTOB, KOrfa OHO MOKPOE, NMOBPEXAEHO MY MOAUPULMPOBa-
Ho. O6paTUTECh 3@ MOMOLLbHO B CEPBMUCHDII LIEHTP.

97



98

& BHUMAHUE!

He ycTaHaBn1BamnTe yCTPOMCTBO Ha HEPOBHYHO U/ HEYCTONYM-
BYIO MOBEPXHOCTb..

He knaguTe Ha yCTPONCTBO NMOCTOPOHHME NpeaMeThbl. He
nofBepranTe yCTPONCTBO MEXAHUYECKUM BO3AENCTBUAM,
Hanpumep HaAaBnWBaHUe, crnbaHune, NpoKasbiBaHWe UK
N3MesbyeHme.

He pa36upaiiTe, He OTKpbIBaNTE, He HarpeBaiiTe, HE CXXUraiTe,
He KpacbTe W He 3aCOBbIBalTE B OTBEPCTUA YCTPOWUCTBA NOCTO-
POHHWe NpeLMeTbl.

ObpaTuTe BHUMAHWE Ha STUKETKY Ha HUXHEN CTOPOHE YCTPOM-
CTBa M y6eauTech, YTo BaLll LHYP NUTaHWA NOLAEPKMBAET CO-
OTBETCTBYIOLLEE HAMPSXKEHUE.

XpaHute yCTpOﬁCTBO BAasM OT OrHA U UCTOYHMKOB Tenna.

He noggeprainte BO34eNCTBUIO XXUAKOCTEN U HE UCTONb3YITE B
YC/IOBMAX MOBbILLEHHON BI&XHOCTU. He nonb3ynTechb yCTpOMt-
CTBOM BO BpeMs rposbl.

MopkntoyanTe BbixogHble Lenu POE gaHHOro nspenusa uc-
KNKOYMTENBHO K ceTiM PoE, 6e3 MapLupyT13aLmm Ha BHELHWe
YCTPOMCTBA.

Bo nsbexaHwe MOpPaXeHUA SNEKTPUYECTBOM, OTKITHOHUTE LLHYP
MATaHUA OT PO3ETKK Npexae, YemM NepeHoCUTb CUCTEMY C Me-
CTa Ha MecCTO.

Wcnonb3yiiTe TONbKO akceccyapbl, 0A06pPeHHbIe NPOU3BOAN-
Tenem yCcTporcTBa ANs UCMONb30BaHUA C 3TOW Mofenblo. Mc-
nofb30BaHKe Apyrux TUMNOB aKCceccyapoB MOXET MPUBECTU K
aHHYNIMPOBAHMUIO rapaHTUM UMW HapYLIEHUO MECTHbIX NpaBun
1 3aKOHOB, @ TaKXXe MOXET MPeACcTaBNATb yrposy 6e30nacHo-
cTW. NHdopMaumio 0 HanUuUmM aBTOPU30BAHHbIX aKceccyapos
MOXXHO Y3HaTb y NpofasLia.

Mcnonb3oBaHue yCTpOVICTBa Cnoco6oMm, He PEKOMeHAO0BaHHbIM
B rnpunaraemMblX UHCTPYKLMAX, MOXXET NPMUBECTU K BO3ropaHUIo
WIn TpaBMe.



CepBuc u noaaepxka
MoceTuTe Hal caiT https://www.asus.com/ru/support/.

99



	1	Информация о беспроводном роутере
	1.1	Приветствие!
	1.2	Комплект поставки
	1.3	Данный беспроводной роутер
	1.4	Размещение роутера
	1.5	Системные требования

	2	Начало работы
	2.1	Настройка роутера
	A.	Проводное подключение
	B.	Беспроводное подключение

	2.2	Быстрая настройка Интернет (QIS) с автоопределением
	2.3	Подключение к беспроводной сети

	3	Конфигурация общих и дополнительных параметров
	3.1	Вход в веб-интерфейс
	3.1.1	Настройка параметров безопасности беспроводной сети
	3.1.2	Управление сетевыми клиентами

	3.2	Адаптивная QoS
	3.2.1	Управление QoS (качество обслуживания)

	3.3	Администрирование
	3.3.1	Режим работы
	3.3.2	Система
	3.3.3	Обновление прошивки
	3.3.4	Восстановление/сохранение/загрузка настроек

	3.4	AiProtection
	3.4.1	Сетевая защита
	3.4.2	Настройка Родительского контроля

	3.5	Брандмауэр
	3.5.1	Общие
	3.5.2	Фильтр URL
	3.5.3	Фильтр ключевых слов
	3.5.4	Фильтр сетевых служб

	3.6	IPv6
	3.7	Локальная сеть
	3.7.1	LAN IP
	3.7.2	DHCP-сервер
	3.7.3	Маршрут
	3.7.4	IPTV

	3.8	Сеть
	3.8.1	Основная сеть - Фильтр MAC-адресов
	3.8.2	Гостевая сеть
	3.8.2.1 Гостевая сеть
	3.8.2.2 Мастер умного дома


	3.9	Системный журнал
	3.10	Анализатор трафика
	3.11 WAN
	3.11.1 Подключение к интернету
	3.11.2 Переключение портов
	3.11.3 Виртуальный сервер/Переадресация портов
	3.11.4 DMZ
	3.11.5 DDNS
	3.11.6 NAT Passthrough

	3.12 Беспроводная связь
	3.12.1 Общие
	3.12.2 WPS
	3.12.3 Настройка RADIUS
	3.12.4 Профессиональный


	4	Утилиты
	4.1	Обнаружение устройства
	4.2	Восстановление прошивки

	5	Устранение неисправностей
	5.1	Устранение основных неисправностей
	5.2	Часто задаваемые вопросы (FAQ) 

	Приложение
	Правила безопасности
	Сервис и поддержка


