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OCHOBHble XapakTepUCTukKu

Bbicokas npon3BoauTENbLHOCTb

[vrabutHble noptel SFP u 10-rurabutHblie uplink-nopTel
SFP+ obecneyvBaloT COefMHEHVE C BbICOKOW MPOMYyCKHOM
CMOCOBHOCTBIO ANS KNNEHTOB, CEPBEPOB M HaKOMUTENEN.

KomMmnnekcHas 3awura

COBOKYMHOCTb annapaTHbIX W MNpPOrpaMMHbIX CPEACTB
obecneymBaeT KOMMIEKCHYIO 3aLUUTY CETU OT PM3NYECKOro
BO34ENCTBUS U CKPbITbIX aTak.

OTKa3oycTOM4YNBOCTb

B crek mMoxHO 06beauHUTb A0 9 YCTPOWCTB, CO3AaB
eOVHbI  BUPTyanbHbI  KOMMyTaTtop, 4To obecrneuut
BbICOKYHO OTKa30yCTOMYMBOCTb " HafeXHOoCTb
NOAKMOYEHNS.

DGS-3630-28SC

YnpaBnsewmbin ctekupyembin kKommyTtaTtop 3 ypoBHSA ¢ 20 noptamu 1000Base-X SFP, 4
komb6o-noptamu 100/1000Base-T/SFP u 4 noptammn 10GBase-X SFP+

XapakTepucTukm

WUHTepdpelicbl

e 20 noptoB 1000Base-X SFP

o 4 kombo-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HapexHocTb

o Bo3MoxHoCTb NutaHus ot RPS

802.1D STP, 802.1w RSTP 1 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Mopaepkka 3awuTbl OT CTaTUYECKOro
anekTpuyecTBa Ao 6 KB Ha MeaHbIX nopTax

CTeKupoBaHue ¢ BbICOKO NPONYyCKHOW

CNOCOGHOCTLIO

o B03MOXHOCTb 06beanHeHus B cTek 4o 9 yCTPOUCTB
(432 rurabuTHbIX NopTa)

e YpaaneHHoe CTekMpoBaHue C UCMofib30BaHMEM
OMNTOBOITOKOHHOTO kKabens

o [lonoca nponyckaHusi Npu ranyeckom
cTekupoBaHumn go 80 out/c Ha cTek

OAM
o |[EEE 802.3ah Ethernet Link OAM
e |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

o KoHcornbHble nopTel ¢ pasbemamu RJ-45 n Mini-USB
MopT ynpaBneHus u cUrHanbHbIA NOpT
Web-uHTepdenc ynpasneHums

WHTepdenc komaHaHowm ctpoku (CLI)

dyHkumsa Switch Resource Management (SRM) ans
rMBKoro ynpasneHusi pecypcamm cUcTembl

YnpaBnsiembli  CTEKMpyeMbli  KOMMyTaTop  TpeTbero ypoBHs DGS-3630-28SC
npegHasHaveH Anst ceTew KpynHbIX NpeanpusTuii, Manoro u cpegHero busHeca, a Takxe
Ons  uHTepHet-npoBangepoB. OH obecneyvBaeT BbICOKYHD MNPOU3BOAUTENBHOCTD,
rMBKOCTb yNpaBreHusi, 0TKa30yCTONYMBOCTb U paclumpeHHble dyHkumm MO. KommyTtaTop
ocHaweH 20 noptamu 1000Base-X SFP, 4 kombo-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+, nopaepxvBaeT dyHkUMM 6e30macHOCTM U paclunpeHHble
HacTponku Quality of Service (QoS) ana onTumanbHoi paboTbl Ha ypoBHe sApa,
pacnpegeneHust unu goctyna. Beicokasi NNOTHOCTb NOPTOB, BO3MOXHOCTb CTEKMPOBaHMWS
W npocToe ynpasBneHue no3BonsioT ucnomnb3oBate DGS-3630-28SC ana pelueHus
pa3nuyHblX 3ajady. 3awuta OT cTaTudeckoro anekTpudectBa 6 kB obGecneunBaet
YCTOWYMBOCTb MEAHbIX TMOPTOB K HaBEAEHHOMY HanpshkeHulo U npegoTepallaet
NoBpeXAeHNe KOMMyTaTopa W NOAKIIOYEHHbIX K HEMY YCTPOMCTB.

MporpammHoe o6ecneyveHue Standard Image (Sl)

KommyTtaTtopbl cepum DGS-3630 c nporpamMmMHbiM obecnedeHvem S| nopggepxusatoT
OCHOBHblE (DYHKLMM ONsi NOCTPOEHUsI CeTeln nNpeanpusTUii Manoro u cpegHero 6usHeca
(SME/SMB), Bkntoyast KOMMyTaLWO 2 YPOBHS!, CTaTUYECKYIO MapLUpyTU3aLuio U NPOTOKON
RIP, MHOroagpecHy pacchifiky 2 ypoBHsi, paclumMpeHHble HacTpoiku Quality of Service
(QoS), OAM 1 pasnuyHble dyHKLMK GesonacHocTw.

MNporpammHoe o6ecneuyeHne Enhanced Image (El)!

KommyTaTtopbl cepun DGS-3630 c¢ nporpammHbiM  obecneveHwem El,  nomumo
dyHkumoHana Sl, noppepxwuBatoT npotokonsl OSPF, BGP, dyHkuuio VRF-Lite un
MapLUpyTU3aLmMio MHOroaapecHbIX NakeToB.

MporpammHoe o6ecnevyeHne MPLS Image (MI)?

KommyTaTtopbl cepum DGS-3630 c nporpammHbiM  obecriedyeHnem  MI, nomumo
dyHkumoHana S| u El, nogaepxwuBatot ocHoBHble VPN-cepBuchbl, Heobxoaumble Ans
adppekTMBHOM paboTbl MHTEPHET-NpoBaaepoB, Bknodvast I1S-IS 1 MPLS L2/L3 VPN.
Bnarogaps mexaHnsmy MPLS nepepaya notoka Tpadmka no ceTu HesaBucuma OT
NPOTOKOMOB YNpaBfieHns, ucnonb3yemblx Ans npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE wn T. a.). Ucnonb3oBanne MPLS paeT BO3MOXHOCTb ONTUMWU3NPOBATL MOTOKM
TpadvKa 1 MaHUNynMpoBaTk Tpadukom.
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DGS-3630-28SC

YnpaBnsembii cTekupyembin KommyTtaTtop 3 ypoBHSA ¢ 20 nopTtamum

1000Base-X SFP, 4 kom6o0-noptamu 100/1000Base-T/SFP u 4 noptamm

,U,OCTyI'IHOCTI:- M TMOKOCTb nogkn4vyeHus

KommyTtaTop DGS-3630-28SC nopgaepxvisaet TEXHOMOTMIo
CTeKMpOBaHUs®, MO3BOMAIOWYI0 CO34aBaTb EAWHbLIA (OU3NYECKWUA WU
BMPTyarnbHbIl CTEK Npu OOBEAMHEHUN HECKONbKUX YCTPOMCTB, 4TO
obecneumBaeTr MacwTtabupyemocts cetn. [lpu 3ToM ynpoljaeTtcs
ynpaBneHne, Tak KaKk BCe KOMMYyTaTopbl B CTEeKe FOrM4ecku
npeacTaBnaloT cobort eanMHoe YCTPOWCTBO M YNPaBnsAloTCs yepes OAMH
IP-appec. MoxHO 06beaMHUTL A0 9 KOMMYTaTOPOB U MOMYYUTb, Takum
obpasom, oo 432 noptoB Gigabit Ethernet. ®yHkuusi Switch Resource
Management (SRM) nos3BonseTr onTuMM3NpoBaTb pacnpepeneHvie
pecypcoB KoMMyTaTopa ANs PpelleHus pasfnnYHbiX ceTeBbiX 3apad. B
3aBUCMMOCTM OT Bblbopa annapatHoro pexvuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3Mep OCHOBHbIX Tabnwuu
BTOPOro U TPETbEro YpoBHEN ANs MakcuMarbHOW NPOU3BOAUTENBHOCTU
KOMMyTaTopa.

OTKa3oyCcTOM4YUBOCTb

KommyTtaTop DGS-3630-28SC nogaepxuBaeTt npoTtokonsl Spanning Tree
(STP): 802.1D, 802.1w un 802.1s. T[potokonbl STP nossonsoT
opraH13oBaTb pe3epBHbIV MapLUPYT Nepeaayn AaHHbIX, UCNOMb3yeMblli B
crnyyae BO3HUKHOBEHMS HeucnpasBHocTen B ceTu. Kpome Toro, DGS-
3630-28SC noppepxuBaetr TexHonorun Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS o6ecneunBaeTt MuHMmansHoe Bpemsi
BOCCTaHOBMeHUss paboTbl konbua nocre cb6os. FlexLink nossonser
NOBbLICUTb OTKA30yCTOMYMBOCTb COEAMHEHWUS Ha yKasaHHbIX MopTax
KomMMmyTaTopa, obecneumBasi pesepBupoBaHmne kaHanoB 6e3 npumMmeHeHust
STP u coyHkumm Loopback Detection.

Be3onacHocTb n npoun3BoaAnUTENIbHOCTb

KommyTaTop DGS-3630-28SC npegocTtaBnsieT WMPOKUIN HAaGop yHKLUMIA
H6esonacHocTw, BkMoYas MHOroypoBHeBble cnucku foctyna (ACL) u
ayTeHTUdukaumo nonb3osatenein (802.1X) yepes TACACS+ n RADIUS.
[na noBblleHMss Npou3BoAMTENbHOCTM M Be3onacHoOCTU KoMMmyTaTop
DGS-3630-28SC obecneuvBaeT nogaepxky VLAN, Bkntoyasi npoToOKOn
GVRP wu crtangapt 802.1Q. Ons ctabunbHoi paboTbl Takmx CeTeBbIX
cepBucoB, kak VoIP, a Takke npoBegeHus BuOEOKOHepeHuun
KOMMYTaTop MOAAEPKUBAET LUMPOKUMIA Habop dyHkuuii QoS, koTopblie
rapaHTMpytoT, YTO KPUTWYHbIE K 3aJepXXKkam ceTeBble cepBuCbl OyayT
obcnyxuBaTbCs B NPUOPUTETHOM pexume. [ns 3awmTbl KOMMyTaTopa oT
BpeaoHocHoro Tpadwmka B DGS-3630-28SC peanusoBaHa dyHkumsa D-
Link Safeguard Engine.

10GBase-X SFP+

M6kocTb ynpaBneHus

YnpaeneHne kommyTatopom DGS-3630-28SC MOXeT oOcyLlecTBNASTbCA
npy nomowwm uHTepderica komaHgHow ctpoku (CLI), Web-uHTepderica,
npotokona SNMP. Hanuune koHconbHoro noprta ¢ uHTepdencom Mini-
USB penaet npouecc HacTpolku Ooree yaoOHbIM, MOCKOMbKY Ans
NOAKIIOYEHNA KOHCONW He TpebyeTcA [AOMOMHUTENbHbIA NEePEXOAHMK.
Takke [OCTynHa BO3MOXHOCTb YMpaBieHUss KOMMYTaTOpoOM uyepes3
He3aBuCUMbIV BbigeneHHbln nopT Out-of-band. Hanuune USB-nopta
MO3BOMSAET COXPaHATb CUCTEMHble XypHanbl, KOHurypaumm n obpasbl
MO wHa BHewHne USB-Hocutenn. Mopapepxka dyHkumii DHCP  Auto-
configuration un Auto-image [aeT BO3MOXHOCTb 3arpyxatb paHee
CO3[jaHHYI0 KOHMUrypaLumio Ha HECKONbKO KOMMYTaTOpPOB aBTOMaTUYECKM.
Kpome Toro, DGS-3630-28SC nopaepxuaet npotokon OpenFlow 1.3,
YTO NO3BONSET YNpaBnATb KOMMyTaTopamu C MOMOLLbI KOHTpomnepa
OpenFlow*.

TexHonorus Green

DGS-3630-28SC nognepxusaer TexHonormio D-Link Green, koTopas
NO3BOMNSIET UCMOMIb30BATh PEXWUM COXpPaHEHWst IHEPruM U yHKUMo Smart
Fan®, cHM3MTb TEmnnoBbl4ErNeHne, a TaKkke aBTOMATMYECKM yMeHbluaTb
3HeprornoTpebneHne B 3aBUCMMOCTM OT AnuHbl  kabens. DyHKums
aHeprocbepexeHus obecrneumBaeT aBTOMaTMYECKOE OTKMOYEHWE NUTaHNS
HeaKTVBHbIX MOPTOB U UHAMKaTopoB. ®yHKUMs Smart Fan ob6ecneunBaet
aBTOMaTUYECKOE PEerynupoBaHue CKOPOCTU BpaLleHWsi BCTPOEHHbIX
BEHTU/IATOPOB B 3aBUCMMOCTM OT TeMMepaTtypbl, YTO TakkKe NO3BONSIET
3KOHOMWTb SMEKTPOIHEPTUIO U CHU3NUTL YPOBEHb LLIYMa.

1 O6HosneHue npozpammHo20 obecrnevyeHusi ¢ Standard Image (SI) Ha Enhanced Image (El) dns kommymamopa DGS-3630-28SC ocywecmensemcsi ¢ MoMowbto

nuuyeH3uu DGS-3630-28SC-SE-LIC.

2 O6HoeneHue npozpammHo20 obecriedeHusi ¢ Standard Image (SI) Ha MPLS Image (M) dnsi kommymamopa DGS-3630-28SC ocyujecmernisiemcsi ¢ MoMOWbO NTUUEH3UU
DGS-3630-28SC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (M) - ¢ nomowibto nuyeH3uu DGS-3630-28SC-EM-LIC.

3 B cmek mMo2ym 6bimb 06be0UHEeHbI MOosIbko kKommymamopbl DGS-3630 ¢ oduHakoebiM npozpamMmMHbIiM obecrnieyeHueM. Hanpumep, kommymamopsl cepuu DGS-3630 ¢
npozpamMmMHbIM obecrniedeHuem S| Mo2ym 6bimb 06LeOUHEHbI 8 CMEK MOJILKO ¢ Kommymamopamu DGS-3630 ¢ npoepammHbiM obecrieqyeHuem Sl.

4 [locmynHo e sepcuu npoepammHoeo obecriedeHusi R2.10.

5 [lo yMonyaHulo ycmaHoeneHa HU3Kasi ckopocmbs eeHmursismopa. Mpu memnepamype ebiwe 36 T ckopocmb eeHmusisimopa ysesnudyueaemcsi U ocmaemcsi 8bICOKol 00

rnoHuxeHusi memnepamypbl 0o 33 T.
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Building Networks for People YnpaBnseMbini CTeKupyeMbin KommyTaTop 3 ypoBHSA ¢ 20 nopTamu
1000Base-X SFP, 4 kom60-noptamu 100/1000Base-T/SFP u 4 noptamm
10GBase-X SFP+

TexHU4YecKkue xapaKTepUCTUKM
AnnapaTtHoe oGecneyeHne

Mpoueccop * BCM56342 (1 1Tw)
OnepaTvBHas namsTb *1Ib

Flash-namsaTtb *1Ib

WHTepdeicol * 20 noptoB 1000Base-X SFP

4 xombo-nopta 10/100/1000Base-T/SFP

4 nopta 10GBase-X SFP+

KoHconbHbI nopT ¢ pasbemom RJ-45

KoHconbHbI nopt Mini-USB

Mopt ynpaBnexus 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
CurHanbHbI NopT ¢ pa3bemom RJ-45

MopTt USB 2.0 Tvn A

WHaouykaTopsl > Power - USB
* Link/Activity/Speed (Ha nopT) * RPS
* Console * Fan Error
* MGMT * Stack ID

Pasbem nutaHus PasbeM AN NogknioYeHns NuTaHus (nepemMeHHbIin TOK)

Pasbem ansa nogknioyeHus pe3epBHOro MCTOYHMKA nutaHusat

CraHgapTbl 1 hyHKLMM * |IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3ae 10GBase-X

YnpasneHue notokom |IEEE 802.3x B pexxume nNonHOro gynnekca
ABTOoMaTunyeckoe onpepenexHne MDI/MDIX

[Mpon3BognTENBHOCTD

KommyTaumoHHas * 128 I'but/c
maTtpuua
MeToz koMmyTaLmn

Store-and-forward

Makc. ckopocTb
nepeHanpasnenns 64-
6anTHbIX NakeToB
Pasmep Tabnuubl MAC-
appecoB

Pasmep Tabnuubl
MapuwpyTtusauuu IPv4
Pasmep Tabnuubl
MapLpyTumsauuu IPve
Pasmep Tabnuubl
KommyTauwuu L3 IPv4
Pa3smep Tabnuubl
KommyTauuu L3 IPv6
Bydep naketos * 4 Mb

95,24 Mpps

68K sanvceir?

16K 3anucen

7K 3anucen

32K sanuceir?

16K 3anvcei?

Jumbo-dpeinm * 12Kb
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MporpammHoe obecnedeHune Standard Image (SI)

CrekunpoBaHune

DGS-3630-28SC

YnpaBnsembi cTekupyembin KommyTtaTtop 3 ypoBHSA ¢ 20 noptamum

1000Base-X SFP, 4 kom60-noptamu 100/1000Base-T/SFP u 4 noptamm

* dusnyeckoe CTEKMpoOBaHNE
- Monoca nponyckanus: go 80 Méut/c
- 0o 9 ycTponcTe B cTeke
- KonbLeBas/nuHeHas Tononorus

10GBase-X SFP+

BupTyanbHoe cTeknpoBaHue

- D-Link Single IP Management

- [o 32 ycTpoicTs B BUpPTyanbHOM CTeke
- Monoca nponyckanus: go 20 Mout/c

PYHKUMM 2 yPOBHS

Tabnuua MAC-aapecos: go 68K sanucein?
YnpaBneHue noTokom

- 802.3x B pexvMe NorHoro aynnekca

- MNpepotBpatyeHue bnoknposok HOL
Spanning Tree Protocol

- 802.1D STP

- 802.1w RSTP

- 802.1s MSTP

- Root Guard (Restriction)

- Loop Guard

Link Aggregation

- 802.1AX

- 802.3ad

- Makc. 32 rpynnbl Ha ycTpoicTBo/12 NopToB Ha rpynny

ERPS (Ethernet Ring Protection Switching) version 2

* 3epkanupoBaHue NopToB

- One-to-One

- Many-to-One

- NMoppepxka 3epkanvpoBaHus Ans Bxoasiiero/
ucxogsiiero/Tpacduka B 060Mx HanpaBneHusix

- MNopaepxka 4 rpynn sepkanupoBaHuns

* 3epkanupoBaHue NOTOKOB

- I'Io,q,qep)KKa 3epkanumpoBaHua ana exogdaulero TpaCbI/IKa

* 3epkanupoaHue VLAN

* RSPAN

* L2 Protocol Tunneling (L2PT)

* Multi-Chassis Link Aggregation Group (MLAG)?

paccbifika 2 ypoBHS

- MLD v1/v2

- NMopnepxka o 4K rpynn?

- MLD Snooping Fast Leave Ha ocHoBe y3na

- Moppepxka 64 ctaTU4ecknx MHOroaapeCHbIX rpynmn
- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

VLAN * 802.1Q * pynnel VLAN
* 802.1v VLAN Ha ocHOBe NpOTOKOSoB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecoB * VLAN Trunking
* VLAN Ha ocHoBe nopceten * GVRP: go 4K gnHamuyeckmx VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHas * MLD Snooping * IGMP Snooping

- IGMP v1N2/v3

- Mopnepxka fo 8K rpynn?

- Moppepkka 64 cTaTUHECKUX MHOTrOaAPECHbLIX rpynmn
- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

* PIM Snooping

DyHKUMN 3 YPOBHS

IPv4 ARP/IPv6 ND: nogaepxka fo 32K/16K?
- 512 ctatuyeckux 3anucen ARP

Gratuitous ARP

WHTtepdenc IP

- Moppepxka 256 nHTepdencos

MHTepdenc Loopback

Proxy ARP

- Moppepxka Local ARP Proxy

* TyHHenupoBaHue IPv6

- CtaTuyeckoe
- ISATAP

- GRE

- 6to4

VRRP v2/v3
IP Helper

MapuwpyTunsaumsa 3
YPOBHS

Moppepxka 16K annapaTHbIX 3anucen MapLipyTusaumm no
IPv4/IPv6

- 1 3anuck Ha Kaxabii mappyT IPv4

- 2 3anucu Ha kaxablin MmapLupyT IPv6

Mopaepxka go 32K annapaTHbix 3anucen kommyTaumm L3
no IPv4/IPv6?

- 1 3anuck Ha Kaxabii mappyT IPv4

- 2 3anucu Ha kaxabln MmapLupyT IPv6

CraTtuyeckasi MapLipyTu3auus

- Makc. kon-Bo 3anucein IPv4: 512

- Makc. kon-Bo 3anucein IPv6: 256

MapuwpyT IPv4/IPv6 no ymonyaHuo
PBR (Policy-based Route)

Null Route

Route Preference

Route Redistribution

Graceful Restart (GR) Helper

BFD (Bidirectional Forwarding Detection)
- Ctatuyeckasn mapLupyTtusaums IPv4/ve
-RIP

- VRRP

RIP v1iv2/ng

MHoroagpecHas
paccbinka 3 ypoBHS

dunbTtpaumsa IGMP/MLD
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KayvecTBO 0bCnyxuBaHus

(Qos)

802.1p

8 ouepepeit Ha nopT

O6paboTka ouepeaen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

KoHTpornb neperpysku

- Weighted Random Early Detection (WRED)
802.1Qbb Priority-based Flow Control (PFC) anst nopta
10GBase-X

YnpaBneHve Nonocomn NponyckaHus

- Ha ocHoBe nopta (Bxoasiuee/ucxoasilee, ¢ MyH.
3HayeHuem 8 Kout/c)

- Ha ocHoBe notoka (Bxoasiiee/ucxonsiiee, C MUH.
3HayeHuem 8 Kout/c)

- YnpaBreHue nonocoi NponyckaHus no odyepeam (C MuH.
3HayeHuem 8 Kout/c)

Mopaepxka cnegyrowmnx AeNCTBUN ANA NOTOKOB

- MeTka npuoputeta 802.1p

- MeTka npepnoyteHus IP/DSCP

- QoS Ha ocHoBe BpeMeHU

* CoS Ha ocHoBe:

- MopTa kommyTaTopa

- Oyepepeit npuoputeTos 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

- DSCP

- Tuna npotokona

- Nopta TCP/UDP

- Knacca IPv6-Tpaduka

- MeTku notoka IPv6

* Tpwv uBeETa MapKNpOBKU

-trTCM
-sITCM

Cnuckn ynpasneHus
noctynom (ACL)

ACL Ha ocHoBe:

- MNpuoputeTta 802.1p
-VID

- MAC-agpeca

- Ether Type

- LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Macku DSCP

- Tuna npoTtokona

- Homepa TCP/UDP-nopTa
- Knacca IPv6-Tpaduka

- MeTku notoka IPv6

* Makc. kon-Bo 3anucen ACL:

- Bxogsawmx (annapatHbix): 4K
- Nexopswmx (annapatHbix): 1K
- Kapta goctyna VLAN: 3K

* ACL no pacnucaHuio

TexHonorua Green

OKOHOMUS BNEKTPOIHEPrun 3a CYeT:
- OnpepeneHus ctaTyca coeanHeHUs
- OnpegeneHvs AnvHebl kabens

- BbIkntoyeHua nHamkaTopos
- BoikntoyeHus noptos
- icnonb3oBaHusa cnsiwero pexuma

BesonacHocTb

Port Security

- Nopnepxka go 12K MAC-agpecos Ha nopT/VLAN/cuctemy
3awuTa oT LMpoKoBeLLaTernbHOro/MHoroaapecHoro/
ofHOaApPEeCHOro WTopma

D-Link Safeguard Engine

®yHkuma DHCP Server Screening

Dynamic ARP Inspection

IP Source Guard

DHCP Snooping

IPv6 Snooping

DHCPv6 Guard

IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

OGHapy»xeHue npobnem, cBs3aHHbIX C COBNageHeM
CeTeBbIX aJpecoB

* MNpepoTtBpalyeHne atak ARP Spoofing

- Makc. konuyecTBo 3anucen: 64

* L3 Control Packet Filtering
* Unicast Reverse Path Forwarding (URPF)
* CermeHTaumsa Tpaduka

SSL

- Noppepxka TLS 1.0/1.1/1.2

- Moppepxka goctyna IPv4/IPv6
SSH

- Moppepxka SSH v2

- Moppepxka goctyna IPv4/IPv6
MpepoTBpalleHne atak BPDU
MpepoTBpaLleHne atak DoS
dunbrpaumsa NetBIOS/NetBEUI
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VLAN

Precision Time Protocol (PTPV2)

- One-Step Clock

- Pexxum Boundary Clock

- Pexxum Transparent Clock

Web-unHtepdeiic

- Moppepxka goctyna IPv4/IPv6

- Moppepxka SSL (HTTPS)

WHTepderic komaHaHom cTpoku (CLI)

Telnet-cepsep ansa goctyna IPv4/IPv6

Telnet-knueHT ans IPv4/IPv6

* SNMP

- Nopnepxka vi/v2c/iv3

- Moppepxka goctyna IPv4/IPv6

SNMP Trap

TFTP-knueHT ans IPv4/IPv6

FTP-knueHT ans IPv4/IPv6

IPv4 SFTP-cepBep

* RCP

CucTemHbIV XypHan ans cepsepa IPv4/IPve

* SMTP

RMON v1

- MNoppepxka 1, 2, 3, 9 rpynn

RMON v2

- Noppepxka rpynnbl ProbeConfig

OpenFlow*

- OcHoBHble cpeacTtBa OpenFlow 1.3

- OavH koHBeliep/Tabnuua NoTokoB

- Pexxum: Pure/Hybrid

- Makc. konnyecTBo npasun noTokos: 2048 (pexum Pure),
1920 (pexum Hybrid)

* Super VLAN

AAA * AyteHTudumkaumsa 802.1X: * YnpaeneHue goctynom Ha ocHoBe MAC-agpecos (MAC):
- YnpaBneHue [OCTYNOM Ha OCHOBe nopTaly3na - YnpaBneHvie fOCTYNOM Ha OCHOBe nopTalysna
- Hasnauyenune nonutukn Identity-driven - HasnaueHve nonutuku ldentity-driven
- OnHamunyeckoe Ha3HayveHne VLAN - OuHamunyeckoe HasHayveHne VLAN
- YnpaBrneHve nonocomn nponyckaHus - YnpaBneHvie Nonocom nponycKkaHus
- Hasnauyenue ACL - Hasnauenne ACL
* YnpaBnexue goctynom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHue JOCTyNOM Ha OCHOBe nopTaly3na * Microsoft® NAP
- HazHaueHve nonutukm Identity-driven - Moppepxka 802.1X NAP
- OnHamunyeckoe HaszHayeHue VLAN - Nopnepxxka DHCP NAP
- YnpasneHwe nosocomn nponyckaHus * YpoBeHb NpuBUeruin Ana Aoctyna K ynpasrieHuo
- Hasnauenve ACL * AyTeHTudmKaums Ha ocHose RADIUS n TACACS+
- Noapepxka poctyna IPv4/IPv6 * Authentication Database Failover
- Moppepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [OnarHocTtuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * OYHKUMS LMD POBOro KOHTPONSA NapameTpoB NPOU3BOAUTENbHOCTU
* D-Link Unidirectional Link Detection (DULD) TpaHcmBepa DDM (Digital Diagnosics Monitoring)
* Dying Gasp
* 802.1ag Connectivity Fault Management (CFM)
YnpasneHune * NTP v3/iv4 * XypHanupoBaHve BBOAWMbIX KOMaHA,

* LLDP/LLDP-MED

* D-Link Discover Protocol (DDP)

* DHCP Client option 12

* DHCP Auto-configuration

* DHCP Auto-image

* DHCP Relay option 60/61/62/18/37/82/125

* DHCP/DHCPV6 Local Relay

* DHCP-cepBep
- Noppepxka HasHauyeHust agpeca IPv4/IPv6

* DHCPvV6 Prefix Delegation (PD)

* Moppepxkka Heckonbkux Bepcuin MO / MNogaepikka HECKONbKMX
BEPCU KOHUrypaummn

* DNS Relay ans IPv4/IPv6

* DNS-knueHT ans IPv4/IPv6

* KomaHppl oTnagku

* BoccTtaHoBneHve napons

* WudpoBaHne napons

* Ping/Traceroute ans IPv4/IPv6

* Microsoft® Network Load Balancing (NLB)

* Switch Resource Management (SRM)

* sFlow

* D-Link License Management System (DLMS)

* PD Alive

®ynkumm Enhanced Image (EI)

MapuwpyTusaumsa 3
YPOBHS

* BFD (Bidirectional Forwarding Detection)
- OSPF
* BGP
- BGP v4/v4+
- dbytes AS
- Text/MD5 ons BGP v4
* VRF-Lite
- Ctatuueckasn mapLpyTtusaums IPv4
- RIP vliv2
- OSPF v2
- BGP v4

* OSPF v2/v3
- Makc. konunyectso OSPF areas: 16
- Stub area
- NSSA area ans OSPF v2
- MaccuBHbIN NHTEpPdENC
- Text/MD5 Authentication ans OSPF v2
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MHoroagpecHasi
paccbinka 3 ypoBHS

* IGMP v1iv2/v3 * PIM-DM/SM/SSM/SDM

* MLD viiv2 * SSM Mapping ans IPv4/IPv6

* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3

OyHkumm MPLS Image (MI)

CraHngaptbl MIB/IETF

MapuwpyTnsauus 3 * 1S-IS v4ive
YPOBHS
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTtokonbHble paclunpeHmnst ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/MPLS Ping/Traceroute
CraHpgapThl

* RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure
RFC 1212 Concise MIB Definitions

RFC 1213 MIBII

RFC 1215 MIB Traps Convention

RFC 1493, RFC 4188 Bridge MIB

RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB
RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418, RFC
3636 SNMPv2 MIB

RFC 271, RFC 1757, RFC 2819 RMON MIB

RFC 2021 RMONv2 MIB

RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
RFC 2668 802.3 MAU MIB

RFC 2674, RFC 4363 802.1p MIB

Interface Group MIB

RFC 2618 RADIUS Authentication Client MIB

RFC 4022 MIB for TCP

RFC 4113 MIB for UDP

RFC 2620 RADIUS Accounting Client MIB

RFC 2925 Ping & TRACEROUTE MIB

TFTP uploads and downloads (D-Link MIB)

Trap MIB (D-Link MIB)

RFC 4293 IPv6 MIB

RFC 4293 ICMPv6 MIB

Entity MIB

RIPv2 MIB

OSPF MIB

IPv4 Multicast Routing MIB

PIM MIB for IPv4

IP Forwarding Table MIB

RFC 4884 Extended ICMP to support Multi-Part Messages

RFC 4293 IPv6 SNMP Mgmt Interface MIB

DDM MIB (D-Link MIB)

Private MIB

MIB for D-Link Zone Defense

DDP MIB

LLDP-MED MIB

RFC 791 IP

RFC 768 UDP

RFC 793 TCP

RFC 792 ICMPv4

RFC 2463, RFC 4443 ICMPv6

RFC 826 ARP

RFC 1338, RFC 1519 CIDR

RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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Pasmepsb! ([ x LU x B)

RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
RFC 2571 SNMP Framework

RFC 2572 SNMP Message Processing and Dispatching

RFC 2573 SNMP Applications

RFC 2574 User-based Security Model for SNMPv3

RFC 1981 Path MTU Discovery for IPv6

RFC 2460 IPv6

RFC 2461, RFC 4861 Neighbor Discovery for IPv6

RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

RFC 2464 I1Pv6 over Ethernet and definition

RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
RFC 3513, RFC 4291 IPv6 Addressing Architecture

RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

RFC 3484 Default Address Selection for Internet Protocol version 6
RFC 3621 Power Ethernet MIB

dusmyeckne napameTpbl

441 x 259,8 x 44 mm

Bec

MuTtaHue Ha Bxoae

3,79 kr

YcnoBusa akcnnyataumm

OT1 100 po 240 B nepemeHHoro Toka, 50/60 Ny

MOLLHOCTb B pexunme
oXngaHua

Makc. notpebnsemas * 63,58 Bt
MOLLHOCTb
MoTpebnsiemas * 30,1 BT

TennosbigenexHve

216,81 BTE/Mac

MTBF (4acbl)

280 612,09

YpoBeHb Wwyma

Mpun BbICOKOW CKOPOCTU BeHTUNSATOpa: 56 b
Mpun HM3KOM CKOpOCTM BeHTUNATopa: 46 ob

3alymta oT cTaTM4eckoro
dreKkTpmnyecTea

Mopaepxka 3aWwuTbl OT CTaTUYECKOro anekTpuyecTsa Ao 6 kB Ha MmeaHbIx nopTax (ctaHaapT IEC61000-4-5)

Cuctema BeHTUNALUM

2 BeHTUNATOpA®

TemnepaTypa

Pa6ouvas: ot -5 go 50 °C * XpaHeHnus: o1 -40 go 70 °C

BnaxHocTb

Mpw akcnnyaTtayum: ot 10% no 95% 6e3 koHaeHcaTa * Mpu xpaHeHuu: ot 5% o 95% Ges koHaeHcaTa
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KomnnekT noctaBku

* Kabenb nutaHus

* 4 pe3nHOBbIE HOXKU

* KommyTatop DGS-3630-28SC

dukcaTtop ans kabens nuTaHusi

* KoHconbHbI kabenb (c pasbemamu RJ-45 n RS-232)

* KoHconbHbIN kabenb (c pazbemamu USB n Mini-USB)

* 2 KpenexHbIX KPOHLUTENHA ANs1 YCTaHOBKM B 19-410MMOBYIO CTOMKY
* KomnnekT ons MoHTaxa

KpaTkoe pykOBOACTBO MO yCTAHOBKE

Modenb

WHdopmaums gns 3akasa

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BSMI
* C-Tick * CCC

OnucaHue

DGS-3630-28SC/A2ASI

DGS-3630-28SC-SE-LIC

[ononHuTenbHble NNLEH3UXM OOHOBMNEHNS

YnpaBnsiembli cTekupyemblin kommyTaTop 3 ypoBHs ¢ 20 noptamu 1000Base-X SFP, 4 kombo-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpamMmmHbiM o6ecnedernem Standard Image (SI1)®

JNyueHsna Ha o6HoBREHWE nporpammHoro obecneverus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommyTaTtopa DGS-
3630-28SC

DGS-3630-28SC-EM-LIC

JNvueHsna Ha o6HoBREHWe nporpammHoro obecneverust ¢ Enhanced Image (El) Ha MPLS Image (MI) ans kommyTtatopa DGS-3630-
28SC

DGS-3630-28SC-SM-LIC

[ononHutenbHble SFP-TpaHcuBepbI

JNyueHsnsa Ha o6HoBREHWE nporpammHoro obecneverus ¢ Standard Image (Sl) Ha MPLS Image (MI) anst kommyTtaTtopa DGS-3630-
28SC

DGS-712 SFP-TpaHcusep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-TpaHcusep ¢ 1 noptom 100Base-FX ans ogHomopoBoro ontuyeckoro kabens (4o 15 km)
DEM-211 SFP-TpaHcusep ¢ 1 noptom 100Base-FX ans mHoromoaoBoro ontudeckoro kabens (4o 2 km)
DEM-310GT SFP-TpaHcusep ¢ 1 noptom 1000Base-LX ans ogHomopoBoro ontuyeckoro kabens (4o 10 km)
DEM-311GT SFP-TpaHcusep ¢ 1 noptom 1000Base-SX Anst MHOroMO40BOro ontuyeckoro kabens (go 550 m)
DEM-312GT2 SFP-TpaHcusep ¢ 1 noptom 1000Base-SX+ Ans MHOroMoAoBOro onTuyeckoro kabensi (4o 2 km)
DEM-314GT SFP-TpaHcueep ¢ 1 noptom 1000Base-LHX ans ogHomonosoro ontuyeckoro kabens (ao 50 km’)
DEM-315GT SFP-TpaHcueep ¢ 1 noptom 1000Base-ZX ans o4HOMOZOBOrO onTudeckoro kabens (4o 80 km’)
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People

HononHutensHele WDM SFP-TpaHcuBepbl

DEM-220T

WDM SFP-TtpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (4o 20 km)

DEM-220R

WDM SFP-TtpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHoMoAoBOro ontuyeckoro kabens (4o 20 km)

DEM-330T/3KM

WDM SFP-TtpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOZ0BOro onTuyeckoro kabens (4o 3 km)

DEM-330R/3KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (go 3 km)

DEM-330T/10KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (ao 10 km)

DEM-330R/10KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHOMOAOBOro ontuyeckoro kabens (ao 10 km)

DEM-331T/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans o4HOMOAOBOro ontuyeckoro kabens (go 20 kv)

DEM-331R/20KM

WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (go 20 kv)

DEM-331T/40KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 1M, Rx:1310 HM) Ansi 04HOMOZAOBOrO onTuYeckoro kabens (go 40 km?)

DEM-331R/40KM

HononHutenbHble SF

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 1M, Rx:1550 HM) Ansi 0o4HOMOZAOBOrO OnNTUYeckoro kabens (go 40 km?)

P+ TpaHcuBepsbl

DEM-436XT-BXD/40KM

HononHutensHble W

DEM-410T TpaHcusep SFP+ ¢ 1 noptom 10GBase-T (go 30 m)

DEM-431XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-SR anst MHoromofoBoro ontuyeckoro kabens (4o 300 m)
DEM-432XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR ans ogHomogoBoro onTuyeckoro kabens (ao 10 km)
DEM-433XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-ER ans ogHoMoaoBoro onTtudeckoro kabens (4o 40 km?)
DEM-434XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-ZR ans 04HOMOZOBOro onTuyeckoro kabens (ao 80 km’)
DEM-435XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-LRM ans mHoromogoBoro onTudeckoro kabensi (go 200 m)

DM SFP+ TpaHcuBepbl

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 1M, Rx: 1270 HM) 4ns 04HOMOZOBOrO onTudeckoro kabens (4o 40 km’)

DEM-436XT-BXU/40KM

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 1M, Rx: 1330 HM) 4ns 04HOMOZOBOrO onTudeckoro kabens (4o 40 km’)

DEM-436XT-BXD/20KM

WDM TpaHcueep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 HM) Ans ogHOMOZOBOro onTuyeckoro kabens (4o 20 km)

DEM-436XT-BXU/20KM

[ononHuTenbHbIE Ka

WDM TpaHcmeep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans ogHOMOZOBOro onTuyeckoro kabens (4o 20 km)

6enu 10G SFP+

Pe3epBHbIN UCTOYHU
DPS-500A

DEM-CB100S MaccuBHbIl kabenb 10GBase-X SFP+ anvHoit 1 M ans npsiMoro nNoakntoveHns
DEM-CB300S MaccuBHbIl kabenb 10GBase-X SFP+ anvHoit 3 M Ans npsiMoro nNoakntoveHns
DEM-CB700S MaccuBHbIl kabenb 10GBase-X SFP+ anvHoit 7 M Ans npsiMoro noakntoveHns

K nuTaHuat
Pe3epBHbIN NCTOYHWK NUTaHUs Ansa kommyTaTopos (140 BT)

DPS-500DC/B

PesepBHbIn nctouHunk nutadus DC gns kommyTtaTtopos (140 BT)
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,D,OI'IOJ'IHVITeJ'IbHoe nporpaMmmMmHoe obecneyeHne
DV-800S-LIC Jnuensna D-View 8 Standard

DV-800E-LIC JlnueHsna D-View 8 Enterprise

DV-800-SE-LIC O6HoBneHune nuueHsun D-View 8 Standard no Bepcum Enterprise

1 He 8xo0um & KoMrsiekm nocmasku.

2 [laHHble OCHOB8aHbI Ha MakcuMarbHbIX 3Ha4YeHUsIX nokasamenel ¢yHkyuu Switch Resource Management (SRM).

3 [locmynHo e eepcuu npozpammHozo obecneyeruss R2.10.

4 Pexxum Pure OpenFlow docmyneH 8 eepcuu npoepammHozo obecnedeHusi R2.10, pexum Hybrid OpenFlow docmyneH & eepcuu rnpogpammHozo obecriedeHusi R2.20.

5 [To yMonyaHuto ycmaHoserieHa HU3Kkasi ckopocms eeHmusnsimopa. lpu memnepamype ebiwe 36 T ckopocmb 8eHmuisimopa ygenu4yusaemcsi U ocmaemcsi 8bicokol 00
roHWwxeHus memnepamypsbl 0o 33 T.

6 Kabenb 0ns cmekupogaHusi u sHewHuli USB-Hocumerns He 8x00sim 8 KOMI1/IeKm 1ocmasku.
7 Paboma Ha KOPOMKUX pacCcMOSIHUSIX 803MOXHa MOJILKO C UCMOMb308aHUEM ammeHioamopa (He 8xo0um & KOMIIeKm ocmasku).

O6HoBneHo 25/01/2018

» ®
D-Lin
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Xapakmepucmuku Mo2ym 6bimb U3MeHeHbl 6e3 y8edoMIeHUs.

D-Link siensiemcs 3apeaucmpupogaHHol mopzosol mapkoli D-Link Corporation/D-Link System Inc.
Bce dpyaue mopzosbie MapKu s8nsiromcsi co6CmeeHHOCMbIO UX 8r1a0esibyes.




