. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

Ethernet-kommyTtaTopbl goctyna L3

cepua QSW-3310

OnucaHue

Ethernet-kommytatopbl QTECH npeaHasHadeHbl A NOCTPOEHUS MyNbTUCEPBUCHBIX CETEN,
pewas nobble 3agadv 3akasumka. BHegpeHwe KOMMNNEKCHbIX WMHTErpMPOBaHHbLIX PeLLeHWU
Nno3BosiieT pasBepHyTb MYNbTUCEPBUCHYIO CeTb C TpebyembiM (PyHKLMOHANoOM B KpaTyavwme
cpoku. MNepenosble TexHOMOrMN, NpMeHsieMbl B koMMmyTaTopax QTECH, no3BonsoT NoBbICUTb
NpoV3BOAUTENBHOCTbL MOKanbHOM CeTU U obecneynTb MOBbILEHHbIN YpoBeHb Ge3onacHoCTU.
Ynpaensiemble rurabutHble L3-kommyTatopbl cepumn QSW-3310 paspaboTaHbl cneupanbHO s
onepatopoB cBA3n 1 ceten MAN 1 obnagatoT crnegyrowmmM PyHKLMOHANOM:

e KOMMMEKCHbIN QOS;

e pacwupeHHble dyHkumMn VLAN (VLAN VPN, Voice VLAN, QinQ vn gp.);
e ynpaBneHne Nonocomn NPonycKaHus;

e VHTENNeKTyanbHoe ynpasneHne 6e30nacHOCTbIO;

e cTangaptbl Ethernet OAM (Operations, Administration, Maintenance);

e dyHKUMM ynpaBneHuss n cepBuckl Triple Play, ymoenetBopsitowme TpeboBaHusM,
npenbaBndgeMblM K onepaTtopckum cetam n cetam MAN.

Bo3mMoxHocTH

MpocToTa 1 rMGKOCTbL B 3KCNNyaTauuu, ynpaBrneHUn u o6cnyxmBaHmum

e [lonHas nogpgepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n apyrux dpyHkumi onst 6eicTporo obHapyxeHusi cboeB B
CeTM W YMEHbLUEHUS CIIOXXHOCTEN B Mpouecce 3KchnyaTtaumm u obCnyxvBaHUS
KOMMYTaTOpOB.

* QyHKUMOHAN HaXxoOWUTCs Ha cTaauy pas3paboTku
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YcuneHHas 6e3onacHOCTb

KommyTtatopbl cepun QSW-3310 nopgepkvmBaloT OOLIMPHBLIN HAbOp WHCTPYMEHTOB AN
obecneyveHnsa 6e30nacHOCTM ceTu.

BPDU Guard n Root Guard gnsi npegoTBpalleHusi co3gaHust neTenb B TOMNOMOrMn 1
HeCaHKLMOHMPOBAHHOro 4OCTYyNa B CEThb.

Moppepxka ctangapta |EEE 802.1X pgna ayteHTudumkaumm wn  asTopmsaumm
nonb3oBartenen npu nomowm RADIUS-cepepa.

Mopnepxka TexHonormm MAB gns ayTeHTudmkaumMm v aBTopu3auum YCTPOWUCTB MO
MAC-agpecy.

Mopnepxka B3ammogenctaus ¢ nnatgopmont Cisco ISE, B Tom umcne npodpunmposaHune
noaKrYaeMblX YCTPOMCTB € UCNoSib3oBaHneM npotokonos LLDP, DHCP.

YnpaeneHne [OCTYNOM MOAKMOYEHHbIX YCTPOMCTB 3a CYET MPUMEHEHUA K HUM
pPasnu4HbIX NOANTUK, Taknx kak anHammudeckme VLAN v anHammnyeckne ACL.

Mopnepxka dyHkumoHana RADIUS Change of Authorization.

HO,D,,D,ep)KKa ACL, MCNONb3YOLWNXCA ONA OorpaHn4YeHunda [octyna K pecypcaM CeTu
nocpeacTtBOM OTKITOHEHUA WU (*)VIJ'IpraLI,I/II/I NnakeToB B COOTBETCTBMM C 3adaHHbIMU
NONMMTUKaMN.

Wcnone3osaHne DHCP Snooping ons npepotepaweHns DHCP-atak v npumeHeHus
nogaenbHbix DHCP-cepBepoB npu nomoLum yctaHoBkM trust- 1 untrust-nopTos.

Moppepxka dyHKumMn GesonacHocTu ypoBHsa L2, Takux kak Dynamic ARP inspection,
Port-security n gpyrux ARP- n MAC-cyHKunin 6e3onacHOCTv AN 3aunTbl CETH.

Bbicokas HaAéXHOCTb

Mognepxka npotokonoe STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack un 1.4.

Ocob6eHHocTn VLAN

Mognepxka ctaHgapT 802.1Q mn co3gaHne VLAN Ha ocHoBe nopTtoB, VLAN Ha ocHoBe
MAC-agpeca, Voice VLAN u Protocol VLAN.

Lnpokass nogaoepxka TexHonormm QIinQ, Bknovasa Basic QinQ u Selective QinQ, yTto
OAET MakcMMarbHYyH rMbKoCTb B HacTponkax nonmTtuk QinQ.

Mogoepxka dyHkumm VLAN Translation, no3sonstowasa nepegaBatb HECKOMbKO TIroB
VLAN BO dopermax OT nopTa [AocTyna B ykasaHHbiM Tor VLAN, 4yTo nossonser
OCYLUECTBIATb HAAEXHYH TEXHUYECKYIO NOAAEPXKKY CXOANMMOCTM NonmTmK QOoS.

BoamMoxHocTn Multicast

Mognepxka npoTtokona MVR (Multicast VLAN Register), nossonstowero Bel6opo4HO
nepegaeaTb multicast-tpacdmk mexagy pasnuuHbiMM VLAN B UENaX  ynydlleHus
NPOMNYCKHOM CNOCOBHOCTM ceTh 1 6e3onacHOCTHU.

Mognepxka IGMP Snooping no3sonseT npegoTepatutb dnyn B multicast-tpaduke.

Mopnepxka IGMP Filtering no3sonseT cosgaTb npaBuna, orpaHWYMBarolLmMe OOCTYnN
norib3oBaTernen K onpeaeneHHsiM multicast-rpynnam.
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TexHN4YecKkue xapakTepuCcTUKN

Cepusa QSW-3310 cogepxuT cnegytowime mogenu: QSW-3310-28TX-AC,
QSW-3310-28TX-AC-AC, QSW-3310-28TX-POE-AC.

Mogenu QSW-3310-28TX-AC(-AC) QSW-3310-28TX-POE-AC
UHTepdencol

10/100/1000 24 =

BASE-T

10/100/1000 - 24

BASE-T

(POE/POE+)

Combo 100/1000 | - -

BASE-T

BASE-X SFP

10GbE BASE-X | 4

SFP+

MopTbl ynpaBneHns | 1 KOHCOMbHbIN NOPT
MponsBoaAnUTENbLHOCTb

KoMmmyTaumoHHas 128 'out/c

€MKOCTb

CkopocTb 96,2 Mnak/c

nepegayn

Taobnmua MAC 16K

VLAN-Tabnvua 4K

Jumbo frame 9K

Tabnuua ACL 1K

Tabnuua ARP 512/256 (IPv4/IPv6)

Tabnuua 64

MapLUpyTM3aLmm

Kon-so o4epenen | 8

Ha nopT

Flash-namsaTtb 64 Mb
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Moaenu QSW-3310-28TX-AC(-AC) QSW-3310-28TX-POE-AC
OnepatuBHas 512 Mb
namsitb

dusunyeckue napamMeTpbl

Pa3smepsbl (LLIxMxB)

435%x240%x44 mm

KONM4YeCTBO NOpPTOB
10GE

Macca < 3,3«kr < 3,5«kr

AnekTponutaHme 100 -240B AC, 50-60Tw

MoTpebnsaemas <45BT1 <515Br

MOLLHOCTb

OxnakpeHue naccmBHoe aKkTMBHoOE

MTBF > 80 000 yacos

OTHOcUTEeNbHasA 5 % — 95 %, 6e3 koHAeHcaTa

BIaXXHOCTb

PoE - IEEE 802.3af PoE (15,4 BT) IEEE
802.3at PoE+ (30 BT)
BrogxeT mowHocTn 460 BT

MakcnmanbHoe 4

PYHKLUOHANBLHOCTb

MeTon Store-and-Forward

KOMMyTaLmm

VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice
VLAN, MAC VLAN, paguHamuyeckoe HasHavyeHne VLAN, VLAN
Translation

DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,
DHCP Relay Option 82

QinQ Basic QinQ, Selective QinQ

3epkanupoBaHue Port Mirror, RSPAN

nopToB
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Mopenu

QSW-3310-28TX-AC(-AC) QSW-3310-28TX-POE-AC

MapuwpyTtusaums Cratuyeckas (IPv4/IPv6), RIPv1, RIPv2, OSPFv2

Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR

ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL IPv6
extended ACL, MAC-IP extended ACL Time based ACL

QoS 8 ouepepnen Ha nopT
MapkupoBka Tpaduka 802.1p/DSCP/TOS
Anroputmbl obpaboTkm odepenen: SP, RR, WRR MeTtog congestion
avoidance: Tail drop
OrpaHunyeHue Tpaduka Ha nopTax

DyHKUMN Storm Control Ha ocHoBe nakeToB 1 6anToB

B6esonacHocTn BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,

Loopback-detection

Dynamic ARP Inspection, IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+,
RADIUS VCM (onoBeLleHne 0 kpaxe kabens, paboTaeT TONbKO Ha
MeaHbIX nopTax), nogaepxka s3anmogencraus ¢ Cisco ISE

Ynpasnenuve u

TFTP/FTP/ISFTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp CLI

obcnyxusaHue (Console/Telnet/SSH), Web/SSL,
Public & Private MIB interface, RMON (1,2,3,9), Ping, sFlow
Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP,
LLDP/LLDP MED
HapexHocTb
MpoTokonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP Stack, LACP, MRPP,
pe3epBnpoBaHMs (R)PVST+ compatible
CteknpoBaHue 8
(makcMmanbHoe
KONn4ecTBo
YCTPOWCTB B CTEKE)
MSTP Instances 64

ArpernpoBaHue
KaHanos

48 rpynn/8 nopToB

JdononHutenbHO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)

NMPUMEYMAHUE: nHdopmauua, npeacraBreHHas B JOKYMEHTE, HOCUT CMPaBOYHbIA XapakTep.
TouHble XapakTepPUCTUKM TPEBYIOT YTOUHEHUS.
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Cxema npumMeHeHus

A
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Monb3oBartenu, IP-TenedoHbl, GecnpoBoAHble TOYKK AOCTYNA,
Kamepbl BUAeOHabNIoAeHNs U APYrMe OKOHeYHbIe YCTPoMCTBa

UHdopmauusa ana 3akasa

Mopenb OnucaHue

QSW-3310-28TX-AC YnpaBnsieMbli CTEKMPYEMbIA KOMMYTaTop YpoBHS L3,

24 nopTta 10/100/1000 BASE-T, 4 nopta 10GbE SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIN MOPT, BCTPOEHHbIN
Bl pasbem nutanna Ha 3agHen naHenn, 220 B AC,
pasmepbl LLUxMxB (435%240%44 mMm)

QSW-3310-28TX-AC-AC YnpaBnsemMbi CTEKMPYyEMbI KOMMYTaTop YPOBHS L3,

24 nopTta 10/100/1000 BASE-T, 4 nopta 10GbE SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIM MOPT,

2 BCTPOeHHbIX Bl pasbem nutaHus Ha 3agHen naHenu,
220 B AC-AC, paamepsbl LLx'xB (435%240%44 mm)

QSW-3310-28TX-POE-AC YnpasnsemMbln CTEKMPYEMbI KOMMYTaTop YpPoBHS L3 ¢
nogaepxkon PoE 802.3af/at, 24 nopta 10/100/1000
BASE-T, 4 nopta 10GbE SFP+, 4K VLAN,

16K MAC-agpecoB, KOHCOSbHbIA NOPT, BCTPOEHHbIN Bl
pasbeM NuUTaHus Ha 3agHen naHenu, 220 B AC, pasmepbl
WxxB (435%x240%44 mm)

O6waa nudgopmauunsn

MapaHTNA n cepBuc

Mpouenypa n HeobxoanMbIE OENACTBMS MO BOMPOCaM rapaHTuUm onucaHbl Ha cante QTECH B
pasgene «[lMogaepxka» —> «[ apaHTUNHOE OBCNYKUBAHMUE Y.

O3HakoMNTbCA C MHpOpMAaLMEN MO BOMpOcaM TECTMPOBaHUS 060pyAOBaHMS MOXHO Ha canTe
QTECH B pasgene «[Nogaepxka» —> «B3saTb 000pyaoBaHNE HA TECT».

Bbl MOXeTe HanucaTb HanpsiMyro B Cry»k0y cepBuca Mo 3NeKTPOHHOM noyTe sc@gtech.ru.
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https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru

TexHn4Yeckasa nopaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOcax, Kacawwmxcs Hawero obopygoBaHusi, TO
MOXETe BOCMOSIb30BaTbLCS HalLUe aBTOMaTU3UPOBAHHOW CUCTEMOM 3arpOCOB TEXHWUYECKOro
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn odouc +7 (495) 477-81-18

3neKTp0H|-|a;| Bepcus AOKyMeHTa
Oata nybnukaumn: 01.07.2024

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_dos_datasheet.pdf
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