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1 3nakomcTrBo ¢ EBG19P

1.1 MpuBetcraue!

Bnaropapwm Bac 3a npuobpeteHne ASUS EBG19P!

EBG19P obecneumBaet 6bICTpyto, 6e30MacHyto 1 MaclwTabrpyemyio
CETb, MOBbILLEHHYI CTAabUBHOCTb CETY Gnarofapa NOAKNOYEHNIO
Ethernet, pe3epBHoe nogkmtoueHwe K VIHTEPHET C MOMOLLbIO ABYX
noptoB WAN/LAN v nopt USB ana obmeHa dainamm.

1.2 KomnneKT nocTaBKu

M EBG19P M Cetesoit kabenb (RJ-45)

M Bnok nutaHus M Haknelika c nHpopmaLmen ans
NOKa/IbHOro BXOfa

M Kpatkoe pykoBoactBo M [apaHTUMiiHbIN TanoH

MPUMEYAHUA:

«  Ecnm Kakne-nmbo anemeHTbl KOMM/eKTa NOCTaBKM OTCYTCTBYIOT
UV NOBpPeXaeHbl, 06paTuTech B cyx0y Texnoagepxku ASUS.
O6patuTecs K pasaeny CepBuc n noaaepxKa B KOHLE 3TOro
PYKOBOACTBA.

« CoxpaHuTe OpUriHabHyo YNakoBKy Ha Clyyait, ecivi B GyayLiem
noTpebyeTca rapaHTUNHOE 0BCYXMBaHWE, HAaNPUMepP PEMOHT UK
3aMeHa.



1.3 laHHbIi NpOBOAHON poyTep

@ MopkniounTe 6n10K NuTaHNa k pasbemy DCIN,
© lHankaTop NUTaHNA 3aroOpUTCA NPU FOTOBHOCTM YCTPOIICTBA.

KHonkun n pa3bemMbl

=
B @ :
..

use

WAN
i

S S

PoE+ (54v. 0.5A max/port)

NHpukaTop nutaHna
BbiknioueH: Het nutaHua.
BKntoueH: ycTponcTso rotoso.
MepaneHHo muraer: Pex M BOCCTaHOBNIEHNA.

NupukaTop onoseweHns PoE
BbikntoueH: HeT nuTtaHna unm pusnyeckoro coeHeHNA.
BkntoyeH: [ntaHre nogaeTca Ha yCTPOMCTBO, NOAKIOYEHHOE K nopTy PoE+.

KHonka c6poca
J7a KHOMKa NpefHa3HayeHa A1 copoca CUCTEMbI K HACTPOIKAM MO YMONUaHuIo.

Pasbem USB 3.2 Gen 1
MopkntoueHne USB-ycTpoiicTs, Hanpumep xecTkoro ancka USB nnn USB dnaww-gucka.

Mopt WAN (Internet)
MopknioueHue ceTeBoro Kabens ans ycraHoBk WAN nogkmioueHus.

Pazbem WAN/LAN (c PoE+)
lMogaKnioueHme ceTeBoro kabens Ana yctaHoskw nogknoueHns WAN / LAN.

Pasbembl LAN (c PoE)
lMoaKniounTe KOMMbIOTEP K POYTEpPY C MOMOLLbIO CETEBOTO Kabens.

Pazbem nutanunsa (DCIN)
MoaknioueHve 6110Ka NUTaHMS.




NuaukaTopbl

1T6uT/c BKN lMepepaya faHHbIX Mwuraet
100/10 MéwuT/c BbIKIT = HetTpaduka BKN
Cneuyundunkaumsa:
Bnok nutaHuns BbixogHoe HanpsxeHue 54 B ¢ MakcumManbHbIiM
TOKOM 2,278 A

Temnepatypa npu pabote 0~40°C npwy XpaHeHuu 0~70°C
BnaxxHocTb npu pabote 50~90% | npwv XpaHeHun 20~90%




1.4 Pa3melyeHune poyTepa

[ina Hannyuwein paboTbl B ceTU Y6e[nTeCh, UTo Bbl:

Wcnonb3yiTe nocnefHo0 Npowmsky. [ina nonyueHuns
NoApo6HOM MHGOPMALIN O HANMYKMN CBEXE NPOLUINBKIA
nocetute cant ASUS http://www.asus.com.




1.5 CucremHble Tpe6oBaHNA

[InA HaCTPONKM CeT HEOOXOAMM KOMIbIOTEP, COOTBETCTBYHOLLNIA
cnepytowum TpeboBaHUAM:

« CeteBow nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)

+ YcraHoBneHHbI npotokon TCP/IP

« bpaysep, Hanpumep Internet Explorer, Firefox, Safari nnu
Google Chrome

MPUMEMAHMUE: [inuHa Ethernet kabens, ucnonb3yemoro ans
MOAKMIOYEHNA CETEBbIX YCTPOWCTB He A0MKHa npeBbilwaThb 100
METPOB.
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1.6 HacTtpoiika poyTtepa

BAXKHO!
+ [lepep HacTpolKoM poyTepa, BbINONHWTE CefytoLine AenCTBrS:
«  [pw 3ameHe cyLiecTByIOLIErO POyTepa, OTKAOUUTE ero OT CETU.

«  OtkntounTe NpoBoga/kabenun or moaema. Ecim Ha moaeme ecTb
aKKyMyﬂﬂTOp, OTKNKUNUTE ero.

« [epesarpysute MOAeM 1 KOMMbIOTEP (PEKOMEHAYETCA).

BHUMAHUE!
A

(

« LWHyp nuTaHMA JoMmKeH 6bITb NOAKIIOYEH K PO3ETKE C
3a3emneHuiem. MogKnoYaliTe yCTPOICTBO K BnKaniuen,
NerkofoCTyNHOM PO3eTKe.

« Ecnv 6ok nutaHusa HercnpaeeH, He MNblTalTecb NCMPaBUTb
€ro CamOCTOATENIbHO. 3TV OTPAHNYEHNA PACCUMTaHbI Ha
obecneyeHue 3alWKTbl B PasyMHbIX NPeLenax ot BPeAOHOCHbIX
BO34e/CTBIIN NPK YCTaHOBKE B XMIOM MOMELLEHNMN.

+ He nonb3yiitecb NoBpexaeHHbIMY CETEBbIMY LIHYPaMK,
akceccyapamu 1 neprdepuiiHbIMI YCTPONCTBAMM.

+ He ycTaHaBnmBaiiTe 310 060pyAOBaHME Ha BbICOTY bonee 2
METPOB.

PekomeHpgyeTca ncnonb3oBatb NpogyKT npu Temnepatype ot 0°C
Jo 40°C.



1.6.1 MNpoBoaHOe noaKnoYeHNe

MPUMEYAHMUE: [Ina npoBOAHOrO MOAKNIOUEHNA MOXHO
CNONb30BaTb 11060 (MPAMON MAK NEPEKPECTHBIN) Kabenb.

4 Mro,qu ,
D-L_@ {]
O s
_ y —

poyTep

JAna HacTPOIKM poyTepa Yepes NPOBOJHOE NOAKIIOUEHNE;

1. Mogkntouute 6nok nuTaHUa poyTtepa K pazbemy DCIN v K
po3eTke.

2. CnomoLLblo NOCTaBNAEMOr0 CeTeBOro Kabena nogknounte
KomnbtoTep K LAN nopty poyTtepa.

3 CnomoLblo ApYroro CeTeBOro Kabens, NogKIounTe MOgEM K
WAN nopty 6ecnpoBogHOro poyTtepa.

4. Mopkntounte 610K NUTaHNA Mogema K pasbemy DCIN 1 K
po3eTKe.
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2 Havano pa6orbi

2.1 Bxop B Be6-uHTepdeic

[laHHbIN NPOBOAHON POyTep UMEET UHTYUTUBHO MOHATHbIN
rpaduyeckmin nHTepderic nonbosatens (GUI), uto nossonsaet
Nerko cKoHdUrypmpoBatb ero GpyHKLMM Yepes bpaysep, Hanpumep
Microsoft Edge, Safari nnn Google Chrome.

MPUMEYAHUE: OyHKLMM MOTYT M3MEHATLCA B 3aBUCMOCTY OT
BEpPCUM NPOLLMBKY.

MpoBoaHoe noakntoueHmne K ceTu:

[ina Bxopa B BeO-MHTepdeic:

1. B 6paysepe BBeguTe http://expertwifi.net.
2. CnepyiTte MHCTPYKLMAM MO HACTPOWKe.




2.2 AstoonpepeneHne WAN

OyHKLMA BbicTpO HacTpoliKK MHTepHeTa (QIS) NoMoXeT Bam
ObICTPO HACTPOWTb NOAKIIOUYEHNE K MIHTEpHET.

MNPUMEYAHMUE: MNpwv nepsom nogxntoueHnn K IHTepHeT HaxmuTe
Ha poyTepe KHOMKy cbpoca Ana cbpoca poyTepa K 3aBOACKNM
HaCTpOKam No YMOMYaHWIO.

Astoonpepnenenne WAN:
1. Bowigute B Be6-nHTEpdENc 1 HaxxmuTe Co3gaTh HOBYIO CETb.

/5SUS | BUSINESS )

Welcome to EBG19P

Advanced Setfings

2. Haxmwute [lanee 514 BXofa B CUCTEMY C MMEHEM NOJb30BaTeNA
11 Naponiem No YMOYaHWIo.

Local Login  Setup Losal Login username and password to prevent unauthorized access to
your ASUS networking device.
Username / Password

Settings  Username

admin

New password

B Use default Local Login Password
1) How to find Local Login Password

Previous ) Next

15



CHummTe dnaxok ¢ Ucnonb3oBaTb naponb No ymonyaHuio
ANA NoKanbHOro BXofa v BBeAVTE HOBOE VIMA MOMb30BaTesNA 1
naporsb, 3atem HaxmuTe [anee.

Local Login Set up Local Login username and password to prevent unauthorized access to
your ASUS networking device.
Username / Password

Settings

admin

Use defauit Local Login Password

i) How to find Local Login Password

Previous ) Next

. Haxmute O6HOBNEHNe NpoLMBKY ANs 0OHOBNEHMA

MPOLUMBKU 10 NOCNeHeN BEPCH UM HaxkmiTe OTMeHa ans
MCNONb30BaHIA TEKYLLEN BEPCUM NPOLLMBKUA.

Firmware Upgrade e latest fimware is available now. To improve the system efficiency, ASUS
highly recommend upgrading your firmware version.

The latest version

3006_102_44136-994573dc_349-g58e89

cancel ) Firmware Upgrade

MPUMEYAHMUE: SkpaH noasnaeTca ToNbKo ecnv JOCTYNHa HOBaA
BepC1A MPOLUINBKM.




3 Hacrponka EBG19P
3.1 ApantusHas QoS

3.1.1 MoHuTOp NPONYCKHON CNOCOBHOCTN

MoHWTOP NONOCHI NPOMYCKaHKA NO3BONAET OTCNEXMBATb 0bLLee
MCMOMb30BaHVe MNOOChI NPOMYCKaHUS, @ TakKe MCXOAALLMIA 1
BXOZALNI TPAadUK ANA KaXKLOTO KIMEHTa.

[ins ncnonb3oBaHKA MOHUTOPA NOOCHI MPOMYCKaHKA neperguTe B
Settings > Adaptive QoS > Bandwidth Monitor.

MPUMEYAHUE: ina nonyyeHus nogpobHon MHGopMaLmm nocetnte
https://www.asus.com/ru/support/fag/1008717.
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3.1.2 QoS

TexHonorua QoS (Quality of Service) rapaHTMpyeT BbICOKYI0
MPOMYCKHYI0 CNOCOOHOCTb [/1A NPUOPUTETHBIX 3aAaY 1
NPUNOXKEHWI.

1. ApantnBHaa QoS rapaHTupyeT BXOAALLYIO N UCXOZALLYIO
MPOMYCKHY0 CIOCOOHOCTb 1A NPUOXKEHWIA 1 3aiay C BbICOKNM
NPYOPUTETOM AJ11 NPOBOAHbIX 1 6€CNPOBOAHbIX NMOAKIOUEHUI
C MOMOLLbI0 NPEABAPUTENBHbIX HACTPOEK: UTPbl, MOTOKOBOE
BMAEO 1 ayamno, VolP, Beb-cepduHr 1 nepepaya dpainnos.

2. TpaguumnoHHaa QoS onTmMM3MpyeT BXOAALMIA N NCXOZALLMN
TpadmK NPOBOAHbIX 11 6ECNPOBOAHbIX MOLKMOUYEHNI 1
yCTaHaB/IMBAET NPUOPUTET NPUNOXKEHUI 1 3ajau.

3. OrpaHquTenb CKOPOCTU MO3BOJIAET YCTaHAB/INBATb
OrpaHN4YeHnA Ha CKOPOCTb 3arpy3ku 1 CKa4mBaHUA.

3.1.3 Beb6 ncropus

Ha ctpaHuLe Be6 ncropusa otobpaxaeTcs UCToprs NPOCMOTPOB
BEO-CTPaHWL, KMEHTaMMU.




3.1.4 CKopoCTb MHTEepHEeTa

JTa ycnyra npepocTasnaetca komnanven Ookla. 3Ta dyHKumaA
onpeaenseT BXOLHYIO 1 BbIXOAHYIO CKOPOCTW NOAKMOYEHNA
poyTepa K UHTEpPHETY.

Haxmute GO gna onpefeneHna CKOPOCTU NOAKMOYEHNA K
VIHTEPHETY, YTO 3aHMAET OKOJIO MUHYTbI.

Intemet Speed

w22 16:32 @ ey
@ 915.98 610.63

£ History

\\\\\

491598 61063 an 060
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3.2 AaMUHUCTpUpOBaHue

3.2.1 Pexxum pa6otbi

Ha cTpaHuLe pexum paboTbl MOXHO BblOpaTh Hanbonee
NOOXOAALMN PEXKMM.

ExpertWiFi EBG19P supports several operation modes to meet different requirements. Please select the mode that match your situation.

®Wireless router mode / AiMesh Router mode (Default)

©OAiMesh Node

ja PPPOE, DHCP, PPTP, L2TP, or Static IP and shares the
UPnP and Dynamic DNS are supported for SOHO a
uters.

[nA HacTPOMKM pexxnma paboTbi:

1. B meHIo0 HaBuraumu Boibepute Hactponku >
AgMmuHucTpnpoBaHue > Pexum pa6otbi.

2. Bblbepute 06O U3 Clepyowmx PeXMMOB:

« Pexxum 6ecnpoBogHoOro poyrtepa / pexum poyrtepa
AiMesh (no ymonuanmio) Pexxum poyTtepa AiMesh - 3to
KNaccnuecknin pexum ¢ dyHkUmoHanbHocTblo AiMesh,
KoTopbIv nogknoyaeTca K iHTepHety uepes PPPoE, DHCP,
PPTP, L2TP wnu ctatnueckui IP n npegoctaBnaet goctyn
K 6eCnpoBOAHON CeTU KnneHTam. B 3Tom pexume NAT,
6pangmaysp 1 DHCP-cepBep BKOUEHBI MO YMONYaHHIO.
UPnP n guHamnyecknin DNS noggepxmsatotca gna SOHO n
JIOMALLUHKX MONb30BaTENEN.

« ¥Y3en AiMesh: [1ns ob6ecneyeHns 4ONONHUTENBHOTO MOKPbITUA
WiFi moxHo po6aButb y3nbl AiMesh gna co3gaHma cuctembl
AiMesh WiFi.

3. Haxmute CoxpaHuTb.

MPUMEYAHMUE: MNpu n3meHeHnn pexuma poyTep nepesarpy3unTca.

20



3.2.2 Cucrema

Ha cTpaHuLe Cucrema MOXXHO CKOHOUIypupoBaTb NapameTpbl
poyTepa.

[nA HaCcTPOMKN NapaMeTpPoB CUCTEMDbI:

1.

B MeHIo HaBUrauum Bbibepute Hactpoliiku >
ApmuHucTprpoBaHmne > Cuctema.

MOXHO CKOHOUIYpUPOBaTb ClieayoLne NapameTpb:

« WsmeHeHne napons poytepa: MoXHO N3MEHUTb 1MA
nonb30BaTeNs 1 Naposib POyTepa, BBEASA HOBbIE.

+ Hactpoiika USB: MoxHO BKNIOUNTbL PEXUM rnbepHaLmm
XKeCTKOro AMcKka n n3meHuTb pexxum USB.

+ YacoBoli noAc: BoibepuiTe yacoBol NoAC AN BaLlen CeTu.

+ NTP-cepBep: [1na CHXpOHM3aLMM BPpEMEHW POyTep MOXET
nogkntouatbea K cepepy NTP (Network Time Protocol).

+ CereBoi MOHUTOpUHT: MoXHO BKNtounTb DNS-3anpoc
ANA NPOBEPKM COOTBETCTBUA MMEHU XocTa 1 IP-agpeca unu
BKIOUUTb Ping 1A NnpoBepKu LenesBoro agpeca.

« ABTOMaTnuecKuii Bbixog: MoxHO 3aaaTtb Bpema 4na
aBTOMaTMNYeCKOro BbIXofa.

+ Bkniountb yBegomneHne 06 otknoveHuu WAN-
nHTepdeiica: S1a GyHKLMA NO3BONAET Opay3epy oTobpaxaTb
CTpaHULYy C NpeLynpexaeHrem, Korga poyTep OTKoUeH oT
WHTepHeTa. Korga oTKnioueHo, CTpaHmua ¢ npeaynpexaeHnem
He NoABUTCA.

+ Bknouuntb Telnet: Haxkmmte [la ana BKNOYEHNA CNyObl
Telnet. Boibepute Het gna otkntoueHna Telnet.

+ Metop ayteHTndpmkaumm: MoxHo Bbibpatb HTTP, HTTPS nnu
ob6a npoTokona ana 6e3onacHoOro JOCTyna K poyTepy.

« BK/IOYMTb NNAHNPOBLLMK NepesarpysKu: Korga BKIOYEHO,
MOXHO 3a7aTb BPeMs 1 AaTy Nepe3arpy3Kil.

+ Bkmiouutb Be6-goctyn ns WAN: Bbibepute la anq
pa3peLLeHa JOCTyNa K Be6-nHTepdelicy poytepa 13
WHTepHeT. Boibepnte No ansa npefoTBpaLleHma focTyna.

+ Bkniountb orpaHnyeHue gocryna: Boibepute [la, ecnu
HY>HO 3afaTb IP-agpeca yCTPONCTB, KOTOPbIM pa3pelleH
poctyn K Be6-uHtepdeiicy poytepa n3 WAN/LAN.
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« Cnyx6a: J1a pyHKUMA no3BonsAeT HacTpouTb Telnet / SSH
nopt / PaspelwnTb BBOA Napona / knoya aBTopu3aumi / Tanm-
ayT NpOCTOA.

3. Haxmute MpumeHnTb.

3.2.3 O6HOBNEHME NPOLINBKIA

MPUMEYAHMUE: CkauainTe NoCneAHIO0 BEPCHIO NPOLUIMBKM C CaliTa
ASUS http://www.asus.com.

[na o6HOBNEHNA NPOLLVBKIA:
1. B meHIo HaBurayuu Bbibepute Hactpoiku >
AgMmuHucTprpoBaHue > O6HOBNEHNE NPOLLIVBKY.

2. Bnone HoBas npowuBka Haxmute 0630p AN HaXoXaeHNs
MPOLIMBKM.

3. HaxmwTe 3arpysuntb.

MPUMEYAHUA:

« [Tocne 3aBepLueHVst OGHOBNEHNA AOXKANTECH NEpe3arpy3Ku
CUCTEMDI.

«  [pu owwm6Ke BO Bpems OOHOBNEHIA POYTEP NEPEXOANT B
ABAPUIHBI PEXIM U MHAMKATOP NUTaHUSA Ha NepefHeii naHenu
MeZAsIEHHO MUraeT.

Auto Firmware Upgrade

AiMesh router

EBG19P.

version o each applicable router / node.




3.2.4 BoccTaHOBUTbH/COXPaHUTb/3arpy3nTb HaCTPOMKN

[ns BoccTaHOBNEHMA/coxpaHeHns/c6poca napameTpoB:

1. B MeHto HaBurayum Bbibepute Hactporikmn >
ApmunHucTpnpoBaHue > BocctaHoButb/CoxpaHuTb/
3arpysunTb HaCTPOMKM.

2. BblbepuTe 3agauy:

+ 3aBoAcCKue HaCTPOMKN: /IH1Lanm3mnpynTe Bce HaCTPONKM
1 ouncTuTe BCe XypHanbl ana AiProtection, AHanusatopa
TpaduKa 1 Beb-nctopun.

« CoxpaHeHue HacTpoek: [103Bo/IAeT NoAeNUTLCA
KOHOUrypaLMOHHbIM GaiinoB B Liensax oTnagKku. lMockonbky
MCXOAHbIV MApOosb B KOHGUIypaLMoHHOM daiine byaeT
yAarneH, He UMMOPTUPYITE 3TOT daiin B poyTep.

« BoccTaHOBneHMe HacTpoek: 3arpyska paHee COXpaHeHHbIX
HaCTPOEeK B poyTep.

BAXHO!B cnyuae BO3HVKHOBEHWSA NPo6/em, 3arpy3uTe NOCIEAHIO0
BEPCMIO MPOLUUBKY U CKOHOUIYprpYITe HOBbIE NapameTpbl. He
cbpacbiBaiiTe poyTep K HACTPOMKaM MO YMOJSTYaHWIO.
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3.2.5 O6partHas cBA3b

Ana ncnonb3oBaHna 06paTHON cBA3N:

1. B meHto HaBuraumu Bbibepnte Hactporiku >
AgMmuHucTpnpoBaHue > O6paTtHas cBA3b.

2. BBepwTe CBOW permoH, agpec 3NeKTPOHHOM NOYTbI,
LOMOMHUTENbHYI0 MHGOPMALMIO A1 OTNALKM, KOMMEHTapUK 1
NPeaNoXeHNa n OTnpaBbTe.

BAXHO!

+  [Noppo6HO NPOKOMMEHTVPYIATE CBOIO CUTYaLMIO ANA NOYYEHNS
ObICTPOro OTBETA.

« Cornacutecs ¢ Monutrkon koHduaeHumanbHocTn ASUS.




3.2.6 lMpuBaTHOCTb

1. Ona npnBAsku yuetHon 3anucu, DDNS n yganeHHoro
nogknioueHua (npunoxkedne ASUS Router/npunoxxeHue
Lyra/AiCloud/AiDisk):

O6paTunTe BHMAHWE, YTO BaLla MHGOPMALIMA, BKIOUAs MOAENb
NPOLYKTa, BEPCUI0 MAKPOMPOrpamMmbl, COCToAHME VHTepHeTa, IP-
agpec, MAC-agpec 1 nma DDNS, 6ynet cobpaHa ASUS ¢ nomoLwbto
BblLLeYKa3aHHbIX GYHKLWIA.

Ecnu Tpebyetca otknountb 06MeH nHpopmaumen ¢ ASUS ¢
MOMOLLbHO BblLlLeyKa3aHHbIX QYHKLMIA, HaxmumTe U3bATb HxKe. Tem
He MeHee, MeiTe B BUY, YTO 3TV GYHKLMM MOTYT He paboTaTb npu
OTK/II0YEHNN 0bmeHa nHpopmauwmen ¢ ASUS.

BAXHO!

« Tocne HaxaTusa U3bATb OyayT BHECEHbI YKa3aHHbIE HIKe
M3MeHeHus

+ Vcnonb3yemoe B gaHHbI MOMeHT umMsa DDNS, He ByneT XxpaHuTbca
B BaLUem poyTepe.

« TMpunoxenusa ASUS Router, Lyra, AiCloud, AiDisk moxHo
NCNONb30BaTh TONbKO B TOM C/lyyae, eC/M YCTPONCTBO HAXOANTCA B
OHOW JIOKASIbHOW CETY C POYTEPOM.

2. YBepgomneHue o KoHouaeHumanbHoctn ASUS (ans
06HOBNEHNsA NpolnBKN 1 6e30nacHoCTL):

O6patiTe BHMaHWeE, YTO Balla MHPopMaLua byaeT cobupatbes
poyTepom ASUS B Liensx 06HOBNEHMA NPOLIMBKI 11 6e30MacHOCTM.
Ecnu Tpebyetca otkniounTb 06MeH nHpopmaumen c ASUS ¢
MOMOLLbIO BbilLeyKa3aHHbIX QYHKLUIA, HaxMUTE </3bATb> Huxe.

BAHO!HaxxaTtne N3bATb MOXET NPYBECTY K HEBO3MOXHOCTY
06HOBNEHVA NPOLLUMBKU A0 NOCNEHEN Bepcui 1 06GHOBNEHMA
3alUMTHBIX MEXaHU3MOB Ha poyTepe. OfHaKo B Lensax 6e30macHOCTM
1 obecneyeHNsa COOTBETCTBIA 3aKOHOAATENbCTBY, OOHOBNEHNS,
CBA3aHHble C 6e30MaCHOCTbIO MNY 3aKOHOZATENbHBIMU/
HOpMaTUBHbIMY TPebOBaHMAMY, OYAYT CKauMBaTLCA U
yCTaHaBNMBATbCA aBTOMATUYECKH.
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3.3 AiMesh

3.3.1 Hactponka cuctembl AiMesh ExpertWiFi

Ina co3ganna cuctembl ExpertWiFi AiMesh Heobxogumo HacTponTb
ee napameTpbl.

Ona HacTpoiku napameTpoB cuctembl ExpertWiFi AiMesh:
1. B meHIo0 HaBuraumu Boibepute AiMesh > Tononorus.

2. MoxHo HaxaTb HacTpouTb kak y3en AiMesh gna fobaeneHus
yctpowcts ExpertWiFi nog ynpasnenneEBG19P.

/SUS | BUSINESS ) ExpertWiFi EBG19P | 27" o7:5241 [® togout O Reboot @ English -

Topology  System

+ e

®
g

— ExpertiiF EBGT9P
=

3. Mepewgute B AiMesh > HacTpoiiku cuctembl ans BKIIOYEHNA
nnm oTknioueHns ABToHactponku Ethernet ysna AiMesh,
Pexxuma TpaH3uTHoro coeguHeHus Ethernet, Hactporiku
YepHoro cnucka poymutra, C6poca cncrembi K 3aBOACKUM
HacTponKkam v MNepesarpyskm cuctembl.

Topology ~ System Settings

@ AMeshnode Ethemet autosetup ©
[} evemetsacirauviose © »
©  roamingslock st

@B systemReseto FscoyDefaut

@) o



3.3.2 YnpaBneHue ceTeBbiMN KNNEHTamMmn

Block Internet Access
Time Scheduling

MAC and IP Address Binding

Cancel

AAZ01415-N

192.168.50.155

OD:ENACTFE:98

MSFT 5.0

Apply

Firmware Version 3006102 43997

[} @

1t List 1 Online

Ina ynpaBneHuaA ceTeBbIMUN KNNEHTamMu:
1. B meHio HaBurauuu Boibepute AiMesh > Tononorus.

2. BblbepuTe nkoHKy KnueHTbl s oTo6paxeHnsa nHpopmalmm o
ceTeBOM KnmeHte, Hanpumep nmsa, MAC-agpec n IP-agpec.

3. MoXHO 3a6n0KVpPOBaTb NOAKMIOYEHME KNNEHTA K BaLLel CETH,
BK/IOUMTb JOCTYN NO pacnyCaHWIo UKW BKNOUNATb MPUBA3KY K

MACwu IP.

4. Korga 3aKoHUATE, HaXMmUTE an/IMeHI/ITb.
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3.4 AiProtection

AiProtection o6ecrneunBaeT MOHUTOPUHT B PEXKIIME PeanbHOro
BPeMeHU Ana 06HapYyXeHUA BPEAOHOCHOTO NMPOrPaMMHOrO
obecneyeHus. Takke BO3MOXKHA GUNBTPALIMA HEXeNaTeNbHbIX
CalTOB N NPUNOXEHUI 1 YCTaHOBKA BPEMEHV JOCTYNa K MHTEPHETY.

AiProtection &

3.4.1 CeTeBasn 3awWwymnTa

CeteBan 3alLumTa 0becreynBaeT 3aLLuTy CeTv ot
HeCaHKLIMOHMPOBAHHOIO JOCTYMa.

OnA oueHkn 6e30nacHOCTY poyTepa:

1. B meHIo HaBuraumu Boibepute AiProtection.

2. HaxmuTe OueHKa 6e3onacHOCTM poyTepa A/ OTOOpaKeHUs
pe3ynbTaToB OLIEHK 6e30MacHOCTM.

AiProtection 2

us websites to protect your network from malware, phishing, spam, adware, hacking, and ransomware

" y any device o the netwark from spam or DDoS attacks. It also blocks
ning packets 1o protect your router from network vulnerability attacks, such as Shellshacked, Heartbleed, Bitcoin mining, and
ditionally, Two-Way IPS detects suspicious outgoing packets from infected devices and avoids botnet attacks.

d Device Prevention and Blocking

&

This feature prevents eing snslaved by s or zomble attacks which might steal your personal information or
attack other devices.




4.

5.

ROUTER SECURITY ASSESSMENT

Scan your router to find vulnerabilities and offer available options to enhance your devices protection

Password

fault r rlogin { 1! irel {f h
E:;:;:;:;e;ﬂ;gd: username and - Wireless password strength check
WAN / LAN
Wireless encryption enabled WPS Disabled
UPnP service disabled No | DMz disabled
Port trigger disabled Yes Port forwarding disabled
Web access from WAN disabled Yes PING from WAN disabled
Anonymous login to FTP share Yes Disable guest login for Network Place
disabled Share
AiProtection

Malicious Website Blocking enabled Vulnerability Protection enabled

Infected Device Prevention and
Blocking

BAXHO!2nemeHTbl, noMeyeHHble Kak Yes Ha cTpaHuLe OueHKa
6e30nacHOCTU poyTepa CuMTaloTCA 6e30MacHbIMU. INEeMEHTDI,
nomeueHHble Kak No pekomeHzyeTcsa ckoHGUrypuposaTb
COOTBETCTBYIOLM 06Pa3OM.

(onumoHanbHo)Ha cTpaHuLe OueHKa 6e3onacHOCTY poyTepa
BPYUHYI0 CKOHOUIYpUpYITE 31eMeHTbI, ToMeyeHHble kak No.
[lns sToro:

a. UWenkHute no NIEMEHTY.

MPUMEYAHMUE: MNpw wenyke No sneMeHTy OTKPOETCA CTpaHULa ero
HacTpoeK.

b.  Ha cTpaHuue HacTpoek 6e30MacHOCTY 3NeMeHTa BHECHTE
HeobXoaVMble N3MEHEHUA 1 HaxmuTe MpUMeHNTD.

C.  BepHuTech Ha cTpaHuLy OueHKa 6e3onacHoCTy poyTepa
1 HaXXMUTE 3aKpbITb 415 3aKPbITUSA CTPAHNLbI.

Ona KOH(I)I/IpraLlI/IVI HaCTPOEK 6€30MacHOCTV aBTOMATUYECKU
HaXmuTte 3a|.|.|I/ITI/ITb poyTep.

Mpw nosBneHnn nogTBepKAeHNA HaxmuTe OK.
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[na BKNIOYEHNA 3alnTbl CETL:
1. B meHIo HaBuraumu Boibepute AiProtection.

2. BblbepuiTe TVM 3aLWKTbI, KOTOPbIN Bbl XOTUTE PEANN30BaTh,
1 BKNtoumTe ero. MoxHo BbibpaTb mexay bnokupoBka
BPeAOHOCHbBIX caiiToB, iBycTopoHHAsA IPS v Mpodunaktuka
1 610KMpOBKa 3apaXKeHHbIX YCTPONCTB.

BnoknpoBKa BpeAOHOCHbIX CaliTOB

31a GyHKLMA BNOKMPYET BPEAOHOCHDIE CalTbl /1A 3aLMUTbl
BaLLIEro CETEBOr0 YCTPONCTBA OT BPELOHOCHBIX MPOrpamm,
GULLMHIa, CNama, PeKambl, XakepoB WK BbIMOraTene.

OBycTopoHHsas IPS

[BycTopoHHsas IPS (cnctema npepoTBpaLLeHma aTtak)
3alMLLaeT NOoAKIIOYEHHbIe YCTPOMCTBa OT cnama unv DDoS-
aTak. OHa Takxe 6NnoKMpyeT BpeJoHOCHbIE BXOAALLME NAKETbI
LNA 3aLLMTbl BaLLero poyTepa OT CeTeBbIX aTak, Hanpumep
Shellshocked, Heartbleed, Bitcoin mining v BbiMoratenei.
Takxe BbINONHAETCA 06HaPYXeHMe NOJO3PUTENbHbIX
NCXOLALLMX NAKETOB [J1A MOMCKA 3aPaXKEHHbIX YCTPONCTB
npeAoTBpaLLeHie nopaboLieHns ux 6oT-ceTAMN.

MpodunakTika n 6GnoKNpoBKa 3aparkeHHbIX YCTPOMCTB

S1a dyHKLMA NpefoTBpaLlaeT nopaboLyeHme 3apaxeHHbIX
YCTPOWCTB 60T-CETAMU N 30MOK-aTakamm, KOTOPble MOTYT
YKPaCTb INYHYI0 MHGOPMALMIO UK aTakoBaTb Apyrie
YCTPOWCTBA.

3. Cornacutechb c JInueH3noHHbIM cornaweHuem Trend Micro.

No Event Detected No Event Detected No Event Detected
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3.5 WHPopmaunoHHasa naHenb

VHdopmaLmoHHasa naHenb NO3BONAET yNpPaBAATb BaLLEN CETbIO,
Hanpymep, NOAKIYEHNEM K IHTEpHETY, NOAKIYEHEM
KnuneHToB, Tectom DNS, coctosHmem cuctembl, nopTtamu Ethernet n

MOHUTOPOM TpaduKa.

Qis
(BbicTpas HacTpolika HasBaHue mogenu KHonku ynpasnexus
)
© | /susisusiess )I EBG 1E\P| )
L1 Dashboard [ Dashboard Information
—
= PRIMARY WAN cLENTS DNS BENCHMARK
- INTERNET CONNECTION @ Name Time
@
atdrend HNeT
i @ primary wan — s = o
] Connected — s sooee c1am
e ‘Automatic P 192168123.27
cooote
@ e 6som,
v || srarUs connecteD
cLouoFLARE o
) CoNNECTION TYPE Automatic P A wWiRED -
weave || wanie 10216812327 1 1 SHOUDELARE o02ms
@ SUBNET MASK 265.255.255.0
oo ‘GATEWAY 1921681231
AL o S
e DDNS co
g
seaen
(] a o
MeHio
HaBurauMmn
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3.6 KoHTponb goctyna K ycTponcrsam

3.6.1 OunbTpbl ANs Be6 1 NPUNOKEHNI

OunbTpbl AnA Be 1 NPUNOXKEHUIA NO3BONAIOT BIOKNPOBATb JOCTYN
K HeXenaTesbHbIM CaliTam U NMPUIOXKEHUAM.

Ana ncnonbsoBaHuA GuUNbLTPOB ANA Be6 U NPUIOKEHMIA:

1. B meHto HaBuraumu Bbibepute HacTpoiku > KoHTponb
AOCTYNa K ycTpoicTBam > QunbTpbl ANA Be6 U NpUIoKeHMNIA.

2. [inq BKnioueHnA GunbTpoB NepeaBmHbTe Non3yHOK GuabTpbl
Ana Be6 n npunoxeHui B nonoxeHvie ON.

3. B cTon6ue Client Name Bbibepute KnreHTa, Yeln CeTeBOMN JOCTYN
HY>KHO KOHTPOIMPOBaTb. MIMsA KnMeHTa MOXHO U3MEHWTb B CETY
KapTe CNCKe KNNEHTOB.

4. TlomeTbTe HexenaTenbHOe COAEPXKIMOe.
5. Haxmute ® ana fobasneHus npasmna n Haxmute MpumeHNTb.
Ecnu Hy>KHO BpeMEHHO OTKNOUMTb NPaBUAO, CHAMUTE GIaXoK.

Ad /Detete

Apoly Byrene



3.6.2 Pacnucaxme

PacnuncaHvie No3BonseT 3aaaTb Bpems 1 4ocTyna B VIHTepHeT ans
KOHKPETHbIX YCTPOICTB.

[Ana ncnonb3oBaHnA pacnucaHunA:

1. B meHto HaBuraumu Bbibepnte Hactpoiiku > KoHTponb
pocTyna K yctpoicrtBy > Pacnucannme.

2. [ina BKNoueHWA pacnucaHna CABMHbTE NON3YHOK BKnountb
pacnucanue B nonoxexune ON.

3. B cTon6ue Uma knneHTa BBELMUTE UM BbIGEPUTE UMA KITMEHTA
113 BbiNaJaloLLero CnumckKa.

4, Haxmunte ® ana pobaBneHma KNMeHTCKoro npoduna.
5. Haxmute MprmeHNTb A1 COXpaHEHMA HACTPOEK.

Fri, Oct 06 16:42:20 2023

Time Management Ado [ Delete
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3.7 bpaHamaysp

3.7.1 O6wme

PoyTep MOXeT GpyHKLIMOHNPOBATb B KauecTBe annapaTHOro
bpaHamayspa.

MPUMEYAHMUE: bpaHamaysp BKOUEH MO YMOMYAHMIO.

[nAa HacTpoiiKu napameTpoB 6paHaMayapa:

1. B meHto HaBuraumu Bbibepute Hactpoiiku > bpanamayasp >
O6wue.

2. B none Bkniountb 6paHamayap Bbibepute [a.

3. B none Bkniountb 3awuty ot DoS Bbibepunte [la Anq 3awuthb
BaLuen cetn ot DoS (0Tka3 B 06CyKMBaHMV) aTak. ITO MOXeT
MOBMATb Ha MPON3BOAUTENBHOCTb poyTepa.

4. MoxHo Takxe otcnexumsatb nakeTbl mexay LAN n WAN. B none
Tun perncTpupyembix nakeTos Bbibepute OTOpOLIEHHDIE,
MpuHaTbie vn O6a.

5. Haxmute NMpumeHnTb.




3.7.2 Ounbrp URL

MoxHo 3anpeTtnTb focTyn K onpefeneHHbiM URL-agpecam,
[06aByB 1X B GUALTP.

MPUMEYAHUE: Ounbtp URL GyHKLMOHMpPYET Ha OCHOBE 3anpoca

DNS. Ecniu ceTeBOW KNMEHT Y>Ke NocelLan caiT, Hanpumep http://www.

abcoxxx.com, To caiiT 3abnokuposaH He 6ygeT ( DNS-Kaww coxpaHseT
paHee noceLleHHble CalTbl). [lna pelueHns 3To Npobnembl ouncTITe
DNS-kaww nepep yctaHoskom dunsTpa URL.

Ana HacTtponkn ¢punbrpa URL:

1. B MeHIo HaBurauum Bbibepute Hactpoikn > bpangmayap >
Ounbrp URL.

2. B none Bkniountb URL punbrp Bhibepute BKnountb.
3. Beepute URL 1 HaxmuTe @.
4. Haxmute MpumeHnTb.
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3.7.3 OunbTp KNoYeBbIX C/IOB

OunbTp KMloYeBbIX CIOB BNOKMPYET JOCTYN K CTPaHWLaM,
COfiepKalLLM 3afjaHHble KNtoyeBble CI0Ba.

[Ans HacTpoiikn GpunbTpa KNoUeBbIX CI0B:

1. B MeHto HaBurauum Bbibepute Hactponkn > bpangmayap >
OunbTp KnloueBbIX C/I0B.

2. B none Bknountb punbTp KNioUeBbIX CNOB BbibepuTe
BkniounTb.

3. BepguTe c1IoBO U Gpasy 1 HaxmUTe @.
4. Haxmute MNprumeHUTD.

MPUMEYAHNA:

o QunbTp KNOUEBbIX CTIOB GYHKLIMOHMPYET Ha OCHOBe 3anpoca DNS.
Ecnu ceTeBOI KNMEHT yxke noceLan caiT, Hanpumep http://www.
abcxxx.com, To caiiT 3a610KMpoBaH He 6yaeT ( DNS-Kaw coxpaHaeT
paHee noceLLeHHble CalTbl). [ peleHns 3Ton Npobiembl
ouncTtute DNS-K3L nepep yCTaHOBKOM GunbTpa KIoyeBbiX CIOB.

» CxaTble Be6-CTPaHMLbl He MOTYT ObITb OTGUNBTPOBAHBI.
CrpaHuupl, 3arpyxaemble no npotokony HTTPS, He moryT 6biTb
3a0/10KMPOBaHbI.




3.7.4 QunbTp ceTeBbIX CNYKO

OunbTp ceTeBbIX CNYXK6 NO3BONAET OrPaHNYUTL AOCTYN K
KOHKpeTHbIM Beb-cny»x6am, Hanpumep Telnet vnu FTP.

[na HacTpoiikn GpunbTpa ceTeBbIX CNYX6:

1.

B meHIo0 HaBuraumm Bbibepute Hactponkn > BpaHgmayasp >
OunbTp ceTeBbIX CYXKO.

B none Bkniountb GpunbTp ceTeBbIX cNyX6 BbiGepuTe [la.

Bbibepute pexum Gunbtpa. YepHbiin cnncok 6nokrpyet
yKa3aHHble ceTeBble CNyx0bl. Benbin cnncok paspeLuaeT AocTyn
TOMbKO K yKa3aHHbIM CETEBbIM Cy>Kbam.

YKaxuTe ieHb 1 Bpems paboTbl puibTpa.

Beegute ncxopHbin IP-agpec, ueneson IP-appec, ananasoH
MOPTOB M NPOTOKOSI. HaxkmmTe @.

Haxmute MpumeHnTb.
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3.8 IPv6

[aHHbI poyTep nogaepxmBaeT agpecaumio IPve,
noaaepxuBatoLLyto 6onbluee konnyecTtso IP-agpecos.
VHdopmaumio o nopaepx ke IPv6 MOXHO y3HaTb Y Ballero
npoBaigepa.

sssssssssss

vvvvv

Ina HacTpouku IPv6:
1. B MeHI0 HaBuraumu Bobibepute Hactponkm > IPv6.

2. Bblbepute Tun nogknoueHnA. lapameTpbl OTANYAOTCA B
3aBMUCMOCTM OT TUMa BbIOPAHHOTO MNOAKIOYEHNA.

3. Beepwute napameTtpol IPv6 1 DNS.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

+  KoHkpeTHyto nHdopmaumio no IPv6 MOXHO y3HaTb Y BalLero
nposangepa.

+ [Ina nonyueHus nogpobHoi nHdopmaumm nocetuTe https://www.
asus.com/ru/support/FAQ/113990.




3.9 JlokanbHas ceTb

3.9.1 LANIP
Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEMAHUE: Jlto6ble n3meHeHuna LAN IP NOBIMAIOT HAa HACTPOIKM
DHCP.

Host Name EBG1eP-106
EBG19P's Domain Name
P Address

Subnet Mask

vvvvv

[na nameHeHns napametpos LAN IP:

1. B meHto HaBurayum Bbibepute Hactponkn > LAN > LAN IP.
2. N3meHute IP-apgpec 1 MacKy noaceTu.

3. Korpa 3akoHuute, HaxmuTe MpUMeHuTDb.
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3.9.2 DHCP-cepBep

DHCP (Dynamic Host Configuration Protocol) 3To npotokon gns
aBTOMATNYECKON KOHGUrypaumu, ncnonb3yembiin B cetax IP. Cepsep
DHCP moxeT Ha3HauaTb Kaxaomy knmeHTy agpec IP 1 coobaet
KnuneHTy o IP DNS-cepBepa 1 Wwto3a no ymonyaHumio.

e O sana st Nt oo Adeioe

Ona koHpurypaunn DHCP cepBepa:

1.

B meHto HaBuraumm Bbibepute Hactpoiiku > LAN > DHCP-
cepsep.

B none Bkntountb DHCP cepBep BbibepuTe Aa.

B none Uma pomeHa BBenTe JOMEHHOE UMA ANA
6ecnpoBoAHOro poyTepa.

B none HauanbHblil agpec nyna BBeauTe HavanbHbIN IP-agpec.
B none KoHeuHbI agpec nyna BBeguTe KOHeYHbIN IP-agpec.

. B none Bpemsa apeHabl BBeanTe BpeMa apeHab! IP-agpeca. o

ncreyeHun spemenn, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

MPUMEYAHNA:

+ PekomeHayeTca ncnonb3osatb IP-agpec B popmate: 192.168.1.xxx
(roe xxx MoeT 6bITb JII0ObIM YMCIIOM B Anana3oHe oT 2 Jo 254).
HauanbHbil IP-agpec nyna He fomxeH 6biTb 60/bLue KOHeYHOro IP-
appeca.

Ecnun Heobxogumo, Beeaute IP-agpeca DNS n WINS cepBepoB B
pa3gene Hacrpoinka DNS n WINS cepsepa.

PoyTep Takxe no3sonaet HasHaunTb IP-agpeca ceTeBbIM
KnueHTam BpyuyHyto. B none Bkniountb HasHayeHne Bpy4HYyIo



BblbepuTe la and Ha3HaueHuA IP-agpeca and ykasaHHoro MAC-
afpeca B cetut. 1o 32 MAC-apecoB MOXHO 00aBWTb B CMINCOK
DHCP BpyuHyto.
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3.9.3 Mapuwpyrt

JTa GyHKUMA No3BoNAeT f06aBUTL NPaBUIA MapPLLPYTU3aLum B
poyTep. ITa GyHKLMA NONe3Ha NPU NOKNUYEHN HECKONbKIX

poyTepos 3a EBG19P gna coBMeCTHOro ncnosib30BaHnA OQHOro
NoAKMoYeHna K IHTepHeTy.

xxxxxxx

vvvvvv

Ona KoHPUrypauum Tabnuubl mappyTusaumn:
1. B meHto HaBurayuu Bbibepute Hactponku > LAN > MapuupyrT.
2. B none BKniountb cTaTyecKue mapLupyTbi Bbibepute [la.

3. B CnucKe cTaTMyeCKNX MapLUPYTOB BBEAVTE MHGOPMALIMIO O
MapLpyTe. HaxmuTe @ vnu © gna gobasneHna unv yaaneHma
YCTPOWCTBA U3 CrnCKa.

4. Haxmute MpumeHnTb.



3.94 IPTV

PoyTep nogaepxmBaeT nogknioueHune K cnyxode IPTV no
NIOKaNbHOW CeTu MK Yepes nposangepa. Ha sknagke IPTV MoxHO
ckoHurypmpoatb napameTtpbl IPTV, VolP, rpynnoBoit paccbinku
1 UDP. Mogpo6Hyto MHGOpMaLMI0 MOXHO NOMyYMTb Y BaLLEro
npoBaigepa.

Towatch IPTV, the WAN

LAN Port

3.9.5 KommyTauusa

Mo3BONAET HACTPOUTL B POyTepPe GYHKLIMIO KOMMYTALMN.

Mo>xHo 06beanHuTb fBa nopta LAN co ckopocTbio 1 T6ut/c gna
yBE/IMYEHNA CKOPOCTN NPOBOAHOTO coefuHeHna fo 2 [out/c, uto
MO3BOJIUT MOBbICUTb MPOMYCKHYIO CMTOCOOHOCTb NP MOAKMIOYEHNM
K NAS nnu gpyrvim ceTeBbiM YCTPOMCTBAM.

MpumeyaHusa:
+ [InA mcnonb3oBaHKA NPOTOKONA YNPaBAeH)A arperaLmein KaHanos

(LACP) ycTpoicTaa [omKHbI NoAaepxuBaTh ctaHgapt [EEE 802.3ad.

+ OyHKuWA arperaumm nossonaet 06bearHUTL NopTbl LAN3 1 LAN2.

Setting ExpertWiF| EBME8 swich contro
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3.9.6 VLAN

VLAN (BmpTyanbHas nokanbHas CeTb) - 3TO 0rnyeckan ceTb,
co3faHHasA BHyTpu 6onee kpynHon pusnyeckon cetn. VLAN
MO3BONAIOT CErMEHTNPOBATb CETb Ha Honee MenkKue BUPTYyanbHble
MOACETU, KOTOPbIE MOXXHO MCMOMb30BaTh AN1A N30NALMK TPaduKa 1
MOBbILLEHNA MPOU3BOAUTENBHOCTU CETH.

Ana Hactponku VLAN:
1. B meHto Haurauuu Bbibepute Hactponku > LAN > VLAN.

2. [na cozpaHua npoduna VLAN Bbibepute Bknaaky Mpodunb,
3aTeM @. MOXHO Ha3HauUTb COBCTBEHHDIV NAEHTUdMKATOP
VLAN.

3. N3onauuns nopToB orpaHnyrBaeT NpaBa JOCTYNa PasHbIX
yctpowcts B ogHo VLAN. Tenepb Bbl co3aaeTe CeTb "TONbKO
VLAN', uto 03Hauaet ceTb ¢ VID, Ho 6e3 DHCP.

VLAN Profile A profie.

Profie List

AiMesh router

e
+ 00:00:4c:15:10:6 2 3 5

+ 00:90:4C:19:10:64 1Gops 1Gops 1Gops 1Gops
Mode AlDefaul) v AlDsfaul) v All(Default) v, All(Default) v

SDN (VLAN) Profile Defau v Defau v Defaul v Defau

- oois0iaCi1:10:54 6 7 8 9

1Gops 1Gops 1Gops 1Gops

Mode AlDefaul) AlDefault) v AllDefaut) v AllDefaut) v

SDN (VLAN) Profile Defau v Defau v Defau v Defau

Apply

4. Bbibepute Bknagky VLAN gnsa Bbibopa nopta c onpefeneHHbIM
npodunem n pexumom (Trunk / Access).
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MPUMEYAHUE: MoxxHO BbIGpaTb OAVH U3 ClIedyoLWmnxX PEXMMOB:

Bce (no ymonuaHuio) paspeLlaeTt JOCTYn KO BCEM TErMPOBAHHbIM
11 HETErMPOBAHHbIM MAKETaM.
Pexxum loctyn obecneunsaet goctyn K BbiopaHHomy SDN (VLAN).
Mo>xHo BblbpaTh Npodun, cosaaHHble ¢ nomoLbio Guest Network
pro unwu VLAN.
Pexkum Trunk:

- PazpelunTb Bce TerupoBaHHbIe: Pa3peLLaeT LOCTYN TONbKO K

TErMPOBaHHbIM MaKeTaM.

- C Bbi6paHHbIM SDN(VLAN): Pa3peluaet OCTYN TONBKO K
BblOpaHHbIM SDN vnm VLAN.

5. Korpga 3akoHuuTe, HaxmmTe MpUMeHNnTD.

MPUMEMAHMUE: [1ns nonyyeHUA AOMNOMHUTENBbHON MHGOpPMALIN
nocetuTe https://www.asus.com/ru/support/FAQ/1049415/.
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3.10 CeTeBbie yTMANTDI

[ina ncnonb3oBaHNA CETEBbIX YTUINT B MEHIO HaBMraLmm BblbepuTte
Hactpoiiku > CeteBble yTUnuTbI.

3.10.1 CeTeBas npoBepKa
Ornpaska naketos ICMP ECHO_REQUEST Ha ceTeBOM XOCT.

3.10.2 Netstat
OTob6paxeHie CBEAEHNI O CETH.

3.10.3 MpobyxaeHne no cetu

OyHkuma WOL (Wake-On-LAN) no3sonseT pa3byantb KOMMbLOTEP C
nobOro yCTPOCTBa B CETH.

3.10.4 NMpasuno Smart Connect
Hactpoiika nHpopmaumu, cazaHHom co Smart Connect.



3.11 ABTOHOMHasA ceTb

AsToHOMHas ceTb (SDN) npegoctasnsaet go natu SSID gna
pa3geneHna n npuopuTe3aLmy YCTPOUCTB ANA PasnnyHbIX Lene n
CeTeBbIX aNlbTEPHATMB, CO3[aBasA CErMEeHTbI CETU 1A COTPYAHUKOB,
rOCTEBbIX MOPTAIOB, FOCTEBbIX CETEW, CETEN MO PACNCaHWIO, CEeTen
loT n cetein VPN.

BAMHO!1ns Bo3moxHOCTM 1cnonb3oBaHusa Wi-Fi 06a3aTenbHO
nHTerpupyiite B ceTb AiMesh EBG19P 6ecnpoBogHyto TOuKy fLoCTyra
(AP), Hanpumep ExpertWiFi EBA63 nnu poyTep, Hanpumep ExpertWiFi
EBR63 nnu ExpertWiFi EBM68.

[ns co3gaHnA aBTOHOMHOW CeTn:
1. B MeHto HaBUrauum Bbibepute ABTOHOMHasA CeTb .

2. Bblbepute onpeneneHHyto ceTb, COOTBETCTBYHOLLYIO BaLLeMy
KOHKPETHOMY CLieHapuIo.

CHOOSE A DEFINED NETWORK

(2) Employee

[)

Set up safe and secure network s

@:} Guest Portal @
Create captive portal for dighal marketing. bt

&GS Guest Network o
Provide scheduled or one lime access network =

@ Scheduled Network -
®

Plan the daily or weekly online time for wireless network

(3) loT Network

Easily separate a network for your 10T devices

D
®

@ VPN Network

Establish a secure intemet connection

@

&P Scenarios Explorer

£ Customized Network ®
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3.11.1 CoTpyaHMNKN

o3BonseT HaCTPOUTb YPOBEHDb AOCTYMNa ANA Pa3TNYHbIX uenewn ana
NOBbILLEHMA 6€30MAaCHOCTM CET. PeKOMeHﬂyeTCH ana O(I)VICOB, rne
Ha3Ha4valoT pa3peLlleHna pasinyHbiM OTAENaM.

Employee o

Security Password RADIUS Setting

Auibentication Method WPA2-Personal w

Wireless Security O E‘R

Apply

3.11.2TocTeBoW NopTan

lo3BonseT co3patb rocTeBow noptan gnAa LI,I/I(I)pOBOI'O MapPKETUHIa.
PeKomer,yeTcn ON1A NCNOJIb30BaHNA B peCTopaHax, oTenax unn
MOOUNbHbIX 3aKYCOUHDbIX.

Guest Portal °

B 1 e read and agres 1o (e

Terma of Serdce

—

More Cony

Apply



3.11.3 locTeBas ceTb

npeﬂ,OCTaBJ'IFIET BPEMEHHDIM NOCETUTENAM pa303b||7| JOCTyNn K
CETV NN NO pPacnncaHunio. PeKOMeHAyETCﬂ ANnA Ncnonb3oBaHNA B
TOProBbIX LEHTPAX, CMOPTUBHbIX 3anaX nnn anAa nocetTuTenen.

Guest Network o

Sacutity ‘Open Syslem Password

®

3.11.4 CeTb N0 pacnucaHuio

lnaHupyemoe exxefHeBHOE NN exeHeeNnbHOe Bpems
noaKoyeHna K 6ecnpoBogHom cetn. PekomeHayetca ana
AVCTaHLUMOHHOTO 00yYeHMA, UICNOMb30BaHMA B KNlacce 1nu ans
peTen.

Scheduled Network °
& =
@
WEEKDA ) o
17:00 - 21:00
WEEKEND a ]
16:00 - 22:00
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3.11.5 Cetb loT

[lo3BonseT nerko HaCTPOUTb OTAENbHYIO CETb ANA |0T-yCTp017|CTB.
PeKomer,yeTcn anAa ncnonb3oBaHUA C yCTpOVICTBaMI/I Ha6J'IIOAEHI/IFI,
ronoCcoBbIMA MOMOLLHNKaMW, OCBELLEHNEM, OBEPHbLIMN KaMepami,
YMHbIMW 3aMKaMW U flaTYNKaMI.

loT Network °

3.11.6 Cetb VPN

MomoraeT ycTaHOBUTb 6€30MacHOe UHTEPHET-COeaVHEHME C
nomotypsto VPN.

VPN Network -]

VPN CLIENT

Go Selting >

VEN SERVER

WireGuard VPN

Go Setting »



3.11.7 O6o3peBatenb cLeHapueB

Ecnu Bbl He 3HaeTe, KaKylo CETb CO3aTb, MOXKXHO Bbl6paTb CEKTOP,
COOTBETCTByFOLLlI/IIZ BaLlen NPWUHAANEXHOCTU ANA CO3AaHNA CETU.
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3.11.8 HacTtpanBaemas cetb
[No3Bonset Bbl6paTb BapnaHT I'IepCOHaJ'IVI3VIpOBaHHOI7I ceTun.

Customized Network ©

Network Name (SSID)

boies b 8 =

More Config v

Apply



3.12 CuCTeMHbIN XKypHan

CuctemHbIN KYPHan COAepKNT 3anmMcaHHYo CETEBYHO aKTUBHOCTD.

MPUMEYAHUE: CcTemHbIN XypHan oumnLaeTca npm nepesarpyske
NI BbIKNIOYEHNI poyTepa.

Ona NPOCMOTPa CUCTEMHOI0 XKypHasa:

1. B meH1o0 HaBuraumu Bbibeprte Hactpoiiku > CnctemMHbii
XypHan.

2. CeTeByto aKTUBHOCTb MOXKHO NMOCMOTPETb Ha JI0OON 13 3TUX
BKNafoK:

+ O6wwmit xypHan

ApeHpa agpecos DHCP
lNepeappecaunsa NOpToB
Tabnuua mapLupyTr3almum
IPv6

MNoakntoueHna
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3.13 AHanusartop TpaduKa

3.13.1 AHanu3sartop Tpaduka

[na ncnonb3oBaHNA aHanu3aTtopa Tpaduka:
1. Bknounte AKTUBUPOBATD.

2. HasHaubTe nocneaHtoro faTy y1s 0TobpaxxeHws 1 BbibepuTe
MOHWTOPVIHT CETEBOTO TPadVKa EXKeAHEBHO, EXXEHENENbHO UK
eXKeMecsuHo B BbinagatoLem cnucke MokasbiBaTb no.

3. ByayT 0TOOpaKeHbI NATb KIIMEHTOB, MATb NMPUIOXKEHUN,
YCTPOWACTBA, COCTOAHME KNMEHTA W aHanN3 NMPUIOXKEHNIA.

Statistic
ACTIVATE @D Lastdate: 01/24/2024 ) Showby Daily

TOP 5CLIENTS TOP 5 APPS

No datain table. No data in table.



3.14 USB-npunoxeHne

3.14.1 Mepunacepsep
Mepwnacepsep no3sonaeT HacTpouTb iTunes n UPnP-cepsep.

Media Server Network Place (Samba) Share / Cloud Disk FTP Share Network Printer Server USB Modem

[inAa oTKpbITWA CTPaHMLbI HACTPOEK Meunacepsepa nepengure
Hactpoinku > USB-npunoxenue > Meguacepsep.

O3HakoMbTeCb C onucaHnem nonen:

+ Bkniountb iTunes cepBep: Bbibepute BK/T/OTKJT ana
BK/TIOUYEHMA/OTKNIOYEeHMA iTunes cepaepa.

+ Bkniounte UPnP mepguacepsep Boibepute BKJ1/OTKIT ans
BKtloueHua/oTkoueHna UPnP mepnacepsepa.

+ Wma mepmnacepBepa: Beegyite ums Meamacepeepa.

« HacTtpoliiku meauacepBepa: Bbibeprte O6wmin goctyn Ko
BceM Auckam v HacTpoiika megunacepBepa BpyUHYIo.

Korga 3akoHuunTe, HaXkmuTe an/IMeHI/ITb.
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3.14.2 CeteBoe OKpyxeHum (Samba)

CeTeBoe oKkpyxeHue (Samba) obecneuriBaeT JOCTYN K CETEBOMY
AnCKy 13 nokanbHou cetu. CeTeBoe oKpyxeHue (Samba) Takxe
MO3BOMAET CO3AaTb YUYETHbIE 3aNMCM1 1 Ha3HAUNTb M Pa3peLLeHNs.

B meHIo HaBurauwmu Bbibepute Hactpoikn > USB-npunoxeHue >
CeteBoe okpyxeHue (Samba).

3.14.3 FTP cepBep

FTP cepBep No3BONAET HACTPOUTL YUETHbIE 3annCK 1 pa3peLleHmns
ana cnyx6bl FTP.

[Ana ucnonb3osanua FTP cepsepa, nepeignte 8 Hactpoikn >
USB-npunoxenne > FTP cepBep.



3.14.4 CepBep nevatn

3.14.4.1 O6wwmin npnHTep ASUS EZ

Ytunuta ASUS EZ Printing no3sonset nogkniountb kK USB nopty
poyTepa USB nprHTep 1 HacTponTb CepBep nevatit. 3T N03BoNAeT
CeTeBbIM KNeHTaM neyataTtb $aisibl 1 CKaHUPOBATb AOKYMEHTbI.

MPUMEYAHUE: OyHKuuA ceTeBOro NprHTepa NoaLepKMBaeTca B
Windows 10/11.

Ona ycraHoBKn yTunutbl EZ Printer sharing:

1. B meHto HaBuraumm Boibeprte Hactpoiiku > USB-npunoxexne
> CepBep nevaru.

2. Haxmute CKauaTb ceiivac ans 3arpysKi yTUUTbI CETEBOTO
NpUHTepa.

MPUMEYAHMUE: YTnnuta ceTeBOro nprHTepa NogaepmBaeTca
Tonbko B Windows 10/11. ina yctaHoBKu yTunutbl Ha Mac OS,
Bbl6epuTe Ucnonb3yiite npoTokosn LPR gns o6uweii neyatn.

3. PasapxvBupyTe CKauaHHbIN Garn 1 HaXMMTE MKOHKY NpUHTepa
ANA 3anycKa NporpaMmbl YCTAHOBKW YTUANTbI AA CETEBOTO
npuHTEpa.

Extiacting Files
The contents of this package are being extracted.

Please wait while the Installshield Wizard extracts the files needed to install ASUS
Printer Setup Utility on your computer. This may take a few moments.

Printer.exe

Extracting UsbService64.exe. ..

Cancel
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4. CnepyinTe MHCTPYKLUMAM Ha SKpaHe 4718 HaCTPONKN

obopyposaHus, 3atem HaxxmuTe Next.

Vi— = “Printer Setup Utility

This utility will h
r through
router and po

MNopoXanTe HECKONbKO M HYT O 3aBepLUEeHNA HauaibHON
HacTponkun. Haxmute lanee.

Haxxmute f0TOBO /1A 3aBEpLUEHNA YCTAaHOBKM.

. CnepywTe nHctpykumam OC Windows ansa yctaHoBKY fipaiiBepa

npuHTepa.

Welcome to the Found New
Hardware Wizard
“windows will search for current and updated software by

looking on your computer, on the hardware installation CD, or on
the '“Windows Update ‘web site [with your permission).

Bead our privacy policy

Can 'windows connect to windows Update to zearch for
software?

() Yes, this time only
() es, now and every time | connect a device
(O Na, nat this time

Click Mest to continue.

Cancel




8. lMocne 3aBepLueHNA YCTaHOBKM ApaiiBepa Ans NpuHTepa
CEeTeBbIe KNNEHTbI MOTYT UCMONb30BaTb MPUHTEP.

*& Printers and|Faxes

Fie Edt View Favorites Tools  Help

\_) Back -_J l} p Search u:‘ Folders v

address | Printers and Faxes

V‘Gn

Printer Tasks

Add a printer

&5 Setup Faxing

See Also

E)] Troubleshook printing
@) et help with printing

Other Places

[ contral Panel

'S, Scanners and Cameras
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3.14.4.2 Ucnonb3oBaHue LPR gnsa coBmecTtHoro
NCNosib30BaHNA NpUHTEpa

C nomoLypbto LPR/LPD (Line Printer Remote/Line Printer Daemon)

MO>XHO COBMECTHO MCNOMb30BaThb NPUHTEpP ¢ KomnbtoTepamu ¢ OC

Windows n MAC.

[na coBMeCTHOro cnonb3oBaHnA npuHtepa LPR:

1. [Ona3anycka Macrepa ycraHOBKU npuHTepa HaxmuTe Myck >
Yctpoiictea u npuHTepbl > MacTep ycTaHOBKU.

{_J(_) [ » ControlPanel » Hardware and Sound » Devices and Printers

Addadevice | Add a printer

4 Devices (9)

- — Y o
ASUS GAMING ASUS PMLTTS DT101 G2 : _ENGUSHVPC USE Keyboard

MOUSE G950

4 Printers and Faxes (2)

2. Bbibepute [lo6aBUTb IOKaNbHbIN NPUHTEP, 3aTEM HAXMUTE
Danee.

\) "= Add Printer

What type of printer do you want to install?

2 Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically installs USB printers
when you plug them in

 Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetosth or wireless
printer is tuned on,




3. Bbibepute Co3aaTb HOBbIN NOPT, 3aTeM YCTaHOBKTe Tl nopTta
B 3HaueHue CtanaapTHbin nopt TCP/IP. Haxmute HoBbIl
nopr.

@ = Add Printer

Chaose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer.

Use an existing port: LPTL (Printer Port)

@ Create 2 new port

Type of port: Standard TCP/IP Port -

Cancel

4. B none Uma xocta nnu IP-agpec Beegute IP-agpec poytepa un
HaxmuTe [Janee.

@ (= Add Printer

Type a printer hostname or IP address

Device type TCP/IP Device
Hostname or [P address: 19216811
Port name: 19216811

[V Query the printer and automatically select the driver to use

Cancel
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5. BbibepuTe Monb3oBaTenbcKuii, 3aTem Haxkmute HacTponkum.

@ /= Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device is tumed on.

The network is connected.

The device is properly configured.

The address on the previous page is correct,

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform anather search on the network, If you are sure the address is correct, select the
device type below.

Device Type

% Standard | Generic Network Card

Cancel

6. YctaHosuTe Mpotokon B LPR. B none Umsa ouepepu seegunte
LPRServer, 3atem HaxxmuTe OK ona npogomkeHma.

Configure Standard TCP/IP Port Monitor ==

For St |

Port Name: 19216811

Printer Name or IP Address: 19216811

Protacol

Raw Settings

9100

LPR Settings

Queue Name: LPRServer

[] LPR Byte Counting Enabled

[ SNMP Status Enabled
public

1




7. Haxmute [lanee ana 3aBepLueHna HacTpornku nopta TCP/IP.

B =)
@ /i Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device is tumed on.
The network is connected.

The device is properly configured.

The address on the previous page s correct.

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network. I you are sure the address is correet, select the
device type below,

Device Type
Standard | Generic Network Card

® Custom Settings...

8. YcTaHoBWTe AipaiiBep NpuHTepa 13 cnucka. Ecnm npuxTep
OTCYTCTBYET B Criicke, HaxmuTe Have Disk gns yctaHoBku
ApaiiBepa NpuHTEPA BPYUHYIO.

@ /=) Add Printer

Install the printer driver
Cheose your printer from the list. Click Windows Update to see more models.

To install the driver from an installation CD, click Have Disk.

Manufacturer || printers &
Kyoeera 5l Lexmark X422 (MS)

Lanier [3] Lexmark X543 PS (MS)

ettt

Microsoft i 55 Lexmark X642e (MS) [
aine 1 e vess ey
;) This driver s digitally signed [ windowsUpdate | [ Have Disk...

Tell me why driver signing is impertant
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9. Haxmute [lanee ana NpuHATMA UMEHW NPUHTEPA MO
YMONYaHMIO.

@ = Add Printer

Type a printer name

Printer name: [Lexmark X544 PS (MS)]

This printer will be installed with the Lexmark X544 PS (MS) driver.

Cancel

10.HaxmuTe F0TOBO 4151 3aBEPLUEHNS YCTAHOBKM.

() ™ Add Printer

You've successfully added Lexmark X544 PS (MS)

To check if your printer is werking properly, or to see troubleshooting information for the printer, print @
test page.




3.14.5 USB-mogem
Mepekniountech B pexxum USB Ans Ncnonb3oBaHus B KauecTse

mogema becnpoBopHbI 3G/4G USB aganTtep nnu tenedoH Android.

Ina ncnonb3osanuna USB-mopema, nepengnte 8 Hactpoiikn >
USB-npunoxexne > USB-mogem.

65



66

3.15 VPN Fusion

3.15.1 CozpaHue VPN fusion

VPN Fusion no3sonsaeT ogHOBpeMeHHO NOAKNYaTbCA K
HeckonbKuM VPN-cepBepam 1 Ha3HayaTb X ANA CETEBbIX KNUEHTOB.

VPN Fusion

® Because your online security comes first.

%"‘
t&ﬁ

ade pretite

\

/\\“\\

v

\1\

1. B meHto Haurayuu Boibepute VPN Fusion.

2. HaxmuTe ® B none [lo6aButb npodunb 519 HACTPONKN HOBOTO
TyHHensa VPN.

3. 3aBepuute HacTporKy VPN, BKNouasa uMaA NogKtoyeHns, Tin
VPN, pervioH, 3akpbITbil KoY 1 YCTPONCTBO.

4. Haxmute MpumeHUTb N BKNIOYUTD.

Add profile ©

Aty and Esable



3.15.2 MopKnioueHne K UHTEPHETY

Mo3BoNAET ynpaBnATb COCTOAHUEM rMOBanbHOM CeTn
MOAKNIOYEHHbIX YCTPOWCTB.

VPN Fusion

SERVER LIST 016 @

Internet
< Addprofile
® =
WAN Status
S Connected
@ m ection
C cted o G
192.168.1.101 Automatic 1P

‘Aopiyto al devices
Device

Assign devices to this profle

Apply all settings

oo
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3.16 VPN-cepBep

3.16.1 PPTP

1. B meHIo HaBuraumu Boibepute VPN-cepsep > PPTP 1
nepemecTuTe NON3YHOK BNPaBO (MO YMONYAHWMIO OH OTKITIOUEH).

2. Bnone VPN-knueHT (Makcumym: 16) Haxxmute @ ana
A06aBNeHNA y4eTHOMN 3anncu.

VPN Server

PPTP

\ PPTR T o cen

OpenVPN

Ve Sanver
IPSec VPN

WireGuard VPN

3. Begure [Wma nonezosamena] v [[lapons] n Haxmmte OK.

Username and Password

Password
Static Route (" Optional)
NetworkHost 1P

Netmask

NPUMEYAHMUE: [Ima none3osamens] v [[lapone] He moryT 6biTb
M3MeHeHbl no3Xe. [lnfa nonyyeHma gononHUTeNbHON HGOPMaLMK
noceTuTe https://www.asus.com/ru/support/FAQ/114892/.




3.16.2 OpenVPN

1. B meHto HaBurauum Bbibepute VPN-cepsep > OpenVPN 1
nepemecTuTe Non3yHOK BNPaBso (M0 yMONYaHMIO OH OTKITIOYEH).

w N

. BBegute nma nonb3osaTenaun naposb B I'I)/CTOI7I CTOJ'I6€L|,.

. B none VPN-knueHt (Makcumym: 16) Haxxmute @ ana
A06aBNEHNA YUETHO 3anmcu.

I

(9]

. [Maponb aBTOMaTMyeCcKkn cKpbiBaeTca. Haxmute CoxpaHuTb Bce
HaCTPOMKM.

VPN Server

OpenVPN

PPTP e

OpenVPN @
IPSec VPN @

WireGuard VPN @

. Bnone CBepgeHnsa o VPN ckoHburypupyite obLume HaCTPOKK.

MPUMEMAHUE: [1na nonyyeHUsA AONOMHNATENBbHON MHGOPMALIN
nocetuTe https://www.asus.com/ru/support/FAQ/1008713/.
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3.16.3 IPSec VPN

1.

2.
3.

B meHto HaBurauum BoibepuTte VPN-cepBep > IPSec VPN 1
nepemecTuTe NONI3yHOK BMPaBo (MO YMONYAHWIO OH OTKIIOUEH).

BeeguTe kntou B none Pre-shared Key.

B none VPN-knueHT (Makcumym: 8) HaxmmTe @ n1A
A06aBNEHNA yUeTHON 3anncu.

Beegute [MIma none3osamens] v [[Taposib] v HaxmuTe
CoxpaHunTb BCe HaCTPOMKM.

VPN Server

IPSec VPN

MPUMEYAHUE: [VIma nonbzosamens] v [[Tapons] He MoryT 6bITb
“3MeHeHbl no3xe. [ina nonyyeHna fononHUTeNnbHoM nHGopmaLmmn
nocetmte https://www.asus.com/ru/support/FAQ/1044190/.




3.16.4 WireGuard VPN
1. B meHto HaBuraumu Boibepute VPN-cepBep > WireGuard VPN.

2. Bnone VPN-knueHT (Makcumym: 10) Haxmute @ ana
Ao6aBneHNA yueTHo 3anucu. [ina 0Obl4YHbIX YCTPONCTB, TaKMX
Kak HOYTOYKI nnm cMapTdoHbl, HaxmuTe MprumeHnTb.

3. HaxmuTe CoxpaHUTb BCe HACTPOMKIN ANA BKNIOYEHNA
WireGuard VPN.

4. HaxmwTe - gna nonyyeHms nogpobHo nHpopmaumm.

MPUMEYAHMUE: B cnyyaet ncnonb3oBaHua cMapThoHa ana
noakntoueHmna Kk WireGuard VPN ckauarite npunoxerue WireGuard n3
Google Play unu App Store 1 0TCKaHMpyiTe KO, B MPUSIOKEHNM AnA
3arpy3Ku KOHGUrypaumnoHHoro daina.

VPN Server

WireGuard

PPTP

OpenVPN

IPSec VPN

WireGuard VPN

Mo data i table.

MPUMEYAHUE: [ina nonyuyeHns JONOAHWUTENbHON MHGOpMaLK
nocetute https.//www.asus.com/ru/support/FAQ/1048280/.
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3.17 WAN

3.17.1 NopKnioueHne K NHTepHeTy

Ha cTpaHuLe NoAKoYeH e K UHTEPHETY MOXHO
ckoHuryprpoatb napametpbl WAN nogkntoueHus.

8021Q

Ona koHpurypauum napamerpos WAN:

1. B meHio0 HaBuraumu Boibepute Hactponku > WAN >
MopknioueHne K UHTEpPHETY.

2. CkoHOurypupyiiTe HUXecnegyLme napametpsl. Korga
3aKoHuUTE, HaxkmuTe NMPUMeHNTD.

+ Tun WAN-noaknioueHus: Boibepute TN Ballero npoBaiaepa.
Bo3moxHble BapuaHTbl: ABToMmaTnyeckuii IP, PPPOE,
PPTP, L2TP vnn Cratuueckui IP. Ecnu Bbl He 3HaeTe Tvn
MOAKMIOYEHNA K UHTEPHETY, MPOKOHCYNbTUPYNTECH C BaLIUM
npoBaaepoMm.

 Bknountb WAN: Bbibepute la AnA BKOYEHMA JOCTYNa
K MHTepHeTY. Boibepute HeT A oTkntoueHma goctyna K
VHTEPHeTy.

« Bxknwountb PpyHKUMIO TPaHCAALMN ceTeBbIX agpecoB (NAT):
NAT (TpaHCnALWA ceTeBbIX afpPeCoB) NpeacTaBnaeT coboi
cucTemy, B KoTopoi oguH nyénuyHbiia IP (WAN IP) ncnonb3yetca
ANA NpefocTaBneHnsa foctyna B IHTepHeT ana ceTesbIx
KSIMEHTOB C NoKanbHbIM IP-agpecom. JlokanbHbin IP-agpec
KaXK[10ro CETeBOrO KNeHTa coxpaHsaeTca B Tabnmue NAT 1
NCNONb3yeTCa ANA MapLUPYTH3aLMM BXOGALLMX NAKETOB AAHHbIX.



Bkntountb UPnP: UPnP (Universal Plug u Play) no3sonsert
MCMONb30BaTb HECKOMbKO YCTPOWCTB (POyTepbl, TENEBM30PbI,
CTEPEeOCHCTEMbI, UTPOBbIE MPUCTABKN, COTOBbIE TENEPOHDI),
KoTopble OyayT ynpaBnAaTbca yepes IP-cetu ¢ vnm 6e3
LleHTPann30BaHHOro ynpasneHua yepes winio3. UPnP coegunaet
KOMMbtoTEPbI Nt06bIX TUMOB, 0becneunBas efuHyio CeTb AnA
yAaneHHon KoHburypaumm n nepefaun fJaHHbix. HoBoe ceteBoe
YCTPOCTBO 0OHAPYKMBAETCA aBTOMATUYECKN C nomoLbio UPnP.
Mocne noakNoUYeHnA K ceTu, yCTPONCTBA MOXHO ANCTAHLMOHHO
CKOHUryprpoBaTh ANA NOALePXKKM P2P-npunoxeHni,
VHTEPAKTUBHbIX U, BUAEOKOHPEPEHUNIA 1 BeO- v NpoKCK-
cepBepoB. B oTnume oT NnepeHanpasneHna NopToB, KOTOpoe
TpebyeT pyyHou HacTpoiku, UPNP aBTomMaTyeckmn HacTparBaeT
poyTep ANA NPUHATUA BXOAALLMX COEAVHEHNI 1 NepetaeT
3anpocbl K onpeaeneHHOMY KOMMbIOTEPY B NIOKaNbHOW CeTu.

MopknioueHne K DNS cepBepy: [1ozsonaet poytepy
aBTomatumueckm nonyuntb IP-agpec DNS cepsepa ot
nposangepa. DNS - 3T0 XOCT B HTEPHETe, KOTOPbIN
TpaHcmpyet umeHa UHTepHeT B IP-agpeca.

AyTeHTNPMKALMA: DTOT MYHKT MOXKET YKa3blBaTbCA
HeKOTOPbIMY MOCTaBLYMKamm ycnyr ViHTepHeTa. YTounute y
BaLLero NpoBangepa 1 3anonHuTe B Cly4ae HeobXoANMOCTW.

Mmsa xocTa: 310 nosne No3BoNAeT ykasaTb MMA XOCTa 4N1d
poyTepa. O6bIuHO, 3TO CneumanbHoe TpeboBaHwe OT
npoBangepa. Beegute nma xocTa 3aecb, NN Ball NPoBanaep
Ha3HauWn ero AnA Ballero KomMnbtotepa.

MAC-agpec: MAC (Media Access Control) agpec

YHUKaNbHbIN MAEHTUUKATOP L)1 CETEBOrO YCTPOMCTBRA.

HekoTopble npoBaiaepbl KoHTponupytoT MAC-agpeca

YCTPOWICTB, NOAKMIOUYEHHBIX K UX 060PYA0BaHMIO 1 MOTYT

3anpeTuTb NOAKIIIOYEHNE YCTPOWCTBA C He3HakoMbiM MAC-

afpecom. Bo nsbexaHvie npobnem c nogkaoueHnem 1s-3a

He3apeructpruposaHHoro MAC-agpeca BO3MOXHbI cnefytoLme

JENCTBUA:

« Obpatutech K Balwemy npoBaiaepy 1 nonpocmte 06HOBUTb
MAC agpec.

+ CknoHupymte nnu nsmennte MAC-agpec poytepa B
cootBeTcTBUM ¢ MAC agpecom opurmHanbHOro yCTpoMCTBa.
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3.17.2 Multi-WAN

OyHkuma Multi-WAN nossonset BbibpaTh Ba NOAKNOUEHMA K
MHTepHeTy ana poyTepa, nepsuyHbii WAN n BTopnyHbiin WAN.

Ona konpurypauum Multi-WAN:

1.

B meHto HaBurauwmu Bbibeprte Hactpoiiku > WAN > Multi-
WAN.

2. Bkniouute BkmounTtb Multi-WAN.

Bbi6epute cBov MepBuuHbiii WAN 1 BropuuHbiii WAN. MoxHO
BblopaTb WAN, USB 1 Ethernet LAN.

BbibepuTe OTKa30ycTONUMBOCTD 1M Bpems.

OTKasoycronumBoCTb: icnonb3osaHue sTopuyHoro WAN B
KayecTBe pe3epBHOro.

Bpems: 3apainte Bpema gna ncnonb3oBaHua Multi-WAN.

Bbibepute AKTBMpOBaTb pe3epBHbiii WAN npu c6oe
ocHoBHoro nopta WAN vnn AKTuBnpoBatb pesepsHbiin WAN
npu c60e Bcex ocHoBHbIx WAN.

Enable Multi-WAN [ o]

| Group Settings

WAN Group WAN Group
Primary WAN Secondary WAN
() Add Port
WAN 1 v
(® Add Port

| Set policy with Muti-WAN

Mode ‘ (@) Fail Over Time

‘ (@) Active Backup WAN when any primary WAN port failed.

‘Active Backup WAN when all primary WAN port failed.

Bkntoumte unm BbikNiounTe PaspelunTb BOCCTAHOBMIEHNE
nocne c6os.

YKaxuTe nHTepBan 06Hapy»eHus.
YKaxuTe KONMYecTBO HeMpepbIBHbIX CO0EB, NPV JOCTUKEHNN



kotoporo Tekywuin WAN 6yaeT cuntaTbCs OTKIOYEHHBIM.

9. YKauTe KONM4ecTBO HeNpepbIBHbIX CTy4aeB OOHAPYXKEHNA YTO
ocHoHo WAN vmeeT akTriBHOE nofkoyeHne K iHTepHety
yepe3 Gpusnyecknii Kabenb, YTo 3amMycKaeT BO3BPAT K OCHOBHOMY
WAN.

10. Boibepute DNS-3anpoc nnu Ping.
11. Haxkmute CoxpaHuUTb BCe HAaCTPOMKM.

Allow failback [ o]

| Per-Port Settings

Detect Interval Every 3 seconds

Internet Connection Diagnosis When the cuent WAN fails 2 continuous tmes, it is deemed a disconnection.

WAN is detected to have an active intemnet connection using a physical cable for

Failback Trigger Condition
s, failback to the Primary WAN.

Network Monitoring Cons query  Oing

Apply all settings

MPUMEYAHMUE: NMogpobHoe 06bAcHeHre MOXHO HaiiTy B FAQ Ha
cante ASUS https://www.asus.com/ru/support/FAQ/1011719.
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3.17.3 NepeknioyeHne NnopTos

Port Trigger no3Bonset BpeMeHHO BKJ0OUYaTb MOPTbI, KOraa
YCTPOCTBAM NTOKaNIbHOM CeTY TpebyeTcsa HeorpaHUYEHHbI JOCTYN
K MiHTepHeTy. CylyecTByeT ABa METOfA OTKPbITUA MOPTOB BXOAALLIX
AaHHbIX: NepeaapecaLms NopToB 1 NepeKYeHie NOpPTOB.

+ [lepeagpecauusa nopToB NO3BONAET MOCTOAHHO UCMONb30BaTh
yKa3aHHble MopPTbI M YCTPOWCTBA BOSKHbI MCMONIb30BaTb
cTaTuyeckme IP-agpeca.

+ [lepekntioueHre NOPTOB BKIIIOYAET BXOAALLMIA NOPT TONbKO
TOrAa, Korga yCTpOoWCTBO NIOKaNbHOM CeTY 3anpallrBaeT AOCTyn
K nepeksiioyaeMomy nopry.

B otnnune ot nepeagpecayum nopToB, NepeknioyeHne nopTa He
TpebyeT cTaTnueckmx IP-afpecoB Ana yCTPOMCTB OKANbHOMN CETU.
lNepeappecaLma NOPTOB NO3BONAET HECKONbKMM YCTPONCTBAM
COBMECTHO 1CMOMb30BaTb OAVH OTKPbITbIN MOPT, @ NepekoyeHrie
MOPTOB MO3BONAET TONbKO OAHOMY KIMEHTY OfIHOBPEMEHHO
MofyyaTtb JOCTYN K OTKPbITOMY MOPTY.

AN devices. Port forward 0 trigger only allows one

Trigger Port List (Max Limit; 32) )

[OnAa HacTPOIKM NepeKnioueHns NOPTOB:

1. B meHIo HaBurauum Bbibepute Hactpoiku > WAN >
MepeknioueHne NOpToB.

2. CkoHurypupyiTe HUXecnegyLme napameTpsl. Korga
3aKOHUKTE, HaxMmuTe NMPUMeHNTD.

«  Bknwountb nepeknioyeHne noptoB.: Boibepute fa ana
BK/IOYEHA NepeKoYeHnsA NOPTOoB.

« W3BecTHble npunoxeHus: BoibepuTte nonynapHble Urpbl 1 Be6-



CNyx0bl AnsA [OBABNEHNA UX B CNIMCOK NEPEKTIOYEHIS MOPTOB.
OnucaHme: Beeayte UMA 1av onvcaHme Ciyxobl.

MepeKniouaemblit NOPT: YKaxuTe Nepektoyaemblin NopT Ans
NPUNOXEHNS.

Mpotokon: Buibepute npotokon TCP unu UDP.

Bxopawuit nopt: Ykaxute BXOLALWMI NOPT 418 Npuema
MaKeToB M3 UHTEPHETA.

MPUMEYAHUA:

+ [pwn nogxnioueHun K cepaepy IRC, KNMMEHTCKMIN KOMNbIOTEP CO3LaeT
ncxopALLee CoemMHeHEe C UCMOJTb30BaHMEM NEPEKITIUYAEMbIX
nopToB B Anana3oHe 66660-7000. Cepsep IRC pearvpyet nytem
NPOBEPKM UMEHN MNONb30BATENA 1 CO3LaHNA HOBOTO COEANHEHNA C
KnueHTckum MK, ncnonb3ya BXOZALMIA NOPT.

«  Ecnm nepeknioyeHre NopToB OTKIKOUEHO, POyTep 0OpbIBaeT
coefMHeHVe NOCKOMbKY He MOXeT OnpeaennTb KOMMbIoTep,
3anpawwmsaswuin goctyn K IRC. Korga nepeknioueHne nopTos
BK/IOUEHO POYyTep Ha3HayaeT BXOAALMIA MOPT ANA NOAYUYEHNA
BXOZALLMX MAKETOB. ITOT BXOAALYMI NMOPT 3aKPbIBAETCA yepes
onpegeneHHbIn Neprog BPeMeHu, MOCKONbKY poyTep He YBEpPeH,
YTO MPUNOXKEHNE BCE eLLe aKTVBHO.

« [lepeknioyeHrs TOPTOB MOXKET ObITb CMONIb30BAHO TONIbKO ANA
OJHOrO CETEBOrO K/IMEHTa OGHOBPEMEHHO.

+  HeBO3MOXHO MCNONb30BaTb NPUNOXKEHNE, NCNONb3yioLLee
NepeKYEeHNE NOPTOB Ha HECKOSbKIMX K/IMEHTAaX OBQHOBPEMEHHO.
[Mpw OTKPBITM OGHOTO NOPTA HECKOMbKMMI KIIMEHTaMMU, 3anPOChl
C BHELWHEro nopTa bymyT HanpaBNeHb! KIUEHTY, UCMOSb3YIoLEMY
JaHHbI NOPT NOCNERHMM.

« [1ns nonyyeHusa nogpobHoi nHdopmaumm nocetnte https://www.
asus.com/ru/support/FAQ/114110.
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3.17.4 BuptyanbHbiit cepsep/lepeagpecauus nopTos

BupTtyanbHbin cepeep/lepeagpecauus nopToB No3BonAeT
yAaneHHbIM KOMMboTepaM NOAKIUATbCA K onpeaeneHHoMy
KoMMbtoTepy unu cnyxbe B nokanbHom cetvt (LAN). [ina bonee
ObICTPOro coeayHeHNA HekoTopble P2P-npunoxeHuns (Hanpumep,
BitTorrent) Takxxe MoryT notpeboBaTh HaCTPONKM NepeagpecaLmm
nopToB. [ogpobHy0 NHGOPMALIMIO MOXKHO HaWTN B PYKOBOLCTBE
nonb3oBatens NpunoxeHna P2P. MOXHO BKIOUMTb HECKONbKO
MOPTOB UV A1ana3oH NOPTOB Ha POyTepe ¥ NepeHanpasnATb
[aHHble Yepes 3TV NOPTbl Ha OAMH KIMEHT B BalLel CETU.

Ecnu Hy»HO 3agaTb Arana3oH NOPTOB AnA NepeagpecaLuy NopToB
ANA CETEBbIX KNMEHTOB, BBEAUTE NMSA CY»KObl, JUana3oH NOpToB
(Hanpumep, 10200:10300), IP-agpec 1 ocTaBbTe Nose NOKasbHbIN
MOpPT NyCTbIM.

MPUMEYAHMUE: Korga BbiknioueHa nepeagpecaLys nopTos, poyTep
GrokupyeT BXoaALniA TpaduK 13 VIHTEPHET KpoMe OTBETOB Ha
MCxXofALLMe 3anpocChl 13 TOKASIbHOM CETU. Y CeTEBOrO KMeHTa HeT
MPAMOro AOCTYNA K MHTEPHETY U HA0OOPOT.

the Port Range (eg. 10200:10300), the LAN IP address, and leave the Local Port blank.
WAN setup,

oFF

[nA HacTpoIKn nepeaapecaLu NOpPToB:

1. B meHio HaBurauum Bbibepute Hacrponiku > WAN >
BuptyanbHbiil cepBep/lMepeaapecauns nopTos.

2. lNepemecTute nepeknioyatens B nonoxeHve BKJ ona
BKJIIOYEHMA NepeajpecaLm NopToB, 3aTeM HaxmMuTe [lobaBuTb
npo¢wunb. [ocne HaCTPOVKY CnegyoLLMX MapamMeTPOB HaXKMUTE
OK.



Quick Select

Famous Server List Please select v

Famous Game List Please select ~

Custom Configuration

Service Name

* Optional
Protocol TCP ~
External Port
nternal Port * Opticnal
nternal IP Address v
Source IP * Optional

* External Port
Port aceepts the following formats
" betw i i 300:350.

3. A Mix of port ranges " and commas ", such as 1015:1024, 3021

* Source IP
I you want to open your port to a specific IP address from the intemet, input the |P address you
want to specify in the Source IP field.

Cancel

0K

CnncoK U3BEeCTHDbIX CepBEPOB: YKaxuTe TN Cyx0bl, K
KOTOpOW TpebyeTtca focTyn.

CnncoK N3BeCTHbIX urp: 70T MYHKT COAEPKUT CMNCOK NMOPTOB,

He0o6XOANMBIX /1A NPABUbHON PabOTbl MOMYAAPHBIX OHNANH
nrp.

WUma cnyx6bi: Beegute nma cyxobl.

MpoTokon: Buibepute npoTokon. EC/in Bbl He yBepeHb!,
Bblbepute BOTH.

BHewHuin nopt: NpriHMMatoTca cnepyiowme opmartbi:

1) Inana3oH NopToB C MCNoNb3oBaHMeM ABoeTounA "" mexay
HauyanbHbIM 1 KOHEYHbIM nopTamu, Hanpumep 300:350

2) OTgenbHble NOPTbI € 3aNATON "' MeXAY HMK, HanprUmep
566, 789

3) KombuHaLua arana3oHOB NOPTOB M OTAENbHbIX MOPTOB C

CNONb30BaHNeM aBoeTouna " 1 3anaTton '), Hanpumep,
1015:1024,3021.
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BHyTpeHHwii nopT: BBeaunTte NopT Ans nepechiiki NakeTos.
OcTaBbTe 370 Mosie NyCTbIM, €CIN XOTHTE NepeHanpaBuTb
BXOAALLME MAKeTbl HA AWana3oH NOpToB..

BHyTpenHun IP-appec: Beeguite IP-agpec knvieHTa B 10KanbHOM CeTut.

Mcxopnbii IP: ECnvi HYXHO OTKpbITb MOPT ANA onpeaeneHHoro
IP-appeca n3 HTepHeT, BBeguTe IP-agpec B 310 none.

MPUMEYAHMUE: [1nfa KoppeKTHON NnepeagpecaLn NCnonb3ynTe
ONA NIOKaNbHOrO KNeHTa cTaTuyeckunii IP-agpec. MoapobHyto
nHdopmauuio cmotpuTe B pazgene 3.9 LAN.

[nsa npoBepKu NpaBUNbHOI HACTPOIMKI NepeagpecaLnn
NopToB:

Y6enunTecn, uTo Ball cepBep paboTaer.

BaM MOHAA00MTCA KNMEHT, HaXoAALMINCA 3a Npeaenamm
BaLLIey I0KaNIbHOW CETH, HO MMetoLWniA AocTyn K VIHTepHeT

(Ha3biBaeMbli "IHTEPHET-KANEHT"). DTOT KNIMEHT He JOMKEH
ObITb NOJKIIOYEH K pOyTepy.

B MHTepHeT-KNMeHTe AN focTyna K cepeepy ucnonb3ayinte WAN
IP poyTepa. Ecnu nepeagpecaLyyis NOpToB paboTaeT NpaBusibHO,
Bbl MOY4MTE JOCTYN K CEPBEPY.

Paznuuna mexpay nepeksnioueHnem nopToB 1
nepeHanpaBnieHeM NopToB:

MepekntoyueHre nopTtos byaeT paboTtaTb faxe 6e3 HaCTPOIKK
LAN IP-agpeca. B otnnume oT nepeHanpasieHna NopTos,
koTopoe Tpebyet ctatuyeckuin LAN IP-agpec, nepeknioueHne
nopToB 0becneyrBaeT AMHAMYECKOE NepPeHanpaBieHme
MOPTOB C NOMOLLbIO MapLpyTM3aTopa. [lnanasoHbl NOPTOB
HaCTPOEHbI Ha NPYeM BXOAALLMX COEAVHEHWNIA B TeueHne
OrpaHNYeHHOro nepuoga BpemeHu. lepeknioyeHne nopTos
MO3BOJIAET HECKOMbKNM KOMMbIOTEPaM 3anyCcKaTb MPUNOKeHMA,
KOTOpble 06bIYHO TPebyYIOT NepeHanpaBieHna NOPTOB BPYUHYHO
ANA Kaxk[oro KOMMbloTepa B CeTU.

MepekntoyeHre NOPTOB ABNAETCA Honee 6e30MacHbIM,

YeMm nepeHanpaseHie NOPTOB, MOCKOSIbKY BXOAALL /e
MOPTbI OTKPbITHI He BCe BpemA. OHM OTKPbITbI TONIbKO KOrga
MPUIOXeHNe COBEPLLAET NCXOAALLee COeAMHEHNE Yepes
nepeKnioyaeMbli NOpPT.



3.17.5DMZ

Virtual DMZ no3Bonset oTo6pa3utb B IHTEpHeTe OfMH KOMMbOTep,
TaK YTO BCE BXOAALLYE NaKeTbl 6yayT nepeHanpaBnATbCA Ha
BbIOPaHHbIN KOMMbLOTep. ITa GyHKLMA NonesHa npu paborte ¢
HEKOTOPbIMM MPUNOXKEHVNAMM, NCNONb3YIOWMMN HeonpeaeneHHble
BXOAALUMe NopTbl. icnonb3ymnte 3T0 OCTOPOXKHO.

e, 50 thatall the inbound packets 10 the computer youset. thatuse

These specil
+ Plaase acd 2 rui to port orwarding st for USB Disk access properly on FTP service.

02 raa

Ona nacrponkn DMZ:
1. B meHio HaBurauum BbibepuTe Hactpoikn > WAN > DMZ.

2. CkoHQUrypupyiTe napameTpbl HiKe. Korga 3akoHunTe,
HaxxmuTe MpumeHNTD.

« IP-appec Bugumonm craHuymm: Beegute LAN IP-agpec kKnneHTa,
KoTopbIN bygeT ncnonb3osatbca ana DMZ. Yoepmtech, uto
cepBep ncnonb3yet cratmyeckui IP-agpec.

Ona ypnanedna DMZ:
1. Ypanute LAN IP-apgpec n3 nons IP-agpec Bnammom ctaHumn.
2. Korpga 3akoHuuTe, HaxmumTe MpumeHnTb.

MPUMEYAHUE: [ina nonyyeHns nogpobHon MHGOpMaLM noceTuTe
https://www.asus.com/ru/support/FAQ/1011723.
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3.17.6 DDNS

DDNS (Dynamic Domain Name System) - cny»6a, no3sonsioLan
CETEeBbIM KNeHTaM NOLKUATbCA K poyTepy, Aaxe C
AVHAMUYECKM BHELWHUM IP agpecom, yepes 3aperncTprpoBaHHoOe
AOMeHHoe nmA. PoyTep ocHateH cyx6oi ASUS DDNS v gpyrumn
cnyx6amm DDNS.

DONS (Dyn

AAAAA

Dna nacrponkn DDNS:
1. B meHIo HaBuraumu Bbibepute Hactpoikm > WAN > DDNS.

2. CkoHUrypupyiTe HKecneayioLime napameTpsl. Koraa
3aKOHUUTE, HaxkMuTe NMPUMeHNTD.

+ Bkniountb DDNS knueHT?: BknioueHne GpyHkumm DDNS ana

BO3MOXXHOCTV AOCTYNa K poyTepy yepes JOMEHHOe VM, a He
yepe3 WAN IP.

+ CepBep n nms xocta: Boibepnte ASUS DDNS nnu gpyroin DDNS.
Mpwv ncnonb3oaxun ASUS DDNS BBeanTe MA XoCTa B popmate
XXx.asuscomm.com (rae Xxx MMs XocTa).

+ [pu ncnonb3osaHum gpyroro DDNS BbibepuTte 6ecnnatHyto
NPoGHY0 BEPCHIO 1 3aperncTpupymnTech Ha cante. Beegute nma
NoNb30BaTeNA UK aapec SNEKTPOHHOM MNOYTbI U NAPOIb UK
DDNS kntou.

« Bkmountb wabnow: Bkniouute WwabnoH, ecnm oH Tpebyetca ana
cny6bl DDNS.

MPUMEYAHUA:

Cnyxx6a DDNS cepBuc He 6yaeT paboTaTb Npy ClemyoLLnX YCNOBUAX:
Korga poytep ncnonb3yet npvsatHbin WAN IP agpec (192.168.x.x,
10.xXX 1K 172.16.x.X), OTOOPaxKaeMblid KENTbIM LIBETOM.

PoyTep MoxeT 6bITb MOAKIOYUEH K CETU, KOTOpas NCMOoMb3yeT
Heckonbko Tabnuu NAT.



3.17.7 NAT Passthrough
Bkniounte NAT Passthrough ana paspewerus naketam VPN
MPOXOANTb Yepe3 poyTep K CETEBbIM KITMEHTaM.

Ina Hactponkn NAT Passthrough nepeipgute B Hactpoiiku > WAN
> NAT Passthrough. Korga 3akoHuute, HaxmmTe NMpUMeHNTD.

ssssssss

,,,,,,

aaaaaa

Enable

ssssss

zzzzzz

zzzzzz
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3.18 becnpoBogHas cBA3b

3.18.1 O6wume

Ha ctpaHuue O6Lwme MOXXHO CKOHOUTYPUPOBaTb OCHOBHbIE
napameTpbl 6eCNpPOBOAHON CETH.

.......................................

Network Name (SSID) 25US_s4_EBGI%P

vvvvv

Ina KoHPUrypawLum oCHOBHbIX NapameTpbl 6ecnpoBofHON
ceru:

1. B meHio HaBurauum Bbibepute Hactpoiiku > Wireless > O6wume.

2. [na npeHtndmKaumm Ballei 6eCnpoBOAHON CETY Ha3HaubTe
ceTeBoe nmsa unu SSID (MpeHTndukatop 6ecnposogHom
ceTu). becnpoBoaHbIe YCTPONCTBA MOTYT NOAKIIIOUUTLCA
K 6ecnpoBoAHON ceTn Yepe3 HazHaueHHbIN SSID. SSID Ha
MH$OPMaLIMOHHOM GaHHepe OOHOBNAIOTCA NPU COXPAHEHUM
HaCTpOeK.

BAXHO!1nsa Bo3moxHoCTU 1cnonb3osanus Wi-Fi ob6a3atenbHo
nHTerpmpyiite B cetb AiMesh EBG19P 6ecnpoBogHyto ToUKy foCTyna
(AP), Hanpumep ExpertWiFi EBA63 unu poyTep, Hanpumep ExpertWiFi
EBR63 vnu ExpertWiFi EBM68.

3. Bnone Ckpbitb SSID BbibepyTe fla Ana npefoTBpaLLeHmaA
obHapyxeHua SSID opyrimm 6ecnpoBOHbIMI YCTPOWCTBAMM.
Korpa 31a GyHKLWMA BKNOYEHa, AN1A AOCTYNa K 6ecnpoBogHON
ceTu Heobxopumo BaecT SSID BpyuHyto.

4. BblbepuTe MeToq ayTeHTUDMKALMNA:
« Open System: J1a onuma He obecneynBaet 6e30MacHOCTH.

« WPA/WPA2/WPA3-Personal: Ota onuus obecneunsaet
BbICOKWI1 ypOBeHb 6e30nacHoCTH. MOXHO MCrnonb30BaTh
WPA (c TKIP) nnn WPA2 (c AES). Mpw Bbibope 3101 onuyum Bbl
AOMKHDBI cnonb3oBaTb WudposaHue TKIP + AES 1 BeecTr



knoueByto Gppasy WPA (ceteBoii Kntou).

« WPA/WPA2/WPA3-Enterprise: 3Ta onumsa obecneunsaet
OYeHb BbICOKMIA ypoBeHb 6e3onacHocTy. OHa paboTaet ¢
nHTerpmposaHHbiM EAP-cepsepom nnm BHewHum RADIUS-
CepBepoM.

5. BBepuTe yHMKanbHbIn naponb B none WPA Pre-Shared key.

3.18.2 Ounbrp MAC appecoB 6ecnpoBogHOI cEeTH

Ounbtp MAC agpecoB 6ecnpoBOAHON CeTV NO3BONAET
KOHTPONIMPOBAThb MakeTbl € yKa3aHHbIM MAC-agpecamu B
6ecnpoBogHON ceTu.

AAAAA

[ns HacTpoiikn ¢unbrpa MAC agpecoB 6ecnpoBofHoOI ceTu:

1. B meHto HaBuraumu Bbibepnte Hactpoiiku > becnpoBogHas
cBA3b > OunbTp MAC-agpecoB 6ecnpoBofHOI ceTH.

2. B none Bknwountb MAC ¢punbrp BbibepuTe fa.

3. B none Pexxum ¢punbrpa MAC-appecoB BbibepuTe MprHATD
nn OTKNOHUTD.

« Bbibepute MpuHATB Ans paspelleHns JOCTyna K

6ecnpoBofHOI CeTW YCTpoCTBaM 13 cnincka MAC-punbTpa.

+ Bbibepunte OTKNOHUTD /1A 3anpeLueHnsa AocTyna K

6ecnpoBopHoI ceTn ycTpoiicTeam u3 cnucka MAC-¢punbrpa.

4. B cnncke MAC-dunbtpa, HaxmnTe @ 1 BBegute MAC-agpec
6ecnpoBOAHOrO YCTPONCTBA.

5. Haxmute MNpumeHnTb.
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3.18.3 YepHbIn cNNcoK poymunHra

31a dyHKLUMA No3BONAET 4OOABNATL YCTPOICTBA B YEPHDIiA CMINCOK
POYMMHra 1 3anpeLyaTb UM POyMUHT Mexay y3namu AiMesh.

1 34 devices It oaming deny st and the devices will ot e roamed between AiMesh nodes.

Basic Conflg

Apply



4 YcrpaHeHMe HeMcnpaBHOCTEN

B 3TOM pa3gene npefcTaBneHbl UHCTPYKLMN ANA PeLLeHNs
HEKOTOPbIX Hanbosee YacTo BCTPEYaoLMXCA 06LWmMxX Npobnem ¢
poyTepoM. Ecnvi Bbl CTONKHYAMCD € NPO6ieMamm, He YNIOMAHY TbIMU
B 3TOW rnase, nocetute cant ASUS https://www.asus.com/ru/
support/ ana nonyyeHns AONONHUTENBHON UHbOPMALMK O
npoayKTe nnu obpatmtech B Cy0y Texnoaaepku ASUS.

4.1 YcrpaHeHue OCHOBHbIX HeMCNpaBHOCTEN
Mpw BO3HMKHOBEHWM Npobiem ¢ poyTepom CHayana nonpobyiite
BbINONHUTb UHCTPYKLMW U3 3TOrO pasaena.

OGHOBUTE NPOLIMBKY A0 NOCNEeAHe Bepcun.

1. B MeHto HaBurayum Bbibepute Hactporikmn >
ApgmuHucTpnpoBaHue > O6HOBNEeHNe NPOWMNBKI. HaxxmuTe
MpoBepuTb ANA NPOBEPKY HaNNUKA NOCNEAHeN BepCcum
MPOLINBKW.

2. Ecnm foctynHa HoBas NpoLmnBKa, nocetute cant ASUS
CKavaWTe ee.

3. Ha ctpaHuue O6HOBREeHNe NpoLMNBKIK HaxxmuTe Browse ana
HaXOXAEHVA NMPOLUVBKN.

4. HaxmuTe 3arpy3uTb 4151 06HOBNEHMSA NPOLINBKMN.

MocnepoBaTenbHOCTL Nepesanycka ceTu:
BoikntounTe mogem.

OTKkntounTe MOJEM.

BbikntoumTte poyTep 1 KOMMbLoTEPbI.
Mopkntounte mogem.

Bkniounte mogem 1 nogoxanTe 2 MAHYTI.
BkniounTe poyTep 1 NogoxanTe 2 MUHYTHI.
Bkntounte KomnbioTepbi.

No vk wnN =
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Y6eputecb B npaBunbHoCcTY ycTaHOBKM Ethernet-kabens.

Mpw npaBunbHOM nogktoueHnn Ethernet-kabensa k mogemy
nugukatop WAN 6yzet roperb.

Mpw npasunbHOM nogkntoueHnn Ethernet-kabens k
BKJIIOYEHHOMY KoMMbtoTepy nHaukatop LAN Gyget ropeTb.

VGEAI/ITECb B NPaBWIbHOCTU CeTeBbIX HAaCTPOEeK.

Kaxabl CeTeBON KNWEHT AO/MKEH UMETb AENCTBUTENbHDBIN IP-
agpec. [ina Ha3HaveHuA IP-agpecoB KoMMbloTepam BaLlen ceTu
pekomeHgyeT ncrnonb3osatb DHCP-cepsep poyTtepa.

HekoTopble npoBaiigepbl TpebytoT ncnonbzosatb MAC-agpec
KOMMbIOTEPA, MCMONb3yeMOro npy NepBoM NOAKIYEHNN.
MAC-agpec MOXHO NOCMOTpPETb B BeD-1HTepdelice Ha CTpaHuMLe
NudopmaumoHHas naHenb > KnueHTbl.



4.2 Yacto 3agaBaemble Bonpocbl (FAQ)

HeBo3Mo)HO BoITU B Be6-nHTepdelic poyTepa yepes

6paysep

Ecnv Ball KOMMbIOTEP MOAKIIOYEH, MPOBEPbTE COeANHEHE
Ethernet-kabena v COCTOSIHVE MHAMKATOPA, Kak OMMCaHO B

npeablayLLem pasgene.
Y6eaunTech, UTo Bbl UCMOMb3yeTe NPaBMIbHbIE IOTUH 1 MapOSb.

Y6eputec, uto pexum Caps Lock oTknioueH npm BBOAE AaHHbIX.

Ynanute Kyku-¢dannbl B 6pay3epe. B 6pay3epe Internet Explorer
BbINOJHWTE CriegyoLme
JencTBumA:

1.

3anyctuTe Internet Explorer,
3aTem HaxxmuTe CepBuc >
CBoiicTBa 0603peBartens.

Ha Bknagke O6wue B
obnactu Mpocmotp
NCTOPUMN HAXMUTE
Ypanutb..., Bblbepute
BpemeHHblie dainbi
WNuTepHeta n Qainbi
cookie 1 faHHble caiTa 1
HaXKmuTe YganuTb.

NMPUMEYAHUA:
KomaHgbl ansa yaaneHus Kyku- Gainnos MoryT BapbypoBaTbCa B

3aBMCMMOCTM OT bpay3epa.

Internet Options 7 X

General Security Privacy Content Connections Programs — Advanced

Home page
/‘ To create home page tabs, type each address on its own line.

R oo s comTPC- U0

Use default

Use current Use new tab

Startup
() Start with tabs from the last session
(@) Start with home page

Tabs

Change how webpages are displayed in tabs. Tebs

Browsing histary

Delete temporary files, history, cookies, saved passwords, and web
form information.

[Delete browsing histary on exit
Delete... Settings
Appearance

Colars Languages Fonts Accessibility

OTKnouUTE 1CNONb30BaHME NPOKCK-CEPBEPA, MOAKIUYEHNE
yAaneHHoro foCTyna, a Takxe Hactpoute TCP/IP ons

aBTOMaTMyeckoro nonyyeHus IP-agpeca. MogpobHyto nHpopmaLmio

CMOTpHTE B NEPBOIA FMaBe 3TOro PYKOBOACTBA.
Y6eputecs, uto ncnonb3ytotcs Ethernet kabenu CAT5e unm CATS.
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KnuneHT He MOXeT ycTaHOBUTb 6eCnpoBoAHOE COeHEeHNe

C poyTepom.

BAMHO!1ns Bo3moXHOCTW 1cnonb3osaHus Wi-Fi 06s3aTenbHO
nHTErpupyiTe B ceTb AiMesh EBG19P 6ecnpoBogHyto TOUKy fLOCTYNa
(AP), Hanpumep ExpertWiFi EBA63 nnu poytep, Hanpumep ExpertWiFi
EBR63 nnu ExpertWiFi EBM68.

DHCP-cepBep oTKkntoueH:

1. Bowpute B Be6-nHTepdelic. MepenanTe B
MudopmaumnoHHas naHenb > KnueHtbl 1 HaignTe
YCTPOWCTBO, KOTOPOE HYXHO NOAKIIUNTD K POyTepY.

2. Ecnu UHdopmaumoHHas naHesnb He 0ToOpakaeT
ycTpomncTBo, nepengute B Hactpounkn > LAN > DHCP-
cepBep.




SSID ckpbit. Ecnn ycTpoictBo moxet Hanty SSID gpyroro
poyTepa, HO He MoXeT HanTu SSID Bawero poyTepa, nepengute
B Hactpoliiku > becnpoBogHas cBsA3b > O6wue, 3aTem
BblOepuTe Het B none ckpbiThb SSID.

Network Name (SS1D) ASUS_64_EBG19P

Apply

Mpu ncnonb3oBaHuy 6ecnPOBOAHOTO afanTtepa ybeamnTech, Uto
1Cnonb3yemblil 6eCNPOBOLHON KaHan LOCTYNeH B BalLeN CTpaHe
nnm pervoHe. Ecnu Het, HacTpounTe KaHan, nonocy NPonyckaHus
11 6€CNPOBOAHO PEXUM.

Ecnu Bbl BCe elle He MOXeTe NOAKMIoUUTLCA K poyTepy,
cObpocbTe ero K 3aBOACKMM HaCTPOKaM No ymonyaHuio. B Be6-
nHtepdence nepengute 8 Hactpoiiku > AGMUHNCTpUPOBaHUe
> BoccTaHOBUTbL/COXPaHNTb/3arpy3sunTb HaCTPOMKM 11
HaxxMuTe BocctaHOBUTD.

ExpertWiFl EBMGS 10 file e
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WHTepHeT HepgoCTYNEH.

Y6eamTech, UTo poyTEp MOXET NOAKIIYUTLCA K Ballemy
nposangepy. [na storo 3anyctute Beb-uHTepdeiic n nepengmte
8 UHpopmaLmoHHas naHenb v NpoBepbTe COCTOAHME
VHTepHer.

Ecnu poyTep He MOXET NOAKMIOUMTBLCA K BaLLeMy NpoBanaepy,
nonpobyiTe NepenoaKNtounTb CETb KaK OMICAHO B pasgene
MocnepoBaTenbHOCTb Nepe3anycka ceTu.

Ecnu Bce elye HET JOCTYNa K HTEPHETY, nonpobyiiTe
nepesarpy3uTb KOMMbIOTEP 1 NpoBepuTb IP-agpec n agpec
LTH03a.

[MpoBepbTe MHANKATOPbI COCTOAHKA Ha ADSL mogeme u
6ecnpoBoaHom poyTepe. Ecnn nHamkatop WAN Ha poyTepe He
ropuT, ybeguTech, 4to Bce Kabenu NpaBuabHO NOAKIIOYEHDI.

Bbi 3a6b1111 SSID (Mma ceTn) nu ceteBoi Naposb

YcTaHoBwMTe HOBbIN SSID 1 Kntou WindpoBaHMA yepes NPoBOAHOe
coepuHeHue (Ethernet-kabenb). Bongute B Beb-nHTEpdENC,
nepengute B UHpopmaLMoHHaA NaHesNb, HAKMITE NKOHKY
poyTepa v BBeauTe HOBbIN SSID 1 Koy WwidpoBaHKs, 3aTem
HaxxmuTe MpumeHnTb.

BbinonHuTe cbpoc poyTepa K HaCTPOKaM Mo yMOMYaHMUIO.
Bongute B BeO-uHTepdeiic, nepengnte 8 Hactponkn >
ApMmuHuncTprpoBaHue > BocctaHoBUTb/cOXpaHnTb/
3arpysuTb HaCTPOWKM 1 HaXXMIUTe BOCCTaHOBUTD.

Kak copocutb cuctemy K HaCcTpoKam o yMosi4aHuio?

Mepengute B Hactpoiku > AGMUHUCTPUpPOBaHMe >
BoccTtaHOBUTBL/COXpaHUTb/3arpy3nTb HACTPOMKM 1 HAKMUTE
BoccraHoBUTD.

Owun6Ka 06HOBNEHA NPOLUNBKN.

lMepeknounTte poyTep B peXKnM BOCCTAaHOBNEHUA 1 3amyCTuTe
yTunuty Firmware Restoration.



HeB03M0XXHO NOAKNIOUNTLCA K Be6-NHTepdeiicy

Mepepn KOHOMrypaLmen poyTepa BbIMONHUTE UHCTPYKLN AAHHOTO
pasgena ana KoHGUrypaumm KoMnbroTepa 1 CETEBbIX KIMEHTOB.

A. OTKnOuMTE NPOKCN-CepBep, e/ OH BKITIOYEH.

Windows i‘"‘“"’“"

General | seaurity | Privacy | Conterft | Connections |drograms | Advanced |
1. Haxmute Myck > Internet e
Explorer ons 3anycka 6pay3epa.

.;0 ;::Jeut‘upanlnt&mat(unnemnn,didﬁ

Disl-up and Virtual Private Network settings —

2. Bbibepute CepBuc > 5 e ROtk Resurcs -Go o vmad| [ A
CBoicTBa 0603peBartens > - (Cpaen.
Moakmiouenns > Hactpoiika || - *~ = ==
NOKanbHOM ceTu. s et [

@ Never dial a connection

) Dial whenever a network connection is not present
(@) Always dial my default connection

Set default

Local Area Netwark (LAN) settings
LAN Settings do nat apply to dial-up connections LAN settings
Choose Settings above for dial-up settings.

3. Ha 3kpaHe HacTpoiikn Logg vesNernork D oo NN ==

NoKanbHoOM ceTu oot R
Automatic configuration may override manual settings. To ensure the
oTKn |'OL| |/|Te I/I Cnoﬂ b3o Ba H |/|e lEE of manual sgetﬁngs, d\sa"l;\e automatic conﬁguragan.
npOKCM_cepBepa p'”ﬂ || Automatically detect settings

- L__| Use automatic configuration script
JIOKa/IbHOWM CETU. fiiie

4. Haxmute OK korpa Prosy server
3a KOH LI VITe. Jal Use a proxy server for your LAN (These settings will not apply to

| dial-up or VPN connections).

address Port: |80 Advanced

Bypass proxy server for local addresses

==
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‘f00 Network =

¢« mAO =
MAC 0S M BAR B
1. B bpaysepe Safari " —
Ha)KMVITe Safari > TCP/IP  PPPoE | AppleTalk | Proxies = Ethernet
Preferences > Advanced —
> Change Settings... o rivpo i

W Web Proxy (HTTP)

Proxy server requires password

2. Ha3KpaHe ceTb CHUMUTE 8 “ U
dnaxku FTP Proxy v B :
Bypass proxy settings for
Web Proxy (HTTP). o
3. Korp'a 3aK0HL“/|Te’ (¥ Use Passive FTP Mode (PASV) @

HaXmuTte an/IMeHI/ITb.
@ ik etk o prevent futhr changes (Rssistme.) W

MPUMEYAHUE:
[ina nonyuyeHns nogpo6bHON MHGOPMALMK MO OTKIIIOYEHNIO
CNONb30BaHUA NPOKCK-CePBEPA, 0OPaTUTECH K CrpaBKe 6pay3epa.

B. Hacrpoiite TCP/IP gna aBTomaTtunyeckoro nony4eHus IP-
appeca.

Windows

1. Haxmure Myck > NaHenb ynpaBneHuns > LleHTp ynpasneHus
CeTAMU 1 06LMM [OCTYNOM, 3aTeM HaXMUTe CeTeBoe
nofKoUeHe AN1A 0TOBPaXKeHNA ero COCTOAHMA.

L& Network and Sharing Center

. v 4 &% > Control Panel > All Control Panel ltems > Network and Sharing Center
View your basic network information and set up connections
Centrel Panel Home

View your active networks
Change adapter settings

Change advanced sharing corpnet.asus Access type: Internet

settings Domain network Connectiond [l Ethernet

Change your networking settings

dﬁ;‘ Set up a new connection or netwark
=" Setup a broadband, dial-up, or VPN connection; or set up a router or access point.

1;""1 Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.



v
2. Haxmute CBoucTBa AN B Ethemet status
OTKPbITNA OKHa CBOUCTB General
Ethernet. Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Na network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details. ..
Activity
Sent .-'-'.5 Received
o
=
Bytes: 71,424,646 70,727,241
GD\sab\a Diagnose

3. Bbl6epMTe HPOTOKOH U Ethernet Properties
MHTepHeTa Bepc““ 4(TCP/ Networking  Authentication
Ipnera sepeum — —
WntepHeta Bepcun 6(TCP/ T —r—
IPv6), 3aTem HaxxmuTe

This connection uses the following items:

Ceoncrea. s packe scais
[ et e AT e
2. Microsoft LLDP Protocol Driver

2. Intemet Protocol Version & (TCP/IPvE)
.4 Link-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper 1/0 Driver v
< >

Install.. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

4. Bbibepure Monyuuts IP- et Botocol Vesion 4 PP Propertes
afipec aBTOMaTuyecKu A1 G Atemate Conursion
aBTOMATMYECKOro nosyyeHuns i mmﬁm“d";k”* ficinibeiiy
IP-appeca. ‘

| (@) Obtain an IP address automatically |
Bb|6e uTe non unTb IPV6' () Use the following IP address:
P y —

ajpec aBToMaTN4eCKn ana e
aBTOMaTNyeCKoro nony4vyeHnA ]
I P‘aﬂpeca I PV6 (@ Obtain DN server address automatically

() Use the following DNS server addresses:
5. Haxmute OK Korga 3akoHuuTe. (|
: L ]

Advanced...

Validate settings upon exit

cance
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MACOS

1. HaxmwuTte nkoHky Apple
&, pacnonoxeHHyo B
NIEBOM BEPXHEM Yy
3KpaHa.

2. Haxmute System
Preferences > Network >
Configure...

3. HaBknagke TCP/IP B
BbiMafakoLLEM CMICKe
Configure IPv4
BblbepuTe Using DHCP.

4, Korpa 3akoHuuTe,
HaxmuTe MpumeHuTb.

000

Network (=)

« a4 G 3

Show All . Displays Sound  Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPoE  AppleTalk | Proxies | Ethernet

I Configure IPv4: | Using DHCP =

IP Address: 192.168.182.103 Renew DHCP Lease

Subnet Mask: 255.255.255.0 DHCP Client ID:
(f required)

Router: 192.168.182.250

DNS Servers: 192.168.128.10 (Optional)

Search Domains: (Optional)

IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

( Configure IPve... ) @

U —
\L{' Click the lock to prevent further changes. (" Assist me.. Apply Now )

MPUMEYAHUE: NMoppo6Hyto MHOpMaLIMIO MO KOHGUIypaLmu
HacTpoek TCP/IP cmoTpuTe B CnpaBKe K Ballel OrnepaLyioHHON

cncreme.

C. OTknwuuTe NoAKNIYEeHNe YAaNeHHOoro aocryna.

Windows

1. Haxmwure Myck > Internet
Explorer ons 3anycka 6pay3epa.

2. Bbibepute CepBuc > 5 e vt o oo [ g
CBoicTBa 0603peBartens > - s
MopknioueHns. JjP——| o [ e )

3. YcTaHoBUTE dnaxok

Hukorga He ncnonb3oBatb R e

KOMMYTUpYyeMble
Local Area Network (LAN) settings ————————————————————————

noakKno4YeHnA. LA Settnos do mfﬁp;y 5 dalup connections

4, Haxmunte OK Korpa 3akoHumuTe.

Internet Opti

[ General [ secunity | Privacy | Conter | Connections | Fograms | Advanced |
—_

|
.:0 To setup an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

Choose Settings if you need to configure a proxy Settings

server for a connection.

@ Never dial a connection
T Dial whenever a network connection is not present

Choose Settings above for dial-up settings.

o ) [ema ]

MPUMEYAHUE: ina nonyyeHns nogpobHON MHGopMaLmm no
OTKJ/IIOUYEHMIO YAANEHHOrO JOCTYNa, 06paTnTeCh K CrpaBke bpay3epa.




MpunoxeHne

GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. MogpobHyto nHPopmaLmto
cMoTpuTe Ha Hawem caiTe. Note that we do not offer direct support
for the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software
is covered by the GNU Library General Public License instead.) You
can apply it to your programs, too.
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When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect
on the original authors'reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear that
any patent must be licensed for everyone’s free use or not licensed
atall.

The precise terms and conditions for copying, distribution and
modification follow.



Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’, below, refers to any such program or work, and
a“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”) Each licensee is addressed as “you’”.

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act

of running the Program is not restricted, and the output from
the Program is covered only if its contents constitute a work
based on the Program (independent of having been made by
running the Program). Whether that is true depends on what the
Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any
portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms
of Section 1 above, provided that you also meet all of these
conditions:

a)  You must cause the modified files to carry prominent



100

notices stating that you changed the files and the date of any
change.

b)  You must cause any work that you distribute or publish,
that in whole or in part contains or is derived from the Program
or any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

¢) Ifthe modified program normally reads commands
interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying
that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement,
your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the



Program) on a volume of a storage or distribution medium does
not bring the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one
of the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b)  Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

c)  Accompany it with the information you received as to the
offer to distribute corresponding source code. (This alternative
is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with
such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the
work for making modifications to it. For an executable work,
complete source code means all the source code for all modules
it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of

the executable. However, as a special exception, the source
code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are
not compelled to copy the source along with the object code.
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4. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under

this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

. You are not required to accept this License, since you have

not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License.

Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based

on the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise of
the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

. If, as a consequence of a court judgment or allegation of patent

infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only



way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have
made generous contributions to the wide range of software
distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this
License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted

only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of
this License.

. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
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not specify a version number of this License, you may choose
any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to
the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided
by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of
software generally.
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NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NO WARRANTY FORTHE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM“AS IS"WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
ASTO THE QUALITY AND PERFORMANCE OF THE PROGRAM
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

12 IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLETO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU ORTHIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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MpaBuna 6esonacHocTN

Mpw ncnonb3oBaHNMK YCTPOIICTBA BCeraa cobntopaiite Mepbl
MPeAOCTOPOXKHOCTY, BKTIOYAA, MOMMO NPOYEro, CleaytoLme:

/'\ BHUMAHMUE!

LUHyp nuTaHmA fomxeH ObiTb NOAKIIOYEH K pO3eTKe C
3a3emneHviem. Mogkntoyalite yCTPOCTBO K OnvKanLLen,
NerkopoCTynHOW po3eTke.

Ecnn YCTp0l7ICTBO HencCnpaBHO, HE NbiTanTecb ncnpaBnTb

€ro CaMoCTOATENbHO. T OrpaHnyeHna paccynTaHbl Ha
obecneveHune 3aliKnTbl B pa3yMHbIX npeaenax ot BpeAOHOCHbIX
BO3[ENCTBUN MpPn yCTaHOBKE B XKNJ1IOM NOMELLEHNN.

He nonb3yrnTtecb NOBpeXAeHHbIMI CETEBLIMM LLIHYPaMU,
akceccyapamu 1 neprudepuitHbIMM YCTPONCTBAMM.

He yctaHaBnmBariTe 370 06opynoBaHyie Ha BbicOTy 6onee 2
METPOB.

PekomeHyeTcA ncnonb3oBaTb NPoayKT npm Temnepatype ot 0°C
[0 40°C.

Mepepn NCMonb30BaHUEM YCTPOIICTBA MPOUTUTE UHCTPYKLMM MO
3KCMyaTaLum 1 03HAKOMBTECH C AOMYCTUMbIM TEMMEPATYPHBIM
AVaNa3oHOM.

BymbTe OCTOPOXKHBI MPW UCMONb30BAHUM AAHHOTO YCTPOWCTBA B
aspornopTax, 60/1bHNLAX, 3aMPaBOYHbIX CTAHLIUAX 1 Fapaxax.

[Momexum Ana MeguLMHCKNX YCTPONCTB: NOAAepKuBanTe
MUHUMaNbHOE paccTosHue (He MeHee 15 cm) mexay
VIMNAAHTUPOBAHHbIMU MeAULIMHCKAMM YCTPONCTBAMM 1
npogyktamu ASUS Anga CHUXeHUA pricka BO3HUKHOBEHMA MOMEX.

|/|CI'IOJ'Ib3)/I7ITe yCTpOMCTBO B yC/I0BUAX XOpoLlero npmnema anA
YMEHbLLIEHNA YPOBHA N3TyYeHNA.

YcTaHOBWTe YCTPOMCTBO NOJasbLUe OT 6epeMEHHbIX KEHLLVH 1
HUXKHEIN YaCTVi >KMBOTa MOAPOCTKOB.

He ncnonb3yiite ycTpoNcTBO Nprt 06HApYKeHMEe BUAMMBIX
LedeKToB, KOraa OHO MOKPOE, MOBPEXAEHO UMK
moanduLMpPoBaHo. O6paTUTECH 3a MOMOLLbIO B CEPBUCHDIN
LeHTp.



N\ BHUMAHUE!

He ycTaHaBnmBalite yCTpOICTBO Ha HEPOBHYIO MK
HeyCTOIuYMBYI0 NOBEPXHOCTD.

He KnapwuTe Ha yCTPONCTBO NOCTOPOHHWME NpeameTsl. He
noggeprarTe yCTPOMNCTBO MEXaHNYECK/M BO3AENCTBUAM,
HanpuMep HaAaBNMBaHNe, CrnbaHyie, NPOKanbiBaHWE UK
N3MenbyeHme,

He pa3bupaliTe, He OTKPbIBaITe, HE HarpeBaTe, He CKUralTe,
He KpacbTe 1 He 3aCOoBblBalTe B OTBEPCTUA YCTPOWNCTBA
MOCTOPOHHVE NpeaMeTbl.

O6paTiTe BHUMaHME Ha STUKETKY Ha HIXKHEN CTOPOHe
YCTPOWCTBa 1 ybepuTeCh, UTo BaLl 610K NUTaHWA NoaLepKmMBaeT
COOTBETCTBYIOLLEE HAMPAXKEHNE.

XpaHVITe yCTpOIZCTBO BAaIn OT OrHA N UCTOYHMKOB Ten/a.

He nogBepranTte BO34ENCTBIIO XKMUAKOCTEN N HE NCNONb3yiiTe
B YCNOBUAX MOBbILLEHHOW BAaXHOCTU. He nonb3yinTech
YCTPOWCTBOM BO BPEMA rPO3bl.

NopkntouaiTe BbIxoAHble Lienu POE naHHoro n3penus
UCKMIoUNTENbHO K ceTaM POE, 6e3 MapLupyT13aLmMi Ha BHELLHWe
YCTPOWCTBA.

Bo n36exaHne NOpPaXeHNA SNEKTPUYECTBOM, OTKJTIOYNTE LLHYP
MNTaHWA OT PO3ETKM NpeXxae, Yem NepeHOCUTb CUCTEMY C MeCTa
Ha MeCTO.

Mcnonb3yiiTe TONbKO akceccyapbl, 0A0O6PEHHbIe
MPOW3BOAMTENEM YCTPOIICTBA ANA NCMONb30BAHIA C 3TN
Mogenblo. Micnonb3oBaHme ApYrX TUMOB aKCeCCYapOB MOXET
MPUBECT K aHHYNIMPOBAHUIO FaPaHTUM U HAPYLLEHIIIO MECTHbIX
MPaBWA 1 3aKOHOB, a TaKXKe MOXET MPefCTaBNATb Yrpo3y
6e3onacHocTy. IHpOpMaLMIO O HaMUMM aBTOPU30BaHHbIX
aKCeCCyapoB MOXHO Y3HaTb y NPoAaBLia.

Mcnonb3oBaHue ycTponCTBa CNOCO60M, He PeKOMEHA0BAHHBIM B
npunaraemblX MHCTPYKUKUAX, MOXKET NPUBECTN K BO3roOpaHWUIO N
TpaBme.
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CepBuc n nogaepka

MoceTuTe Haw caiT https://www.asus.com/ru/support/.
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