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Bnaropapum Bac 3a nokynky Wi-Fi poytepa DIGMA!

I'Iepe.u Ha4asioM UCnosib3oBaHUA faHHoro yCTpOVICTBa, nomanyEmTa, BHUMaTEIbHO NPOYTU-
Te PYKOBOACTBO Mnonb3oBatena Anda obecreveHunA FlpaBVIﬂbHOVI 3KcnnyataumMn nsgenva n
npenoTBpalleHnA ero nospexaeHus.

KOHCTPYKTUBHbIE 0COBEHHOCTY YCTPOWCTBA U COAepKaHne AaHHON MHCTPYKLIVM MOTYT BbiTh
M3MeHeHbI B Lie/IAX YCOBEPLLEHCTBOBAHWA NMPO/YKTa, 6€3 NpeABapuTe/bHOMo YBeJOMEHNA.

MarotoBuTenb U OUCTPUBLIOTOPLI AaHHOM MPOAYKLUMM He HecyT OTBETCTBEHHOCTW 3a Mo-
BPEOEHVA Koprlyca YCTPOMCTBA, @ TaKme 3a yluep6, NpuuMHeHHbIN BCeacTeve Herpa-
BW/IbHOM /M HECOOTBETCTBYIOLUEN 3KCMITyaTaumm rosib30BaTeneM.

NOArOTOBKA K PABOTE

« BAXKHO! He BKntoyaliTe ycTponcTBO cpasy, ecsim Bbl npyvHecnn ero ¢ Mopo3a; B 3TOM cily-
Yae usgenme Heo6XoAMMO BblAepHaTh Nepes BKIOUYEHEM MPU KOMHATHOI TeMnepaTy
NpYMepHO TpK Yaca.

« [poBepbTe KOMMNEKTaLMI0. Y6eauTech B OTCYTCTBUM BUAMMBIX NMOBPEHKAEHUI Kopryca,
KOTOpble MOr/IM BO3HWKHYTb MpY TPaHCMopTUpoBKe. Ecnn nsgenve nopexaeHo unm He
bYHKUMOHMpYeT — o6paTuTech K NpoaasLy.

HA3HAYEHUE YCTPOUCTBA

BecrnpoBoAHbIN MapLUpyTU3aTop NpeaHasHayeH AnfA MOAK/IOYEHUA K KOMMbIOTEPHOM ceTn
YCTPOICTB, Mo 6ecrpoBoAHOI M NPOBOAHON TEXHONOMMW. BCTPOEHHBIN MOBUNBHLIA MOAYIb
MN03BOJIAET OCYLUECTBNATL JOCTYN B MHTEPHET Yepes Mo6UIbHYI0 CBA3b, Nepefady 1 npueM
KOPOTKMX COOBLUEHNIA.



TEXHUYECKUE XAPAKTEPUCTUKU CUCTEMHbIE TPEBOBAHUA:

« MoppepwuBaet paboty B 4G 1 3G ceTax « MopaepxmBaeMble OC:
« 3awumTa naponem: aa « Windows 7, 8, 8.1, 10 1 Bbllue
» [InanasoH Wi-Fivactot: 2.4 Ty o Linux
« CtraHgaptsl cBAsu: Wi-Fi 802.11b, g, n + mac0S 12 v Bblilwe
» CKopocTb Nepefayn AaHHbIX B 3G ceTax:
0o 21 Méut/c** KOMMJIEKTALUA
» CKopocTb NepefaYn AaHHbIX B 4G ceTax: « Wi-Fi poyTep co BCTpoeHHbIM 4G
ao 150 Méur/c* Mopemom HOME
» Konnuectso nogknovaeMblix yCTpOVICTB « CeTeBoM afanTep nUTaHvA
K Wi-Fi: go 32 « PyKOBOACTBO Mosnb3oBaTtens
* Mapupytusarop: Aa  [apaHTUINHBbIN TanoH

« BcTpoeHHan aHTeHHa: aa
« Moppepka SIM-KapTbl: fa*
« Tun SIM-KapTbl: micro-SIM
» Konnuectso WAN noptos: 1
« [uTaHme:
Bxop: 100-2408B, 50/60ru, 0.3A
Boixoa: 12B = 1A, 12BT
» Matepuan: nnactvk
« [abapuTbl ycTpoicTBa: 145 x 95 x 25 MM
*Bec: 1801

* dna pabomel ¢ poymepoM Heobxodumo nosib3odamsca SIM-Kapmamu A51a poymepoas, 1K unu niaHwemoa.
Tapug domwer noddepusame nepedady AaHHbIX.
** CKOPOCMb MAKKe 3aBUCUM OM NOJIOCH! NPONYCKAHUA 0Nepamopd CBA3U U Ka4Yecmaa Cu2Hasa.



CXEMA YCTPOMCTBA
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1. HgukaTop nutaHua

2. Nnpunkatop cetn

3. MHgwkatop Wi-Fi / WPS

4. iHpvikaTop curHana

5. Cnot ana SIM-kapTbl | micro-SIM

6. DC pasbém nutaHua

7. KHonKa nepesarpy3ku

8. LAN nopt

9. nA cny»e6Horo nosb3oBaHuA

10. O6paTuTe BHUMaHWe Ha PacrosioHeHWe KapTbl



WHOOPMALIMA 06 MHOUKALIUN

WHpvkatop

CocrosHue

Onucanue

rOpl/IT CVHMM LIBETOM

YCTPONCTBO BKMIOHYEHO

He roput

YCTPOWCTBO BbIKMOYEHO

MWIraeT CUHUM LIBETOM YCTPOMCTBO 3apervcTprpoBaHo

B CeTU
o 3 ["opuT cviHUM LBETOM YCTPOMCTBO NOAKMIOHEHO K CETH
-
KapTa micro-SIM HefocTynHa
["OpWT KpacHbLIM LIBETOM WM YCTPOMCTBO He

3apermcTpMpoBaHo B CeTU.

MviraeT cuHUM LiBeTOM [HoctynHo coeavHeHne WPS

— o
. ["opuT cviHUM LBETOM Wi-Fi BKnioyeH
He roput Wi-Fi oTknioveH
Yem BonbLLE CUrHAMBHBIX
["opuT cvHUM LBETOM MOSIOCOK OTOBPArKAeTCA CUHAM
‘fllll LIBETOM, TEM CUIbHEE CUrHan

He roput Het cvrHana




MOAKOYEHUE YCTPOMUCTBA

JocTyn K npoBoAHO ceTu

JnA ycTaHOBKM NPOBOAHOMO CETEBOI0 COBAMHEHWA, MOAKIOYNTE MPOBOLAHOE YCTPOMCTBO K
nopty LAN BaLuero Wi-Fi poyTepa c nomolubto Kabensa Ethemet.

MocTyn K 6ecnpoBoaHoi ceT
MpeHtnduraTop SSID v Koy 6ecripoBoHOM CETM HaMne4aTaH Ha CTUKepe ¢ 06paTHo CTo-
POHbI yCTPOVCTBA.

npumeqauue: ANA NoBbILLEeHNA CKOPOCTU NpuemMa U nepeaayv AaHHbIX, a Takke anAa
ynyulleHnA KavectsBa paGOTbI poyTepa, pexoMeHayeTCA pacnonaraTtb yCTpOVICTBO B 30He
MaKCKManbHOro CUrHasia CoToBOM CeTw, HarnpuMep, OKOJ10 OKHa.

1. OTKpOWTE KPBILLKY.

2. BctaBbTe SIM-KapTy B COOTBETCTBYIOLMIA CNOT, COBMI0AAA YKasaHHOe HarnpaBeHue.
Y6eautecs, uto SIM-KapTa nosHocTbio BCTana B c/1oT.

3. 3aKpotiTe KpbILLKY.

4. ToAKMIo4MTe YCTPOWCTBO K CETH, NPV MOMOLUY afanTepa NUTaHuA.



Mpumeyanue: PekomeHayeTca nepeiitv B pasaen Hactpoiiku > Hactpoikun Wi-Fi >Uma
SSID u uaMennTs MM cetn (SSID) 1 Maponk.

MpuMeyaHme: Bo nzbexaHune noMex, cosgaBaeMbix paamocurHanamu, pasmMectuTe
Wi-Fi poyTep Ha paccToAHuM He MeHee 1 MeTpa OT TenedOHOB U APYruX 3NeKTpuYe-
CKWX YCTPOWCTB.



OMUCAHUE MHTEP®EWNCA YCTPOMUCTBA

INTABHOE MEHIO

B [aHHOM MeHI0 y Bac ecTb BbICTPbIN AOCTYN K TaKUM GYHKLMAM, KaK BbiK/ioYeHue,
nepefava AanHHbIx 1 Wi-Fi — Bbl MoeTe BKOYaTh 3TU GyHKLMM MPAMO Ha 3TOM 3KpaHe,
LLIe/IKHYB Ha COOTBETCTBYIOLLMI 3HAYOK.

ViaMeHuTs napons AnA BXona Buixon [CCKANGSBE
DIGMA alll @

e

Orensot
¥l P
FOD_LTE Hacrpoiku cetu

Texyisiee coepunense cocTonnme WLAN
npwew : 0.02M8 cocronHwe WLAN : ON
ompasurs : 0.01MB TekyLLA noMb3oBaTENs WLAN: O

ANMTENBHOCTS: 00:03:24 /AMANA30H 4acToT: 3



CTATUCTUKA
B AaHHOM pasfene MOMHO BK/IOUMTL BbIBO CTATUCTVKM MO MCMONb30BaHMI0 AaHHbIX.

Korpga ncnone3oBanack nepegaya AaHHbix no Wi-Fi.
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YcTporcTBO GecnpoBogHoOro AocTyna

Her. W xocta MAC-agpec Onepausm

HeT nanweix



SMS
B naHHoM pasfene MOXHO 0TNPaB/IATb U NPUHUMAaTL TEKCTOBbIE Co06LLeHuA.

BrumaHue: onepamop u mapug SIM-kapmer donxsHel noddepasusame daHHYI0 BO3MOMSHOCMG.
wiu TF-kapmet), npu amom oba ycmpoticmaa He dosixsHel beime coeduHeHs! ¢ dpyaumu
ycmpolicmeamu.

ViahenuTs napons anA Bxona Beuoa [CCRANBEER

DIGMA Jl & 1 O

InaeHoe | Cratuciuka S HacTpoiki

YeTpoReTBo
o Howmep Copepxanue Bpema
SIM-xapra

HacTpofki

USSD
B naHHOM pasfene MoxHo otrpasuTb USSD coobleHue onepaTopy.

A
DIGMA all & 0 o

Inaswoe CrammcTtuka SMs HacTpoitkn

ussD

Ornpasurs *




HACTPOWKM -> BbICTPbIE HACTPOMKU
B naHHoM pasgene Bbl MOXeTe roc/iefjoBaTe/IbHO HAaCTPOMTh Ballle YCTPOCTBO creaya
MOACKa3KaM Ha 3KpaHe.

Vawerss napons ana swoaa Buiroa GCRNAIRAER
DIGMA Jl & 1 o

BLICTPbIe HACTPORKM Creayioumit

Rononmmrensmsie acrpofiin

HacTtpoiiku APN

HacTpoiiki ceTn HacTpofiku APN SAato
PyxosoacTeo
Hacrpoiku Wi-Fi

e 0o & ©

cuerema
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HACTPOMKMN —> AOMONTHUTENbHBLIE HACTPOMKU —> 3HEPMOCBEPEXEHUE

B naHHoM pasfene Bbl MoxeTe BbibpaTh peum pabotel Wi-Fi cetu.

YcTaHaBnMBaA MOLHOCTb NepeaaTyMKa, BO3MOXHO CHU3WUTL Harpy3Ky Ha akKyMynAaTop
yCTpoicTBa. 3TO MoJie3HO, KorAa Nosb30BaTesNM CeT HaXOAATCA HefaneKo. TaK e B 3ToM
pasfesnie MOXHO HaCTPOWTb TaliMep CHa AJ1A 6ecrpoBOHO CeTu.

VisweniTs napons AnA sxo3a Beixon GGRANERER
DIGMA I ="

HacTpoitku

BBICTPEIE HACTPOMKM B .
HacTtpounku npoussoauTensHocTu Wi-Fi

[AononHuTensHele HacTpoiikn &
MoKpsiTve cer Wi O
JHeprocGepexenie Fi MeHbLuEE MOKpHITHE Wi-Fi - COMbLIM CPOK PAsOTS!
MapwpyTHaarop axymynaTopa
Bpanamayap Ocpenree nokpsiTue Wi-Fi

HacTpoiiku ceTh @®BonsLuee noxpsiue Wi-Fi

HacTpoitki Wi-Fi

Cuctema © o

WiFi oxuaatune

Con nocrie HUKOr2 He 3ackinaTh

o



HACTPOVKU —> JOMOSTHUTENbHBLIE HACTPOMKU —> MAPLLUPYTU3ATOP

B naHHOM paspene Bbl MoXKeTe HacTpouTb Bbigady IP-agpecos.

[nA paboTbl ycTpolicTBa B ceTu, Heobxoaum IP-agpec.

YcTpoiicTBO MOET nonyumnTs IP-agpec AByMA cnocobamu: CTaTUHECKUM (pyYHbIM) 1
OVHAMUYECKUM.

J[MHamMmnyecKuin — 3To aBToMaTn4ecKoe nonyyeHune |P-agpeca nocne NoAKMOYEHNA K CETU.
Mopo6Hbift IP-agpec HasbiBaeTCA AVHAMUYECKUM U MPUCBaNBAETCA YCTPOUCTBY Ha
OrpaHUYeHHbIV NMPOMEKYTOK BpeMeHW. 3TOT criocob noMoraeT CHU3UTL TpyAo3aTpaThl,
Korfia B CETV MHOIO KOMMbBIOTEPOB M/IN YCTPOMCTB.

B aToM pasgene Bbl MoXeTe HacTpouTb Kakoi IP-aapec by et uMeTb poyTep npu
MOAKIIOYEHUN K KOMIBIOTEPY, @ TaKKe Kakue IP-agpeca 6yayT BbiAENATLCA YCTPOACTBaM
B Wi-Fi cetn. He otkniouaiite DHCP cepBep caMoCTOATENBHO.

Uswerars napons ans sxona Buxon. BCERINIASHR

DIGMA a0 T

Mmastoe Cratncm

HacTpoitkn

ELICTpLIe HacTpOKN
MapwpyTtunzatop

[lononHuTenkHLle HacTpoiikn @
1P-anpec *
‘SHeprocoeperetie 192.1680.1

Bparauaysp
HacTpo#ikn ceTn [>) DHCP-cepaep BKnioMTs

255.255.255.0

BoiknionTs
HacTpoiku Wi-Fi [}

1P-nyn DHCP-cepeepa 192.168.0.100 | 192.166.0.200
Cuerema °

Bpews apergel DHCP * o )

=3
2]



HACTPOWKM -> OOMOJTHUTESIbHLIE HACTPOMKW —> MAPLLPYTU3ATOP ->
BPAHOMAY3P
B faHHOM pasgerne BO3MOMKHO HAaCTPOUTb NapaMeTpsl paboThl MapLLpyTH3aTopa.

®unbTpauua nopTos

IMpy1 Heo6X0AMMOCTH OrpaH1YeHWA AOCTyMa Mosib3oBaTesNet K ceTu caenaiiTe cnedyiolee:
3afaliTe rpynnbl nosib3oBartenen (rpynnbl IP-agpecos), 3aTeM AnA Karaon rpynmbl
YKauTe cepBuC (MCrosb3yeMble UMK MOPTbI), KOTOPbIe paspeLLaeTcA UCMosb30BaTh
rpynne.

Mepeappecauua noptos
MepeappecaLys MopToB Heo6X0AWUMa BCAKMIA Pas, KOrAa BaM HyHHO YCTaHOBUTL NpAMoe
MOAKIOYEHNE MMy YCTPOMCTBOM B Balleil [JOMAaLLHei CeTU 1 yAaneHHbIM YCTPOMCTBOM.

Hanpumep:

« MpucoeanHMTLCA K KaMepe BMAEOHaAbMIOOEHNA UK PafMoHAHe, KorAa Bbl HaxoaMTeCh
BAa/M OT IOMa;

 YaneHHo NoaKmMounNTLCA K OMalLLHeMy cepBepy;

« Mcnonb3osatk M0 anA yaaneHHoro paboyero crona, Ana nofayveHna AocTyna K
[IOMalLHEeMyY KoMrbloTepy;

« Pa3peLumTb ApyriM nonb3oBaTesiaAM NMoaKIo4aThCA K BalleMy Be6-cepaepy;

« MopkniouatbeA K yeTponcTsy loT B AoMalLHein ceTu;

« [Mogknio4aTbeA K MrpoBoMy cepBepy;

« MoppepuBaTh HeMpepbIBHLIN M NPAMOI JOCTYN K cepeepy Bbi3080B VoIP.

MopT — 3To NpoHyMepoBaHHOE BUPTYasbHOE «yCTPOWCTBO», NMpeAHa3HaveHHoe Ana
nepefauy faHHbIX o ceTv. Kaxaan ceTeBan MporpamMMa 1crosb3yeT ANA YCTaHOBeHA
CBA3M OT/AebHbIV MOPT UK rpynny noptos. HanpuMep, 6pay3eps ncnonbayioT TCP-nopt
80 anA HesawmdpoBaHHoro TpaduKka (http) 1 443 ana sawmdposaHHoro (https).



Mpo6poc noptos

IMpo6poc nopTa — 3T MPaBWIIO, KOTOPOE paspelLaeT BCe 06PaLLEHNA U3BHE K
onpeaeneHHoMy MopTy 1 NepefaeT 3Th 06palLeHnA Ha KOHKPETHOE YCTPOIICTBO BO
BHYTPeHHel ceTu.

HeobxoauMocTb «Npobpoca» NOpToB 06bIMHO BO3HWUKAET MpU MeNlaHWM ChirpaTh Mo CeTv B
Urpy ¢ KOMMbloTepa, MoAKIIoYeHHOro K poyTepy. MoM1Mo 3Toro, «npobpocy TpebyeTcA
npu Nio60oit HeO6X0AMMOCTU MOYUNUTB «M3BHEY [OCTYM K KAKOMY-HUBYAb KOHKPETHOMY
YCTPOICTBY B BaLLe JIOKaNbHOW CEeTU.

lMpobpackiBaTb Ha YCTPOIICTBO BECh AMANasoH NopToB - Hebe3omnacHo.

DMz
[HemunuTtapusoBaHHanA 30Ha (DMZ) — 370 ceTb NepuMeTpa, KoTopan 3alumLaeT
BHYTPEHHIOIO JIOKasbHyIo ceTb opraHusaummn (LAN) oT HeHaaeHoro Tpaduka.

DMZ — 370 noAceTb, PacrosioKeHHan Meay 06LLeA0CTYMHBIM MHTEPHETOM W YacTHBIMU
ceTAMU. OHa NpefocTaBIAET AOCTYM K BHELHWM CNyK6aM He AOBEPEHHBIM CETAM U
obecreYvBaeT [OMOSHUTESbHBIV YPOBEHb 6e30MacHOCTU ANA 3aLUnTLI KOHGMAEHUMABHBIX
[aHHbIX, XPaHALLMXCA BO BHYTPEHHMX CETAX, UCMOMb3yA bpaHaMayapbl ANA GunbTpaumum
TpaduKa.

KoHeuHadA uenb DMZ — npefocTaByTh opraHn3aumm JOCTYMN K HeHaAeHHbIM CETAM, TaKUM
KaK MHTEPHET, NpU 3TOM 0becrneumBan 6e30MacHOCTb CBOEI YaCcTHOW CETU UM NTOKasbHON
ceTu. OpraHusaLymm o6bI4HO XpaHAT B DMZ BHeLUHVe cny6bl M pecypehbl, a Takke cepeepbl
ONA cucTeMbl AoMeHHbIX MMeH (DNS), npoTokona nepegaun darinos (FTP), nouts,
npoKcu-cepeepa, IP-TenedpoHny 1 Be6-cepBepoB.

3TV cepBepbl M pecypchbl U30IMPOBaHbI 1 MMEIOT OrpaHNYeHHbI [OCTYN K JIOKaNbHOM CeTh
[AnA obecrieveHnA [OCTYMNa Yepes MHTEPHET, HO BHYTPEHHAA JIOKabHaA CeTb He MOXeT
6bITb focTynHa. B pesynbTate noaxon DMZ 3aTpyaHAET Nonb3oBaTeio U3BHE MpAMON
[A0CTYN K AaHHbIM OpraH13aLmmn 1 BHYTPEHHVM cepBepaM Yepes UHTepHeT.



UPnP

ApxutekTypa UPnP onpefenaeT oHOpaHroBble CeTeBbIE MOAKII0HEHNA
VHTESIIEKTYabHbIX YCTPOMCTB, YCTPOMCTB M KOHTPOJIbHBIX ToYeK. OH NpeHasHaueH AnA
o6ecrie4eHus MPOCTOro B UCMO/b30BaHWM, TMBKOro, OCHOBaHHOIO Ha CTaHAapTax
MOAK/IOYEHNA K HeperniaMeHTMPOBaHHbIM, YNPaBNAEMbIM MW HeYMPaB/IAEMBIX CETAX,
HEe3aBKCKMO OT TOr0, HAaXOAATCA JIX 3TU CETU B [AOMALLIHUX, MarbIX NPearnpUATUAX UK
MoAK/oYeHb! HEMOCPeACcTBEHHO K MHTepHeTy. ApxutekTypa UPnP — 3to
pacnpeneneHHas, OTKpbITanA CeTeBaA apXUTEKTYpa, KOTOpaA UCMONb3YeT CyLLecTByioLLMe
TexHonorum TCP/IP v Be6-TexHoMorum, Utobbl o6ecneunTs becnpobnemHyio ceTb 65M3Koro
B3aVIMOJENCTBYA, a TaKKe yrpaBieHne U nepeaady AaHHbIX MeAy ceTeBbiMU
YCTPONCTBaMM.

Wswesirs napons ana exona Beoos RSERAEER
DIGMA X @& O

BRICTPRIE HACTRONKN
DunTp nepToa °
[lononuuTensHwe HacTpoikn &

3HeprocOepexeHne Tepeanpecayya noptos °
by Tposipos nopros °

HacTpofkn ceTn o L °
°

HacTpoikn Wi-Fi o "

CHcTema o



HACTPOMKM —> HACTPOWKW CETU —> PEXWUM MOAK/IOHEHUA
B naHHoM pasfiene Bbl MoeTe BbIGPaTh Kak MOAKIOYaTLCA K CETM onepaTopa —
aBTOMaTUHECKN NN BLIGUPaTL CETb BPYUHYHO.

all & 1 o

EbiCTpbie HACTPORKH

PexuM noaknioueHnsa

Dononwuenshsie HacTpoiikn O

Pexum

HacTpoHKH ceTn o

P
Buibop cem FIPOBEPHTL BOIMOKHOCTS NOAKMIONEHHA K HTEPHETY B

) poyminre.
APN

HacTpotkm Wi-Fi o m
chcTema )



HACTPOMKM -> HACTPOMKW CETU -> BbIBEOP CETU
B naHHOM pasgene Bbl MOXKETe YKasaTb K KakoMy Tuny cetn (3G/4G) Bbl xoTuTe
MOAKIMIOUNTLCA (MM BbIBPAaTL ABTOMATUHUECKUI PEHIM).

al & 1t O

BBICTPBI® HACTPORKM

BbiBop ceTu
AononuutensHbie Hactpolkn O

Buibop cemn
Hacpoiixu cerh o
|ABN
- YCTaHoBIT NONOGY YacToT
Hacpoiku Wi-Fi o
cucrema o

DAsToMaTIIECKH AsromaTeckil

PyxosofcTao

113/7/20/38



HACTPOMKM -> HACTPOMKU CETU -> APN

B AaHHOM pa3fesie BO3MOMXHHO NponmcaTb TOYKY 0CTyNa K COTOBOMY onepaTtopy
WHTepHeTa BPY4HY10, eCc/i1 He NMPon30LL10 aBTOMaTU4ecKoe nsBneveHne AaHHbIX C
SIM-KapTbl.

DIGMA Jl & o

nasroe Hacrpoiiku

BhicTphie HacTpo#kn

APN
Hononuutensueie HacTpoiku O

Texywh APN Intemux
HaCcTpoRKH ceTH -]

Pexiam ©heto o
PexuM NOAKMNICHEHHA —
Buibop et

Npcgmins cmece
HacTpofiw Wi-Fi o i POP =
cucTema o

s npodsmna * r—

APN* internet

Tposepa NONE

FORMHHHOCTI

Vins nonkaosatens
Mapone

Howep Habopa

o



HACTPOWKM —> HACTPOWKU Wi-Fi -> Uma SSID
B AaHHOM pasfesie Bbl MOXeTe 3a[jaTb MUMA TOYKM O0CTYMa, KOTOpaa aKTUBUpOBaHa B

BawweM Wi-Fi poyTepe.

Mwmsa cetn nnmn SSID pacumndposbiBaeTca Kak «Service Set Identifier, Yto B nepesoae
03HaYaeT «CepBUCHBIN MAEHTUdMKATOP ceTux. OH oTobparaeT uMA cetn Wi-Fi, 4Tobbl
nonb30BaTelb MOT MOJTYYMTb K Het [OCTYM CO CBOMX YCTPOMCTB.

Al & 1 o

ELICTPLIE HACTPOMKA

ABononuurenshbie nacTpoikn O

Hactpoiikm ceTn o
Hactpoikn Wi-Fi o
wPs

Paciumperibie HACTpORRH
@unLTp MAG WLAN

cucrema o

20

WiFi nepekniouaTent

Wmsa SSID

ViR cemw (SSID)

Pexm BeaonacHacTi

Mapons *

MaKC. HOMEp CTaHLMM

®Browmre O
BunonTe

Digma-Dongle-BB75
ViBewanme SSID
security_mode_WPA2PSK




HACTPOWKM -> HACTPOMKU Wi-Fi -> WPS

WPS (Wi-Fi Protected Setup) - 310 TexHonorus, paspaboTaHHas 4nA yrpoLleHns
nogrsntodenna yerponcts K Wi-Fi cetu. C noMolubio WPS Bo3MOXHO noakntovaTts
ycTpoiictea K Wi-Fi poyTepy 6e3 Heob6xoaMMoCTV BBOAWTL Maposib OT 6ecrpoBOAHON CETH.

B aToM paspgene Bbl MoreTe akTMBMpoBaTh GyHKUMIO WPS, a Takke 3apatb PIN-Kog anA

noAKn4eHnA.

DIGMA

nasHoe

all & 11 o

BhiCTphie HaCTPORKH
BononnuTensHbie HacTpoiikn O
HacTpoiku cetn

HacTpoikn Wi-Fi

WA SSID

PacupenHsie HacTpOFKH

OunbTp MAC WLAN

cucrema [+]

Wi-Fi nepexniouatens ®@Brnowts O
BLIKTOUMTE
WPS
WPS © ‘OPIN-xop,
OpBe



HACTPOMKU —> HACTPOWMKMW Wi-Fi —> PACLUMPEHHBIE HACTPOMKM
B naHHOM paspgene MOXHO HacTpouTb NapameTpbl noaxoydeHna Wi-Fi, Takue Kak perum
CeTH, NPOMYyCKHaA CrIOCOBHOCTb, a TaKMe YCTaHoBUTbL KaHan paboTsl cet Wi-Fi.

DIGMA Jl & 1o
Mnashoe amuoTnKa Hacrpofi
BhICTplie HACTPORKM
WI-Fi nepekniouarens ®@Bxows O
DononnuTensHuie nacTpoikn O Bikniounte

— °

HacTpoiikn Wi-Fi © PacwuperHble HACTPOKK
W SSID
Buibop xanana 24G
WPS. ’
DunsTp MAC WLAN
MponyckHan criocoBHocTs 20MHZ/40MHz
cHcTeMa o Xasana
Kon

Yarora (kanan)

)
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HACTPOWKU —> HACTPOWKU Wi-Fi -> ®UIbTP MAC A[JPECOB

MAC agpec (media access control address) — yHUKanbHbIN MOEHTUGUKATOP, HA3HAYEHHBIV
ceTeBOMY afanTepy, NpUMeHAETCA B ceTAx cTaHaapTos IEEE 802, B ocHoBHoM Ethernet,
Wi-Fi 1 Bluetooth.

B naHHOM paspaene Bbl MOXKETe OrpaHUYKUTb [OCTYM YCTPOICTB C ornpeaeneHHbIMM mac
afpecaMm UM Ha06opOT paspeLLnTb JOCTYMN TOSbKO TEM YCTPOMCTBaM, KOTopble BaM

HEo6X0anMBI.

DIGMA all & 1 O

SMS

TnasHoe | Cratucty HacTpofiiu

BhicTphie HacTpO#K
Wi-Fi nepexniouarens ©Bxnownts O

Rononnurenshie KacTpodku O BT,

Hacrpofitu cern °

HacTpoikn Wi-Fi o ®unstp MAC WLAN
Wwn SSID

wes
Pacuimpenisie HacTpoit

@unkTp MAC WLAN

cucrema o

Mac-cpnnsTp Bea npasin



HACTPOWMKM -> CUCTEMA —> CTATYC

B [aHHOM pasgene Bbl MOMKeTe YBUAETb CTaTUCTUKY MO NapaMeTpam.

DIGMA

all & % o

24

[BrICTpIe HACTPOHKN

AononnutensHeie Hactpoin O

HacTpoiki ceti [+]
HacTpoiikn Wi-Fi o
cHCTeMa o

Cratyc

IMEI

IMSI

Vius ceTn (SSID)

Marxcumanshei
HoMep ocTyna

IP-agpec
WAN IP-anpec
Bepewa
nporpaMMHOTD

oBecnevenus

Pesuan
W3mennTob IMEI

IMEI{Mepesanyck
apcpextusen)

250110103850766
Digma-Dongle-BB75

&

192.168.0.1
10.5.65.8

MF782T_F_FY_V01.01.02P33U04_11

V33




HACTPOMKU —> CUCTEMA -> IPYIUE
B naHHOM paspene BO3MOXHO CHPOCUTL YCTPOCTBO 40 3aBOACKMX HACTPOEK,
nepesarpy3utb Wi-Fi poyTep, a TaKe 3aaaTh cepBep TOYHOr0 BPEMEHU.

SNTP (npocToit NpOTOKOS CETEBOro BPEMEHW) MPOTOKON AA NPaBUbHOrO
dYHKUMOHMpoBaHWA NHTepHeTa. [poToKoN NO3BONAET BCEM YCTPOMCTBAM B CETU, TAKUM
KaK KOMboTepbl, cepBepbl, KOMMYTaTopbl, MapLUpyTM3aTopbl, SmartTV unm niobele
[pyrue ycTpoWcTBa, MOAKMIOYEHHbIE K UHTEPHETY, MMETb BO3MOMHOCTb YCTaHOBUTbL
npaBu/ibHOE BPeMA B Balliei cucTeMe.

Jl & 7o

m—
Mepesarpy3ka u c6poc
HacTpoftku Wi-Fi o
BbIKNIOYNTL YCTPOHCTBO
o
Ynpasnenue PIN B R L
HacTpoikw GeicTpoit Osxnowms @

pyxarsca 8 Tevene
KopoTHORD BpemeHM.

SNTP

SNTP Cepeept * timenw.nist gov

SNTP Cepeep2 * poolntp.org
SNTP Cepoep3 ‘europe poolntp.org

“acosoh nosc (GMT+03:00) Mocrea, Ce |
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HACTPOMKU -> CUCTEMA -> PIN
B naHHOM pasfene MOXHO BROUUTL M BeIKNo4UMTL PIN-Koa SIM-KapTbl.

DIGMA Jl S 1o
fnasHoe | Cramucruka — SMS ussD Hacrpoikit

BbICTpbie HACTPOMKK Cocrosnue PIN-xona BRAK0YMTH

[LononuutensHeie wactpoiku O BuiKniouMTs

Hacrpoitku cetn [+] Tekyuwit PIN *

Hacrpoiikn Wi-Fi ° OCTanoch NONLITOK:3

cucrema ) e
Er —
Dpyrve

o

YOANEHUE NPOrPAMMBI YMPABJIEHUA

YTo6bl yaanuTb MporpamMMy yripaBneHuA HeO6XOAMMO HaMKaTb:
Myck> MaHenb ynpaenexusa> Yaanute nporpammy

[iBabl LeNKH1TE Mo MporpamMMe yrpaBsieHns, YTobbl yaanuTb ee.

MPABUJIA U YCJTOBUA MOHTAKA
[laHHoe YCTPOICTBO He TPeByeT KaKoro-nMbo MoHTaa UMW NMOCTOAHHON UKCaLIMM.

MEPbI MPEOOCTOPOXHOCTU

1. O6eperaiite nsgenue oT NMOBbILIEHHOW BIAXKHOCTY, MbIAV U BO3AEACTBUA BbICOKUX
Temneparyp.

2. He ucnonb3yiite AnA NPoTUPKK 6eH3MH, CNMpTLI W ApYTYe pacTBOpUTENU, T. K. OHW
MOryT NOBPeAUTbL MOBEPXHOCTb. [1A YMCTKM UCMONb3YITE MAMKYIO CYXYHo THaHb.

3. He fonycKaiite MexaHM4ecKoro BO3AENCTBUA Ha U3aenve.

4. He BCKpbIBaliTe U3Aenve v He NPOU3BOAMTE PEMOHT CaMOCTOATESBHO.
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PELLEHUE BO3MOHbIX NMPOBJIEM

Mpo6nema: He MoeT 6biTb ycTaHOBEHA CBA3b MeAY YCTpocTBOM U K.

PelueHue: YcraHoBKUTe NporpaMmHoe obecriedenue. Ecnn apaiisep Baluero ycTpoiicTsa
He paboTaeT, NepeycTaHoBUTE MPOrpaMMHoe obecrieyeHme.

Mpo6nema: YcrpoiictBo noaxnioyeHo K MK, Ho MK He MOXeT nonyunTb AOCTYN K CETU
MHTepHeT.

Pewenue:

« Y6eautecs, 4to SIM-KapTa NpaBu/IbHO MOAKIIIOYEHA K YCTPOCTBY M aKTVBHA.

« /I3MeHWTe MecTonosnoXeHne yCTPOMCTBA U HAMAWUTE MECTO C XOPOLLMM CUrHasIoM.

« [poBepbTe HAaCTPOMKK PemUMa NoaKYeHUa K rnobansHoi cet (WAN).

« O6paTuTeCh K NMOCTaBLUMKY YCIYT 1 NOATBEPANTE HacTporikin APN.

Mpo6nema: CTpaHuLIa KOHPUIYpaLIMK YCTPOCTBA He OTKPLIBAETCA.
PeweHue:

« BBeauTe NpaBunbHbI agpec. Agpec no ymonyanuio http://192.168.0.1
« cnonb3yiiTe ToNbKO 0AMH ceTeBo ananTep B BaweMm K

« He ucnonb3yiite npokcu-cepsep

Mpo6nema: YcTpoiicTBO BHE3AMHO BLIK/IIOYAETCA.

Mpun AnuTENEHOM UCMONb30BaHUM YCTPOMCTBO MOMKET MNeperpesaTtheA, Toraa cpabaTbiBaeT
3aLUMTHBIN MexaHu3M, ceTb Wi-Fi 0TKN04aeTCA 1 yCTPOMCTBO BbIKMOYAETCA
aBTOMaTUYECKU.

PewieHune: Pa3MecTuTe yCTPOICTBO B XOPOLLO MPOBETPYBAEMOM MeCTE, JainTe eMy OCTbITb
nepes NPoLOHKEHNEM MCMOSb30BaHUA.
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MPUMEYAHUE

3arpeLyaeTcs CHUMaTb Kopryc YCTPOMCTBA.

3arpeLyaeTcs cMasbiBaTb AeTanM YCTPOMCTBa.

He ponyckaetca nonafaHua Barv Ha yCTpoMCTBo.

3arpeLyaeTcs ycTaHaBMBaTh AaHHOE YCTPOVCTBO Ha Apyrie 3eKTpUYecKie Npuéopsi.

28

yCnoBUA XPAHEHMA

YcTpoiicTBo TpebyeTcA XpaHuTb Npu Temnepatype oT 5 Ao 40 rpagycos °C npu
OTHOCUTEIbHOM BNIaXKHOCTU He 6onee 85%, n3beraTb nonagaHnA NPAMbIX COSTHEYHbIX
nyyen.

XpaHuTe yCTPOWCTBO B MecTax, HeJOCTYMHbIX AJ1A JeTei.

YCJ/10BUA TPAHCMOPTUPOBKU

M3penvie peKoMeHayeTCA TPaHCNopTVUPOBATh B OPUMMHAsIBHOM YrIaKoBKe.
Henb3sA XpaHuTb UM NEPeBO3UTL YCTPOMCTBO B OAHOM KOHTEHEpE C FOpioYrMM,
ra3006pasHbIMU1 I B3PbIBYATEIMU BELLECTBAMM.

PEAJIU3ALIMA YCTPOUCTBA
M3penve npeaHasHayeHo AnA peanmsaumm Yepes Po3HUYHbIE TOProBble ceTu 1 He TpebyeT
CcneumasbHbIX YCIoBuiA.

YC/10BUA YTUITU3ALIUU
Kak oTBeTCTBEHHbIM MpofaBeL| Mbl 3a60TUMCA 06 OKpyaloLueit cpeae. Moatomy
ﬁ Mbl Mpu3bliBaemM Bac cobriiofats HagexalLmin NopARAoK YTUM3aLmMm yYCTPOMCTBa,
YMaKOBOYHbIX MATEPMANOB U, EC/IN MPUMEHIMO, KOMIJIEKTYIOLLMX. 3TO MOMOMET
COXpaHWUTL MPUPOAHbIE PECYPChI M 06eCreunTb NepepaboTy MaTepuasnos TakuM 06pasoMm,
YTO6bI 3aLUMTUTL 3A0POBLE YESI0BEKA U OKPYHKAIOLLYIO Cpeay.




Bbl fomHbI cob0AaTh 3aKoHbI M NpaBuna yTuamsaummu. OTpaboTaHHbIe 3N1eKTpUYecKue
M3Ae/UA MO UCTEYEHUIO UX CPOKA CITYKBbI HAANEMMUT YTUIM3MPOBaThL OTAE/BHO OT
6bITOBbIX OTXO/10B.

O6patuTech B MarasuH, rae Bbl probpesniv YCTPOMCTBO, 1 B MECTHbIE OpraHbl BNacTu,
UTO6bI BLIACHWT MOPAAOK YTUAM3aLMM U NepepaboTK. [N yTuimsaumum ycTpoiicTea
obpaTuTech B aBTOPU30BaHHbINA CEPBUCHBIN LEHTP.

29



WU3roTOBUTESb:

MepnuoH K TUHT Cep 3 (LLI ) Ko., N,

Appec: odpuc 5B55, 3gaHue 8, Curxya M'yH E Ja LLa, N2 4, yn. T'yH E JTto, HaHbLwaHb,
r. LUaHbYWKaHb, Kutai

CpenaHo B Knutae

Merlion Consulting Services (Shenzhen) Co., Ltd.

Address: No. 5B55, Building 8, Xinghua Gong Ye Dasha, No. 4, Gong Ye Liu Road,

Nanshan District, Shenzhen, China

Made in China

MMnopTep 1 opraHusaLms, ynonHOMOYEHHas Ha NPUHATUE NPeTeH3Uii OT NoTpe6uTenei:
000 «MepnuoH»

Poccus, MockoBckast 0611, T. KpacHoropck, 6-p CTpouteneit, 4. 4

MN3roToBUTENb OCTaBNSET 3a COGOM npaBo U3MeHeHUA KoMMeKTauum, TeXHU4eCKnx
XapakKTepucTUK 1 BHELWHero Bnaa tosapa.

[ins nonyyeHus 6onee nofpo6HoOt MHPOPMaLMM 06 YyCTPOCTBE NOCETUTE CailT:
www.digma.ru

Cnyx6a TexHu4eckoin nogaepxku: www.digma.ru/support/help
Cpok rapaHTum: 1 rog*
CpokK cnyx®6bl: 2 rona

*B COOTBETCTBUMU C l'apaHTMl;iHblMM ycnosusamun
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