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CEPTUDPUKALINA FCC

FS

[daHHoe obopynoBaHWe MpOLIO COOTBETCTBYIOLWUME WCMbITAHWS, KOTOPble NoKasanw, 4TO OHO
cooTBeTCcTBYeT TpeboBaHMAaM Ang LMdpoBbIX YCTPONCTB Kracca «B» B cooTBeTCTBUM C YacTbio 15
npasun FCC. [OaHHble TpeboBaHust Obinu paspaboTaHbl, 4TOObI 06GecneynTb ONTUMAarnbHYH
3aWwnTy OT HebraronpuATHbIX SBMNEHWA WHTepdepeHUMn Mpu 3JKChnyatauuM B OOMaLUHMX
ycrnoBuax. OBopyaoBaHue reHepupyeT, UCMONb3yeT WM M3nyyaeT pagMoBOIHbl, KOTOpblE MpK
HenpaBuIbHOW YCTaHOBKE W 3KCMMyaTauuMm MOryT Bbi3blBaTb HeGnaronpusiTHole SABMeHus
uHTepdepeHuun ana 6ecnpoBoaHON nepefadv AaHHbIX. OgHAKO HeT rapaHTum, YTo NogobHble
ABNEHUS MHTepdepeHUUn He BO3HWKHYT B OTAENbHbIX Cnyyadx ycTaHoBku. B cnyyae, ecnu
obopynoBaHve reHepupyeT MNOMexu, NPensdATCTBylOLME HOPMarnbHOMY NpueMy paguo- unu
TenecurHana (3To MOXHO ONpeaenuTb, BbIKMIOYUB U BKIOYMB €ro), pekoMeHayeTcs NpeanpuHATh
cnegyowine aencTeus:

e /I3MEHWTb NOMNOXEHNE UNN NEPEABUHYTb NPUHUMAIOLLYIO aHTEHHY,.

e YBEnuunTb paccTosiHMe Mexay obopynoBaHUEM U NMPUEMHUKOM.

e [logkntounTb 060OpYyQOBaHNE Y NPUEMHUK K pa3HbIM po3eTKaMm.

e  OO6patnTbCs K AUNEPY MIU K OMNbITHOMY CrneunanucTy no paguo- Uinn TeneBU3MOHHOMY
obopynosBaHuio.

YcTpoicTBO COOTBETCTBYET TpeboBaHmsM YacTu 15 npasun FCC. Okcnnyartauus npousBoauTcs ¢
YYETOM CrieayoLmX ABYX YCIOBUIA:

1) YCTpONCTBO He AOSMKHO BbI3blBaTb HEOMAroNpPUATHbLIX ABMEHUI NHTEPdEPEHLINN.
2) YcTtponcTBo MoxeT paboTaTb € ntobbIM TUMOM MHTEpdEepPEHLMM, BKNIOYas
NMHTEPdEPEHLMIO, KOTOPAsi MOXKET Bbl3BaTb HEXENAaTENbHbIA PEXMUM 3KCMyaTauuu.

JTiobble n3ameHeHwusi, He ogobpeHHbIe SBHBIM 0O6pa3oM CTOPOHON, OTBEYAIOLLEN 3a COOTBETCTBUE,
MOryT Noerneyb 3a cobon oTMEHY nNpaBa NONb30BaTENs Ha AKCMNNyaraumo obopyaoBaHus.

MpumevaHue: MpounsBoanTenb HE HECET OTBETCTBEHHOCTM 3a MHTEpPMEPEHUM0 paguo- Unu
TENEBUINOHHOIO CUrHana, BbI3BaHHOIO0 HECAHKLMOHWPOBAHHBIMU M3MEHEHUSMWN, BHECEHHLIMU B
obopynoBaHve. Takne M3MEHeHUs MOryT MoBrnedvb 3a cobor OTMeHy npasa nonb3oBatens Ha
akcnnyarawumio o6opyaoBaHus.


http://www.tp-link.com/�

Tpe6oBaHusa FCC no ypoBHIO paguousny4veHus

[aHHoe ycTponctBo otBevaeT TpebosaHuam FCC no ypoBHIO paguousnydeHud Aans
HEKOHTpONUpyeMmon cpedbl. YCTPOWCTBO W €ro aHTeHHa He [OSMKHbl HaxoauTbCa  Wnu
9KCMMyaTMpoBaTbCA BMECTE C APYro aHTEHHON UK nepeaarymkom.

«Ans obecneyeHnss COOTBETCTBUS 3TUM TPeBOBaHUAM, MONOXEHUS OOKYMEHTa MPUMEHSIIOTCS
TONbKO B  OTHOWEHMU MOGUIbHBIX KOH(Urypaunit. AHTEHHbl, MPUMEHSIEMblEe OaHHbIM
nepeaaTynkoMm, OOMKHbI OblTb YCTAHOBMEHbI HA PAcCTOsiHUM He MeHee 20 cM OT GrvkanLero
MECTOHaXOXAEHVS MIOAEN U HE [OIMKHbI HAXOAUTLCS PSIAOM UM COBMECTHO 3KCMyaTUpOBaThCs
C OpYrovi aHTeHHOW UNn NepenaTYMKom».

OtmeTka CE

C€1588

[laHHOe YCTpOWCTBO ABNSIETCA NpoAykTOM kracca «Bx». [Mpu akcnnyataumm B OOMaLLUHUX
YCINOBUSIX, AaHHbIA NPOAYKT MOXET Bbl3BaTb SABMIEHUE MHTEPdEPEHUUM pagnocurHana, B 3ToM
crnydae oOT nonb3oBaTens MOXeT NoTpeboBaThCs NPUHATUE COOTBETCTBYOLLMX Mep.

HacTosee ycTpoMCTBO NpegHasHavyeHo Ans paboTbl C yKa3aHHbIMU HUXE aHTeHHamMu C
MakcumanbHbIM KoadduuneHtTom ycuneHus 5 abu. CTporo 3anpeljaetca Mcnonb3oBatb C
HaCTOALUMM YCTPOWNCTBOM aHTEHHbI, KOTOPbIE HE yKa3aHbl B CMUCKE UMW UMEIT KO3 ULNEHT
ycuneHusa 6ornee 5 anbu. ConpoTnBneHne aHTeHHbI AOMKHO 6bITh 50 OM.

Ons CHWKeHUsT BO3MOXHbLIX 3(UPHBLIX MOMEX Y APYrMX Morb3oBaTene TUM aHTEHHbl U ee
KO3 DULNEHT YCUNEHNS AOMKHbI BbITb TakMMK, YTOObI MOLLHOCTb 3KBUBANIEHTHOIMO U30TPOMHOMO
na3nydarens He npesblliana npeaern, 4oNycTuMbIn Ans 6ecnepeboHon CBA3MN.

©

MpogykT cepTudgikoaHo 3rigHo ¢ npasunamm cuctemn YKpCEIMNPO Ha BignoBigHIiCTb BMMOram
HOPMaTMBHMX [OOKYMEHTIB Ta BUMOram, LWo nepeabadeHi YMHHMMW 3aKOHO4ABYMMMK aKTamu

YkpaiHw.

EAL

NMpaBuna 6e3onacHoCTH

® Ecnun yCTPONCTBO MMEET KHOMKY BKMOYEHUSA/BbIKITIOYEHNSI NUTAHWS, TO C €€ NOMOLLbIO MOXHO
ObICTPO OTKMOYMTL MUTaAHME YCTPOMCTBA. ECnM KHOMKWM nUTaHMs Ha YCTPOWUCTBE HeET,
€OWHCTBEHHbI cnoco® NONMHOCTLI0 00ECTOUNTD YCTPOMCTBO - OTKIIOYMUTL adanTep NUTaHus ot
SM1IEKTPOCETH.



® He pasbuparite yCTPONCTBO N HE NPOU3BOAMTE €r0 PEMOHT CaMOCTOATENBHO, B 3TOM Cryvae
KOMMaHusi BrnpaBe CHATb C cebs rapaHTuiHble 00si3aTtenbCTBa, KpoMe TOro, Bbl
NnofBepraeTecb PUCKY NOPAXKEHUS ANEKTPUHECKMM TOKOM.

® He gonyckainTe nonagaHus Bnarn BHyTPb YCTPOWCTBA.

yCTpOIZCTBO npegHas3Ha4vyeHo and ncnonb3oBaHuA B clnegyrLlimnx cTpaHax:
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

KomMnneKkT nocTtaBkKku

B KoMnnekT noctaBkun BXogAT:

» becnposogHoi mapuipytumsatop TL-WR841N/TL-WR841ND becnposoaHon MmapLupyTusarop
cepun N co ckopocTbto nepegayvm gaHHbix go 300 Méut/c

> Apantep nocTodAHHOro Toka gnsa  Mmapuwpytusatopa  TL-WR841N/TL-WR841ND
BecnposogHon mapLpytmsatop cepum N co cKopocTbio nepedaymn gaHHeix 4o 300 MouTt/c

> PykoBogcTBO No GbICTPON yCTaHOBKE

»  KomnakT-guck co cneayowlen nHdopmaumen::
e PykoBogcTBo nonb3oBatens
e [lpoyas nonesHas nHgpopmauus

& MpumeyaHue:

Ybeaoutecb B TOM, YTO KOMMEKT COOEepPXNT BCE€ yKa3aHHbI€ Bbllle HauMeHOBaHUA. Ecnu yto-nnbo

noBpexXxaneHo Uin oTCyTCTBYyeT, 06paTI/ITer K CBOEeMYy LI,I/ICTpI/IGbPOTOpy.



BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

maBa 1. BBepeHue

Bbrnarogapum Bac 3a BbIGOp ©ecnpoBogHoro MapLupyTtusartopa Moaenmu
TL-WR841N/TL-WR841ND BbecnpoBoaHon mapLupyTusatop cepum N CcO CKOpPOCTbO nepegayu
naHHbix go 300 MouT/c.

1.1 O630p

Mapwpytusatop TL-WR841N/TL-WR841ND BkniodaeT B ceba 4-X MOPTOBLIA KOMMYTaTOp,
MexceTeBoW akpaH, Mapwpytusatop NAT u GecnpoBogHyld TO4YKYy AocTyna. Mcnomnbaysa
TexHonornto  2x2  MIMO, ©ecnpoBogHon MaplwpyTtmu3atop cepun N obecneumBaer
WCKINIOUYUTENBHYO 30HY NOKPbLITUS Y CKOPOCTb Nepenadn AaHHbix 4o 300 MBuT/c, 4TO NONHOCTLIO
orBeyaeT TpeboBaHuaM ceter knacca SOHO (HebGonbLuon ouc nnu goMmallHun oduc), a Takke

Tpe6OBaHVIF|M nonb3oBarernemn, HYXO3AKLWNXCcA B bonee BbICOKOW npon3BoanTENIbHOCTU CEeTU.

HeBeposiTHas ckopocTb

MapuwpyTtusatop TL-WR841N/TL-WR841ND obecneumBaeT cKopocTb nepeaaym gaHHbix go 300
Mo6wuTt/c npu pabote ¢ 6ecnpoBogHbIMK KnNneHTamu ctaHgapta 802.11n. OT1a ckopocTb AENaeT ero
uaeansHbiM BbIOOPOM Ans paboTbl C HECKOMbKUMW MNOTOKaMW [aHHbIX OOHOBPEMEHHO, 4TO
obecneumBaeTr cTabunbHylo paboty cetn. [pou3BOAMTENLHOCTb HacToswero 6ecnpoBogHOMo
MapLpyTu3atopa ctaHgapra 802.11n HamHoro 6onblle MO CpaBHEHUIO C MapLupyTusatopamu
ctaHgapta 802.11g, 4TO NpeaocTaBnsieT HOBble BO3MOXHOCTU Ans paboTbl B CETU. YCTPOWCTBO

COBMeCTMMO ¢ npoaykTamu ctaHgapTos IEEE 802.11g u IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTtu

Bnaropaps komnnekcHon cucteme 6e3onacHocTu, BkMw4awwen B ceba dyHkumio SSID
Broadcast Control, 64/128/152-6utHoe wundpoBaHe WEP ana 6ecnpoBogHOM NoKanbHOW CETH,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MexXceTeBon 3KpaH C nepegoBbiMu
PyHKUMaMK  3awnTbl, Mapwpytmnsatop TL-WR841N/TL-WR841ND obecnedvnBaetr nomnHyo

KOHd)VID,eHLI,VIaJ'IbHOCTb nepenadun daHHbIX.

MbKui KOHTpONb AocTyna

Mapuwpytusarop TL-WR841N/TL-WR841ND ob6ecneumBaer rmMbkunm KOHTPOMb [JOCTyna, 4TO
NO3BONSAET POAUTENSAM WU CETEBOMY agMWHUCTPATOPy OMNpedensaTb MOMUTUKY OrpaHudeHust

AocTtyna B OTHOLWUEeHUn neten vnu nepcoHana. yCTpOVICTBO TaKkxke nogaepXxueaet (byHKLI,VIVI



BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

BuptyanbHbin cepeep U DMZ Host ana Port Triggering, 4TO nosBonser agMuHUCTpaTopy
OTCIeXMBaTb COCTOSIHWE W YNpaBnsaATb CETbI0 B peXume peanbHoro BpPeMEHU, UCMONb3ys

hYHKLMIO yaaneHHoro ynpasreHus.
MpocTas ycTaHoBKa

B cBA3sM Cc Tem, 4YTO MapwpyTM3atop COBMECTUM MpPaKTUYECKM CO BCEMW OCHOBHLIMU
onepauMoHHbLIMU CUCTEMaMW, UM OYEHb JIEFKO YNpPaBMsATb. YCTPOWCTBO MOALEPXKUBAET MacTep
yctaHoBkn Quick Setup Wizard, a gaHHoe pykoBOACTBO NOMb30BaTens COAEpXUT noapobHble
nowlaroBble MHCTPYKUUW. epen yCTaHOBKOW MapLupyTu3atopa CnegyeT BHUMATENbHO U3Yy4uTb

JaHHOe pyKOBOACTBO, YTOObI 03HAKOMUTLCS CO BCEMU (DYHKLMAMM YCTPONCTBA.

1.2 [onyweHusn

Mcnonb3ayemoe B Hactoswem pykoBoacTBe HaumeHoBaHne TL-WR841N/TL-WR841ND wnu
MapLupyTrsatop nogpasymeBaeT non, cobon ©ecnpoBogHou MapLLpyTU3aTop
TL-WR841N/TL-WR841ND cepuun N co ckopocTbto nepegayun gaHHbix o 300 Méut/c.

& MpumeyaHue:

HacTtosilwee pykoBOACTBO MpedHasHadyeHo ana mapupyrtusatopoB mopenen TL-WR841N wu
TL-WR841ND. [Ons npoctoTbl M ygobcTBa B pykoBoAcTBe OyaeT WCNonb30oBaTbCs TOMbKO
Ha3saHue TL-WR841ND.

Pasnuunsa mexay ycTporcTBamMuy 3akio4aloTCsl B CreayoLLeM:

» Mapuwpytusatop TL-WR841N nmeet 2 (prkcnpoBaHHbIE aHTEHHBI.

> Mapuwpytusatop TL-WR841ND umeeT 2 CbeMHble aHTEHHbI.
1.3 OCHOBHbIe XapaKTepUCTUKHU

» [MpumeHenmne TexHonorun IEEE 802.11n ob6ecnevnBaet 6ecnpoBogHyto nepeaavy AaHHbIX CO
ckopocTbio go 300 MowuT/c.

> 1 nopt WAN 10/100 M6ut/c c aBTrocornacoBaHnem nog pasbem RJ45 n 4 nopta LAN c

aBTocornacoBsaHueM nog pasbem RJ45, noagaepxka asto-MDI/MDIX.
> AyteHtundukauma WPA/WPA2, WPA-PSK/WPA2-PSK, wndposaxne TKIP/AES.

» (ObecneyeHne COBMECTHOrO OOCTyna K AaHHbIM U K CETU MHTepHeT, nogaepXkKka aocrtyna K

WHTepHeT yepes guHammyeckui IP/ctatnueckuin IP/IPPPoE/PPTP/L2TP.
> [oppepxka cyHkumi BupTtyanbHbin cepsep, Special Application n DMZ Host.

> [Moppepxka TexHonorum UPnP, uHamuyeckon DNS 1 Ctatnyeckon mapLupytusagmu.
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ABTOMaTMUYeckoe NoAKNIYeHMe U NodKNoYeHne K VIHTepHeT No pacnucaHuio.

BctpoeHHbin NAT n DHCP-cepBep ¢ nogaepkkon pacnpegeneHus ctathieckmx IP-agpecos
Mopopoepxka yHKUMIA PoanTenbCKUN KOHTPOrb 1 KoHTponb gocTyna.

Moakntovaetcs kK MIHTepHET no TpeboBaHMo 1 OTKNYaeTcs BO Bpemsi npoctoda ans PPPoE.

64/128/152-6utHoe wmndposaHne WEP un dgyHkums Cnmcok KOHTpond pgoctyna Ans

©ecnpoBoOHON NTOKaNbHON CETH.
MonaepXkka CTaTUCTMKKU MO NOTOKaM.

Monnepxka o6HoBMNEeHNs BcTpoeHHoro O 1 ynpasneHve Yyepes Beb-uHTepdelic.
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1.4 OnucaHue naHenewu

1.4.1 lNepeaHsan naHenb

Puc. 1-1 TlepenHsasa naHenb

CeetogmogHble MHOUKATOPbI PpacnonoXeHbl Ha NnepegHen naHenu (cneea Hanpaeo).

MUHpaukaTop CocTtosiHue 3HauyeHue
Bbikn. lNuTaHne oTKNoYEHO.
O (Mutanne)
Bkn. lNuTaHne BKMNHOYEHO.
Mwuraet YcTponcteo pabotaeT HopmarbHO.
% (Cuctema)
Bkn./Bbikn. | CuctemHas owmbka.
Bbikn. dyHKUMA GecnpoBOAHOM Nepeaayvn AaHHbIX OTKIYEHa.
2(WLAN) .
Mwuraet dyHKUMA BGecnpoBoAHOM Nepedayvm gaHHbIX BKIHOYEHA.
Bblikn. Y nopta HeT NoAKIMOYEeHHbIX YCTPONCTB.
S(WAN), ,
o Bkn. K nopTy nogknto4eHo YCTPOMCTBO, HO OHO HEAKTUBHO.
LAN 1-4 Z
( ) Mwuraet K nopTy nogkmnto4eHo YCTPOMCTBO M OHO aKTUBHO.
MezrieHHo BbecnpoBogHoe YCTPOMCTBO MPOM3BOAUT MOOKITHOYEHME K
MnraeT cetn yepe3d dyHkumo WPS. 3T10T npouecc 3aHuMMaet
NPUMEPHO ABE MUHYTHI.
ﬁ(WPS) BKn BecnpoBogHoe yCTPOMCTBO ObINIO YCNELHO MOAKMYEHO
' K cetn nocpencteom dyHkumm WPS.
BbicTpo He ymanocb nogkntounTb BecnpoBogHOe YCTPOMCTBO K
mMuraet ceTn nocpeacTsom yHkumm WPS.

Table 1-1 CeetognogHasi UHAUKaLUSA

& lMpumeuaHue:
lMocne TOro, Kak YCTPOMCTBO ObINO YCMELHO MNOAKIMIYEHO K ceTu yepe3d dgyHkumo WPS,

nHgukatop WPS Gyget npogomnxkaTb ropeTb NPUMEPHO 5 MUHYT, a 3aTEM MOracHeT.

-5-
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TL-WR841N/TL-WR841ND

1.4.2 3agHAA naHenb
/W ~,

=

NAL® ) ---' - o {

WP |
CNADFF POWER 4 H WAN  OFF ON RESET "

Puc. 1-2 3apgHsasa naHenb

Ha 3agHel naHenn pacnonoxeHsl cnegyoLine anemMeHTbl (Cneesa Hanpaso).

> ON/OFF: BknoyeHune/BbikntoyeHne nutaHus.

> POWER: Pa3zbeM Ans nogkntodeHns nutadus. Mcnonb3ynTte agantep NMTaHUs, BXOOALLNA
B KOMMMEKT noctaBku BecnposogHoro mapwpytmusatopa TL-WR841N/TL-WR841ND.

> 4,3,2,1 (LAN): 311 noptbl (4,3,2,1) ucnonb3ytoTca A8 NOAKMIOYEHUS MapLupyTusatopa K
KOMMNblOTEPaM fnoKanbHOW CETU.

> WAN: WAN-nopt ucnonb3dyetca ana nogkntodeHms DSL/kabenbHoro mogema unu cetwu
Ethernet.

> WIFI ON/OFF: Vicnonb3ayetcsa Onsi BKNOYEHUSA/BbIKOYEHNsT 6eCnpoBOgHON TpaHCSLUN.

>

WPS/RESET: [aHHaa kHOnka ucnonb3yetrca Ansa sknouveHns WPS un ana soseparta K
3aBOACKMM HacTponkam. YTobbl BKNIOUNTL/BbIkMOUMTE WPS, NpocTO HaXXmMnte 3Ty KHOMKY,

He yaepXuBas ee; Ansi Bo3Bpara K 3aBOACKMM HaCTPOMKaM HaXXMUTE KHOMKY U yaepXunsanTe
ee bonee NATK CEKyHA.
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® [Ipu ucnonb3oBaHUM KHOMKKU Ans copoca HacTpoek (RESET):
CyuwiecTBytoT ABa cnocoba Bo3Bpara K 3aBOACKUM HaCcTpOMKaM:

1) Bbibepute dyHKUMO 3aBOoACKME HACTPOUKU B OKHEe CUCTEMHblIE MHCTPYMEHTbI ->

3aBoAckue HaCTPOWMKM BED-YyTUNUTLI MapLUpyTM3aTopa.

2) Mpu nomowmn kHonkm WRPS/RESET: [llpu BKMOYEHHOM MWTaHUM MapLupyTusatopa
HaxxmuTe kHornky WPS/RESET (yoepxvBante 6onee 5 cekyHA) 0o Tex nop, Noka curHan
CBEeTOAMOAHOr0 MHAMKaTopa SYS He M3MEHUTCHA C MearfieHHO MuralpLlero Ao 6bICcTpo
Muratouiero. 3atem OTNYCTUTE KHOMKY M NOAOXAWTE, NoKa MapLupyTu3atop BbINOMHUT

nepesarpysky 1 copoc BCeX HAaCTPOEK Ha 3HAYEHUSI NO YMOJTHaHWIO.
® [1pmn ncnonb3oBaHun B KadyectBe KHonku WPS

MpyM HamMMuum  KNAMEHTCKMX  YCTPOWCTB, TakMx Kak OecnpoBogHble ajganTtepsbl,
nogaepxusatowme WPS, MOXHO NpOCTO HaxaTb 3Ty KHOMKy Ansi ObICTPOW yCTaHOBKM
COEQVHEHMA MeXOy MapLUpyTM3aTOpPOM U KITMEHTCKMMKW YCTPONCTBaAMU U aBTOMAaTUYECKOWN

HaCTpoVikn Ge3onacHoCTM GeCcnpoBOAHON CETU.

BeCI'IPOBOAHaﬂ AHTeHHa: CNyXuT ons 6ecnpoaop,Horo nony4vyeHuna n nepenadvyn gaHHbIX.
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MmaBa 2. [lMoagknryeHue mapwpyTusatopa

2.1 CucrtemHble TpeboBaHuA

LWnpokononocHbin goctyn B MIHTepHeT (DSL/Cable/Ethernet)

OpuH DSL/kabenbHbii MogeM ¢ pasbeMoM RJ45 (He TpebyeTcs, ecnn yCTPOWCTBO HanNpsamMyo

noakmntoyeHo kK cetu Ethernet)
KomnbtoTepsl ¢ pabotatowmm agantepom n kabenem Ethernet ¢ pasbemamn RJ45
Mopopepxka npotokona TCP/IP ansa kaxgoro koMmnboTepa

Beb6-6paysep - Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

2.2 TpebGoBaHus K cpeae UMHCTaNNALUN

MapLupyTr3aTop OOMKEeH HAaXoOAUTLCS B XOPOLUO NPOBETPUMBAEMOM MECTE B OTAANEHWM OT

HarpeBaTeneVl nnun O60I’peBaTeJ'IbHO-BeHTVIJ'IﬂLI,VIOHHbIX CUCTEM

yCTpOIZCTBO He OOJKHO noaBeprartbCcAa npaMomy BO34EMNCTBUIO MCTOYHUKOB CUJSTbHOMO CBETa

(Hanpumep, CONMHEeYHbIN CBET)
Bokpyr ycTporicTBa AOMKHO OCTaBaTbCA He MeHee 5 cM CBOBOAHOro NPOCTPaHCTBa
Temneparypa akcnnyataumm: 0°C~40°C

OTHocuTenbHas BnaxHoOCTb Bo3gyxa npu akcnnyataumn: 10%~90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 lMopknio4yeHue mapLupyTMsaTopa

lMepen yctaHoBKOM MapLupyTm3atopa cregyet ybeauTbCs, YTO Ball KOMMbIOTEP MOAKMHOYEH K

NHTepHeT Yyepes LWMPOKONONOCHLIN cepauc. Npu BO3HUKHOBEHUN Npobrnem obpaTuTecb kK CBOEMY

noctaBlmky WHTepHeT-ycnyr. 3areM npou3BeauTe YCTAHOBKY MaplUpyTM3atopa CorfacHo

MHCTPYKLUNN. He 3a6y/:u>Te BbITallUTb BUJTKY N3 PO3ETKU, Mpon3BoanTe AaHHbIe OencTems CyXnmm

pykamu.

1.

2.

OTkntoumnTe oT NUTaHus koMnbtoTep, DSL/kabenbHbIi MoOgeM 1 MapLUpyTM3aTop.

Bbl6epVITe nogxogdiulee MecTto And Mapuipytusartopa. O6bl4HO nydlMM  BapuaHToM

SABNSieTCs LeHTp 6ecnpoBogHON CeTW.

OTperynMpyPlTe MoroXXeHne aHTeHHbl. Yawe Bcero Hanny4ylwnmm 4BndeTcAa BepTuKanbHoe

nornoxeHue.
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MogknounTe KOMMbHOTEP (-bl) M KOMMYTaTOPbI/KOHLEHTPATOPbl K NOKanbHOW CeTU 4epes
nopTbl LAN mapLupyTtunsatopa, kak nokasaHo Ha puc. Puc. 2-1 (ecnu y Bac yxe ecTb agantep
6ecnposogHont cetn (NIC) m ecnu Bbl XOTUTE BOCMONbL30BATLCHA MOAKIMIOYEHNEM MO

6ecnpoBogHON CeTu, Bbl MOXETE NPONYCTUTbL 3TOT Luar)
Mogkntounte DSL/kabenbHbii Mogem k nopty WAN mapwpyTtusartopa (cm. Puc. 2-1).

MoaxnounTe aganTep NUTaAHUS K COOTBETCTBYIOLLEMY pasbeMy MapLupyTh3aTopa, a ApYyron

€ro KOHel BCTaBbTe B po3eTky. MapLupyTusaTop HayHeT paboTy aBTOMaTUYECKMU.

Bknitounte komnbtotep 1 DSL/kabenbHbin Mogem.

ADSL-MOOEM

\—
— Gl

Puc. 2-1  YcraHoBka annaparHom 4Yactn mapupyTtumsaropa TL-WR841ND

KomneHTep
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naBa 3. PykoBoACTBO No ObLICTPOM yCTaHOBKE

B aTon rmaBe pacckasblBaeTcs O TOM, Kak B TEYEHNE HECKOSNbKMX MUHYT NMPOM3BECTM HACTPONKY
6asoBbix yHKuMM Mapwpytmsatopa TL-WR841ND npu nomowm mactepa ObicTpon

HACTPOWKM.

3.1 Hactpowuka TCP/IP

Mo ymonyaHunio gomeHHoe umsa mapupyTtmnsatopa TL-WR841ND http://tplinklogin.net, IP-agpec

ycTtponcTtea 192.168.0.1, macka nogcetn 255.255.255.0. Npwu xxenaHum aTn 3Ha4yeHUa MoryT bbITb
u3MeHeHbl. B pgaHHOM pykoBOACTBE B KadecTBe MpvMepa WCMOMb3yTCA 3Ha4YeHus Mo

YMOJYaHuio.

> [logknounte KOMNblOTEP fOKanbHOM CeTu K ogHomy m3 noptoB LAN mappyTtusaropa.
Mocne aTtoro Bbl MOXeTe HacTpouTb |P-agpec ans Bawero KOMMblOTEpa, MNpogenas

cregyoue waru.
> Hactponka IP-agpeca Bpy4Hyto

1) BbinonHuTe HacTpomnky npotokona TCP/IP gna Bawero komnbioTepa. Ecnn Bam

HeobxooMMbl WHCTPYKLUWK, Kak 3TO caenatb, cMmoTpuTe [lpunoxenue B: HacTpoiika

KomMmnbroTepa.

2) BbinonHuTe HacTpovikm cetu. IP-agpec 192.168.0.xxx (rge «xxx» nioboe ymcno ot 2 Jo
254), macka noagcetn 255.255.255.0, wnto3 192.168.0.1 (IP-agpec mapwipytmusaropa no

YMOSYaHuio)
> [NonyunTtb IP-agpec aBToMarnyecku

1) B Hactpowikax npotokona TCP/IP Bawero komnbtoTepa Bbibepute Monyunts IP-agpec
aBTomatuvecku. Ecnm Bam HeoOxogumbl  MHCTPYKUMM, Kak 3TO  caenatb,

cmoTpuTe [Npunoxenune B: HacTponka koMnbloTepa.

2) BctpoenHbin DHCP-cepBep HasHaunT KomnbtoTepy IP-agpec.

Tenepb Anst NPOBEPKN CETEBOTO NMOAKITHOYEHUS MEXOY KOMMBIOTEPOM U MapLUPyTU3aTOPOM MOXHO
B KOMaHAHOM CTPOKe BBeCTM komaHay Ping. lNMpuBegeHHbIn Huxe npumep otHocutes k OC
Windows XP.

B komaHgHon cTpoke BBeaute ping 192.168.0.1 n Haxmute Enter.

> Ecnu Bbl nonyyunu pesynsrat aHanornyHbl npeacraeneHHoMy Ha Puc. 3-1, aTo o3Havaer,

YTO NOAKIN4YeHne Mexay KoMnbrTepoM U MapLUpyTU3aTtopom Obino YCTaHOBIMEHO yCNeLlHO.

-10 -
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Command Prompt

Microsoft Windows ¥P [Bepcuna 5.1.26001
(C> Kopnopauuwna Madkpocoor,. 1985-2001.

C:sDocumentsz and Settings“tplinkXping 192 _168.0.1
DeMeH naketamd ¢ 172_168.0.1 no 32 sauT:

Oreer or 192.168.0.1:° vyucao sanr=32 epemadilnc TTL=64
OTeeT ot 172.168.0.1: yucao sant=32 epema<inc TTL=64

or 1922.168_.0.1: yucao sant=32 epemailinc TTL=64
or 192.168_0.1: uyucao sant=32 spema<inc TIL=64

CtarucTuka Ping pan 192_168.0.1:

NakeToe: oTnpaBaeHo = 4, noAydeHo 4, notepaHe = 0 (0¥ noTepp?.
MpUEAUSHTEALHOE BPEMA MPHEMA—TIEPEAAYH Mc 3

MuHuMaabHoe = Oncer, MakcHMasbHoe 0 mcek. CpepHee = 0 mcex

IC:~Documents and Settings“tplink>_

Puc. 3-1  YcnewHbin pesynbtar BeiNOMHEHNS KomaHapbl Ping

> Ecnn pesynbrat aHanornyeH npegctaBneHHOMY Ha puc. 3-2, 9TO O3Hayaer, u4To

NnoAKn4yeHne mexay KoMnbrTepomM 1 MapLUpyTU3aTtopomM OTCYTCTBYET.

Command Prompt

Microsoft Windows KPP [Bepcua 5.1.26001
(C> Kopnopauuwna Masikpocoor, 1985-2001.

C:~Documents and Settings“tplink>ping 192.168.0.1
DeMeH naketamd ¢ 172_168.0.1 no 32 sauT:
ANNapaTHH® CEOM.-

ANNapaTHHW CEOMW-.

3anaHHHMH Y3eA HepnocTYneH.

3anaHHMK Y3ea HepocTYneH.

CtarucTuka Ping nan 192.168.0.1:
MNaketoe: oTnpasaeHo = 4, noayueno = 0, norepano = 4 {(100x noTepbl.

C:~Documents and Settings“tplink>_

Puc. 3-2 HeygayHbin pe3ynbrar BeINOMHEHWST KOMaHabl Ping
MpoBepbTe NoAgKMOYEHME cnegyoWmM o6pasom:
1. [MpaBunbHO N NOAKMOHMEH MAPLLPYTU3ATOP K KOMMbOTEPY?

& MpumeyaHue:

WHankatopbl 1/2/3/4 noptoB LAN, KOTOpble Bbl MOAKITOYUAN K MapLUpyTU3aToOpy M UHOUKATOPbI
ajanTtepa KOMNbTEpPa OOMKHbI FOPETh.

2. fensetcda nu npaBunbHon HacTporika TCP/IP Ha komnbioTepe?

& MpumeyaHue:

Ecnu IP-agpec mapwpytmnsatopa 192.168.0.1, To IP-agpeca KOMNbLIOTEPOB AOMKHbI NEeXaTb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.

-11 -
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3. Aengetcs nu npasunbHbiM IP-agpec cetn LAN maplipyTtumsatopa?

& MpumeyvaHue:

Ecnn LAN IP-agpec mogema, noakmoYeHHOro K Bawemy mapwpytusatopy, 192.168.0.x, LAN
IP-agpec MapuwpyTusaropa Mo YyMOn4aHuWO aBToMaTtudeckn wuameHutcsa ¢ 192.168.0.1 Ha
192.168.1.1, 4yTtobbl n3bexarb koHNukTa IP-agpecos. NMoatomy, gns Toro, Ytobbl NPOBEPUTH
coeuHeHVe Mexay BaluMM KOMMbITEPOM W  MapLUpyTM3aTopoM, Bbl MOXETe OTKPbITb
KOMaHOHYIO CTPOKY, BBeCTU ping 192.168.1.1 n 3atem HaxxaTb Enter.

3.2 PykoBoacTBO NO ObLICTPOM YCTaHOBKE

Mpn nomoLwm BEO-YyTUNUTLI MapLIPYTU3ATOP NEerko HacTpouTb U ynpaBnaTb um. Beb-ytunura
MOXeT mcnonb3oBartbcsa B nobon OC Windows, Macintosh nnn UNIX OS 4yepes Beb-6paysep
(Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari).

1. Ons poctyma K ytunute  OTKpowTe  BebO-Opaysep w©  BBeaute agpec Mo
ymonyaHuio http://tplinklogin.net B agpecHow ctpoke 6paysepa.

Aapec: http: /ftplinklogin. net w a GO

Pwuc. 3-3 Bxoa B MmapwpyTtusarop

[MosABMTCA OKHO BXOA4a B CUCTEMY, aHarnormyHoe Tomy, Kak npeactasneHo Ha Puc. 3-4. B none
Monb3oBatens u lNaponb BBeguTe admin, MCNONb3Ys HWKHUA pernuctp. 3ateM HaxmuTe

kHonky OK vnu knasuwy Enter.

lMogxawueHme K tplinklogin. net @E|

=

o x

TP-LIME ‘Wirgless M Router WRE41 WD

Mob30EaTENE! €7 admin ad

Naponke: LA L

Puc. 34 Bxog B cuctemy
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& MMpumeyaHue:

Ecnv gaHHoe OKHO He MOSsIBMIIOCh, 3TO O3HA4aeT, YTo Ball Beb6-6pay3ep HacTpoeH Ha paboTy
B pexume npokcu. 3amgute B pasgen CeonctBa oboaspeartenss > [logkntodeHunsa >
HacTporika napameTpoB fiokanbHOM ceTu. B nosiBUBLLEMCS OKHe yBepuTe ranoyky ¢ s4emnku

Vcnonb3oBaTtb NPOKCK-cepBep AnA rnokKalnbHbIX nogknoveHnin n Haxmute OK.

lMocne ycnewHoro Bxoga B cucteMy Bbibepute MeHo BbicTpasa HacTpomnka Ans HaCcTPONKK

MapLipyTusaropa.

-ICTpEA HacTpolka = Tun nogknoyedns WAN == BecnpoogH0oR pexM >> 3aEepllvTs

C noMowksi BRICTpoR HACTPORKK Bel CMOMETE 330aTk OCHOBHLIE NAPAMETRRI CETH.
AnA Npogon¥eHns, NoX#anyAcTa, HaxMuTe kHonky Oanee .

AnA Eelx00a, No¥anyAcTa, Ha¥MHUTe EHoNEY Beixon .

| Boixoa | | Danee |

Puc. 3-5 bbicTpada HacTpoKka

Haxmute kHonky [anee, nocne 4ero nossutca okHO Tun nogknioveHna WAN, kak

nokasaHo Ha Puc 3-6.

BbicTpan HacTpolika — Tun nogkn4erna WAN

@

O
O
O
O
O

BLICTpan HAacTPOIKa >> T1in nogkrnyering VAN »> BecnpoBOgHON PEKM >> 3aBepunTh
lacTep GLICTPOR HACTPOMKI NOMOMET HACTPOMTS BAW TN COEAMHEHWUA NOPTa WAN

IMapLWpyTHIaTOP NONLITAETCA ABTOMATHYECKN ONPEAENHTE TUM MHTEPHET NODKMIDYEHNS BAWETD NOCTABLMKS VIHTEPHET-YCNYT, BCNN Bbl BbIGEPETE ONUMIO ABTOONPEOEneHne
B NpOTHEHOM CNYYae BaM NPUOETCA BRYYHYK YKA3aTh TN NOQKMIOYEHNA.

ApToonpefenexme - Mo380NWTE MAPWPYTUIATOPY ABTOMATHYECKN ONPEOENTE TWN COBOMHEHNA, NPEAOCTABNASMOND BAWWM NOCTABINKOM VHTEPHET-VCMYT.

PPPoE/Poccus PPPoE - [INA aT0ro TMNA CoeguHeHA Bam HeoBX0gNMOo MMA YUeTHOR 3aNUcH M Napons, BblgaHHLIE BAWWM NOCTABWMKOM MIHTEPHET-YCYT.

L2TPi/PoccuA L2TP - ANA 37070 TUNA NOAKMNIYEHUA BaM NOTPeGyeTcA MMA YYeTHOIM 3aninck 1 Naponk OT Balero NOCTABLMKE VIHTEpHET-yCmyT.

PPTP/Poccus PPTP - [NA 37010 TMNA NOQKNKDYEHUA BamM N0TPeGyeTCA MMA YYETHOLIA 3aNKCK W Naponk 0T BAWETD NOCTABWMKE MIHTEPHET-YCMyT.

[HamuHecknil IP-agpec - Bal NocTAEWMK VIHTEPHET-YCNYT MCNonbayeT cryky DHCP ANA Ha3HaueHUA BAWeMy MapLpyTH3aTopy IP-anpeca npu NOQKTIOUEHHI K MHTEPHETY.

Crarn4eckni IP-agpec - 3T0T TN COEOMHEHMA MCMONbAYET NOCTOAHHBIA, BUKCUPOBAHHBIN (CTATHYECKKMIA)P-agpec, HA3HAYEHHBIA BAWWM NOCTABLMKOM FIHTEPHET-YCAYT.

Puc 3-6  Tun nogkntovenns WAN

MapwpyTtusatop nmeeT ¢yHkUMO ABTOOMNpeaeneHus 1 NogAepXmMBaeT NATb Hambonee

pacnpocTpaHeHHbIX cnocoboB noakntodeHus k HtepHet — PPPoE/Poccus PPPoE, L2TP/
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

Poccusa L2TP, PPTP/ Poccua PPTP, OuHamnyeckum IP-agpec n Ctatuveckun IP-agpec.
PekomeHayeTca Bocnonb3oBaTtbCcs (yHKunen ABToonpegeneHue. Ecnv Bbl 3HaeTe Tun
nogkniodeHns K WMHTepHeT, npefocTaBnsieMbli BawMM MoCTaBLMKOM WIHTepHeT-ycnyr,

BblbepuTe ero n HaxmuTe KHonky flanee.

Ecnu Bbl Bbibpanvy ABTOONpeaerneHue, MapLipyTU3aTop aBTOMAaTM4YecKu onpegenut Tun
NOAKMIYEHUs, npegocTaBnsemMbli  BawuMM  nocTtaBwukom  WUHTepHeT-ycnyr.  [lepen
NCrnonb3oBaHMeM AaHHOW (byHKUuK, ybeautech, YTO Kabenb HageXXHO NOAKMOYEH K NOPTY
WAN. lNocne ycnewHoro onpegeneHns Ha 3KkpaHe KOMMbloTepa oTobpasnTcs OKHO HAacTpPoeK

Tekywero IHTepHeT-coeauHeHus.

1) MNpwu onpegeneHun Tuna noakntodeHnss PPPoE, otoGpasutcsa cnepywoulee okHo (Puc.

BLICTPaA HACTPOMKA == *> BECNPOBOAHON PEXWM > 3aBepllnTh
WmA nonk3oBarens: username
Mapone: [TTITTITITS
MoaTeepawTs Naponk: Ty
Bropu4Hoe NogKnHYeHne: @ Otkmounte () OwHamuueckuid IP (O Ctatmuecknid IP (Dual Access/PoccuA PPPoE)

Puc. 3-7 bbicTpas HacTporika- PPPoE

> Wma nonb3oBatens/Maponb — Ykaxnte Uma nonb3oBatens v Maponb, Nony4yeHHble
OT nocTaBlmka MIHTepHeT-ycnyr. 9T Monsi SABMAKTCSA YYBCTBUTENbHbIMU K PETUCTPY.

Mpn BO3HMKHOBEHNUN Npobnembl obpaTuUTeCh k NOCTaBLWMKY MHTepHeT-yCcnyr.

> TNopgrBepauTbh naponb — BBeaute elwe pas naponb, MOMYYEHHbIW OT MOCTaBLLMKA
WHTepHeT-ycnyr, 4tobbl y6eauTbes, YTO BBEAEHHbIN BaMn Napoinb nNpaBuibHbIN. Ecrn
naporsb OTNM4aeTcs OT 3HAYeHUs1, BBeAEHHOro Npy NOATBEPXKAEHMN Napons, NOsiBUTCS

cnegyoulee okHo. Haxxmnte OK 1 3aHOBO BBEaMTE Naposib 1 NOATBEPKAEHME Napons.

CoobBuweHHe c ge B-cTpaHHubI

' 'j Mapone oTAMHaETCA OT NOATEER®AEHHA Napona!
L

2) Ecnu 1vn nogkniodeHus onpegenutca Kak guHamudeckuni IP-agpec, otobpasutcs
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BecnpoBogHon mapwpyTtusaTtop cepum N co

CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
TL-WR841N/TL-WR841ND PykoBoAacTBO nonb3oBaTtens

cnegytwoulee okHo (cMm. Puc. 3-8).

> [lpu BXxoAe B MapLUpyTM3aTop C rfaBHOro KoMnbloTepa Heobxoanmo BbiGpaTth Aa,

3ateM HaxxaTtb KnoHnpoBaTtb MAC-agpec.
BbicTpan HacTpolka - KnoHnpoBanne MAC-agpeca

BLICTpan HACTPORKA == Tun nofknovesis VAN == BECNPOBOOHOR PEXAM >> 3aBepUnTL

BHUMATENEHD NPOYATAATE MHEOPMAUKKID B NPAB0A YACTH CTRPAHWUEI.
(%) [Oa, A NOAKNKYEH YEpes MAaBHLIR KOMNLKTEP (KNoHWpoRaTe MAC-agpec).

() HerT, A NogKNIDYeH He Yepe3 MaBHbIi KOMNLITER (He HY#HO KNoHupoBaTe MAC-agpec).

MAC-agpec ceti WAN: | 00-0A-EB-08-43-14 | [ BoccTaHoBWTL 3aBockoi MAC-aapec ]

MAC-afpec BaWero KOMNHTEpa: | | [ KnoHupoeaTe MAC-agpec ]

| Hasan | [ Danee |

Puc. 3-8 bBeicTpas HacTpolika — KnoHmpoaHne MAC-agpeca

» Tlpu BXoge Ha MapLUpyTM3aToOp He C rMaBHOro KoMnbloTepa, Bolbepute HeT n 3atem
Beeaute MAC-agpec rnmaBHoro komnotoTepa B nosie MAC-agpec WAN.

BbicTpas HacTpoika - KnoHupoeaHne MAC-agpeca

BbICTpaA HacTpoMKa == Ty nofosnodedns AN =» BecnpoBOOHOA PEXHM >> 3aBepllnTh

BHUMATENEHD NPOYNTIATE MHBORMALMKID B NPAB0A YACTH CTPaHULEL.
() [Oa, A NogKnioyeH yepe3a MaeHLIA KoMnelaTep (KNoHnpoeate MAC-agpec).

(¥) HeT, A NOAKNKYEH HE Yepe3d MAaBHKIA KOMMLKITED (He HY3HO KNoHWpoeaTe MAC-anpec).

MAC-agpec cemn VWAN: | 00-0A-EB-08-43-14 | [ BoccTaHoBnTe 3aBogckon MAC-agpec ]

MAC-agpec Balero KoOMNbHTEpa: | |

[ Haaa,q] [ Nanee ]

Puc. 39 bBeicTpas HacTpolika — KnoHmpoaHne MAC-agpeca

3) Ecnn Ttun nogknioyveHuss onpegenunca kak Cratmyeckui [IP-agpec, otobpasutcs
cnepywouee okHo (Puc. 3-10).
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

BLICTPan HACTPOHKa >> >> BECNPOBOOHOA PEXUM >> 3aBEPWNTL
IP-anpec: 0.0.0.0
Macka noaceT: 0.0.0.0
OCHOBHOWM WNH3: 0.0.0.0 (He 06A3aTeNkLHO)
Meper4HbIA DNS: 0.0.0.0 (He 06A3aTenkHO)
Bropu4HBIA DNS: 0.0.0.0 (He o@AzaTentHo)

[ Hasan | | danee |

Puc. 3-10 bBbicTpas yctaHoBka — Ctatnueckun IP

> IP-agpec — 310 WAN IP-agpec, BMAMMbIA BHELLHUM MONb30BaTeENsAM B CETU MIHTEpHET

(Bkntoyas Bawero nocTtaswuka MIHTepHeT-yenyr). Ykaxute IP-agpec B 3ToM none.

> Macka nogcetn — Macka nogcetun, ncnonosyemasd WAN IP-agpecom. OBbli4HO 3TO
255.255.255.0.

»> OcHoBHoM wnto3 — Npn HeobxogumocTu ykaxuTte IP-agpec.
> MepBuyHbIN DNS - Npn HeobxoaumocTu ykaxuTe IP-agpec DNS-cepsepa.

> BropuyHbin DNS — Ecnv Bbl nonyunnu ot noctasLuka NHTepHeT-ycnyr agpec 4pyroro

DNS-cepBepa, ykaxute ero B 3Tom nore.

YTtobbl NpogomknTb, HaxkmuTe kHonky fanee. MNocne atoro nosiBuTcs okHO becnposoaHoro

pexuma (Puc. 3-11).
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

BhICTpaA HACTPOIKa >> THN NOAKMHYeHIRA VAN >> >>» 3aBEpWNTL
Vicnons3yitTe nepeknoyatent Wik Ha yeTpoACTEE AN BKNIDYEHUAIOTKNIOYEHWA GeCnpoBoHOM TRAHCNALWK
BecnpoEoHOe BellaHne:
HuA GecnpoBogHOR CETH: TP-LIMNK_084313 (Takke HazbleaeTca SSID)
PernoH: Poccur 4
Peun: 11bgn cMewaHHeIi v
LlnprHa KaHana: AsTo v
Kanamn: AsTo hd

MaKkcumansHan CKOpocTs nepenayn (Tx): 300 Mawntic »

JawwnTa OecnpoBO4HOMD PEXKUME:

O OTKIHNNTE 3AWNTY
® WPA-PSKWPAZ2-PSK (PekomeHOyerca)
Mapons PSK: 12345670

(Bbl MOMETE BEECTH NGO ASCIl CHMBOMK! B NPOMEXYTKE MEXTY 8 1 63 UMK WECTHAAUATENUYHEIE CHIMEOME B NPOMEXYTKE MEXTY 8 1 64.)

© Be3 M3MEeHeHMIt

Puc. 3-11  BeicTpas HacTpoika — becnpoBogHon pexum

> BeCﬂpOBOAHOG BelwaHue — Bbl6paB COOTBGTCTByl-OLLI,VIVI AneMeHT 13 BblinagawLuiero

MEHI0, Bbl MOXETE BKITHOUMNTL/BbIKMHOYNTD beHKLI,VI}O.

> Wma 6ecnpoBogHOM ceTu — YKaXuTe 3HadYeHue AnuHonm o 32 cumBosioB. Bcem
6ecnpoBoAHbIM YCTPOMCTBAM CETU AOMKHO OblTb MPUCBOEHO OAHO U TOT Xe nmsa SSID.
Uto kacaeTca 6GesonacHoctn 6GecnposBogHow cetu, umMa SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocnegHue LWeCTb YHMKaNbHbIX CUMBOMOB
MAC-agpeca mapLipyTtmsatopa). [laHHOe none sBnseTcs YyBCTBMTENbHBIM K PEFUCTPY.

Hanpumep, TEST n test — 3To pasHble 3Ha4YEHUs.

> Pernon — Bbibepute cooTBeTCTBYyHOLlEE 3HaYeHWe M3 Bbinagawolwero cnucka. B
OaHHOM More yKasblBaeTCHA PEervoH, rae yHkums 6ecnpoBOAHOM nepefadn gaHHbIX
MOXeT OblTb ucnonb3oBaHa. Mcnonb3oBaHwe AaHHOW YHKUMM B perMoHax, He
yKa3aHHbIX B CNUCKE, MOXET ObITb HE3aKOHHbIM. ECnn Ballen cTpaHbl Unn permoHa HeT

B Crnucke, O6paTVITer 3a NomMoLlbo B MECTHOE NpaBUTESNIbCTBEHHOE AareHTCTBO.

& MpumeyaHue:

Bepcusa ana CesepHon AMepuKku He nmeeT onumm Boibopa pernoHa B CUIy orpaHnyeHnn,

YCTaHOBJIEHHbIX MECTHbIMU 3aKOHOAATEeNIbHbIMU N HOPMATUBHbIMW JOKYMEHTaAMMW.

> Pexum — Pexxum 6ecnpoBoaHoli Nepenaym gaHHbIX MapLipyTM3aTopa.
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

> LlupuHa kaHana — BbibepuTte coOTBETCTBYIOLEE 3HAYEHME U3 BbiNagatoLwero cnucka.
3HayeHne nNo ymonyaHuio ABTO, MPY KOTOPOM YCTPOMCTBO aBTOMAaTUYECKU perynupyet

LLMPUHY KaHalna ana KrnneHToB.

> Kanan — B aTom none ykasbiBaeTcs paboyas YacToTa, kotopas 6yaeT NCnosb30BaThCsl.
3HaueHne Mo ymonyaHuio ABTO, TakMm o06pa3om, Todka [JocTyna BblGepeT
noaxoAALMiA kKaHan aBToMaTuyeckn. MeHsTb kaHan 6ecnpoBOAHOIO NOAKIOYEHMS He
o6s3aTenbHO, ecnu Tonbko He ByayT oGHapyxeHbl NPo6emMbl C NomMexamu OT OpPYrom

pacnonox(eHHoﬁ BONIN3UN TOYKM noctyna.

> MakcumanbHasi ckopocTb nepegaum (Tx) — B aTtom nomne MOXHO OrpaHuynTbL
MaKCUMarbHyl CKOPOCTb Nepefayn AaHHbIX.

>  OTKNO4YUTbL 3awmnty — OyHKUMS obecnedeHns 6e30nacHOCTN MOXET ObiTb BKMOYEHA
unn BblkntoYeHa. [lpu  BbIKMAOYEHHOW QYHKUMM ©ecnpoBogHble CTaHUMU  MOryT
nogknoyaTtbCs K MaplipytusaTtopy 6e3 npumeHeHus wmdposaHusa. HactoAaTtenbHo
pekomeHayeMm BblbpaTb 0gHY 13 onumi ansa obecneveHns 6e3onacHOCTy.

> WPA-PSK/WPA2-PSK — Bribop WPA Ha ocHoBe napons PSK.

e [Maponb PSK - MoxHo wucnonb3oBate cumBonbl d¢opmata ASCI  wnm
LLecTHaauaTepuyHble CUMBOJIbI

Mpwn Bbi6ope ASCII, kntoy moxeT cogepxaTb Lmdpbl oT 0 4o 9 n 6ykebl OT A go Z u
€ro ANMHa AomKHa cocTaBnsATb OT 8 Ao 63 CMMBOIIOB.

MNpn BbIGOpe LecTHaguaTepuYvHbIN, K04 MOXET COCTOATbL M3 uudp ot 0 go 9 un
6yke oT A oo F, a ero gnvHa gomxHa 6bITe B Npegenax oT 8 4o 64 cMMBOMoB.

CnenyeT nmeTb B BUAY, YTO KIOY SBMASETCA YYBCTBUTENbHBLIM K PErucTpy. JT1o
O3Ha4yaeT, YTO WCMOMb30BaHME MPOMUCHBIX M CTPOYHLIX OYKB BMNUSAET Ha €ro
3HayeHne. Bam ctouT 3anucatb raoe-HMOydb KN4 U Apyrve HacTPOWKW 3alumThbl
©ecnpoBogHON Nepeaayn gaHHbIX.

> Be3 nsmeHeHnun — Npu BbIGOpPE 3TOM ONLUM KOHUrypaumna 6ecnpoBOAHON nepenaymn

JaHHbIX ocTaHeTcs 6e3 nameHeHun!

[aHHble HACTPOWKM ABMNSAOTCA BCero nvwb 6a3oBbiMU. YTODbI y3HaTb O OOMOSTHUTENBHbBIX

HacTponkax, cmoTpuTte Pasgen 4.6 becnpoBoOHON PEXUM.

Haxas kHonky [lanee, Bbl OKaxxeTecb B okHe 3aBepueHue (cM. Puc. 3-12).

HaxmunTe kHonKy 3akOH4YUTb Ans 3aBeplueHusi BbICTpo HAaCTPOMKM.

Mosppasnaem! 3To yCTPONCTEO TeNepb NoAKNKYaeT Bac K MIHTepHeT. [inA Gonee geTanbHOM HACTPONKHK, B cny4ae
HeoBGX0AUMOCTH HAXMUTE APYrUe NYHKTbI MEHH0.

[Hasag | [ 3akonumts |

Puc. 3-12 bBbicTpas HacTpolika - 3aBepLueHne
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

NnaBa 4. HacTtpouka mapwpyTtusartopa
B aToi rmaee pacckasbiBaeTcsl 000 Bcex PYHKUNAX BEG-YTUNUTLI U cnocobax HacTPOMKN.

4.1 Bxopg B cucremy

Mocne ycnewHoro exoaa B mapLlpytmn3arop B neBon YacTu BeG-yTMJ'II/ITbI Bbl yBUauUTE NATHaALUaTh

OCHOBHbIX M€eHI0. B npaBon 4acTu cogepxatca cnpaBo4vHada I/IH(*)OpMaLIMFI N MHCTPYKLUWNN.

CocroRHne

EnicTpas HacTpoHka
WPS

Cetb

becnpoBOQHON PEXHK
DHCP

MNepeanpecauywn
bezonacHoCTL
PoOurenbCEWA KOHTPONb
KoHTpone goctyna
PacwWpeHHbIe HACTPORKH MapWpyTHIaLWHI

KOHTpONE NpOMYCEHOR CNOCOGHOCTH

NMpueA3ka IP- n MAC-apgpecoe
OuHamuseckrid DN S

CHCTEMHLIE MHCTPYMEHTLI

Hwxe npmBoantcsa nogpobHas uHopmaums no BCEM OCHOBHbBIM (PYHKUNSM BEO-YyTURUTLI.

4.2 CocTtosiHMe

B okHe CocTosiHMe cogepxuTcsa Tekywas uHdopMauMsa no mapwpyTtusatopy. [aHHas

I/IH(*)OpMaLI,VIFI OOCTYynNHa TOJNbKO ANA YTeHUA.
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

BepCcHA NPOWNEKH: 3.14.19 Build 120809 Rel.39717n
BepcuA obopyAoBaHNA: WRE41M va 00000000
TloKanbHada ceTb
MAC-agpec: 00-0A-EB-08-43-13
IP-agpec: 192.168.0.1
Macka nogceTH: 255255 2550

BecnpoBogHON peXUM

becnpoeogHOe BewaHWe: OTKNKYEHD
Wma GecnposogHon cetn (SSID): TP-LINK_084313
Penam: 11bGN CMEWAHHBIA
WnpwuHa KaHana: ABTOMaTHYECKMA
Kanan: ABTOMaTHYeCKK (Tekywwi Kanan 0)
MaKc. CKOpPOCTE Nepefayu AaHHbIX: 300 MauTic
MAC-agpec: 00-0A-EB-08-43-13
CocroAdne WDS: BhiknioyeHo
WAN
MAC-agpec: 00-0A-EB-08-43-14
IP-agpec: 0.0.0.0 PPPOE(CoBOMHWNTE ABTOMAETHUECKMN)
Macka nogcerm: 0.0.0.0
OCHOBHON W3 0.0.0.0
DHS-cepeep: 0.0.0.0,0.0.0.0
BpemA B ceTi: 0 gHen 00:00:00 CoenuHeHHe...

CTaTUCTHKA no Tpathuky

MpuuAaTo OrnpaeneHo
Bant: 0 0
MNakeToB: 0 0

Bpewma pabotsl: 0 oHen 00:29:28

Puc. 4-1 OkHO cOCTOAHNA MapLupyTM3aropa
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

4.3 BbicTpas HacTpouka

Cwmotpu Pasgen 3.2: PykoBOACTBO MO GLICTPOW YCTAHOBKE.

44 WPS

B atom pasgene copepxartcs ykasaHud, kak gobaBuTb HoBOoe OecnpoBOgHOE YCTPOMCTBO K
cywectaytowen cetn ¢ nomowbio WPS (Wi-Fi Protected Setup).

a). Bbibpas pasgen WPS (Wi-Fi Protected Setup), Bbl okaxxeTechb B crnegytouiem okHe (Puc.

4-2).
CoctosHne WPS: BrnioueHa
Tekywwit PIN-koz: 12345670 | BoccraHosuts PIN-kon | | Co30aTs HoBLIA PIN-kog
[0 OtkniounTs PIN-kog MapwpyTHaaTopa
[obaeneHne HOBOTO YCTPOICTEE: [ NoBaBnTE YCTPOICTBO

Puc. 4-2 WPS
» CocTtosiHue WPS — 31ecb Bbl MOXeTe BKINIOUYNTbL UNK BbIKNIOUNTE pyHKumio WPS.

> Tekywwun PIN-kop — 3gecb otobpaxaetcs Tekywmn PIN-kog mapwpyTtusatopa. 3HavyeHne
PIN-koga no ymon4aHuio Bbl MOXETE HaWTK Ha Hakrnenke Ha kopnyce unu B PykoBoacTese

nonb3oBarens.
> BoccraHoButb PIN-kog — BocctaHoeneHne 3Hauyenus PIN-koga mapwpyTtumsaropa,

3aaHHOro nNo ymon4aHuto.

» Cospatb HoBbIn PIN-kog - HaxmuTe paHHy KHOMKY ANs MOMydYeHus1 CryyYamHOoro
3HadyeHusa PIN-koga anga Bawero maplupyTtusatopa. CosgaHve M UCNonb3oBaHUE HOBOrO

PIN-koga noBbillaeT 6e3onacHOCTb Balle CeTu.

»> Otkmountb PIN-kog mapwpytusatopa — MoxHO oTknounTe BBeaeHuve PIN-koga
MaplipyTtusaropa BpydHy. Ecnn mapupytMsatop B TeYeHMEe HEeCKOMNbKUX MOMbITOK
OTKasblBaeT BHELUHEMY YCTPOWCTBY B peructpauuu, 1o BBeaeHne PIN-koga oTknoyaerca
aBTOMaTUYECKMW.

> [obaBneHne HOBOro ycTtpoucrTBa — Haxmute gaHHY KHOMKY, 4TOOblI 406aBUTbL HOBOE

YCTPOWCTBO K CYLLLECTBYHOLLEN CETU BPYUHYIO.

b). YT06bLI fOGaBMTE HOBOE YCTPONCTBO:
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BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

Ecnn GecnposogHor apantep nogaepxusaer Wi-Fi Protected Setup (WPS), Bbl moxete
ycTaHOBUTbL  GecnpoBogHoe  MoAkniodeHMe  Mexay  OecnpoBogHblM — aganTepoM U
MapLupyTu3aTopoMm Haxatuem kHonknm — Push Button Configuration (PBC) vnu npu nomoium
PIN-koaa.

& MMpumeyaHue:

Ytobbl co3paTth ycnewHoe nogkntoveHme ¢ nomowibio WPS, Bam Takke npuaetca npousBecTu
COOTBETCTBYIOLLIME HACTPONKM HOBOrO ycTporncTea agns WPS.

l. C nomowbto kHonkn WPS

Mcnonb3ynTe aTOT METOA, eCNW KITMEHTCKOE YCTPONCTBO umeeT kHomnky WPS.

War 1: Haxmute kHonky WPS/RESET Ha 3agHel naHenu MaplupyTu3artopa, He yaepxuBas eé

fonee 1 cekyHAabl.

CoctosaHne WPS no ymonyaHuto MOXHO NOCTaBUTb BKIroYeHo v 3aTeM HaxaTb KHOMKY
[Jo6aButb yctponctBo (Puc. 4-2), 3atem Bbibpatb HaxaTb KHOMKY HOBOroO
ycTpoucTBa B npepgenax ABYX MUHYT, HaxmuTe [Jo6aBUTb. (CM. HbKecneayoLmnmn

PUCYHOK)

) BeeawTte PIN-Koa HOBOMO yCTPORCTBA.
PIN-koa:

{(¥) HamaTb KHOMKY HOBOMO YCTPONCTBA B Npedenax ABYX MUHYT.

| Hasag || [oBasute |

Puc. 4-3 [lobaBneHne HOBOro yCcTponcTBa
War 2: HaxmuTe kHonky WPS KNneHTCKOro ycTpomMcTBa 1 yaepxmBanTe ee.
War 3: CeetogmogHbin nHamkatop WPS 6ygetr muratb B TeyeHWe OBYX MUHYT, B 3TO BpeMs
npoucxoaunT npouecc HacTporkn WPS.
War 4: Korga ceetogmogHbin mHaukatop WPS 3aroputcs, KnMeHTCkoe YCTpOMCTBO 6Oyaer
yCMELUHO NOAKIMIOYEHO K MapLUpyTU3aTopy.
War 5: [JanbHenwune ykasaHUa BaM NOOCKaXKET KIIMEHTCKOe YCTPOMCTBO NnBo AOKyMeHTaums K

Hemy.

ll. Beeaute PIN-koa Ha maplipyTusaTtope
OT10T cnocob ncnomnb3yeTcs, ecnm KNMeHTckoe ycTporcTeo nogaepxkmsaet PIN-kog WPS.

War 1: Ykasas B none CoctoaHne WPS no ymonyaHuio 3HayeHne BKnroveHo, HaxXMUTe KHOMKY
Jo6aBuTb ycTtponcTBo (pyc. 4-4), Nocre Yero NosBMNsIETCA CrneayLlee OKHO.

-22 -



BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

(® BeeguTe PIN-KOL HOBOMO YCTROACTEA.
PIN-koa;

O HakaTb KHOMKY HOBOTO YCTPOMCTBA B Npefenax ABYX MUHYT.

| Hasap || Oobasute |

Puc. 4-4 [obaBneHue HOBOro yCTPOMCTBA

War 2: Beegute PIN-Ko4 C KIMEHTCKOro YCTPOMCTBA B Mofe, nokasaHHOM Ha PUCYHKe BblLLe.

HaxxmuTe kHonky [lo6aBUTL.

War 3: [lpyM ycrnewHOM NOAKMIOYEHMUM KITMEHTCKOrOo YCTPOWCTBA K MapLipyTu3atopy CeTu
OOIMKHO NosBUTLCA cooblieHne «MoaknoveHne NPoLro yCnewHoy.

lll. Beegute PIN-koa MapLupyTusaTopa Ha KIIMEHTCKOM yCTPOUCTBe

OTOoT cnocob6 MCnonb3yercsd, ecnu  KNWEeHTCKoe YCcTponcTeBO  3anpawwusaeT  PIN-kog

MapLupyTusartopa.

War1: Ha «nueHtckom ycTponctee BBeaute PIN-koa, ykasawHbin B okHe WPS

MapLupyTusartopa.

War 2: CeetoguogHbii ungukatop WPS 6yaer muratb B Te4eHMe OBYX MWHYT, B 3TO BpeMs

npoucxoguT npouecc HacTponkn WPS .

War 3: Korga ceetoamogHbin mHaukatop WPS 3aroputcs, KnMEHTCKoe YCTPOMCTBO Oyaer
YCMELHO NOAKITIYEHO K MapLUpyTM3aTopy.

War 4: [JanbHellwune ykasaHusi BaM MOACKAXXET KITMEHTCKOe YCTPOMCTBO NUMOO AOKYMEHTauus K
HeMy.

& lMpumeuaHue:

1) CaetogmogHbin nHankatop WPS 6yget ropeTb 3efeHbiM LBETOM B TE€YEHME NATU MUHYT,

€CIN YCTPOWCTBO GbINO YCneLlHO NOAKITHYEHO K CETU.

2) WPS He HacTpauBaeTcsl, ecnu 06ecnpoBOOHOM pexuM MaplupyTusaTopa OTKITHYEH.

Y6eautechb, 4Tobbl 6ECNPOBOAHON pexMM Obin BkMAOYEH nepes HacTponkon WPS.
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4.5 Cetb

Cetb
- VAN

- Knonwpoeadne MAC-anpeca

- MNoKankHaA ceTk

- 1IPTV

Puc. 4-5 Menio CeTb

MeHio CeTb cogepxuT yeTbipe nogMeHio (cM. Puc. 4-5): WAN, KnoHupoBaHue MAC-agpeca,
NokanbHas ceTb 1 IPTV. BeiGepuTe Hy>KHOE MEHIO A4S HACTPOMKN COOTBETCTBYHOLLEN (DYHKLIUM.

451 WAN
Bei6paB CeTb - WAN Bbl MoXeTe HacTpouTb napameTpbl WAN, kak nokasaHO Ha PUCYHKE HUXKE.

1. Ecnu  noctaBwuk  WHTepHeT-ycnyr  obecneunsaetr  DHCP-cepsuc, BblbepuTe
OvHamnyeckun IP, n mappytmnsatop aBtomaTnyeckm nonyyumT IP-napameTpbl OT Ballero

noctasLumKka NHTepHeT-ycnyr. [JomkHo nosBMTLCA cneytoulee okHo (Puc. 4-6):

owAN

Tun nogknroyeHa VWAN: |,E|,HHaMHuec»<uﬁ IP-anpec V| [ Onpegennts ]

IP-Anpec: 192.1658.0.100

Macka nogceT: 255.295.255.0
OCHOBHOM WNHY3: 192.168.0.1
Paamep MTU (B GarTax): 1500 (3HayeHKe No ymonuaHu 1500, He MaMeHATE Gea HeoGXOAMMOCTH.)

[] Wecnoneaoeats 3tw DMS-cepeepkl

MNeperyHLIN DN S:

BTopuyHbIi DNS: I:l {He oGA3aTenkHa)
WmA yana: TL-WRE41M

[J Nonyunte IP-agpec ¢ nomowsto Unicast DHCP (OGwuHO 3T0 He TpedyeTca.)

CoxpaHnTe

Puc. 4-6  WAN —[Ounamunyeckui IP
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B aTtom okHe nokasaHo kak napametpbl WAN, Bkntodas IP-agpec, macky nogcetn, OCHOBHOMN
W3 U Tak ganee, AMHAaMUYECKM HasHa4valTcsl NocTaBwMKOM WHTepHeT-ycnyr. YTobbl
00HOBWUTL napameTpbl OT nocTaBwuka WHTepHeT-ycnyr, HeobxogMMoO HaxaTb KHOMKY

O6HOBUTL. UTO6LI COPOCUTL 3HAYEHMs, BOCNONb3yNTECH KHONMKOM OcBOGOAUTD.

Paamep MTU - OG6blMHO 3HaveHne MTU (makcumanbHOro pasmepa naketa) [nnsi
bonbwunHcTBa ceten Ethernet coctaesnser 1500 6ant. PekomeHoyem He M3MeEHATb 3TO

3Ha4yeHue, ecrin TornbKO 3TOrNo He Tpe6yeT Ball NoCTaBLUMK I/IHTepHeT-ycnyr.

Ecnn Baw noctaBwuk WHTepHeT-ycnyr npegocTtaBun BaMm oauH wunu apa IP-agpeca
DNS-cepBepoB, Bam criegyet Bbibpate Ucnonb3oBatb 3Tm DNS-cepBepbl u BBectu
MepeuiHbin DNS u BropudHbin DNS B cooTBeTcTBylowmMe nons. B npoTtvBHOM crniyyae

DNS-cepBepa 6yayT NpuUcBOeHbl NOCTaBLUMKOM MIHTEPHET-YCNyr ANHAMUYECKH

& MpumeyaHne:

Ecnun, nocne ykasaHusa agpeca DNS-cepBepoB, npu nonbiTke 3aMTU Ha CanT y Bac BO3HMKNA
owmnbka, 3TO 03HavaeT, YTO ckopee Bcero agpeca Bawmnx DNS-cepBepoB ykasaHbl HEBEPHO.
CBsXXUTECH C BalMM MOCTaBLLMKOM VIHTEPHET-YCNyr Ansi NoNydYeHns NpaBuibHbIX aapecoB

DNS-cepsepos.
Nwmsa yana - [laHHas onums NO3BOMSIET HAa3HA4YWUTb MMS y3ra mapLupyTuaaropa.

Monyuntb IP-agpec ¢ nomowbio Unicast DHCP — DHCP-cepBepa HekoTOpbIX
nocTaBlMKOB WHTepHeT-ycnyr He noaaepXuBalT NPUINOXEHUS LUMPOKOBELLATENbHON
nepegaun. Ecnu y Bac He nony4yaetca nonyyuntb IP-agpec obblvHbIM 06pa3om, Bbl MOXETE

BblOpaThb 3Ty onuuto (AaHHasi ONuMs UCMONb3yeTcs Peako).

Haxmute KHOMKY COXpaHMTb Ona cCoxpaHeHnA HaCTpOeK.

2,

Ecnn Baw noctaBwuk WNHTepHeT-ycnyr ucnonb3yeT CcTaTU4eckun unm UKCUPOBAHHLIN
IP-agpec, macky nogcetu, Wwnw3 1M onpenenéHHele napameTpbel DNS, 10 Bam cnepgyet
BblOpaTb BapuaHT: Ctatudeckmnmn IP-agpec. [Mpyn 3TOM OTKPOETCSH OKHO, KaK MOKa3aHOo Ha

Puc. 4-7.
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Tun nogrnYeHns WAN: Cratnueckwii IP-agpec  »
IP-agpec: 0.0.0.0
Macka noacerd: 0.0.0.0
OCHOBHOM WNH3: 0.0.0.0 (He o0A3atensHo)
Pazmep MTU (B GaiTax): 1500 (3HayeHwe No ymonyaHu 1500, He nameHATs Ge3 HeoOxogMMOoCTH.)
NeperyHLA DHS: 0.0.0.0 (He ofAzatentHo)
BropuyHsiia DNS: 0.0.0.0 (He o0A3atensHo)

Puc. 4-7 WAN -Cratnyeckun |IP-agpec

> IP-appec — YkaxuTe IP-agpec, nonyyeHHbIn OT NocTaBLmka VIHTEpHET-yCnyr, B 4ECATUYHOM

dopmarte ¢ pasgenuTenbHbIMM TOYKaMM.

> Macka nogcetu — YKaxuTe 3Ha4YeHMEe Macku MOACETM, MNOMYYEHHOE OT MNOCTaBLUMKa
WHTepHeT-ycnyr B AecAaTMYHOM dpopmate C pasgenutenbHbiMu Toukamn. OB6bl4HO 3TO
255.255.255.0.

»> OcHoBHoM wn3 — (HeobszatenbHoe none) Ykaxute IP-agpec wno3a, NonyyYeHHbId OT

NnocCTaBLUMKa I/IHTepHeT-ycnyr B A€CATUYHOM cbopmaTe C pasgennTteribHbiIMU TOYKaMu.

> Pasmep MTU — O6bi4HO 3HayeHne MTU (MakcumanbHbI pa3mep naketa) ons 6onbwmHcTBa
ceten Ethernet coctaBnsetr 1500 6ant. He pekomeHOyeTCs U3MEHATb 9TO 3HadYeHue, ecnv

TONbKO 3TOro He TpebyeT nocTaBL MK VIHTepHeT-yCnyr.

> MNepBuuHbIM/BTropuyHbin DNS (HeobsizatenbHoe none) — Ykaxute oavH unu ABa agpeca
DNS-cepBepoB, nonyyeHHble OT nocTaBwuka WHTepHeT-ycnyr B AeCATMYHOM chopmaTe ¢

pasnenntenbHbIMUA TOYKaMW.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHUSA HaCTPOEK.
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3. Ecnu Baw noctaBwmk VIHTepHeT-ycnyr ncnonb3yeT noakroyeHue Yyepes npotokon PPPOE,
TO BaM criegyet Bblbpatb BapumaHT: PPPoE/Poccusa PPPoE. 3gech Tpebyetcs ykasaTb

cneaywoume napameTpsbl (Puc. 4-8):

Tun noaknoyeHns VWAN: PPPoE/Poccua PPPoE  «

NogentoyexHne PPPoE:

HmA nonbzoBarens: username
MNMaponk: sssssane
NoareepauTe naponkb: sessnene
BTOpHYHOE NOOKIHYeHne: @ Otkmounte ) Ownamuueckuil IP () CTatwyeckwil IP (Dual Access/PocouA PPPOE)
PesumM noaknoyeHns VWAN: ® MoaknoyrTe No TpeGoBaHN
MakcimaneHoe BpemA npoctoA: |15 MUHYT(BI) (0 03HAYAET, UTe COEAMHEHNE DYOeT aKTMEHEIM NOCTOAHHO. )

) MogknioyTL 3BTOMATHYECKN
) MogKMIgYnTE N0 PaCcIMCaHMKD

Mepnog BPEMEHN: © : {44:MM) oo : {4y:Mmm)
0 MogknioynTh BPYYHYK

MakcMMansHoe EpemA NpoCToA: MUHYT(bI) (0 03HAYAET, YTO COEOMHEHNE GYOeT aKTMEHEIM NOCTOAHHO. )

OTinioseHo!
[ Corparmte | [ Hononhurensho |

Puc.4-8 WAN - PPPoE/Poccusa PPPoE

> Uma l1011b3OBaTe.l1ﬂ/napOJ1b — Ykaxute uMmsa nonb3oBaTtens u naponb, nomfy4vyeHHble OT

nocTaBLyuKa VIHTepHeT-ycnyr. 3T Nons YyBCTBUTENbHbI K PETUCTPY.

> BrTopuyHoe noakntoyveHune — [laHHasa onuus JOCTyMHa TOnbKo And nogknodeHms PPPoE.
Ecnu Bbl nonyumnu oT noctaswmka NHTepHET-yCcnyr AONONHUTENBHBIN TUM NOAKIHOYEHUS,
Takon kak AuHamudecknin/Ctatnyeckuii IP, ona paboTbl C NoKanbHOM CETbIO, TO HEOOX0ANMO

BblOpaTb none AuHamuyeckuin/Ctatudeckuin IP, 4yTobbl akTMBMPOBaTh 3TO NOAKIOYEHME.

o Otknountb — [lo ymMOnYaHMIO BTOPUYHOE MOAKIOYEHME OTKMOYEHO, TaK 4TO
ncnonb3yeTcsa Tonbko nogknoveHne PPPoE. 3To pekomeHayemo.

e [OuHamnyeckumn IP — Yto0Obl ucnonb3oBatb AnHamudeckui IP-agpec, nonyveHHbIn oT
nocrtaBwmka WMHTEpHET-yCcrnyr, B Ka4eCcTBe BTOPUYHOIO MOAKMKYEHUA Onst paboTtbl C
NOKanbHOW CETbIO, BbIOEPUTE COOTBETCTBYIOLLYIO PAAMOKHONMKY.

e Cratnueckun IP — Yt0o0bl Mcnonb3oBaTb cTatndeckun IP-agpec, nonyyYeHHbI OT
nocTtaBwmka WMHTEpHET-yCrnyr, B Ka4eCTBE BTOPUYHOIO MOAKMKOYEHUA Onst paboTbl C
NOKanbHOWM CeTblo, BbibepnTe COOTBETCTBYIOLLYIO PAOVNOKHONKY.
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> MopknounTtb No TpeboBaHuIo — [1pn BeiIGOpe 3TOro pexmnma NogkodYeHne npekpailaercs
aBTOMaTM4ecKkn Yepes onpedeneHHbl nepuog HeakTusHocTn (MakcumanbHoe Bpemsi
NpocTosl) N BOCCTaHaBnmMBaeTca nocne obpawieHus K MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4YTOObI COeAMHEHNE ObINO aKTMBHLIM NOCTOSIHHO, B Nore MakcumManbHoe BpeMsi MPOCTos
yKaxute 3HadeHume “07, nubo yKaxumTe KONMMYECTBO MWHYT, MO WCTEYEHMM KOTOPbIX

noaKmnoYeHne Kk cetTn MIHTepHeT npekpaliaercs.

> MoaKnoYMTbL aBTOMaTUYECKU — an/l cboe noaknoyeHns nponcxognT ero aBToMmatn4yeckoe

BOCCTaHOBIeHue.

> MoaknounTb no pacnncaHunro -— MNogkntoyeHne yCTaHaBnMMBaeTCA TONTbKO B 3aaHHbIN

nepvos (4aTta Havana u KoHua nepuoaa ykasbiaetcsa B popmare HY4:MM)

& MpumeyaHue:

MopakntoyeHne no pacnucaHuw 6GygeT paboTaTb TONMbKO MNOCMe TOro, Kak B OKHe
CucremMHble MHCTPYMEHTbl — HacTpoika BpemeHun OyaeT BbICTaBNEHO CUCTEMHOE BpeMS.

> [lMogknwuntb BpYYHYyr — [n9 MO4OKMIOYEHUS/OTKIIOYEHNST BOCMONb3YNTECh KHOMKOM
CoeanHntb/OTCOEAMHUTL. B 3TOM pexumme nogaepxmBaeTcs ¢yHkUMa MakcumanbHoe
BpemMs npocTos kak u aAnsa pexuma Mogknoumtb no TpeboBaHuio. [logknioyeHve K
NHTepHeT MoXeT BbITb MpekpaLleHo Nocne onpeaeneHHoro neproga HeakTUBHOCTY, a 3aTeM

BO30OHOBMEHO CHOBa Npu obpalleHnn kK IHTepHeT-pecypcy.

Haxmute KHOMKY CoeguHNTb Ons HeMenneHHoro nogknioyveHms. Haxmmure OTcoeAMHUTL And

HeMeanneHHOro OTKIM4YeHnA.

WHoraoa noaxniodeHne He MOXeET BbITb npekpalleHo gaxe ecnu B none MakcumanbHoe Bpewmst
NpPOCTOA yKasaHO onpeferieHHoe 3HayeHue, T.K. HEKOTOpble MPUIIOXEHUS B (POHOBOM pexume

obpawatotca k UHTepHeT-pecypcam

Ecnn Bbl XxO0TUTE BHECTU W3MEHEHUS] B AOMOMHUTESNbHbIE HaCTpOVIKM, HaXXMUTe KHOMKY

HdononHuTenbHoO. [MoABUTCSA OKHO, Kak noka3aHo Ha Puc. 4-9:
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Pa3smep MTU (B GaiTax): 1480 (3HaYeHKe No YMONYaHW 1480, He MEHANTE 3T0 3HAYEHWE, £CNW B 3TOM HET HEOBXOgMMOCTI.)

Wma cepeuca:

HMA KoHUeHTpaTopa gocTyna:

[ Wcnoneayitte IP-agpec, yKa3aHHLIA NOCTABWMKOM VIHTEpHET-yCnyr
IP-agpec, yka3aHHbI MOCTABWWKOM MHTepHeT-yCryT:

WHTepBan OHMaiH-0TCNEXWBAHWMA: 0 CeryHael (0~ 120 cekyHa, 3HaYeHWEe Mo yMOoNYaHui 0 (0TCNeXMEaHWE He NPOW3B0aNTCA)

[0 Wcnonsayitte cnegyowme DNS-cepeeps
MNepenyubin DN S:

Bropi4HbIin DN S: (HeoGA3.)

[ coxpanurs | [Hasaa ]

Puc. 4-9 [JononHutensHble HacTpoiku PPPoE

»> Paamep MTU — 3HadeHne no ymonyaHuto 1480 6anT, 4To 06bLIYHO ABMASIETCA ONTMMarlbHbIM.
He pekomeHayetcsa nameHaTb Pasmep MTU, ecnm Tonbko aTO He ABnsieTcs TpeboBaHMeM

nocTaBLyuKa VIHTepHeT-yCnyr.

> Wma cepBuca/KoHueHTpaTopa poctyna — /ima cepBuca U KOHUEHTpatopa gocTyna.
[laHHOe 3HadeHne cnenyeT ykasbiBaTb TONbKO B TOM Cly4yae, eciv 310 HeobXoanmo BallemMy
noctaBLmKy NHTepHeT-ycnyr. B 60onbLlUMHCTBE ClyvYaeB MOXHO OCTaBUTb 3TN NOMS NyCTbIMMU,

4YTO He nomellaeT pabore.

> IP-apgpec, ykaszaHHbIN nocTaBlwukom UHTepHeT-ycnyr — Ecnu noctaBwuk NHTEpHET-ycnyr
He nepedaeT aBTomatuyeckn IP-agpec maplipytusatopy npu Bxoae B CUCTEMY, Bbibepute
avyenky IP-agpec, ykasaHHbIM noctaBwuKkoMm WHTepHeT-ycnyr u ykaxute IP-agpec,
MonMyyYeHHbIN OT mnocTaBwmKka WIHTEpHET-yCnyr, UCNonb3yd TOYKM B KadecTBe 3Haka

pasfeneHus.

> WHTepBan oHNaWH-oTCNeXmuBaHMA — 3HadyeHne no ymondaHuo 0. Takke MOXHO ykasaTb
3HadyeHue ot 0 go 120. MapwpyTtmsaTtop ByoeT BeCTM NOUCK KOHLIEHTpaTopa Aonycka Yyepes

3afaHHbIN MHTEepBar. an 3HayeHuun 0 NOMCK BECTUCH He 6y,1:|,eT.

> Wcnonb3oBatb cneaytowme DNS-cepBepbl - Ecnv Baw noctaswmk UHTEpHeT-ycnyr He
HasHayaeT MapwpyTtusatopy DNS-agpeca aBTomatnyecku npyu BXoae B CUCTEMY, NOCTaBLTE
ranoyky B sivenke Ucnonb3oBatb cnepyrowme DNS-cepBepbl 1 ykaXute NOMy4EeHHbIA OT
noctaewmka WHTepHeT-ycnyr IP-agpec B AecAaTMYHOM dopMarte C pasgenuternbHbIMU
Todkamu B none nepsudHbin DNS-cepeep. Ecnn nmeetcsa agpec sropuyHoro DNS-cepeepa,

€ro Takxe crnegyert ykasaTb.

Haxmute KHOMKY COXpaHMTb Ona CoxpaHeHnA HaCTpOeK.
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Ecnu noctaBwuk MHTepHeT-ycnyr ucnonb3yet kabenb BigPond (unu curHan Heart Beat),
BbibepuTe Kabenb BigPond. 3geck Heobxoammo ykasaTtb criegylowme napameTpbl (cm. Puc.
4-10):

Twn nogkmrodeHnn VWAN: Kabens BigPond v
WmMA nons3o0BaTens: username
Mapone: [TTYTTYY)
Cepeep ayTeHTWEHEaLMK: SIM-Sernver

[omeH ayTeHTHrKaLmMN:

Pazmep MTU (B Gaitax): 1500 {3HAYEHWE N0 YyMONUaHNK cocTaenAeT 1500. 3HaUeHWe MEHAETCA TOMBKD NPWM HANWYWE HEoDXoOUMOCTH.)

PeHM NOogENHYSHHRA: & MogknioynTe No TPeG0BaHNID

MakcumansHoe BpemA npoctos: | 18 MWHYTLI (0 - 0CTAETCA SKTMEHLIM MOCTOAHHO. )
() MogknYnTE BBTOMATHYECKKM

O MogknioYmTe BRYYHYIO

MaKCMMANEHOE BPEMA NPOCTOA: MUHYTEI (0 - 0CTAETCA aKTWEHEIM NOCTOAHHD.)
CoxpaHnTb
Puc. 4-10

Uma I'IO.I1I:»3OBaTe.I1ﬂ/napO.I1b - YkaxuTe ums nonb3osartens u naposib, nony4eHHble OT

nocTtasLmka MIHTepHeT-ycnyr. OTn Nons YyBCTBUTENbHbI K PETUCTPY.
CepBep ayTeHTUdMKaumm - Ykaxute IP-agpec nnm ums yana cepsepa ayTeHTUMKaLmK.

JomeH ayTeHTUdUMKaUMK - YKaxuTte uma cepepa ¢ cyddMKCOM JOMEHA C Y4ETOM BaLlero

MECTOHaXOXAEHUS.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/NT - vic.bigpond.net.au
QLD - qld.bigpond.net.au

Pasamep MTU - O6biyHO 3HavyeHne MTU (makcumanbHbIi pa3mep naketa nepegaBaeMbliX
AaHHbIX) ons GonblumHcTBa ceten Ethernet coctaensier 1500 6aint. He pekomeHayetcs

MN3MEHATb ero, eCi/im TONbKO 3TOro He Tpe6yeT nocTaBLNK I/IHTepHeT-ycnyr.

MogknounTb No TpeboBaHUIo — [pu BbIGOpE 3TOro pexkuma NogkoyeHne npexkpawaercs

aBToMmartn4eckn 4yepes Oﬂpeﬂ,eﬂeHHbIVI nepunon HeaKTUBHOCTU (MaKcumaanoe BpemMs
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NpocTosl) N BOCCTaHaBnmBaeTca nocne obpawieHus Kk MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4YTOObI COeAMHEHNE ObINO aKTMBHLIM NMOCTOSIHHO, B Nore MakcumManbHoe BpeMsi MPOoCTos
ykaxute 3HadeHume “07, nubo yKaxumTe KONMMYECTBO MWHYT, MO WCTEYEHMM KOTOPbIX

noakn4yeHne K cetu MHTepHeT npekpawjaeTcA.

> MoaknounTb aBTOMATUYeCKM - ABTOMATMYECKOE MOAKIYEHME Mocne OTKIYEHUs

mapLipyTuaaropa.

> MNoaknounTb BpyuHyto — [Ansi HeMeaneHHOro NOoAKMYEHUS/OTKITIOYEH ST BOCNONb3YWTECH
kHonko CoeaMHUTL/OTCOEAMHUTL. B 3TOM pexume noaaepxuBaeTcs  PyHKUMSA
MakcumanbHoe Bpemsi npocTtos kak M B pexume [MoaknoumTb No TpeGoBaHuUIO.
MopkntoveHne k WHTepHET MOXeT ObiTb MpekpalleHo fnocne onpedeneHHoro nepuoaa

HeaKTUBHOCTW, a 3aTeM BO306HOBMNEHO CHoBa Npu obpalleHun kK MIHTepHeT-pecypcy.

HaxmuTe kHonky CoeaMHUTL A58 HEMeASIeHHOro nogkntoyeHns. Haxmute OTcoegnHUTb

ana HemeaneHHOro OTKIMi4YeHuaA.

MpeaynpexaeHue: NHoraa nogknioveHne K MHTEpHET He MoXeT ObiTb NPeKpaLleHo Aaxe ecnu B
norne MakcumanbHoe Bpemsi MNpPOCTOS YKa3aHO KOHKPETHOE 3HavYeHuWe, T.K. HEeKOTopble

NPUIoXeHust NOCTOsIHHO obpaLllatotca K IHTEpHET B POHOBOM peXxume.

Haxmute KHOMKY COXpaHMTb Ona CoxXpaHeHnA HaCTpOek.

5. Ecnu noctaBwuk WHTepHeT-ycnyr ucnonb3yeT Tun nogknodeHns L2TP, Bbibepute

L2TP/Poccus L2TP. 3neck Heobxoomnmo ykasaTtb cnegyrowme napameTpsl (Puc. 4-11):
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TL-WR841N/TL-WR841ND

BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
PykoBoacTBO nonb3oBaTens

Twn nogento4eHna VWAN:

HmA nonezoearens:

Maponk:

IP-agpeciiMa cepsepa:
IP-agpec:

Macka nogcerw:
OCHOBHOM WNH3:

DNS:

IP-agpec WHTepHeT:

HuTepHer DN S:

Pazmep MTU (B GafTax):

MakcumansHOe EpeMA NPOCTOR:

Pesun coerHeHnn:

L2TP/Poccua L2TP v

username
sssseRee

CoeguHNT

Otknioyeno!
(& OuHamuyeckwin IP () Cramueckni IP

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0,00.0.0

0.0.0.0
0.0.0.0,00.0.0

1460 (3HaueHue no ymonuyaHuwo 1460, He cnegyeT meHATe 0e3 HeoGxoQMMOCTH. )

15 MUHYTEI (0 - AKTMBHO NOCTOAHHD. )

@' Mogknoyedne no TpedoBanno

) MogknynTE 3BTOMATHYECKN

) MogknKuMTh BRYYHYIO

CoXpaHnTb

Puc. 4-11 WAN

Uma I'IO.I1I:»3OBaTe.I1ﬂ/napO.I1b - YkaxuTe ums nonb3oBartens u naposib, NoNlyd4eHHble OT

nocTaBLyuKa VIHTepHeT-ycnyr. 3T Nons YyBCTBUTESbHbI K PETUCTPY.

OuHamunyecknn IP/Ctatnyeckun IP - Buibepute kakon |IP-agpec npegocTaBneH Ballvm
noctaBWmKkoM WHTepHeT ycnyr. Haxmute kHonky CoeauHUTb Ans  HEMEeANeHHOoro

coeauHeHus. HaxmuTe KHOMKY OTcoeAuHUTb A5 HEMEANEHHOrO OTKIMIOYEHMS.

MoaknounTb No TpeboBaHUI — B HacTponkax MapLupyTm3atopa MOXHO yKa3aTtb, YTOObl OH

NHTepHeT onpeaeneHHbli BPEMEHM

npekpawan CcoeguHeHne ¢ yepes nepvog
(MakcnmanbHoe Bpems npoctos). Ecnv Takoe coeguHeHue Obino npekpalleHo u3-3a
npoctos, pyHKUMa MoAKNKYNTL MO TPe6OoBaHUIO B aBTOMATUYECKOM PEXNME BOCCTAHOBUT
€ro, Kak TONnbko Bbl obOpaTtutecb Kk WMHTepHeT-pecypcy. Ecnn Bbl XOTUTE aKTUBUpPOBATb
dyHKUMo MoaKNYUTL NO TPEOOBaHUIO, HAXXKMUTE COOTBETCTBYIOLLYIO paanokHonKy. Ecnn
Bbl XOTUTE, 4YTOObI NoAaKntYeHne K VIHTepHeT ObiNo akTMBHLIM MOCTOSIHHO, Bbibepute 0 B
none MakcumanbHoe BpeMsi NPocToA. Takke MOXHO ykasaTb NepuUog BPEMEHU B MUHYTAX,

nocre KOToporo nogkn4yeHne 6y/:|,eT npekpatlleHo.
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> MoaknounTb aBTOMATUYeCKM - ABTOMATMYECKOE MOAKIYEHME Mocne OTKIIYEHUs
MapupyTtmnsaropa. YUtobbl  NOgKMYnUTh Ty (byHKLI,VIIO HaXMute COOTBETCTBYIOLLYIO

PaanNOKHOMMKY.

> [lMogknwuntb Bpy4YHYy - B HacTpomkax wmapupyTtusatopa MOXHO BblbpaTrb
NOAKITHOYEHNE/OTKMIOUEHE BpYYHYI0. locne WCTeYeHWUst yKasaHHOro nepuoga npocTos
(MakcnmanbHoOe BpeMs NPOoCTOA), MapLUpyTM3aTop NPeKpaTuT coegnHeHne ¢ NHTEpHET, 1
Korga Bbl CHOBa obpartutecb K VIHTepHeT-pecypcy, coeanHeHne He GyaeT aBTOMaTMyecKu
BOCCTa@HOBMEHO. YTOObl akTuBMpoBaTb 3Ty QYHKUMIO, HaXMWUTE COOTBETCTBYIOLLYIO
paguokHonky. Ecnu Bbl xoTuTe, YTOObI NOAKNIoYEHME BbIfT0 akTMBHO MNOCTOSIHHO, ykaxute 0 B
none MakcumanbHoe BpeMsi NpocToA. Takke MOXHO yKkasaTb Nepuog BPEMEHU B MUHYTAX,
B TEYEHME KOTOPOro Bbl XOTUTE UMETb aKTUBHOE NoAKNioYeHne kK IHTepHET 4o Tex nop, noka

He 6y/:1eT caenaH 3anpoc Ha HoBOe NoAakKrn4vyeHue.

BHumaHwme: VIHorga nogkrniodeHMe He MoXeT ObiTb npekpaweHo daxe ecnu B none
MakcumanbHoe BpeMsi NpPOCTOs yKa3aHO OfnpegenieHHoe 3HayeHue, T.K. HeKoTopble

NpunoXxeHus B OHOBOM pexume obpallatoTtcs k MIHTepHeT-pecypcam.

Haxmute KHOMKY COXpaHMTb Ona CoxXxpaHeHnA HaCTpOeK.

6. Ecnu noctaBwmk NHTepHeT-yecnyr npegoctaensetr PPTP-nogknioyeHune, BoibepuTte 3Ha4YeHne

PPTP/ Poccusa PPTP. 3aeck HeobGxoammo ykasaTtb criegyrowime napametpsl (Puc. 4-12):
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Tun nogrntoeHns VWAN: PPTR/Poccua PPTP v
HNmA none3oeatens: usemame
Maponke: TIIITITIL]
Orkntoeno!

=) OuHamuuecknid IP () CTatmueckwnii IP

IP-agpec/Mma cepeepa:

IP-apnpec: 0.0.0.0

Macka nogceTa: 0.0.0.0
OCHOBHOW WITHZ: 0.0.0.0

DHS: 0.0.0.0,0.0.0.0
IP-agpec HHTepHeT: 0.0.0.0

WHTepHer DN S: 0.0.0.0,00.0.0

Pazmep MTU (B DaiTax): 1420 (3HaYEHWE N0 yMONYaHWI0 1420, He MEHAITE 3T0 3HAYEHWE, ECNIN B 3TOM HET HEOGXOAMMOCTA.)
MaKkcumansHoe BpeMA NpocTon: 15 MUHYTEI (0 - COBOMHEHWE OCTAETCA AKTHEHBIM NOCTOAHHD.)
Pexum coequHeHA: (%) MogkniunTe No TpefoBaHo

) MogkniaunTe 3ETOMATHYECKH

) MogkniaynTe BOYYHYI

CoxpaHnTs

Puc. 4-12 Hactpowkn PPTP/Poccus PPTP

Uma l1011b3OBaTe.l1ﬂ/napOJ1b — Ykaxute Mmsa nonb3oBartens u naponb, nomny4vyeHHble OT

NoCTaBLLMKa l/IHTepHeT-ycnyr. OTuK nons saBnsTCA YyBCTBUTESIbHbIMUW K PETUCTPY.

OuHamunyeckmn IP/Ctatnyeckunn IP — Ecnu Bbl nmonyunnun Takonm agpec OT MoOCTaBLLMKa
UHTepHeT-ycnyr, BblbepuTe CcOOTBETCTBYyIOLLEE none u ykaxute IP-agpec nocraswimka

l/IHTepHeT-ycnyr nnn JOMeHHoe M.

Mpu BEIOOpPE cTaTu4veckoro IP-agpeca n 4JOMEHHOro MMeHu, Takke Heobxoammo ykasaTb DNS,

Ha3Ha4YeHHbIN NocTaBMKOM NHTepHeT-ycnyr. MNocne aToro HaxxmuTe KHoMnkKy CoxpaHUTb.

Haxmure KHOMKY CoeauHuTtb/OTCOCAUHUTD, 4yTOObI NpPoOn3BeCTU

NoOKITHOHYEHNE/OTKITIOHEHME.

MopkniounTb No Tpe6oBaHMIO — B HAacTporikax MapLupyTM3aTopa MOXHO ykasaTb, YTOObl OH
npekpawian coeauvHeHne C VIHTEpHET u4epe3 oOnpefeneHHbll  nepuog  BPEMEHMU
(MakcumanbHoe Bpems npocTost). Ecnv Takoe coefuHeHue Gbino NpekpalleHo M3-3a

NpPOCTOA, C*)yHKLIMFI MogkniounTb No TpeGOBaHMPO B aBTOMaTU4e€CKOM peXxmnme BOCCTaHOBUT
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€ero, Kak TONnbko Bbl ObpaTtutecb Kk WMHTepHeT-pecypcy. Ecnn Bbl XOTUTE aKTUBMpPOBATb
dyHKUMo MoagKn4YnTbL NO TPE6OBaHUIO, HAXXKMUTE COOTBETCTBYIOLLYIO paanokHoNKy. Ecnn
Bbl XOTUTE, 4TOObI MogkmntodeHne K MIHTepHeT ObiNo akTMBHLIM MOCTOSIHHO, BbibepuTte 0 B
norne MakcumanbHoe BpeMsl NPocTos. Takke MOXHO ykasaTb Nepuog BPEMEHN B MUHYTAX,

nocre KOToporo nogkrn4yeHne 6y/:|,eT npeKkpaLleHo.

> lNopknouuTb aBTOMaTU4YeCKU - ABTOMATMYeCcKOe MOAKIKYEHNEe MOCne OTKMYEeHUS
MapwpyTtnsaropa. YT1obbl NOAKMOYMTE 3Ty YHKLUMIO, HaXKMUTE COOTBETCTBYIOLLYIO

PaanoOKHOMKY.

> TMopknwuntb BpyuYHy - B HacTpomkax wmapupyTtusatopa MOXHO BblOpaTb
NOAKMOYEHNE/OTKMIOMEHNE BpYyYHy0. [locne ucTeveHus yKasaHHOro nepuogda MpocTos
(MakcnmanbHoOe Bpemsi MPOCTOSA), MapLUpyTM3aTop NpeKkpaTuT coegnHeHne ¢ NHTepHeET, 1
Korga Bbl CHOBa obpartutecb K VIHTEpHeT-pecypcy, coeanHeHne He OyaeT aBTOMaTM4ecku
BOCCTa@HOBIMEHO. YTOObI akTMBMPOBATb 3Ty YHKUMIO, HaXMWUTE COOTBETCTBYHOLLYIO
paguokHonky. Ecnu Bbl XxoTuTe, YToObLI NOAKNIOYEHME BbINTO akTMBHO MNOCTOSIHHO, ykaxute 0 B
norne MakcumanbHoe BpeMsl NPOocCTos. Takke MOXHO ykasaTb Nepuog BPeEMEHN B MUHYTAX,
B TEYEHME KOTOPOro Bbl XOTUTE UMETb aKTUBHOE MOAKMOYeHMe K VIHTepHET Jo Tex nop, noka

He BygeT caenaH 3anpoc Ha HOBOE MOAKIOYEHME.

BHumaHue: WHorga nopgknodeHWe He MOXeT ObiTb npekpaweHo aaxe ecnnm B none
MakcumanbHoe BpemMsa npocCcTtoaA yKa3aHo onpeaeneHHoe 3HadeHue, T.K. HeKOoTopblie

npunoxeHnsa B GOHOBOM pexnme obpaluatTcs Kk VIHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHUS HaCTPOEK.

& MMpumeyaHue:

Ecnn Bbl He 3HaeTe, KakoW TUM MOAKIIOYMEHWUs BblGpaTb, HaxmMuTe KHOMKy OnpepenuTb W
MapLLpyTM3aTop aBTOMATUYECKN HAYHET MOUCK CEPBEPOB U MPOTOKOMOB BaLLEro NMoaKMYeHUs K
cetn UNHTepHeT. Mpu obHapyxeHUn akTUBHOro VIHTepHeT-cepBuca MapLipyT1saTop coobwmT o6
aToM. [laHHbIVi OTYET AaeTcsa TONbKO ANs cnpaBku. Ytobbl yoeauTbes B TOM, YTO 3TO UMEHHO TOT
TUN COEOQUHEHWS!, KOTOPbIA HYXeH, TpebyeTcss obGpaTuTbCs K MNOCTaBLUMKY VIHTEpHET-yCnyr.

MapLupmisaTop MOXET BbIABUTbL Creaytouine Tunbl NOAOKITIOYEHUN K CETU MHTepHeTZ

e PPPoE/Poccus PPPOE - lNMogkntoyeHus, ucnonbsyemsle PPPOE, npu koTopbix Tpebyetcs

yKasaTb MMA nofib3oBaTtena U naposib.

e [OuHamwuuyeckun IP-agpec - [MoAknioyeHWs, MPUMEHSIOLME Ha3HaA4YeHWe OUHAMUYECKUX

IP-agpecos.

e Cratnyeckmn IP-apgpec - [logknoyeHusi, NPUMEHAOWNE Ha3HA4YeHMe CTaTUYeCcKuX

IP-agpecos.
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MapwpyTtmsatop He MOXeT obHapyxuTb Takve nogkniodeHus kak PPTP/L2TP/BigPond. Ecnn
nocTaBWMK NHTEpHET-YCNyr NCNonNb3yeT OAMH M3 TakuMX MPOTOKONOB, Bbl AOJXXHbI MPOM3BECTU
NOAKINIYEHNE BPYUHYIO.

4.5.2 KnoHupoBaHue MAC-agpeca

Bei6pas CeTb - KnoHunposaHne MAC-agpeca, Bbl MoxeTe HacTpoutb MAC-agpec WAN-ceTtn
(Pwnc. 4-13):

MAC-agpec WAN: 00-0A-EB-08-43-14 [ BoccTaHoBUTE 3aBoJCKOR MAC-aapec ]
MAC-agpec KOMNbITEpa: [ KnoHWpoBaTe MAC-agpec ]

Puc. 4-13 Knonnposanne MAC-agpeca

Hekotopble nocTtaBwukn NHTepHeT-yecnyr TpebytoT pernctpauun MAC-agpeca agantepa. 3aecb

penko TpeGyeTcs BHOCUTL Kakme-nmbo nameHeHus.

> MAC-agpec WAN - B atom none otobpaxaetcsa tekywmin MAC-agpec WAN-nopTta. Ecnu
Baw nocTaBwuk WHTepHeT-ycnyr TpebyeT, 4Tobbl Bbl 3apeructpupoBanu MAC-agpec,
ykaxute npasunbHbin  MAC-agpec B atom none. ®opmat  MAC-agpeca
XX-XX-XX-XX-XX-XX (rge X wectHaguaTepmMyHoe Y1CIo).

> MAC-agpec komnbiotepa - B stom none otobpaxaetca MAC-agpec komnbloTepa,
ynpasnsioLiero mapwpyTtusatopom. Ecnn MAC-agpec Ballero agantepa 3aperecTpupoBaH,
HaxkmuTte kHonky KnoHuposaTts MAC-agpec, 1 oH nossutcs B none MAC-agpec WAN.

Haxas KHOMKY BoccTaHOBUTbL 3aBOACKOM MAC-a,qpec, Bbl BepHETeCb K NICXOOQHOMY 3HA4YeHUto

MAC-agpeca WAN-nopTa.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHeHMWs1 HAaCTPOEK.

& MpumeyaHue:

OyHkuma KnoHupoBatb MAC-agpec MOXeT OblTb WMCNOMNb30BaHa TOMbKO KOMMbIOTEPOM

JIoKanbHOW CETH.

4.5.3 JlokanbHasi ceTb
Bbibpae CeTb - JlokanbHasa ceTb, Bbl MOXETe HAacTpouTb |IP-nmapameTpbl nokanbHOM CeTu, Kak
NnoKasaHOo HUXe.
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lotnnamcere

MAC-agpec: 00-04-EB-08-43-13
IP-agpec: 192.168.0.1 |

Macka noaceTH: |255_255.255.U V|

COXpaHWTb

Pwuc. 4-14 JlokanbHas ceTb

> MAC-agpec — Pusnveckun agpec LAN-noptoB nokanbHow ceTu. [JaHHOe 3HavyeHue He

MOXET ObITb U3MEHEHO.

> IP-apgpec — Ykaxute |IP-agpec mapwpyTtusaropa unm cbpocsTte ero, ucnonb3ys 4EeCATUYHbIN

dopmart ¢ pa3genuternbHbIMU ToYKamK (3HadeHne no ymonyanumio: 192.168.1.1).

> Macka nopacetm - [laHHoe 3HaveHue onpegenser 3HaveHune cetn. OB6bMHO 3TO
255.255.255.0.

& MMpumeyaHue:
1) Ecnu Bbl nameHnnn IP-agpec nokanbHOW ceTu, Bbl JOSMKHbI yKasblBaTb 3TO 3HaAYeHME Npu
BXOA4e B MapLupyTusaTtop.

2) Ecnu HoBbIN IP-agpec nokanbHOW CETU He COOTBETCTBYET Macke noacetun, nyn IP-agpecos
DHCP-cepBepa Takxke M3MeHUTCH, a pyHkuun BupTtyaneHeln cepsep u DMZ Host He GyayT
pabotatb A0 Tex nop, Noka B WX HacTPOMKM He OyayT BHECEHbl COOTBETCTBYHOLLUE

N3MEHEeHNA.

454 IPTV
Mpu BeIGope CeTb - IPTV oTKkpoeTcs OKHO, Kak Noka3aHo Ha puc. 4-15.

Pexmm: | ABTOMATUYECKK e |

COXpaHnTe

Puc. 4-15 IPTV
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» IGMP Proxy — IGMP (npotokon ynpaeneHust rpynnamu WHTepHeta). Ecnm Bbl xotute

npocMmartpuartb TenesugeHue vyepes IGMP, Bknounte aTy onuuio.
> Pexum

e ABtOomatuyecku - [lopTel LAN, ucnonesyiowme TtexHonornto IGMP Proxy, 6ygyr
paboTtatb 6e3 n3ameHeHun, 4TO NO3BONUT NpocmaTpusaTth IPTV kak no NnpoBOAHOMY, TaK

1 no 6ecnpoBoAHOMY MOAKHOYEHUIO.

o Moct - Ykaxute koHkpeTHbii nopT LAN ana IPTV TB-npucTtaBku, KOTOopasi MOXET
nonyyntb IP-agpec HenocpeacTBeHHO OT nocTaBwuka WHTepHeT-ycnyr. [Npu atom He
Oyoet HabntogaTbCca noTepu kadecTsa, Aaxe npu Hannumm y MK Bxogswero Tpadwuka,
3arpy>kaemMoro 4yepes3 mMapLipyTusaTop Ha MakCUMalbHOW CKOPOCTM, MOCKOMbKY MOpPT

LAN nzonupoBaH oT npoyunx noptoB NAT LAN.

e 802.1Q Tag VLAN - lNocTaBLuk VIHTEpHET-yCnyr MOXeT NpefoCcTaBNsaATb NOAKNIOYEHNE
Ha ocHoBe TexHonorum nopaepxku 802.1Q Tag VLAN. Bbl MoxeTe npucBoutb ANng
pasHbix nopTtoB LAN pasHble nageHtudpukatopsl BupTyansHon cetn (VLAN Tag ID): ans
nogkntoverHns (K, IPTV TB-npuctaBkm wnu IP-tenedoHa. Ceshkutecb ¢ Bawwmm
nocrtaBwmkom WHTepHeT-ycnyr gns yTOYHeHus uHdopmauum o6 uaeHTudukaTope

BMPTYyarnbHOMN CETW.

Bbibepute nopt LAN, C KOTOpPLIN Bbl XOTUTE YCTAaHOBUTbL coeanHeHue Tuna "moct" ¢ noptom WAN.
Ecnn y Bac ecTb gpyroe ycTponcTBO, KOTOpoe Bbl XoTenu 6bl nogknounts K WAN, HO BaLu
nocTaBLLMK NHTepHeT-ycnyr npegoctaBnsaeT TonbKo ogHo coeanHeHne WAN, Bbl MoXeTe ykasaTb
oavH un3 noptoB LAN, koTopbii Gynetr nonydate naketel oT nopta WAN. Hanpumep, Bbl
nogkntoyaete Bawy IPTV-npuctaBky k onpegeneHHomy nopTy LAN wm nonyvaete curHan wu
IP-agpec ot Baluero noctasLimka VIHTepHeT-ycnyr Hanpsamyto 6e3 kakmx-nnbo notepb B Ka4ecTse
[axe ecrim Ha KOMMNbIOTepP, NOAKMIOYEHHBI K MapLUPYTU3aTopy, 3aka4ymBalTCa TOppeHTbI/dalnb

C MakcumanbHom CKOPOCTbHO.

& MpumeyaHune:

N3meHeHune nopta IPTV STB BCTYNUT B CUNY TOMbKO MOCNe nepesarpyskn mapLupyTtuaaropa.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHeHMWs1 HAaCTPOEK.

-38 -



BecnpoBogHon mapwpyTtusaTtop cepum N co

CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
TL-WR841N/TL-WR841ND PykoBoAacTBO nonb3oBaTtens

4.6 BbecnpoBoaHON peXxXUm

BecnpoBOOHOR PEXAM
- HacTpoiky GecnpoBOOHOTD PEXMMA
- Jamura DecnpoBOQHOMD pexnumMa

- PunbTpaumA MAC-anpecos

- PacumpeHHbie HACTPOMKK

- CratncTvEa GecnpoBoOHOMO pexuMa

Puc. 4-16  MeHio becnpoBogHon pexmm

B meHi0 BecnpoBogHOW pexum cogepxatca nATb noameHw (cm. Puc. 4-16): Hactpomkwu
6ecnpoBogHOro pexuma, 3awmrta 6ecnpoBogHoro pexuma, Punsrpauma MAC-agpecos,
PacwupeHHble HacTporku n Ctatuctuka 6ecnpoBogHoro pexuma. Boibepute ogHo n3 Hux

5191 HACTPOWMKM COOTBETCTBYIOLLEN (DYHKLNN.

4.6.1 HacTtponku 6ecnpoBOoAHOro pexuma

Buibpas BecnpoBogHou pexum - HacTpoiiku 6GecnpoBOAHOrO pexuma, Bbl MOXETe
MPOM3BECTU HACTPOIKY 6a30BbIX MapaMeTpoB GECNPOBOAHOW CETH.

HacTtpo#kn BecnposogHoro pexmma

Wms ceri: | TP-LIMNK._084313 |(Ta|0|<e Ha3blgaeTca SSI0)
Permoq: | Paoccua vl
Pesum: | 11bgn cmeluanHbIi | ¥

MakcumansHan CKopoCTs nepega43m (Tx): 300 Mburfc »

MlcnoneayiTe NepeknioyaTenks WiFi Ha yCTPOACTEE ANA BKNOYEHWA/OTENKYEHNA GECNPOB0OHON TDAHCNALMK.
BrniouuTe GECNPOBOOHOE BEWAHWE
BKMuKUTE WWpoKoBeWaHWe SSI0D

[ Brnwounte WDS

COXpaHHTL

Puc. 4-17 Hactpowkn 6ecnpoBogHon cetn

> WmAa cetm — Ykaxute 3HayeHne pgnuvHon po 32 cumBornioB. Bcem 6ecnpoBogHbIM

YCTPONCTBaM CETU [OIKeH OblTb NPUCBOEH OOWH M TOT ke uaeHTudukatop SSID. Yto
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kacaetcs GesonacHocTu 6GecnpoBogHom ceTw, ugeHTugpukatop SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocrnegHue LwecTb yHUKanbHbiX cumBonoB MAC-agpeca
MapLpyTtnaartopa). [JaHHoe none ABnAseTcs YyBCTBUTENbHbLIM K pernctpy. Hanpumep, TEST

n test — ato PA3HbIE 3HauyeHus.

PernoH — Bbibepute COOTBETCTBYHOLLEE 3HAYEHWE M3 BbiNagawolero cnucka. B gaHHom
none ykasblBaeTCsd pervoH, rae yHkums GecnpoBogHoOn nepefadn AaHHbIX MoXeT ObiTb
ucnonb3oBaHa. Vcnonb3oBaHWe OaHHOW (PYHKLMU B PErMoHax, He yKasaHHbIX B CMUCKE,
MOXeT ObITb HEe3aKOHHLIM. Ecnn Ballen cTpaHbl NNy permoHa HeT B cnucke, obpaTtntech 3a

NOMOLLBbIO B MECTHOE MNnpaBUTENIbCTBEHHOE areHTCTBO.

lMocne TOro, kak pervoH O6bin BbiOpaH, Haxmute KHOMKYy CoxpaHuTb. B nossuBLiemcs

WHOPMALIMOHHOM OKHe HaxmuTe kHonky OK.

CooBweHHe ¢ Be B-cTpaHHLUbI

'E BEIGHpSA HE BSWY CTRSHY BBl MIKETE BBISEATE NOMEXH HS ARy MX
L YCTRORCT BEX M HARY WHTE MPUMEHAEMEIS S5SKOHOASTENEHBIE HOPME .

NHdopmaLMOHHOE OKHO

& lMpumeyaHue:
M3-3a TpeboBaHWM MeCTHOro 3akoHogaTenbctBa y Bepcum ans CesepHon Amepuku
OTCYTCTBYET onumsi Bbibopa pervnoHa.

Pexxum — Bbibepute cooTBeTCTBYIOWMI pexmMM. 3HavyeHre no ymonyanumto 11bgn mixed

Tonbko 11b — Buibepute, ecnu Bce GecnpoBogHblE KIMEHTbI NOAAEPXKUBAKOT CTaHAapT
802.11b.

Tonbko 11g — Bbibepute, ecnn Bce GecnpoBogHblE KNMEHTbI MOAAEPKMBAKOT CTaHaapT
802.11g.

Tonbko 11n - Buibepute, ecnn Bce 6ecnpoBOAHbIE KIMEHTbI NOAAEPXMBAOT cTaHAapT
802.11n.

11bg cmewaHHbIn - Bbibepute, ecnn wucnonb3yete 6ecnpoBOAHbIE  KIUEHTHI,
nogaepxuearowime ctaHgapTel 802.11b and 802.11g.

11bgn cmewaHHbIn — Bbibepute, ecnu wncnonb3yete 6ecnpoBOAHbIE KIUEHTHI,

nogaepxusatowime ctangaptel 802.11b, 11g, n 11n.

Bbibepute HyxXHbIN pexum GecnpoBoaHoW nepefayvn AaHHbIX. Ecnu BeiGpaH 802.11g, TO
Tonbko GecnpoBogHble cTaHuuMuM ctaHgapta 802.11g cmoryt nogkntyartbCs K
mapwpytmnsatopy. [pu Bbibope 802.11n Tonbko 6GecnpoBogHble CTaHUMM cTaHgapTa

802.11n cMoryT nogknoyaTbCsa K Touke gocTtyna. HactoatensHo pekomeHayeTcs BblbpaTtb
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pexum 802.11bgn, 4Tobbl BCce GecnpoBogHble cTaHuuu ctaHgapTos 802.11b, 802.11g u

802.11n cMmornun NoAaknto4aTbCsa K MapLLpyTnusaTopy.

LWnpuHa kaHana — Boibepute wupuHy kaHana 13 Bbinagatowiero cnucka. o ymonyaxumio
ycTaHOBNeHO ABTOMaTHUYeCcKkn. B aToM crnyyae perynupoBka LUMPUHbI KaHana gNns KNMeHToB

npon3BoaANTCA aBTOMaTU4YECKI.

& MpumeyaHne:

Ecnn B none Pexum BbiGpaHo Tonbko 11b, Tonbko 11g wunu 11bg cMmewaHHbIN, none
LLnpuHa KaHana cTaHeT ceporo LBeTa, U B HEM nosBuTcs 3HadeHune 20Mru, KOTOpoe Hernb3s
Oyner n3aMeHuTb.

KaHan - B gaHHom none BbicTaBnsieTcsi paboyasd 4acTtoTa, KOTOopyk Bbl cobupaeTtech
ucrnonb3oBatb. [10 ymonyaHuio cTtouMT pexum ABTO, Takmm oOpa3om, Touyka JocTyna
CaMOCTOSITENTbHO B aBTOMAaTMYECKOM pexume BbibepeT Havmbonee nogxogswuvn Kadar.
BecnpoBogHOW KaHan cnegyetr MeHATb TOMbKO B TOM Criyvae, ecniv Bbl Habniogaete
npobnembl, CBA3aHHbIE C MHTepdepeHUMen ¢ OPYrol TOYKOW [OCTyMna, pacrnorioXeHHON

paaomM C Balinm o6opynosaHmeM.

MakcumanbHas CKOpPOCTb nepepayu (TX) - B paHHOM none Bbl MOXeTe OorpaHnynTb

MakcuMMarnbHyl0 CKOPOCTb nepefaydn gaHHbiX maplipyTtusatopa (Tx).

Bknountb 6ecnpoBogHoe BellaHue - becrnpoBogHOW pexum MapLipyTv3aTopa MOXET
ObITb BKNHOYEH UNK OTKNIOYEH Ans obecneyeHusa GecnpoBogHoro goctyna 6ecnpoBOAHbIX
cTaHumin. becnpoBogHoe BewaHne MOXeT ObiTb BKITHOYEHO/BLIKITIOYEHO TOSTLKO C MOMOLLbIO

kHonkn WIFI ON/OFF Ha mapLipyTusaTope.

Bknountb wupokoBewaHme SSID - Korga GecnpoBogHble KMEHTbl MPOBOAAT MOUCK
©ecnpoBOaHON CETU, K KOTOPOW OHU XOTHAT MNOAKMIOYMTCS, OHU YBUAAT ngeHtndgukatop SSID,
nocbiiaemMbln - MaplipyTusatopoM. Ecnn Bbl OTMeTUTE ranoykon 4dderiky Bknwountb
wupokoBewaHue SSID, To 0OecnpoBogHoONn MapwpyTusaTop OydeT OTKpPbITO B
LUMPOKOMOIOCHOM pexnme nepegasaTtb cBoé nms (SSID).

Bknounte WDS —-Otmetbre 910 none, 4tobbl Bknioudmte WDS. C nomollbio gaHHOW
YHKUMM  MapLupyTM3atop MoXeT obbeauHuTb MocToM aBe W OGonee 6ecnpoBogHble
nokanbHble cetu. Ecnv paHHoe none OTMeYeHO ranovkon, TO Bam OygeTr Heobxogumo
yKasaTb psg napameTpoB, Kak MokasaHO Ha pucyHke Hwke. [MpoBepbTe NpaBUnNbHOCTb
HaCTPOEK.
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Brnwouwte WDS

SSID (K KOTOPOW Bbl XOTHTE NOOKNHYHTLCA):

BSSID (K KOTOPOW Bbl XOTHTE NOOKMHYHTLCA): Mpumep:00-10-0F-11-22-33
Pexaa WD S: ApTo hd
Tun knMa: Het A
WHuoekc WEP:

Tun ayTeHTHMEALMN:

Mapone:

CO¥paHUTb

Puc. 4-18

SSID (k koTOopoW Bbl XoTUTE NoakntounTbes) — Mims SSID Touku gocTyna, kK KOTOpOK Balu
MaplipytTnusatop 6OyoeT nNOAKMWYEH B pexume KnveHTa. Bbl  Takke MoxeTe
BOCMONb30BaThCcA yHKUMEN noucka Ana Bblbopa umeHn SSID, K KOTOPOMY Bbl XOTUTE

npucoegunHNTbCA.

BSSID (k koTopou Bbl xoTuUTe nogknountbes) — Mima BSSID Toukm gocTyna, K KOTOpou
Ball Mmaplpytu3atop OyaeT MOAKMKWYEH B peXMMe KnveHTa. Bbl Takke MoxeTte
BOCMONb30BaTbCA PyHKUMEN noucka ans Bbibopa nmenn BSSID, k koTopomy Bbl xoTUTE

npucoegunHNTbCA.

Mouck — Haxmute OaHHYK KHOMKY O1A NOUcCKa Touek [OocCTyna, KotTopble B AaHHOM pa|710He

paboTaloT Ha TekyLlen YacToTe.

Tun knwo4va — ,D,aHHyI-O onuuo cneanyet HacTpamBaTb B COOTBETCTBMM C NapamMeTpamMu
©esonacHocTM Touku aocTtyna. HactoatensHo pekoMeHayeTCA BbICTaBUTb TUN 3alUUThI,

COOTBGTCTByPOLU,VIVI TNy 3allunThbl Bawen To4ku aoctyna.

Pexkum WDS — B 3T1OM none MoxHo BbibpaTth pasnuyHblie pexxumbl WDS. ameHnTe pexum
WDS, Tonbko ecnu Bbl 3aMeTUTE HapyLUEHWUs] B COEAMHEHUM C KOPHEBOW TOYKOW AOCTyna.
Ecnn Bbl BbiOepute onuumio ABTO, TO MapLpyTU3aTop aBTOMAaTUYECKM Onpeaenut

onTumanbHbin pexxum WDS.

MUHpekc WEP - [laHHas onuus ncnonb3yeTcs TOMNbKO B TOM Cliydae, ecin B KavyecTBe Tuna
knioya BblbpaHo wwudpposaHmne WEP (ASCIl) wnn WEP (HEX). [aHHbin napameTtp

yKasblBaeT Ha nHaekc kntoya WEP.
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Tun ayteHTUdMKaumm - [JaHHas onuust Mcnonb3yeTcs B TOM Criydae, ecnv B KavyecTBe
TMna kno4da BbibpaHo wugpposaHue WEP (ASCIIl) unn WEP (HEX). OaHHbii napameTp

yKasblBaeT Ha Tvn ayTeHTudnkaumm KopHeson Touku gocTtyna.

Maponb - Ecnn Touka goctyna Balero mapLupytmMsatopa ans nogknodeHnst Tpebyet napornb,

BaM Heob6xoaMMo BBECTU naposnb B AaHHOM none.

4.6.2 3awmTta 6ecnpoBOAHOrO pexnma

Bbib

paB BecnpoBogHoW pexum - 3awmra 6ecnpoBOOHOrO pexuma, Bbl MOXETE HAaCTPOUTb

napameTpbl 6e30nacHOCTV Ballei GecnpoBOAHOM CeTu.

Y ™

aplpyTu3aTopa MMeeTcsl NATb PeXMMOB obecnedeHust GesonacHocTU GecrnpoBOAHOrO

pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

) OTKNKYUTE 33LWMUTY
& WPA-PSKWPA2-PSK (PekomengyeTcs)
Bepcus: WPAZ-PSK v
Lk poBaHne: AES v
NMaponk PSK: 12345670
(Bl MoxeTe BEECTH ASCI CUMBONEI B AMana3oHe Mexay 8 n 63 WNW WeCcTHAOUATERPHWYHBIE CUMBOME! B OMaNAa30He Mexady 8 unun 64.)
Mepnon 0GHOBNEHUA rPYNNOBOID KNKYa: 0 (B CEKYHOAX, MMHNMANEHOE 3HaveHne 30, 0 03HavaeT oTcyTCTeMe 0GHOBNEHNA)
) WPA/WPAZ2 — Enterprise
Bepcun: ABTOMaTMYECKaR b
Lindposanme: ABToMaTMYeCKaR M
IP-anpec Radius-cepeepa:
Radius-nopr: 1812 (1-65535, 0 0aHauaeT NopT No yMonuaHu 1812)
MNaponk Radius-cepaepa:
Mepnon 0GHOBNEHUA rPYNNOBOID KNKYa: 0 (B CEKYHOAX, MMHNMANEHOE 3HaveHne 30, 0 03HavaeT oTcyTCTeMe 0GHOBNEHNA)
O WEP
Tun: ABTOMaTHYECKEA ¥
@opuar knoya WEP: LecTHaguarepnyHslii v
Knto4 BbiOpaH Kniou WEP Tun kmwya

Kniou 1: OTknoUNTE | ¥

Koy 2: OTKNOYNTE | %

Kniou 3: OTkntounts | %

Kniou 4: Omkntounte | %

Puc. 4-19 awmTa 6ecnpoBoaHOro pexunma

OTKnoYMTL 3awmnty — Ecnu Bbl He xoTuTe mMcnonb3oBaTb 3awuTy GecnpoBOgHOM ceTw,
HaXXMUTE COOTBETCTBYIOLLYIO paauMOKHOMNKy. HactosTenbHO pekoMeHAyeTcsl BbiOpaTb OAWH
13 UMEIOLLINXCH PEXMMOB obecneveHns 6e3onacHoOCTL.

WEP - Ha ocHoBe ctaHgapta IEEE 802.11. lpu BbibOpe [aHHOroO nosisi MNosABUTCA
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BblOEeNIEHHasi KpacHbIM LIBETOM HaAMMUCh, Kak NokasaHo Ha Puc. 4-20.

WEP
Tum: ABTOMaTHYECKAR hd
@opmar knroya WEP: lecTHagUaTERHYHEIR v
KN4 BeIGpaH Koy WEP Tun kmoya
Koy 1 OTknounTs | %
Kniou 2: OTtrniounTs | %
Kntoy 3: OTkntounTe | %
Kntoy 4 OTknrounTe %
He pekoMMEeHOYETCA MCNONB30BaTE WWpoBaHUe WEP, ecnd ycTpoicTeo pafoTasT B
pexme 802110, Tak Kak cneundukauma 802.11n He nogoepxmeast WEF.
Puc. 4-20

e Tun — Bbl moxeTe BbiGpatb Tin WEP-3awnTel ©3 BeinagatoLwero cnucka. 3HavyeHne no
ymordaHuio ABTOMaTuyeckas. ABTOMaTMyecku BbIOMpaeTca OAWH U3  BapuaHTOB
ayTeHTUdumkaumm: O6wmn knoy  unn  OTKpbITas cuctema B 3aBUCUMOCTUM  OT

BO3MOXHOCTEN 1 3anpoca 6eCcnpoBOgHOM CTaHLMN.

e ®opmar knwvya WEP - Bbl Mmoxete Bbibpate kogmpoky ASCIl  unu
WecTtHaguatepnyuHbin dopmatr. ®opmat ASCIl noaxoant nog nwobyro KoMOGUHaLMIO
CUMBOSIOB KNnaBmaTypbl B paMKax 3agaHHoW AnuHbl. LecTHapguaTtepu4HbIn dopmart
nogxoaut ana nbon kombuHauum LwecTHaguaTepuyHblix cumsornos (0-9, a-f, A-F) B

paMKax 3aaHHOW ANWHbI.

o Knrou WEP — Biibepute oavH 13 yetbipex knoden n ykaxute WEP-knioy. Y6eantech B

TOM, YTO AaHHble 3Ha4YeHNs OANHAaKOBbI Ans BCeX 6eCnpoBOAHbIX CTaHLIMIA CETU.

e Tun knoya — 3gecb MOXHO ykasatb anuHy WEP-kntoua (64-, 128- unu 152-6uTHbIn).
3HayeHne "OTknoyeHo" o3Havaer, Yto 3anuck ¢ WEP-knioyom  gBnsetcsa
HeOencTBUTENTbHOMN.

64-6uTHLIN — Bbl MOXxeTe BBecTM 10 WecTHaguaTepuyHbIX CMMBONOB (Ntobas

kombuHauusa 0-9, a-f, A-F, HyneBon kno4 HegonycTUM) Unu 5 CMMBOSOB B KOANPOBKE
ASCII.

128-6UTHBLIN — Bbl MOXeTe BBECTM 26 LLeCTHaaLaTepuyHbIX CMMBOMOB (ntobas
kombuHauusa 0-9, a-f, A-F, HyneBow knto4 HegonycTum) unm 13 CUMBOMNOB B KOOMPOBKE
ASCII.

152-6UTHBIN— Bbl MOXeTe BBeCTU 32 WecTHaguaTepuyHbIx cumBona (nobas kombuHawums
0-9, a-f, A-F, HyneBou knto4 HegonycTum) unu 16 cumeonos B koanposke ASCII.

& lMpumeyaHue:

Ecnn Bbl He ycTaHOBMNM KNtoY, TO pyHKUMS BecnpoBogHOW 3awwuTbl OyOeT OTKIIHYeEHa,
haxe ecnu Bol BbIGpanu B kayecTBe Tuna AyteHTudumkaumm OBLLNUIA KItou.
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» WPA WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

Bepcua — 3gecb M3 BbinagalooLllero CnMcka MOXHO BbiOpaTb Bepcuio  anroputma
wudgposaHns WPA. 3HayeHne no ymondaHuio ABTOMaTM4YeCKU. OTO O3HaYyaeT, 4yTo
asTomatmdeckn 6ynet BbibpaH pexum WPA (Wi-Fi Protected Access) unn WPA2 (WPA

version 2) B 3aBMCUMOCTU OT BO3MOXXHOCTeN 6ecnpoBogHON CTaHLUUKN uUn 3anpoca.
WncpoBaHue — 3gecb MOXHO BbiOpaTh 3HavyeHus ABTomaTtuyecku, TKIP nnun AES.

& MpumeyaHue:

Ecnn Bbl HaxmeTe pagumokHonky WPA/WPA2 - Enterprise n 3atem BbiGepute
wudgposaHue TKIP, Bbl yBuanTe BblAeNeHHYI0 KpacHbIM LIBETOM HaAMMCh, Kak NOKasaHo Ha
Puc. 4-21.

Mepkog 0GHOBNEHWA rPYNNOBOro KNH4a: 0 (B CEKyHOAX, MUHUMaNkHOE 3HaYeHne 30, 0 03HaYAET OTCYTCTENE OBHOBNEHMA)

WPAMWPAZ — Enterprise

Bepcun: ABTOMATUYECKARA W
LWndposanme: TKIP -
IP-agpec Radius-cepeepa:
Radius-nopr: 1812 (1-65535, 0 03HA4YaeT NOPT NO yMonyaHuie 1812)

Naponk Radius-cepeepa:

He pekoMMEHOYETCA MCNONb30BaTE WHppoBaHWe TKIP, ecnu yeTpolicTBo paGoTaseT B
pexaime 802.11n, Tak kak TKIP He noaOep#weaeTcA cneundukaumei 802.11n.

Puc. 4-21
IP-agpec Radius-cepBepa - Beegute IP-agpec Radius-cepsepa.
Radius-nopT - Beegute nopt, koTopbin 6yaeTt ncnons3osaH Radius-cepsepom.
Maponb Radius-cepBepa - Beegnte naponb ans Radius-cepsepa.

Mepnon o6HOBNEHMA rPYNNOBOro Knr4ya - 3agante B cekyHaax MHTepBan obHOBNeHns
rpynnbl knoden. 3HadeHme JomkHO paBHATbeA 0 unm 30 nubo Bbiwe. Beegute 0 ons

OTKMOYEHNS] OOHOBIEHMS.

» WPA-PSK/WPA2-PSK (pekomeHpgyetcsl)) — 310 Tun ayteHtudukaumm WPA/MWPA2 Ha

OCHOBE COBMECTHO MUCnonb3yeMoro naponsd.

Bepcua — Bbl moxeTe BbiGpaTb Bepcuio anroputma wmngposaHua WPA-PSK u3
BblNnagawoLero cnucka. 3HadyeHne nNo ymonyaHuio ABTOMATMYECKU. OTO O3HaYaeT, yTo
aBToMaTmyeckn Bbibupaetca oguH u3 crneayowmx pexumos WPA-PSK (o6wun kntod WPA)
nnn WPA2-PSK (obwmn kntod WPA2) B 3aBUCMMOCTM OT BO3MOXHOCTEM W 3anpoca

©ecnpoBOAHOM CTaHLNN.

WndpoBaHue - MNpu Boibope WPA-PSK nnn WPA B kadectBe Tuna ayTeHTudmkauum
MOXHO yKkasaTb OQHO W3 criegylolwmx 3HaveHuin - ABTtomatnyveckas, TKIP nnn AES B

KayecTBe anroputma WmdgpoBaHus.
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& MMpumeyaHue:
Mpwn BbiGope nona WPA-PSK/WPA2-PSK (pekomeHayeTcsl) 1 anroputMma WndpoBaHus

TKIP nosiBuTCS BblgeneHHasa KpacHbIM LBETOM HaAMUCb, Kak NokasaHo Ha Puc. 4-22.

& WPA-PSKWPA2-PSK (PekoMeHayeTcs)
Bepcus: ABTOMaTHYECKaR -
Lndh posaHme: TKIP v
NMaponk PSK: 12345670
(Bel mooxeTe geecTn ASCI cuMBOMEl B AN3N330He Mexay 8 u 63 unn WecTHaagUSTEPUYHLIE CUMBONLI B OWanNa30He mexay 8 unn 64.)
Nepuoa 0GHOBNEHNA TPYNNOBOTO KNKOYa: 0 (B CEKYHOAX, MUHWMANEHOE 3HaueHue 30, 0 03HAYAET OTCYTCTBME 0OHOBNEHNA)
He pekoMmMeHayeTcA HCNONL30EaTE WWpoeaHie TKIP, ecnn yeTpoiicTeo padoTaeT B
pexame 802.11n, Tak kak TKIP He nogaeprMeasTca cneundmnkanmei 202.11n.
Puc. 4-22

e Maponb PSK — 3gecb MOXHO yka3aTb Naponb ANvHON OT 8 A0 63 CUMBOMOB B KOAMPOBKE

ASCII vnn ot 8 o 64 wecTHaguaTepUYHbIX CUMBOJIOB.

e Meproa o6HOBNEHMA rPyNNOBOro Kntoya - 3aganTte B CEKyHAAX UHTepBas 0OHOBNEHNS
rpynnbl Kntoyen. 3HadeHne AomkHO paBHATbCs 0 mnm 30 nubo Bbiwe. Beeante 0 ang

OTKITHOYEHNST OGHOBIEHUS.

He 3a6y/:|,bTe HaXXaTb KHOMKY COXpaHMTb Ona cCoxpaHeHnda BalllMX HACTpOEeK Ha JaHHON CTpaHuue.

4.6.3 Punbrpaumsa MAC-agpecoB

Beibpas BecnpoBogHom pexum - Punsrpauus MAC-agpecoB, Bbl CMOXETE KOHTPONUpPOBaTb
B6ecnpoBogHoN JoCTyn, HacTpous yHKUuo dmnisTpauum no MAC-agpecam (Puc. 4-23).

duneTpauna no MAC-agpecam: OTkn4eHa

Mpasuna cpuneTpaunmn
@' 3anpeTHTe CTAHUMAM, YKA3aHHEIM BO BKMKYEHHBIX 3aNWCAX, NoNy4aTe QOCTyN.

O FaspelnTe CTAHLWAM, YKA3aHHLIM B0 BKMIDYEHHbLIX 3aNUCAX, MOMYYaTk OCTYN.

D MAC-agpec CocToAHne OnucaHne PepaktupoBate

[ noBasuts Hoyio |

Puc. 4-23 ®unbtpauus MAC-agpecos

YTtobbl akTMBUpPOBaTb (PyHKLMIO, He06Xx0aMMO BbiOpaTh BknounTb. Mo ymonyaHuio, yctaHOBNEHO
3HayeHne OTKNKO4YeHa.

> MAC-agpec - MAC-agpec 6ecnpoBogHON CTaHLUMMK, KOTOpas XO4eT NoNy4nuTb SOCTY.

> CocTtosiHue - CocTosiHue gaHHoun 3anucu, nmbo BknroveHa, nnoo OTKkno4veHa.
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> OnucaHwme - [1lpocToe onucaHne gaHHoM 6ecrnpoBOgHOM CTaHLUMMW.

Ytobbl Oob6aBuTb HOBYO 3anucb, HaxmuTe KHONKy [lo6aBMTb HOBYH... OTKpOETCS OKHO
Job6aBneHne wnn BHeceHne W3ameHeHun B 3anucb BecnpoBogHon ®dunsrpauum no
MAC-agpecam (cm. Puc. 4-24):

MAC-agpec:
Onucaxune:

CocToanue: Brnwouexa A

| CoxpanuTe | | Hasaa |

Puc. 4-24 [o6aeneHune unm BHeceHne MameHeHnii B 3anucbk becnposogHon ®unstpaummn no

MAC-agpecam

Y100bI pO06GaBUMTL MU U3MeHUTb 3anucb cdunbTpauun no MAC-agpecam, cnepyute

npeacTaBNeHHbIM HUXKe NMHCTPYKLMAM:

1. Beeante cootBetcTBytowmn MAC-agpec B none MAC-agpec. dopmatr MAC-agpeca
cnegyrowmn: XX-XX-XX-XX-XX-XX (rae X npegctasnsgeT cobon noboe wectHaguTepnyHoe
yncno). Hanpumep, 00-0A-EB-B0-00-0B.

2. Beegute npocTtoe onucaHue GecnpoBogHOW cTaHuMu B none OnucaHue. Hanpumep,
BecnpoBoaHas ctaHums A.

3. B none CocrtosiHme 13 BbiNagawowero cnucka BblbepuTe 3HavyeHMe BknwyeHa wnu

OTtknroyeHa.
4. Haxmute kHonky CoxpaHUTb A8 COXpaHEeHWst AaHHON 3anncu.
Ana u3aMeHeHUA UNu yaaneHus cyLecTBYHOLWEN 3anncu:

1. Bblbepute 3anuMcb W HaxmuTe kHonky PepaktupoBaTtb. YToGbl yoanuTe  3anuce,

BOCMOSb3YNTECh KHOMKOM YAanuTb.
2. BHecute HeobxoaMMblie UBMEHEHUS.

3. Haxmute kHonky CoxpaHUTb AN COXPaHEeHMs HAaCTPOEK.

HaxaB kHonky BknouuTb Bce, Bbl cAenaete BCe 3anucy akTUBHbLIMMN.
HaxaB kHonky OTKNHOYUTbL BCe, Bbl CAenaeTe BCe 3anncu HeakTUBHbIMMU.
HaxaB kHoMKy YaanuTb Bce, Bbl yaanute BCe 3anucu.

Haxas kHonky Cneaytowias, Bol NnepengeTe B CreayoLlee okHO.

Haxas KHOMKY I'Ipep,bl.qyu.l,aﬂ, Bbl BEPHETECH B npeabiayluiee OKHO.
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Hanpumep: Bbl xoTUTe npenoctaBuTb OOCTYN K MapLUpyTU3aTopy TOMbKO And 6ecnpoBOAHOWM
ctaHuum A ¢ MAC-agpecom 00-OA-EB-B0-00-0B u 6ecnposogHoii ctaHumu B ¢ MAC-agpecom
00-0A-EB-00-07-5F 1 3anpeTuTb [OCTYyn K MapLlpyTusaTopy BcCeM npoyuMm 6ecnpoBOaHbIM
cTtaHuuam. [ing atoro B okHe ®PunbTpaumsa MAC-agpecoB Heob6x04MMO caenatb cnegyoLlee:

1. HaxaTtb kHonky BknounTb, 4TOObl akTMBMpoOBaTb PYHKLMIO.

2. Bbl6epVITe none “PaBpeUJVITb CTaHUuAM, yKa3aHHbIM BO BKIMHOYEHHbIX 3arnncdx, nony4yarb

poctyn” ansa Mpasun ¢mnbTpaumn.

3. YpganuTe vnu OTKNoYMTE BCE 3anucu (eCrivm TakoBble NMelTCs).

4. HaxmwuTte kHonky 106aBUTL HOBYHO...
1) B none MAC-agpec sBeeaute MAC-agpec 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.
2) B none OnucaHue ykaxute 6ecnpoBogHyto ctaHuumo A/B.
3) B none CocrosiHue 13 BbinagaroLlero cnucka sbibepute 3HadyeHue BknroyeHo.
4) Haxmnte CoxpaHuUTb.
5) Haxmute Hasag.

MpaBuna unbTpauum OOMKHbI BbIrMSAEeT crneaylowmnm o6pasom:

Mpaenna unbTPaLNK
C‘ 3anpeTiTE CTAHUWAM, YKA3aHHEIM BO BEMKYEHHEIX 3aMWCAX, NonyyaTte GOCTyn.

@' FaszpewnTs CTAHUMAM, YE33AHHLIM BO BEMOYEHHLIX 3aNWCAX, NONYY4aTe QOCTy.

] MAC-agpec COCTORHWE OnKCaHre PenakTMpoBaTh
1 00-0A-EB-B0O-00-0B BerioyeHa CTaHLLMHD A PepaktupoBats YOanuis
2 00-0A-EB-00-07-5F BrrdeHa cTaHuuwo B PenakTMpoears ¥Oanurs

4.6.4 PaclumpeHHble HaCTPOMKHN

Bbibpae BecnpoBogHOW pexum - PaclwupeHHble HACTPOWMKMU, Bbl MOXETe HacTpoUTb

pacLUMpeEHHbIE HACTPOKKkM BecnpoBOOHON CETW.
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Pexum paboThl: Bricokan hd
WHTepean manka: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor dpparMeHTaLmmn: (256-2346)
Wurepean DTIN: 1 (1-255)

AKTHEMPOEATE WM
AKTMBMpOBaTE Short Gl (KopoTKWIA 33WKUTHBIR MHTEpEAN)

[[] Aktuenpoeate AP Isolation (W3onALMA ToukK gocTyna)

CoXpaHuTb

Puc. 4-25 PaclumpeHHble HacTpOomKu

Pexum paboTbl — 34ecb Bbl MOXeTe YCTaHOBUTb MOLLHOCTb Mepegaroliero curHana
mMapwpytmnsatopa. Mcxogs m3 Bawmx notpebHocTen Bbl MoxeTe BblOpaTb Bbicokui,
CpegHui n Hwuskun ypoBeHb MOLLHOCTM nepefayn. PekomeHOyeTcs MCNonb3oBaThb

BbICOKMIA ypOBEHb; OH YCTAHOBMEH MO YMOMYaHUIo.

MHTepBan wmaska - CwurHanbHbiMM MNakeTaMy Has3blBalOTCA MNaKeTbl, KOTOpble
MapLpyTu3aTtop HanpaenseT pAgns CUHXpPoHu3auummn 6GecnpoBogHon ceTu. WHTepsan
CUrHanbHOro naketa onpegenseT BpeMEeHHOW WHTepBasi OTNPaBKU CUrHaNbHbIX MakeToB.
Bbl MOXeTe BbiCTaBUTb 3Ha4YeHus B nHTepsane 40-1000 munucekyHa. o ymonyaHmio ctouT
100.

Mopor RTS - 3gecb Bbl MOXeTe ycTaHoBUTL nopor RTS (3anpoc rotoBHoCTK). Ecnun naket
fonblle pa3mepa, yctaHoBneHHoro noporom RTS , To mapwpyTtmsatop 6yaeTt HanpaBnsaTb
6nokn RTS Ha onpegenéHHyo NpMHUMaloOLLY0 CTaHLMIO U COrnacoBbiBaTh OTNpaBKy 6510K0B

AaHHbIX. [10 ymMonyaHuio yCTaHOBNEHO 3HayYeHue 2346.

Mopor dparmeHTauunm - [laHHas BENUYMHa NpeacTaBnsieT cobon MakcMMmanbHbIA pasvep,
nocrne KOTOporo naketbl OyayT noaBepratbCsl oparMeHTauun. YCTaHOBMEHWE CIIULLIKOM
HW3KOro nopora dparmeHTauun MOXET MPUBECTU K CHUXEHUIO MPOU3BOOUTENBHOCTM CETU
n3-3a M30bLITOYHOrO KonmMyectTBa MakeToB. B kauecTBe pekOMEHAOBaHHOW BENUYUHDI

npegnaraetcs 2346; AaHHas BeNMYMHA YCTAHOBSIEHA NO YMOMYaHuo.

MutepBan DTIM - [aHHas BenuduHa onpegensieT uHtepsan oTnpasku CooblieHus o
Hoctaske Tpadmka (DTIM). Tllone DTIM saBnsetca nonem obpaTtHOro otcyeTa,
WUHOPMUPYIOLLIUM KNMeHToB cnegywoLlero OKHa ans npocnyLwmnBaHns
LUMPOKOBeLaTernbHbIX NN MHOroaapecHbIx coobLueHnin. Korga maplipyTusaTtop coxpaHseT
B 6ydep wmpokoBeLaTenbHble NN MHOroaapecHsle coobLeHns Ans acCcouUMpoBaHHbIX

KNUeHToB, OH oTnpasnseT criegyowee DTIM co 3HavyeHnem nHTepsana DTIM. Bel moxeTe
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BbICTaBUTb 3HayeHMe B guanasoHe mexay 1-255 uHTepBanamu curHanbHoro naketa. 1o
YMOSYaHMIO YCTaHOBMEHO 3HadeHune 1, 4YTo o03Ha4vaeT, 4to uWHTepsan DTIM paseH

VIHTepBany OoTnpaBKK CUrHaNbHOro nakeTa.

» AktuBupoBatb WMM - OyHkuma WMM obecneunBaeT nepBooyepeHyld OTNpaBKy
COO0BOLWEHNIN C BLICOKMM NpuoputeToM. HacTtoAaTenbHO pekoMeHAYeTCs BKMYUTL AaHHYI0

P YHKUMIO.

» AkTuBupoBaTtb Short Gl — [JaHHas pyHKUMA Takke pekoMeHA0BaHa, MOCKOMNbKY No3songdeT
YBENUUUTb MPOMYCKHYK CMOCOBHOCTb 3a CYET CHWKEHUS AONUTENbHOCTM  MOMOChI

pacunbTPOBKM.

> AxktuBumpoBatb AP Isolation — [laHHasa dyHKumna nossongeT nsonuposatb 6ecnpoBoaHbie
CTaHuum cetun apyr oT gpyra. B atom cnyvae 6GecnpoBogHble ycTpowcTBa OyayT
B3aMMOOENCTBOBATbL C MapLLPYTM3aTOPOM M HE CMOTYT B3aMMOAENCTBOBATb APYr C OPYrOM.
YToObl akTMBMpOBaTb (PYHKLMIO M3OMSLMM TOYKM AOCTYNa, OTMETbTE COOTBETCTBYHOLLYHO

AYeliky. 1o ymonyaHuio gaHHas yHKUUSA OTKOYeHa.

& lMpumeuaHue:

Ecnn napameTpbl HacTpoek Ha [AaHHOW CTpaHuWUe BaM HE 3HAKOMbl, HACTOATENbHO
PEKOMEHOYETCS OCTaBUTb 3HAYEHUS, YCTAaHOBIEHHbBIE MO YMOMYaHMIO, MOCKOSbKY HEBEPHAs
yCTaHOBKa NapamMeTpOB MOXET NMPUBECTM K CHUXKEHWNIO MPOM3BOANTENBHOCTU 6eCcnpoBOAHON

ceTn.

4.6.5 Crtatnctuka 6ecnpoBOAHOro pexuma

Buiobpae BecnpoBogHo pexum - CTtatuctuka 6ecnpoBOOHOrO pexuma, Bbl MOXETe
npocMoTpeTs uHgopMaumio no MAC-agpecy, TeKyllemMy COCTOSHWIO, TOMyYeHHbIM U

oTnpasfieHHbIM NakeTamMm ansa KaXxgon Nogkto4eHHom 6eCI'IpOBO£I,HOIZ CTaHuunn.

Yncno NogknYeHHEIX B HACTOAWEe:e BPeMA DECNPOBOOHEIX CTAHLMA: 1 | ObHosate |
D MAC-agpec Tekywee coctoAHMe  [lakeToe npunATo  [laketoe oTnpaeneHo  HacTpoute
1 90-FG6-52-E5-90-69 STA-ASSOC 7149 5924 | 3anpetnTs
Mpeabaywas CneayoLlas

Puc. 4-26 Cratnctnka 6ecnpoBogHOro pexxuma

> MAC-agpec — MAC-agpec noakntoveHHon 6ecnpoBogHOM CTaHLMK
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> Tekyuwee coctosiHne — Pabodee cocTosiHme NoakmntoveHHon 6ecnpoBogHOM CTaHUMKU, OAWH
n3 eapmnaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKno4YeHo

> [aketoB npuHATO — KONMMYecTBO MAKETOB, MOMYyYeHHbIX MOAKMOYEHHON GecnpoBoAHON

cTaHuuen

» [aketoB oTnpaBneHo - KonnyectBo nakeTos, OoTnpaBlieHHbIX NOAKNKYEHHO N

©ecnpoBogHOM CTaHUMEN

Bbl He MOXeTe BHOCUTbL M3MEHEHWSI B OaHHbIE, npencrtaBneHHble B JaHHOM OKHe. YTo6bI

0BHOBUTb MHPOPMALMIO B OKHE, HaXXMUTE KHONKY OBHOBUTD.

Ecnn konuyecTBO NOAKMOYEHHbIX 6ECnpPOBOAHbIX CTaHUMIA B CNUCKE BbIXOAMT 3a Npeaensl
OLHOWN CTpaHuLbl, HAXXMUTE KHOMKY Cregyrowas, 4tobbl NepenTn Ha cneayroLlyo cTtpaHuly, 1

HaxxmuTe kHonky Mpeablaywas, 4Tobbl NepenT Ha NpeabIAYLL Y0 CTPaHuLy.

& lMpumeuaHue:
OTa cTpaHuLa OGHOBMAETCA aBTOMATUYECKUN KaxKable 5 CeKyHa,.

4.7 DHCP

- HacTpo#kn DHCP

- Cnucok knuedtoe DHCP

- Pe3epEHpOBaHHE a0pECOB
Puc. 4-27 Menio DHCP
B meHiwo DHCP copepxatcs Tpu noameHwo (cm. Puc. 4-27) — Hactpouku DHCP, Cnucok
knueHtoB DHCP un PesepBupoBaHue agpecoB. BbibepuTe 0OQHO M3 HUX ANA HaAcCTPOWMKM

COOTBETCTBYHOLLEN (PYHKLUNN.

4.7.1 Hacrtpowku DHCP

Bbibpae DHCP - Hactponku DHCP, Bbl MoxeTe HacTponTb napameTpbl pabotbl DHCP-cepeepa
(cm. Puc. 4-28). Mo ymonyaHuio maplipytusatop gewncteyetr kak DHCP-cepsep (DHCP - ato
NPOTOKON AUHaMMUYecKon KOHurypaumnm ceTeBoro yana) u obecnevmsaeTt koHdurypauyuo TCP/IP

OnA BCeX NOAKITKOYEHHbIX K HEMY KOMMbOTEPOB nokKanbHoW CeTu.
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DHCP-cepeep: ) OTEMiounTE (%) BKMIOUMTE
HavansHeii IP-anpec: 192 168.0.100
KoHeyHbi IP-agpec: 192 168.0.199
Cpok OeAcCTEMA anpeca: 120 MUHYTEI (1~2880 MUHYT, 3HaYeHWE N0 yMonyaHuo 120)

OCHOBHOM WNH3: 192 168.0.1 (Heo@AaaTensHaA HacTpolKa)
OOMEH NO YMOMHaAHKMHD: (HeoGA3aTeNLHAR HACTPOAKA)
Mepeu4HbIA DNS: 0000 (HeoGA3aTeNLHAR HACTPOAKA)
BropiyHbii DNS: 0.000 (HeofA3aTensHaA HacTpoRKa)

Puc. 4-28 Hactponkun DHCP

DHCP-cepBep — Bkntountb unm OTknountb cepBep. Ecnn Bbl XOTUTE OTKITIOYUTL €ro, B
Ballen cetn aomkeH 6bitb apyron DHCP-cepBep, B NpOTUBHOM Cny4vae Bbl AOMKHbI byaeTe

ykasaTtb |IP-agpec koMnbloTepa BPYYHYHO.

HavanbHbin IP-appec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepsep 6yaet npucsameatb

IP-agpeca. Mo ymonyaHuio ato 192.168.0.100

KoHeuHbin IP-apgpec — VYkaxuTe KoHeuHbl |P-agpec pguanasoHa, WCNonb3yeMoro
DHCP-cepsepom npu npuceoeHumn IP-agpecos. Mo ymonyaHuio uCnonb3yeTcs 3HadeHue
192.168.0.199

Cpok penctBusa agpeca — OTO MPOMEXYTOK BPEMEHM, B TEYEHWEe KOTOpPOro CeTeBOWn
nonb3oBareflb  MOXET MOAKMYaTbCA K MaplpyTtu3aTopy, MWCMomnb3ys  TeKywun
AnHamudeckun IP-agpec. Cpok oencTeust agpeca ykasbiBaeTcs B MUHyTax. 1o mcteveHun
AaHHOro nepuoga nonb3oBaTento aBToMaTnveckn byneT NPUCBOEH HOBbIN ANHAMUYECKUIA
IP-agpec. 3HayeHne nexuT B npegenax ot 1~2880 muHyT. 3HayeHne no ymonyaxuio 120

MUHYT.

OcHoBHoM wnto3 - (HeobasatensHoe none) MNMpeanaraetca ykasatb IP-agpec LAN-nopta

MapLpyTtnsatopa. 3HadyeHue no ymonyaxumio 192.168.0.1.

OomeH no ymonyaHuio - (HeobasatenbHoe none) 34ecb MOXHO ykasaTb AOMEHHOE UMS

[Ons Ballen ceTu.

MepBuyHbin DNS - (HeobssatenoHoe none) 3gecb MOXHO Yykasatb |P-agpec
DNS-cepBepa, nonyyeHHbIn OT noctaslmka NHTepHeT-ycnyr. Minn obpatutecb K CBOEMY

NOCTaBLLUUKY l/IHTepHeT-ycnyr N YTOYHUTE 3TN OaHHbIE.

BropuyHbin DNS - (HeobssatenbHoe none) 3gecb MOXHO ykasaTb |IP-agpec gpyroro

DNS-cepBepa, ecnu Bbl NONy4nnun oT noctasLumka IHTepHeT-ycnyr agpeca ABYX CepBEPOB.
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& MpumeyaHue:

Ansa ncnonb3oBaHua gyHkumm DHCP-cepepa HeobxoomMMo And BCeX KOMMbIOTEPOB NOKarnbHOM
cetu BbIbpaTtb pexum "MonyyunTb IP-agpec aBTomatmnyecku”.

4.7.2 Cnucok knuentoB DHCP
Bbibpae DHCP - Cnucok knueHtoB DHCP, Bbl MoXxeTe npocmartpuBaTtb MHGOpMauumio Mo

BCEM KINMeHTam mapupyTtusartopa (Puc. 4-29).

I WmA knwenTa MAC-agpec HasnaveHHsbIn IP-agpec CpoK OencTenn agpeca

1 tplink16461 50-E5-49-C8-E2-7A 192.168.0.100 01:01:12

OOHOBWTBL

Pwuc. 4-29 Cnuncok knneHtos DHCP

> Wma knueHTta — uma DHCP-knueHTa
> MAC-appec — MAC-agpec DHCP-knneHTa
»> HasHauyeHHbIN IP-agpec - [IpucBOeHHbI MapLipyTusaTopom IP-agpec DHCP-knueHTa

> Cpok penctBuAa agpeca - Cpok gewncteus agpeca DHCP-knueHTa. lNMocne ucteyeHns
Cpoka AeWCTBUsI MOMb30BaTeEN0 aBTOMATMYECKN MPUCBaAMBAETCS HOBLIM AWMHAMUYECKUN

IP-agpec.

YKasaHHble Bbllle 3Ha4YeHUs He Moryt ObITb N3MEHEHbI B 9TOM OKHE. YTOObl OOHOBUTL CTpaHuuy
n nonyvynTb I/IHC*)OpMaLJ,I/IPO Nno MOAKMNKYEHHbIM Ha [aHHbIA MOMEHT yCTpOIZCTBaM KIMUKHUTE No

kHonke OOHOBUTD.

4.7.3 PesepBupoBaHue agpecoB

Boibpas DHCP - PesepBupoBaHMe agpecoB, Bbl MOXETe npocMarpuBatb W [06aBnaTb
3ape3epBUpPOBaHHbLIE agpeca KIMEHTOB uYepes3 criegylowee okHo (cMm. Puc. 4-30). Korga Bbl
yKasblBaeTe 3apesepBupoBaHHbIN IP-aapec Ansg KomnbloTepa foKanbHOW CeTU, 3TOT KOMMbIOTEp
Oynet Bcerga nonyyatb oavH U ToT Xe IP-agpec kaxabin pas npu obpaweHun kK DHCP-cepsepy.
3apesepBupoBaHHbIi IP-agpec HYKHO HasHayaTb cepBepaM, TPeOYOLWMM NOCTOSAHHBIX HACTPOEK

IP-napameTpoB.
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PesepBMpoBaHWe agpecoB

ID MAC-agpec 3apezepeupoBanHbii IP-agpec CoctosHue Pepaktupoeath

[ nobasutb Hoeyw |

Puc. 4-30 Address Reservation

> MAC-agpec — MAC-agpec komnbikoTepa, Onsi KOTOPOro Bbl XOTUTE 3ape3epBuMpoBaTbhb

IP-agpec.
> 3apesepBupoBaHHbIN IP-agpec — IP-agpec, 3ape3epBnpoBaHHbIA MapLLPYTU3aTOPOM.

> CocTosiHue - CocTosiHMe 3anucu - BknrovyeHo nnu OTKNoYeHo.
Y1o0bI 3ape3epBupoBaTth |IP-agpeca HeoGxoauMmMo caenartb cregytollee:

1. Haxmute kHonky [lo6aBUTb HOBYH... . [JOIMKHO MOSIBUTBCHA OKHO, Kak nokasaHo Ha Puc.
4-31.

2. Beegute MAC-agpec (B dopmare XX-XX-XX-XX-XX-XX) un |IP-agpec (B OeCATUYHOM
dopmate C pasgenuTenbHbIMW - TOYKaMW) KOMMblOTEpPA, AN KOTOPOro Bbl  XOTUTE

3apesepsuposatb IP-agpec.

3. Haxmwute kHonky CoxpaHuUTb.

AobaBuTE MNH U3MEHNTD 3aNUCh pe3epBEUPOBAHNA agpeca

MAC-agpec: ‘ |

3apesepBUpoBaHHLI IP-anpec: ‘ |

CocrosHme: | Brnounts b |

| Coxpanwts | | Hazaa |

Puc. 4-31 [do6aBuTb UM MU3MEHUTL 3aNUCb Pe3epBUPOBaHMS agpeca

Y1006bI UI3MEHUTb UNKN yAannuTb UMerLWyrCcs 3anuchb:

1. Bbibepute 3anucb n HaxmuTe kHoMKy PepakTtupoBatb. Ecnv Bbl x0TUTE yaanuTb 3anuchb,
BOCMOMb3yNTECH KHOMKOW YaanuTb.

2. BHecute HeoOXxoOMMble UBMEHEHMS.

3. Haxmwute kHonky CoxpaHuUTb.

YT00BI aKTUBUPOBATb/AeaKTMBMPOBATb BCe 3anucu, BOCMONb3yNTECH KHOMKOM
BknounTtb/OTKNIOYUTL BCe.

YTtobbl yaanuTb BCe 3anucu, BOCMOSb3yWTECh KHOMKOM YaanuTb Bce.

-54 -



BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

Haxas kHonky Cnepylowasi, Bbl nepeiiieTe B creaylollee OKHO, a BbIOpaB KHOMKY
Mpepbiaywasn, BepHeTeCh B NpeapblayLiee OKHO.

4.8 lepeagpecauus

lNepeanpecaumnn

- BUpTyankHLIe Cepeepkl

- Port Triggering

-DMZ
-UPnP

Puc. 4-32 MeHto lNepeagpecauns

B meHio [Nepeagpecauusa cogepxarcsa yetblpe nogMeHwo (cMm. Puc. 4-32) — BupTtyanbHblie
cepBepbl, Port Triggering, DNZ n UPnP. [1ns HacTponKku HyXHOW (pyHKLMK BbIGepuTe 04HO 13
HUX.

4.8.1 BupTtyanbHble cepBepbl

Boibpas lMepeagpecauusa - BupTyanbHble cepBepbl, Bbl MOXeTe npocmatpmBaTb W
[ob6aBnAaTb BMpTYyarnbHble CepBepbl, Kak nokasaHo Ha Puc. 4-33. BupTyanbHble cepBepbl MOTyT
ObITb MCNONB30BaHbI 41151 HACTPOMKN OBLLMX CEPBUCOB Ballel NoKanbHON ceTu, Takmx kak DNS,
Email n FTP. BupTyanbHblll cepBep onpenensieTcsl Kak CepBUCHBIN MOPT, U BCE 3anpocbl U3
NHTepHeT Kk aToMy cepBucy 6yayT nepeHanpasneHbl Ha kKoMnbioTep, 06o3HayYeHHbIn IP-agpecom
cepBepa. KomnbloTep, wuCNonb3yloWniA BUPTyanbHbIA  cepBep, [OOMMKEH pacnonaratb
cTaTtMyecknm unu pukcnposaHHbiM IP-agpecom, Tak kak. IP-agpec MoxeT MeHATLCA B npouecce
paboTbl pyHKumn DHCP.

BupTyanbHble cepBepbl

ID  MopT cepBuca BHYTPEHHWIA NOpT IP-Anpec Mpotokon CoctoaHne H3mMeHuTb
1 11130 11120 192.168.0.198 Bce BrnwoveHo PepakTnpoearts ¥O0anuts
[ DodasutbHoeyio.. | [ BrmwowToeece | [ Otkmowwtoeece | [ Ypanutb ce |

Puc. 4-33 BwupTyanbHble cepBepbl

> [MopT cepBuca - KonnyectBo BHELIHMX NOPTOB. Bbl MOXeTe BBeCTM MOPT cepBuca Unu
AvanasoH noptoB cepsuca (B popmare XXX - YYY, rge XXX HavanbHbin nopt, a YYY

KOHEYHbIN NopT).

> BHYTpeHHUMN nopT - Homep BHYTPEHHEro CepBMCHOrO NopTa KOMMbOTEPA, UCMOMb3YIOLLErO
CepBUCHOE NpunoxeHue. Bl MoXXeTe ocTaBUTL 3TO More NycTbiM, ecn BHYTpeHHUM nopTt

coBnagaet ¢ MopToM cepBuca, Ui ykasaTb HoMep nopTa, ecnv MopT ceperca OauH.

> IP-agpec - IP-agpec komnboTepa, Ha KOTOPOM 3anyLLeHo NPUNoXeHne cepemca.
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> [Tpotokon - lNpoTokon, ucnonb3yembln Ang AaHHoro npunoxenus; nnéo TCP, UDP unu
Bce (BCce npoTokonbl, nogaepxvBaemble MapLupyTtusaTtopom).
> CocTosiHue - CoctosiHMe gaHHon 3anvcu, BknroyeHo vnu OTKNo4YeHo.

>  W3MeHnTb - [IN9 nsmeHeHusa unu yaaneHuns Tekywen sanmcu.

[ns HacTponku 3anucu BUPTyanbHOro cepBepa:

1. Haxmute kHonky [lo6aBuUTb HOBYH... . [JOMKHO OTKPbITBCA OKHO, Kak npegcTaBneHo Ha
Puc. 4-34.

2. B cnucke CtaHpapTHbIW NOpT cepBuca Buibepute cepBUCHBIA NOPT, KOTOPLIA Bbl XOTUTE

ucnonb3oBaTb. Ecnin B aToM cnmcke OTCYTCTBYET Heobxoanmoe HaMMeHOBaHME, YKaxute

HOMep CepBUCHOro nopTa unu auanasoH noptos B none MopT cepBuca.

3. B none IP-agpec ykaxute IP-agpec komnbioTepa.
4. YxaxuTe NnpoTOKOM, ncnonb3yembli npunoxeHnem. Bapnanteli: TCP, UDP nnu Bee.
5. Bbibepute onumto BknroyeHo B Bbinagatowem cnmncke CoctosiHue.
6. Haxmute kHonky CoxpaHuUTb.
MopT cepBrca: (00 mnm XX)
BHYTpeHHWIH NopT: (3C(, OeRCTEMTENBHO TONEKD ONA 0OHOMO CEepBMCHOTD NOPTaE WNK OCTABLTE NONE NYCTEIM)
IP-agpec:
MpoTokon: Bce i
CocToAHWe: BrntoueHo »
CTaHnapTHLIA MOpPT Cepanca: --Bribepure- v
[ CoXpaHuTb ] [Haaa,u]

Puc. 4-34 [o6aBuTb UM M3MEHUTb 3anNnCb BUPTYyanbHOro cepeepa

& MpumeyaHune:

Bo3moxHa cuTyaums, korga Ha BalleM KOMMNbITEpe UinM cepeepe npeanaraetcd Gonee ogHoOro

cepsuca. B Takom crnyyae BbiGepuTe gpyron cepBuc 1 BBeaguTe TOT xe IP-agpec ons gaHHoro

KOMMbOTEPA UMK cepsepa.

Onsa uameHeHus UNW yaaneHus CyllecTBYHOLWEN 3anucu cnegyer:

1. B ctonbue W3meHutb HaxmuTe PepakTupoBaTb AN W3MEHEHUs unv Yaanutb Ansd
yoaneHus.

2. Otpepaktupynte MHopmMaLmio.

3. Haxmwute kHonky CoxpaHuUTb.

YToObl BKMHOYNTL/OTKNIOYNTL BCE 3amnucu, BOCI'IOJ'Ib3yl7ITer KHornkon Bknrwountb Bce/OTKNIOYUTL

BCe.
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Haxmute KHOMKY YpanuTtb Bce Ans yoaneHunda Bcex 3anucen.

Haxmute kHonKy Criepylowias, ans Nepexofa Ha CrefyloLlylo CTPaHuLy; HaXMUTe KHOMKY

Mpeabiaywas 4ns Bo3BpalleHWs Ha NpeablayLLyio CTpaHULY.

& MpumeyaHue:

Ecnn B kayecTBe CeEpBMCHOrO MopTa BUPTyanbHOrO cepBepa Yyka3aHo 3HadeHue 80, B OkHe
Be3onacHocTb - YoaneHHoe ynpaBneHune JOSMKHO ObiTb ykasaHo ntoboe 3HayeHne kpome 80,
Hanpuvep 8080. B npoTMBHOM cry4ae Mpu OTKIYEHUN BUPTYaNbHOIMO cepBepa MOXeT
BO3HUKHYTb KOH(PIINKT.

4.8.2 Port Triggering

Bei6pas MNepeaapecauus - Port Triggering, Bol MOXeTe NpocMaTpMBaTh M BHOCUTb M3MEHEHNS
B okHe Port Triggering (Puc. 4-35). Hekotopble NPUMNOXEHUs, Kak Hanpumep OHJ1avH-Urpbl,
BuaeokoHdepeHunn, WHTepHeT-TenedoHmna u  T.4., TpebyT Hanuuua napannenbHbiX
NnoaKkntoyeHun. Takne NnpunoxkeHns He MoryT paboTaTb TONbKO ¢ ogHUM Maplupytudatopom NAT.
DyHKLMA 3anycKa NOPTOB MCMOMb3YeTCH, YTOObl HEKOTOPbIE U3 ATUX NPUNOXEHWUA MOrK paboTaTb

¢ mapuwpytumsatopom NAT.

ID  3anyckaeMsli mopT 3anyckaeMsii NPoTOKON BxogAwme noptsl BroaAwmMia npoTokon CocToRHHe HameHnTs

[ NofaBuTb HOBYHD... ]

Pwuc. 4-35 Port Triggering
Mocne HacTponkM BCe NPOMCXOAUT CreayloLmM obpasom:

1. ¥Y3en nokanbHOW CeTU co3aaeT UCXOAsLLee MOAKMIOYEeHMEe K BHELLUHEMY Y3ry, UCMONb3ys B

KayecTBe nopTa HasHa4yeHWsl NopT, HOMEpP KOTOPOro ykasaH B norne 3anyckaeMmblii NMoprT.

2. MapuwpyTunsatop genaet 3anucb 06 3TOM MOAKMOYEHUN, OTKPbIBAET BXOAALLMIA MOPT WK
NopTbl, NPUKPENSeHHbIE K 3TOW 3anncu B Tabnuue 3anyck NOpToB, 1 CBA3bIBAET UX C Y3110M
noKarnbHOWN CeTW.

3. B cny4yae HeobXoaMMOCTN BHELUHUI y3en MOXET NoAKmnw4YaTtbCA K y3ny nokKanbHOM ceTu
4yepes OQuH 13 NopToB, YKa3aHHbIX B Norne Bxopsiwme NOPTbI.

> 3anycxaeMb||71 nopT - 3TO NOPT AONA ncxoasdilero TpachKa. Ncxogsuwee nogknwoyeHme
yepes 3TOT NOpPT akKTUBMpyeT AaHHOE nNpaBuIio.

> 3anycxaeMb||71 MPOTOKOJN - 3TO MPOTOKOI, MCI'IOJ'Ib3yeMbIIZ noptamMmun 3anycka. 3HaveHus:

TCP, UDP unu Bce (Bce npoToKOnbl, NoaaepXuBaemble MapLUpyTU3aTOpPOM).

> Bxopgswue NopTbl - 3TO MNOPT UMK AManNasoH NOPTOB, UCMONb3YEMbIX YAaNEHHOW CUCTEMOW

npu OTBETE Ha UCXOQALWMA 3anpoc. 3anpoc Yepe3 OAMH U3 AaHHbIX nopTtoB Oyaer
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nepeHanpagsrneH Ha KOMMbIOTEP, akTVBMPOBAaBLUNIA flaHHOE NpaBuio. Bbl MoxeTe ykasaTb He

bornee 5 rpyn noprtoB (MnM cekumi noptoB). pynnbl NOPTOB pasgenstTcd 3Hakom "
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

Bxopsiwmin npotokon - [1poTokon, ncnonb3yemblin Ans Bxoaswero nopta. BapuanTte: TCP,

UDP vnnu BCE (Bce npoTokonbl, NnogaepXnsaemble MapLUpyTU3aToOpoM).
CocTosiHue - COCTOsIHME 3anuncu. "BknodeHo" 03HayvaeT, 4YTo 3anuchb akTUBHA.
N3MeHUTDb - N3MEHUTb UNK yaanuTb CYLLECTBYIOLLYIO 3arnncb.

O6bwue npunoXxeHnda - 4YacTto WCNoNb3yeMble TMNPUNoXeHnd, coaepXkawmecda B

BbiMagaroLwem crnvcke B pasgene "Bxogswmn npotokon".

Y1061 CO3AaTb HOBOE NpaBuIo, Heo6xoanmo.

1.

HaxmuTe kHonky [lo6baBuTb HOBYH... . [JOMMKHO OTKPbITBCA OKHO, Kak MpegcTaBneHo Ha
Puc. 4-36.

M3 Bbinagatowero crnvcka OOwme npunoxeHus Bblbepute obuiee npunoxeHue, nocne
yero nonsi 3anyckaembi nopt 1 Bxopgsawmn nopt OyayT 3anonHeHbl aBTOMAaTUYECKM.
Ecnu B none O6Lme NpUNoXeHUst OTCYTCTBYET HY>KHOE HauMeHOBaHWe, crieqyeT BPYYHYIO
3anonHUTb Nons 3anyckaemMbin NopT U Bxopswme nopThbl.

M3 Bbinapatollero cnucka 3anyckaeMbli MPOTOKON BbiGepuTe NPOTOKOM, UCNOMNb3yeMbli

ans 3anyckaembin nopt: TCP, UDP, nnn Bee.

M3 Bbinagatowlero cnucka Bxoasawmm npotokon BeiGepuTe NPOTOKOS, UCNOMNb3yeMbl Asi
AnanasoHa Bxogswmnx noptos: TCP, UDP, vunn Bcee.

B none CocTtosiHue B BbiNagawLweM crnmcke Bblibepute 3HavyeHne Bkrnro4veHo.

YTtob6bl COXpaHWTb HOBOE MPaBWIo, HaXXMUTE KHOMKY CoxXpaHUTb.

3anyckaembli NopT:
3anyckaembIi NPOTOKOI: Boe w

BxogAume noprs:

Bxoosuwui npoTokon: Bee
CoCToRHKME: BrntoueHo v
Ofuwme NPUNoKeHUA: -Bribepute-—- v
| Coxpannte | [ Hasag |

Puc. 4-36 [o6aBnTb MM n3MeHUTb 3anucb NpoLenypbl 3anycka nopToB

YTO6bl MU3MEHUTb UMW YAANUTb CYLLECTBYHOLLYIO 3aMUCh:
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1. B ctonbue WMamenuTb Bbibepute 3anncb U KIMKHWTE MO KHomnke PepakTtupoBartb Ans
n3mMeHeHusa 3anucu. Ecnn Bbl XOTUTe yganutb 3anucb 3anmncb, BOCMOMb3YNTEChb KHOMKOMN
Yoanuth.

2. OTtpepakTupynTe 3anuceo.

3. Haxmute CoxpaHuTb.

Haxas KHOMKY Bknro4uuTtb Bce, Bbl aKTmBupyeTe Bce 3anncu
Haxas KHOMKY OTKNIO4YNTb BCe, Bbl caenaeTe BCe 3anMcu HEaKTUBHBIMM.

Haxas KHOMKY YpanuTtb Bce, Bbl yoanute Bce 3anucu.

& MMpumeyaHue:

I'IpM NoAKNKYEeHNUN 3anycKka COOTBETCTBYOLME OTKPbITbIE NOPThI 6y,D,yT 3aKpbIThbl.

2. Kaxpgoe npaBuio MOXET UCMONb30BaTbCHA TOMbKO OAHMM Y3MOM FOKarbHOW CETU 3a pas.
MoaknioyeHme 3anycka Apyrux y3nos foKanbHOW ceTn byaeT 3anpeLyeHo.

3. 3HaueHus, YKa3aHHbI€ B Mnole Bxopasuwue NOPThbI, HE AOJIXHbI HaKnaablBaTbCA.

4.8.3 DMZ

Bbibpas MNMepeagpecauunsa - DMZ, Bbl MOXeTe npocMaTpmeaTth M HacTpanBaTb napameTpbl y3na
DMZ (cm. Puc. 4-37). dyHkuma DMZ nossonsieT co3gaBaTtb 0CObbIi CETEBOW CErMeHT AN y3na
nokanbHoM ceTn, obpawatweroca K TakuMm WHTepHeT-pecypcaM KakK OHMNamH-urpbl wnn
BMAEOKOHGEepeHU M. MNpun 3TOM MapLlpyTM3aTop nepeagpecyeTt nakeTbl BCEX CEPBUCOB Ha Y3ern
DMZ. Y komnbloTepa, HasHadeHHOro B kadecTtBe y3na DMZ, dyHkuma knmeHt DHCP pormkHa
ObITb OTKIOYEHA, @ Takke emMy AormkeH ObITb NPUCBOEH HOBbIM cTatuyeckun |IP-agpec, Tak Kak

ero IP-agpec MoXeT MeHATbCA Npu ncnonb3osaHnun yHkumm DHCP.

Tekywes COCTORHME; () BeniownTte (&) OTENIOYMTE.
IP-agpec yzna DMZ: 0.0.0.0
| Coxpanuts |

Puc. 4-37 DMZ

Y106bI Ha3Ha4YUTbL KOMNBLIOTEP NN cepBep B KayecTBe cepBepa DMZ:

1.  Haxmute kHONKy BKknounTb.
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2. Beegute IP-agpec komnbloTepa SIOKaNbHOW CETK, KOTOPLIN OyoeT AelCcTBOBaATbL B KadecTBe

y3na DMZ, B none IP-agpec yana DMZ.

3. HaxmuTte kHonKy CoXpaHuTb.

& MpumeyaHne:

lMocne ycTtaHoBKM NapameTpoB y3na DMZ, cooTBETCTBYHOLWNA MEXCETEBOW 3KpaH paboTaTtb He
Oyner.

4.8.4 UPnP

BbibpaB Mepeappecauma — UPNP Bbl cMOXeTe npocMmartpuBaTb MHGOPMALMIO NO NPOTOKONY
UPnP (Universal Plug and Play), kak nokasaHo Ha Puc. 4-38. ®yHKUMS MNO3BOMSET TaKUM
YCTPOMCTBaM KaK KOMMbOTEPbI C NogkntoveHnemM K VIHTepHeT npu HeobxoamMMmocTn obpallarbes K
pecypcaMm noKanbHblIX Y3f0B. YCTponcTBa C nogaepxkon npotokona UPNP moryt OGbiTb

aBTOMaTmyeckn obHapyxeHbl npunoxeHnem UPnP-cepBuca nokanbHom cetu.

Tekywee coctoAHre UPNP: BknyeHo OTENHYNTE

Tekywmnin cnucok Hactpoek UPnP

1D OnucaHne NpUno¥eHA BHEWHWA NopT MpoTokon  BHYTPeHHWA NopT IP-agpec  COCTORHME

OGHOBUTE

Puc. 4-38 UPnP

> Tekywee coctosiHne UPnP — BknioueHune/BbiknodeHne yHKUMMA MpU MOMOLLM KHOMOK

Bknountb 1 OTKNIOYUTD.
> Tekywunmn cnucok HacTpoek UPnP — OTa tabnuua cogepXxnTt crnegytoLLyto MHopmaumio:

o« Onucanue npunoxeHna — OnucaHue, MNOMYYEHHOE OT MNPUNIOXEHUS, NpU
UPnP-3anpoce.

o BHewHnn nopt — BHeLWHWU NOPT, OTKPbIBAEMbIN MapLLPYTU3aTOPOM A5 NPUSTOXKEHNS.

o MpoTokon — Tun NnpoTokona, KOTOPbIN MapLIPYTU3aTOP OTKPLIBAET AN NPUITOXKEHUS.

o  BHyTpeHHuN nopT — BHYTPEHHMI MNOPT, KOTOPbIA MapLIpyTM3aTop OTKPbIBaeT Ans
NoKanbHOro yana

« IP-agpec — IP-agpec ycTpoicTBa ¢ nogaepxkon npotokonia UPnP, koTopoe B JaHHbIN

MOMEHT 0BpalllaeTcs K MapLupyTU3aTopy.
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« CocTtosiHne — B asTtom none otobpaxaeTca uHGOpMauuMs MO COCTOSIHMIO MopTa.
3HauyeHne “Bkn.” o3Ha4vaeT, 4TO NMOPT BCE elle akTUBeH. B npoTtmBHOM cnydae nopt

HEeaKTUBEH.

KnukHute no kHornke OBHOBUTL, YTOOLI 0GHOBUTL Tekylwnn cnucok HacTpoek UPNP.

4.9 Be3onacHoCTb

besonacHoCTL

- HacTpoikn Gas30B0N 3alHThI

- PAcMpeHHble HACTPOMKK 33T

- NoKanbHoe ynpaenedne

- YOanexHoe ynpaeneHmne

Pwuc. 4-39 MeHto BesonacHocTb

MeHio BesonacHocTb cogepxuT 4YeTbipe nogmeHto (cm. Puc. 4-39) — Hactpounku GasoBou
3awmThbl, PaclumpeHHble HacTpouMku 3awuTbl, JlokanbHoe ynpaBrneHwe u YaaneHHoe

ynpasneHue. [1ns HACTPOMKN HYKHOM PyHKL KN BbIGEpUTE COOTBETCTBYIOLLUIA pasaen.

4.9.1 HacTtpowuku 6a3oBow 3awWmnThbl

Bbibpae BesonacHocTb — HacTpownkm 6a3oBOM 3awuTbl, Bbl MOXETE BbINOMHUTL 0a3oBble

HacTpowkn 6esonacHocTu (Puc. 4-40).
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MexceTeBOW 3KpaH

MexceTeBoil 3kpaH SPL (%) BemiounTe ) BRIKMIOUNTE
VPN

Mponyck tpadpuka PPTP; (%) Bemwounte ) BRIKMIOUMTE

Mponyck Tpaduka L2TP: {(*) BemiunTe ) BRIKMIOUMTE

Mponyck Tpadpuka IPSec: (=) Bemwounte ) BRIKMOUMTE
ALG

FTP ALG: (%) Bemiounte ¢ BeiKMouMTE

TFTP ALG: (%) BemiounTe ) BRIKMIOUNTE

H323 ALG: (%) Benwounte ) BRIKMIOUNTE

RTSP ALG: (%) Benwounte ) BRIKMIOUNTE

[ COXpaHWTb ]

Puc. 4-40 Hactponkn 6a3oBoi 3alumTbl
> MexceTeBon 3KkpaH — MexceTeBomn akpaH obecneynBaeT 3awnTy cetu . 34ecb Bbl MOXETE

BKIHOUMTb/BbIKIOYUTbL MEXCETEBOW 3KpaH MapLupyT13aTopa.

e MexceteBon 3kpaH SPI - ®yHkuna dunbTpaumm ¢ yuetom koHTeHTa (Stateful Packet
Inspection) nomoraeT npegoTBpaTUTb KMbepaTaku, TaKk Kak B TEYEeHMe ceccun
oTcnexvBaeTcsl bonbluee KONMMYeCTBO MapameTpoB. Bo BpeMs ceccun nponsBoguTcs
nposepka Tpadmka Ha cooTBeTCTBME npoTokony. [lpyM 3aBOACKMX HACTpoWKax
MEXCETEBOW 3KpaH BKMNIOYeH. Ecnn Bbl x0TuTE, 4TOOBLI BCE KOMMbLIOTEPbLI FOKaNbHON
ceTn pacnonaranv BO3MOXHOCTbH OOMeHMBaTbCA MHAOPMALUMEN C BHELLHUM MUPOM,

Bbl MOXeTe OTKIMIO4YNTb ero.

> VPN - ®OyHkuma Tlponyck Tpadmka VPN pomkHa ObiTb BKMOYEHa, €Cnu Bbl XOTUTE
paspelwmnTb co3gaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP gnsa

NPOXOXOEHNSI MEXCETEeBOro aKpaHa MapLupyTmusaTopa.

e [ponyck Ttpacdwmka PPTP - TexHonorms [Mponyck Ttpacdwuka PPTP (TyHHenbHbIN
NMPOTOKON TUMa TOYKa-TOYKa) NO3BONSAET co3daBaTb crneuuansHble TyHHenun B IP-ceTw.

YTo0bbI pa3pelwnTb co3aaHne Takmx TyHHeﬂeVI, Bbl6epVITe BknounTtb.
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e [ponyck Tpadmka L2TP - [NpoTtokon L2TP - ato meToq co3gaHuns ceccumn Touka-Todka
yepe3s WHTepHeT Ha ypOBHE BTOPOro cnod. Ytobbl paspelwmnTb MPOXOXAEHWE

L2TP-TyHHenen yepes mapLupytusatop, Bolbepute Brknountb.

e [Mponyck Tpadmka IPSec - MNMpoTokon IPSec - 310 Habop NpoTokonoB A5si obecneyveHns
3aliMThl OdaHHbIX, nepefaBaeMblix Mo ceTam Ha 6Gase nportokona IP, nocpeacteom
NPUMEHEeHUs  anroputMoB  WmMdpoBaHusa. YTobbl  paspewmnTb  NpoXoxaeHue
IPSec-TyHHenen Yepe3amapLupyTm3aTop, Bolbepute BknounTtsb.

> ALG - PekomeHOyeTCa BKMAOYMTb LUMO3 ypoBHA npunoxeHusa (ALG), T.k. aTa yHKUnS
paspeluaeT YCTaHOBKY HacTpamBaeMbix 06xoaHbix NAT-GUnbTPOB B LWIO3E C LEMb
noaaepxkn npeobpasoBaHUs agpecoB U MOPTOB AMfS HEKOTOPbIX MPOTOKOMOB YPOBHS

npunoXeHus Tuna "KoHTponb/gaHHble", kak Hanpumep FTP, TFTP, H323 n 1.4.
e FTP ALG - Yt0o6bI paspewntb FTP-knneHTam n cepeepam nepegaBatb AaHHbIE Yepes
NAT, Bbibepute BknounTb.

e TFTP ALG - Yt00bl paspewuntb TFTP-knneHTam u cepBepam nepegaBaTb AaHHble
yepes NAT, BbibepuTe Bknountb.

e H323 ALG - Yt0bbl paspewntb knmeHTam Microsoft NetMeeting obmeHuBaTbca
AaHHbIMK Yyepe3 NAT, Bbibepute BknounTs.

e RTSP ALG - Yto6bl No3BONUTL KNMEHTaAM Megua-nreepa CBA3bIBaTbCA C HEKOTOPbIMU
cepBepamu NOTOKOBLIX Meana-gaHHblx Yeped NAT, Haxxmute BknounTb.

Haxmute KHOMKY COXpaHMTb, YTOObI COXpaHUTb HaCTDOIZKVI.

4.9.2 PaclumpeHHble HaCTPOWKM 3aunThbl

Bbuibpae Bes3onacHocTb — PaclwmpeHHble HAaCTPOWMKM 3awuTbl, Bbl CMOXETE 3alUTUTb
MapLLpyTM3aTop oT Takux atak, kak TCP-SYN Flood, UDP Flood u ICMP-Flood, kak noka3aHo Ha
Puc. 4-41.
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WHTEepBEaNn NakeToB CTATHCTHEM (5 ~ 60): 10 | CEKYHO

Jawwra ot DoS-arak: & OTenounTe () BENIOUKTE

BrnwoywTe GuneTpaumo ot atak ICMP-FLOCD

Mopor naketos ICMP-FLOOD {5 ~ 3600): nakeToB/cek

BrnwoywTe GuneTpaum UDP-FLOOD

Mopor naketoe UDP-FLOOD (5 ~ 3600): nakeToe/CRE

BKMIOYATE BUNLTpaUMID oT atak TCP-SYN-FLOOD

Mopor naketog TCP-SYN-FLOOD (5 ~ 3600): NakeToORICEK

rHopupoeate Ping-nakeTel oT nopta WAN

JanpetuTe Ping-nakeTel oT nopTa LAN

| Coxpaunts | | CNUCOK 3a0N0KMPOBaHHbIX DOS-y3nos |

Puc. 4-41 PacwmpeHHble HaCTPONKN 3aLunTbl

» WHTepBan naketoB ctatucTukm (5~60) - 3HaueHre no ymonyaHuio 10. M3 BeinagaroLLero
cnucka Heobxoammo BblbpaTh 3HadeHune ot 5 o 60 cekyHa. [JaHHOe 3HayeHue onpedenseT
WHTEepBan Mexay naketamm CtTaTUCTUKW. [laHHble CTaTUCTMKU MUCMOMb3YITCA ANA aHanusa
dpyHkumamn SYN Flood, UDP Flood 1 ICMP-Flood.

» 3awwmTta ot DoS-atak - BkntoueHne/BbiknioueHne dyHKummn 3awmTel ot DoS-atak. OyHKuns

Flood Filters 6ynet pabotaTbk, TONbKO ecnv AaHHas YHKLMSA BKOYEHa.

& MMpumeyaHue:

OyHkuma 3awmTtbl oT DoS-atak Gyget pabotaTb TONbKO B TOM cnydae, korga qyHKuums

CtaTtuctuka BknoyeHa (CucteMHbIe MHCTPYMEHTbI - CTaTUCTUKA).

» Bknwountb cunsrpaumto ot atak ICMP-FLOOD - BkniouyeHve/BbiknodeHve unstpanmm
ICMP-FLOOD arak.

» Mopor naketoB ICMP-FLOOD (5~3600) — 3HayeHue no ymonyaHuio 50. YkaxuTe 3HavyeHue
B npegenax 5 ~ 3600. Ecnn Tekyliee 3Ha4yeHWEe HWXKEe YCTAHOBMEHHOro, MapLupyTusaTop

HeMeaIeEHHO akTUBMPYET PYHKLMIO BOKMPOBKY.
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» Bknwounte d¢unbrpayuo UDP-FLOOD - BknioudeHnue/BoiknovyeHne  unbtpaumm
UDP-FLOOD.

> Mopor naketoB UDP-FLOOD UDP-FLOOD (5~3600) - 3HadyeHne no ymonyaHuto 500.
Ykaxute 3HayeHue B npegenax 5 ~ 3600. Ecnu Tekylee 3HayeHMe HUXE YCTaHOBIIEHHOIO,

MapLLpyTU3aTop HEMEATEHHO aKTMBMPYET (PYHKLNIO BIIOKMPOBKM.

> Bknountb dunbTpaumo ot atak TCP-SYN-FLOOD - BknioudeHue/BbiknodeHue
dunetpaumn TCP-SYN-FLOOD arak.

» MNopor naketoB TCP-SYN-FLOOD (5~3600) - 3HauyeHue no ymonuyaHuio 50. Ykaxute
3HavyeHne B npegenax 5 ~ 3600. Ecnu Tekyuwlee 3HayeHME HWXKE YCTaHOBMEHHOrO,

MapLUpyTU3aTop HeEMea1eHHO akTUBUPYET PYHKLIMIO BrOKMPOBKN.

> MWrHopupoBaTtb Ping-naketbl ot nopta WAN - BknioyeHne/BoiknioueHne yHKUMM
urHopmpoBaHusa Ping-naketoB ot nopta WAN. o ymonuyaHuto yHKUmMA oTkmoyeHa. MNpu
BKMOYEHHOW pyHkuMM Ping-naketam w3 WHTepHeT oTkasbiBaeTca B OOCTyne K

MapLupyTu3aTopy.

» 3anpetutb Ping-naketbl oT nopTta LAN - Paspewunte/3anpetuts Ping-naketbl oT nopta
LAN. Mo ymonyaHuto dyHKUMA oOTKnodeHa. [Mpu BkAYeHHON yHKUuM Ping-naketam
OTKasblBaeTCqd B JOCTyne K maplupytmdatopy. PyHKUMS Mcnonb3yeTcs Ans 3aluTbl OT

HEKOTOpPbIX TUMOB BNUPYCOB.
Haxmute KHOMKY COXpaHMTb, 4YTOOBbI COXpaHuUTb caenaHHble N3MEeHEHUA.

HaxaB «kHomky Cnucok 3abnokmpoBaHHbIXx DoS-y3noB, Bbl nepengete B Tabnuuy
y3noB-ncTouHnkoB DoS-aTak Ans npoBeaeHWs onepaunin 610oKnpoBaHus.
4.9.3 JlokanbHoe ynpaBneHue

BoibpaB Bes3onacHocTb - JlokanbHOe ynpaBrieHWe, Bbl MOXETEe HacTpouTb npasuna
yrnpaBneHns B OKHe, NpeacTaBneHHOM Ha Puc. 4-42. OyHKUMA ynpaBneHus nossondeT

GroKMpOoBaTb AOCTYN KOMMbLIOTEPOB NMOKaNbHOW CETU K MapLLpyTMU3aTopy.
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Mpaguna ynpagnesns
(%) BCem KOMNLITEPaM NOKaNLHOM CETH pa3pelweH AocTyn K Bef-yTMRKTE MapWRYTHIAToPA.
() TonbKo YKA3AHHBIE B CNWMCKE KOMMbBRTEPEl MOMYT NPOW3ECONTE A0MUHWCTPHPOBAHWE.
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec BaWwero KOMNLHTEDE:

COXpaHWTE

Puc. 4-42 JlokanbHoe ynpaeneHne

Mo ymonuyaHuio BbiIGpaHo Bcem KomnbioTepam foOKanbHOW CeTW paspelweH [ocTyn K
Be6-yTUNuTe MapwpyTtu3atopa. Ecnv Bel XoTUTe paspelunTts A0CTYN K BEG-yTUNUTE TONbLKO ANd
KomnbtoTepoB ¢ onpegeneHHbiMn MAC-agpecamu, Bbibepute TONbKO yKa3aHHble B CNMCKe
KOMNbIKOTEPbl MOryT MPOU3BOAUTL aAMWHUCTPUPOBAHME N B OTAENbHbLIX MOMAX YKaXUTE
MAC-agpeca. MAC-agpec pomxeH ObiTb B opmate XX-XX-XX-XX-XX-XX (rme X - aTto
LecTHaguaTepmyHoe 4ucno). B atom cnyyae TOMbKO 3TU KOMMbIOTEPbLl OyayT MMETb AOCTYyn K

BeO-yTMNNTE, a OCTarnbHbIM KOMMbIOTEPAM OCTYMN K HEeW OyaeT 3abnokMpoBaH.
Haxas kHonky [lo6aBuTb, Bbl Ao6aBuTe MAC-agpec B yka3aHHbIN CMIMCOK.

YTtoO6bI COXpaHuUTb caenaHHble N3MeHEeHUA, BOCI'IOJ'Ib3yl7|Ter KHOMKOWN CoxpaH UTb.

& MMpumeyaHue:

Ecnu Baw komnbioTep 3ab6nokMpoBaH, a Bbl XOTUTE CHOBA NOMyYMTb AOCTYN K MapLUpyTM3aTopy,
TO NPV NOMOLLIN UFOMNKN HAaXMUTE 1 yaepXuBante B TedeHne 5 cekyHa kHornky Copoc (Reset) (B
OTBEPCTMM), PACMONOXKEHHYIO Ha 3afHelN naHenu ycTponcTea. B aTom cnydae maplpyTtmnsartop

BEPHETCA K MCXOOAHbIM 3aBOACKUM HaCTpOVIKaM BGG-yTVIJ'IVITbI.

4.9.4 YpaneHHoOe ynpaBneHue

Boibpas bBes3onacHocTb - YpaneHHoe ynpaBrneHue, Bbl MOXETe HacTpouTb (PyHKUMIO
yOaneHHoro ynpaeneHusi, Kak npeactaeBneHo Ha Puc. 4-43. [aHHas dyHKUMA no3BonseT

ynpaensATb MapLIpyTU3aTopoM Yepes NHTepHeT.
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IP-anpec yoaneHHoro ynpaeneHmn: 0.0.0.0 (YrawuTe 255.255.255.255 ONA BCEX)

MopT eef-ynpagneHns: a0

| Coxpanuts |

2)

Puc. 4-43 YpaneHHoe ynpasneHune

Mopt Beb-ynpaBneHna - O6blMHO BebG-6paysepoMm Ana  JocTyna  MCMonb3yeTcs
CTaHOapTHbIN nopT cepBuca HTTP. [Ons ymaneHHOro ynpaBneHus MaplupytusaTtop
ucnonb3yeT nopt HoMmep 80. [Anga 6onbLuert 6e30NacHOCTY Bbl MOXETE 3aMEHUTb 3TOT HOMEP
Ha Opyron, ykasaB ero B COOTBeTCTBYylLleM none. Homep nopta gormkeH 6biTb B Npegenax
oT 1 go 65534, Ho He cnegyeT ykasblBaTb HOMEpP CTaHAAPTHBLIX MOPTOB cepBUca.

IP-apgpec ypaneHHoro ynpaBneHus - Tekylwuin agpec, KoTopbin 6yaeT mcnonb3oBaTbCs
Ans gocTtyna K mapuipytmsatopy depe3 UHTepHeT. dyHKuma oTknoyeHa, ecnm IP-agpec
ykasaH kak 0.0.0.0. YtoObl BkntounTb ee 3ameHuTe 3HadveHne 0.0.0.0 Ha gencTBUTENbHbIN
IP-agpec. Ecnn BbiBpaHo 3HayeHne 255.255.255.255, 1o Bce y3nbl 6yayT umeTb JOCTYN K
MapLupyTnsatopy yepes VIHTepHeT.

NMpumeyaHue:

[Ons goctyna Kk mapwpyTtusaTtopy Heobxoammo ykasatb WAN IP-agpec mapwpytusaTtopa B
agpecHon cTtpoke Internet Explorer wunu Navigator, ucnonb3ysa ans pasgeneHuss 3Hak
ABoeTounsl, a 3atem Homep nopta. Hanpumep, ecnn WAN-agpec maplupyTtmsaTtopa
202.96.12.8, a Homep nopTa 8080, Heobxoaumo BBecTn B Bpaysepe http://202.96.12.8:8080.

lMocne BBOAMTCA MMSA NoOnb3oBaTens U naporsib, 4yTOObI nony4ynTb OOCTyn Be6-yTVIJ'II/1Te

MapLipyTu3aTopa.

I'Ile 3aMeHe napona cneayeTt ncnonb3oBaTb HaZEeXHbIN naposib.

4.10 PoaonTtenbCKUMN KOHTPOIb

BbibpaB meHio PoauTenbCKMM KOHTPOSib, Bbl MOXETE HACTPOUTb (PYHKLMIO POAMTENBCKOro

KOHTpONS, Kak npeactaBneHo Ha Puc. 4-44. [laHHaa yHKUMA MOXeT ObITb MCMONb3oBaHa Ansi

KOHTpons goctyna pebeHka Kk MIHTepHeT-pecypcam unv ans orpaHvMyeHus gocTyna nepcoHana K

ornpeferneHHbIM cantam, a Takke onpeaennTtb Bpemst paboTtbl B ceTn VIHTEpHET.
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KomnewTepel, He ABNAKWKWECA KOHTPOMWPYIOWKMN W HE YKA3aHHBIe B CNMCKE, He DyOyT MMeTe GocTyn K IHTepHeT.
PoouTenbCKuil KOHTPONb: & Oteniounte () BrA0YATE

MAC-agpec KOHTPONUPYHIWErD KoOMNLHTEpa:

MAC-agpec Bawero KoMNeHTEPa: [ CKOMWPOBATL BhIlWE

CoXpaHHTb

ID MAC-agpec Onucaxue canta PacnucaHwne CocroAHne: HameHnTs

| Nobasuts Hosylo |

Tek Homep |1 % | CTp.

Puc. 4-44 Parental Control Settings

> PopuntenbCKuMi KOHTponb — YTOGbLI akTuBMpoBaTb (PYHKLUIO, BOCMNOMNb3YWTECH KHOMKON

Bknountb. YTo6bl OTKNIOUMTL (DYHKLMIO, BOCNONBb3YyNTECH KHOMKON OTKIHOYUTD.

> MAC-agpec KOHTponupyrwero KomnbrTepa - B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTPONMPYIOLLLErO KOMMNbIOTEPA UM MCMOMb30BaTh KHONKY CKonMpoBaTh Bbille,

KoTopasi pacnoroxeHa Huxe.

> MAC-agpec Bawero KomnbkTepa - B paHHom none otobpaxaetrca MAC-agpec
KOMMbOTEPA, C KOTOPOro Ha OaHHbLIA MOMEHT MPOM3BOAUTCS HAacTpPOWKa MapLupyTu3aTopa.
Ecnn MAC-agpec Ballero ceTeBoro agantepa yKe 3aperMctpmpoBaH B cMCTEME, TO MOXETe
HaxkaTb kHONKy CkonupoBaTh Bbilwe B none gns konnposaHud MAC-agpeca 3Toro ceteBoro

agantepa B none MAC-agpeca PoauTtenbCKoro KomnbloTepa, KOTOpOe pPacnofioXKeHO BbILLE.

> OnucaHme cauTta - OnncaHne camToB, paspeLléHHbIX ANA NOCELLEeHNs KOHTPONMpyeMbIM

KOMMNbOTEPOM.

> PacnucaHune - BpemeHHON OTpe3okK, B TeYEHUEe KOTOPOro KOHTPONMPYEMOMY KOMMbHOTEPY
paspelwéH goctyn B cetb WHTepHeT. [Onsi Gonee pgetanbHOM wHdoOpMauuwn, 3angute

KoHTponb goctyna — PacnucaHue.

> W3MeHUTb - 3gech Bbl MOXETE penakTupoBaThb Unn yaanAaTtb cyulecTByrouine 3arnmncun.

Ana no6aBneHnsa HOBOW 3aNMcu HeobxoaAuMo:
1. Haxmute kHonky [lobaBUTb HOBYHO..., NOCIE Yero NosIBUTCS OKHO Kak Ha Puc. 4-45.

2. B none MAC-agpec KOHTponupyemoro koMmnbtotepa ykaxute MAC-agpec KOHTponupyemoro
KomnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbliNnagaroLero Cnucka MOXHO
BblIOpaTh 3HadyeHue Bce agpeca B TekyLlen nokanbHON CeTU.
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3. Ykaxute onucaHue (Hanpumep, pa3spewnts Google) paspelleHHOro cavrta B none
OnucaHue caunTa.

4. YKaxuTe NOrHoe AOMEHHOE MMs canTa MUK KryeBble CrioBa JOMEHHOro UMEHU (Hanpumep,
google) B none Pa3peweHHoe nma canTta. Jllobble JOMEHHbIE UMEHA C STUMMW KITHOYEBLIMMU
cnosamu (www.google.com, www.google.com.hk) 6yayT paspeLueHsbi.

5. Bbibepute u3 Bbinagatowero cnucka Bpemsa penctBus HyxHOe pacnucaHve (Hanpumep,
Pacnucanve_1). Ecnn nogxogdawimx pacnucaHui He OOHapyKeHO, HaXMWUTe KHOMKY
PacnucaHune ans toro, 4toObl NepenT B OKHO [JononHUTENbHbLIE HACTPOMKM pacnucaHns u
co3gaTtb HeobxooMMoe pacnuncaHue.

6. B none CoctosHne MoOxHO Bblbpatb  Bknwouutb mnn  OTKRYUTL  Ans
BKITIOMEHUSA/BBIKITIOYEHUS 3arnuncu.

7. Haxmute kHonKy CoXpaHuUTb.

HaxxmnTe kHonky BKknounTb Bce A1 BKITFOYEHUS BCEX MPaBWI B CMMCKE.
HaxmuTe kHonky OTKNOYMTb BCe 4151 OTKII0YEHNS] BCEX NPaBMUI B CMMUCKE.
HaxmuTe KHONKy YaanuTb Bce AN yoaneHus Bcex 3anucen B tabnuue.

HaxmuTe kHonky Cneayrowasn ans nepexoda Ha CneayloLlylo CTpaHuLy, Uiv HaXMUTE KHOMKY
Mpeabiaywas 4N Bo3BpaLleHMs Ha NpeablayLLyio CTPaHULY.

PacnucaHne gecTBYeT COMAacHo BpEMEHN MaplWpyTh3atopa. Ero aHaveHne mMoxeT BbiTb YCTAHOBNEHD B OKHE "CHCTEMHBIE MHTCPYMEHTH -= HACTROKN BpEMEHN".

MAC-agpec KOHTPONMPYEMOTD KOMNBHTEDE:
Bce MAC-agpeca B TeKylWen NoKanbHON CeTH: ~-Bribepute- A4
OnucaHwe caiita:

PaspeweHHoe MMA caiTa:

BpemA OeicTRAR: Bcerpa hd
PacnucaHie MOMEeT GbiTh YCTAHOEMNEHO B OKHE "KOHTPONE AOCTYNA -> PacnucaHue

CocToRHne: Brnrounte N

[ coxparmuts | [ Hasaa |

Puc. 4-45 [106aBNTb UM M3MEHNTL 3anNUCb POANTENBCKOTO KOHTPOIS

Hanpumep: Ecnn Bbl xoTute, 4tobbl kKomnbtoTep pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
umen AoCcTyn K www.google.com no BocKpeceHbsiM, a KomnbtoTep pogutenen ¢ MAC-agpecom
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00-11-22-33-44-BB He uMen HMKakux oOrpaHuyeHun poctyna Boobuwle, TO Bam crnegyeT
NPOWN3BECTM HAaCTPOMKN B COOTBETCTBUM C NPEACTABNEHHBIMU HUXKE MHCTPYKLUUSAMU:

1. HaxmuTe NyHKT MeH0 PoauTenbCKumM KOHTPOJIb, PAcnOSIOKEHHbIN crneBa, AN nepexoaa
Ha cTpaHuyy HacTpoek Pogutenbckoro KoHTponsa. Haxmute Bkniounte wn BBeguTe
MAC-agpec 00-11-22-33-44-BB B none gns MAC-agpeca komnbloTepa poguTernen.

2. Haxmute KoHTponb goctyna — PacnucaHue crnesa Ans nepexoga Ha CTpaHuLy HacTPONKY
PacnucaHusa. Haxmute kHonky [lo6aBUTbL HOBYHO... ANsi CO34aHWsi HOBOrO pacnucaHus ¢
Onucannem PacnucaHus Schedule 1, u Bbibepute B kadectBe OHA BockpeceHbe 1
BpemeHu: Becb geHb - 24 yaca.

3. Haxmute nyHKT MeHio PoauTenbCKUMA KOHTPOSMb CreBa AN BO3BpaLLEHUA Ha CTpaHuuy
HacTponkn PoguTenbckoro KOHTPOns:

e Haxwmute kHOMKy [lo6aBUTb HOBYHO. ...
e Beegute 00-11-22-33-44-AA B none MAC-agpec nogKoOHTPOSIbHOIO KOMMbIOTEpPA.
e Bepute Paspewnts Google B none OnucaHue canTa.
e Beegute www.google.com B none PaspeweHHOe uMA canTa.
e Bbibepute cosgaHHoe Bamu pacnucaHune Schedule_1 13 Bbinagatoulero cnucka Bpems
AENCTBUSA.
B none CoctosiHue BbIGepuTe BkniounTb.

4. Haxmute CoxpaHuTb ANg 3aBepLUeHMs HaCTPONKN.

3aTtem nocne BO3BpaLLEHMS Ha CTpaHULy HacTpoek Poantensckoro KOHTPoONs Bbl YBUAUTE
cneayowmnn cnncok.(Puc. 4-46).

ID MAC-agpec OnucaHne canta PacnucaHne CocToAHne; HaMeHnTL
1 00-11-22-33-44-44 Allow Google [OCTOAHHD FedakTMpoBaTe ¥OanuTe
[ [NofaBUTE HOBYHD J [ BrNH4YKMTE BCE ] [ OTKNHYUTE BLE ] [ YOAanUTk BCE

Puc. 4-46 HacTtponkn pognTenbCKoro KOHTPOrs

4.11KoHTponb gocTtyna

- Mpaenno

-¥3en

- Pacnucanne

Puc. 4-47 OkHo KoHTponb goctyna

-70 -



BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

B meHo KoHTponb goctyna cogepxarcsa yeTbipe nogmeHio (cMm. Puc. 4-47) — Mpasuno, Y3en,
Lenb n Pacnucanwme. [1ns HaCTPONKN HY>KHOM GOYHKLUUK BbIBepuTe COOTBETCTBYIOLLLEE MEHIO.
4.11.1 NMpaBuno

Bbl6paB KOHTpOﬂb Aoctyna - I'IpaBMno, Bbl MOXeTe npocMaTtpuBatb U CcO3daBaTb MNnpaBuna

KOHTpOMs 4OCTYNa, Kak nokasaHo Ha Puc. 4-48.

[] BrmroywTs ynpaenese KOHTPONEM OOCTyNa K WHTepHer

@UNLTPALKMA MO YMOMTYaHNH
() PazpewnTs NaKeTam, YKazaHHbIM B NONWTHES KOHTPONA AOCTYNA, NPOX0OMTE YEPEe3 MapLpyTH3aTop.

(%) 3anpeTuTe NAKeTaM, YKa3aHHbIM B NONWTUEE KOHTPONA AOCTYNA, NPOXOOMTE YEPES MapLWpYTHIATOR.

COXpaHnTe

ID s npaBuna Yaen Lens PacnucaHwe CocroAHne PefaktupoBaTtb

[ MacTep HacTpokK ]

| Oobaeutb Hosyio.. |

[ MNepeMecTHTE ] D HalD

Tek. Homep | 1 % | CTp.

Puc. 4-48 YnpaeneHue npasunamu KOHTpong Aoctyna

> Bknountb ynpaBneHue KoHTponem poctyna Kk MHTepHer - [locTaBbTe ranouky, npwu

39TOM HayHeT gencrteoBaThb [paBnno unbTpauum, MCNONb3yeMoe MO YMOYaHuio.

> Wma npaBuna - [aHHOe none COAEpPXWUT WMS MpaBwua, KOTOpoe [OOMMKHO ObiTb

YHUKalnbHbIMWA.

> Y3en - 3pgecb otobGpaxaercs y3en CeTn, B OTHOLUEHUW KOTOPOro AEWCTBYET yKasaHHoe

npaswuno.
> LUenb - Llenb, 3agaHHasi COOTBETCTBYHOLLUM NPaBUIOM.
> PacnucaHue - PacnucaHve, 3agaHHoe COOTBETCTBYHOLLMM NPaBUIIOM.

> CocTofilHMe — B 3TOM norne yKa3aH CcTaTtyC npasuna. BkrnitoueHo (I'IOCTaBJ'IeHa ranqua)
O3Ha4YaeT, 4YTO npaBwuIio 6y,u,eT NPUMEHATLCA, BbIKITIOYEHO (CHFlTa ran0q|<a) — npaBuio He

npuMmeHaeTcA.
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> PepakTtupoBarthb - IaMeHeHne nnu yganeHue CyLecTBYIOLLEro npasuna.
CyuwectByeT ABa cnocoba g4o6aBuTbL HOBOE NpPaBuUIIo:
MepBbI cnocob:

1. Haxmute kHonky MacTtep HacTponku. [MosBuTCA criegylolllee OKHO, Kak nokasaHo Ha Puc.
4-49.

Pesmn: |P-anpec v
WuA yana:

IP-agpec B ceTi LAN: -

| Hasan | | Danee |

Puc. 4-49 bBeicTpas HacTporika — Co3gatb Unn N3MeHUTb 3anuch Ans yana

» Pexunm — 3gecb ecTb gBa BapuaHTa Bbibopa, IP-agpec vnn MAC-agpec, Bbl MOXeTe

Bbl6paTb nobon BapuaHT 13 BbiNMagarkoLlero cn1ucka.

> Wwmsa y3na - B atom none Heo6xoamMmo BBECTM yHMKaNbHOE nms yana (Hanpumep, Host_1)

Mpwn BbIGOpe 3HauyeHus IP-agpec nosBUTCA crneaytoLLlee none:

» IP-appec B cetn LAN- Ykaxute |P-agpec vnu puanasoH agpecoB ysna. Hanpumep,
192.168.0.23.

Mpu BbIGOpEe 3HaueHns MAC-agpec NoaBUTCS cnegytoLlee none:

» MAC-agpec - Ykaxute MAC-agpec y3na B dopmate XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

2. [llocne 3aBeplueHUs cO3daHMs 3anucu yana, HaxmuTe Ha kHonky [anee, otobpasutcs

cnegytollee OKHO, Kak nokasaHo Ha Puc. 4-50.
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Peasoan: IP-agpec b
Onucaxme uenu:
IP-agpec: -
MopT HasHa4YeHNs: -

MpoTokon: Boce +

CTaHaapTHEIA NoPT Ceperca: -Bribepure-- W

[ Hazaﬂ] [ Hanee ]

Puc. 4-50 bBbicTpas HacTpownka — Co3gaTtb UM U3MeHUTb 3anucb 4ns uenm

Pexum — 3gecb 13 BbiNnagatolero Cnmcka HYXHO BblOpaTb OOHO U3 ABYX 3HAYEHUn -

"IP-agpec" unn "[oMeHHOoEe nms".

OnucaHue uenu - B gaHHOM none Bbl MOXeTe M3MeHUTb Noby nHdopMaunlo O Lenu.
BHMMaHMWe, Npy 3anucu HOBOTO NpaBuia CTUPaeTCA CTapoe NpaBumo Ans uenu (K npumepy,

Target_1).
Mpu BbIGOpE 3HaueHus IP-agpec nosiBUTCA cneaytollee none:

IP-appec - Ykaxwute IP-agpec (unv gmuanasoH agpecoB) Lenu (uenen) B Buae 4YeTblpex

OECATUYHbIX YNCeN, pa3ferneHHbIX Todkamu, Hanpuvep 192.168.0.23.

MopT HasHa4yeHMA - YKaxuTe MOpT NNu guanasoH noptoB. [ns noptoB oOLWMX cepBMCOB

MOXEeTe BOCNonb3oBatbCcs nonem "CtaHaapTHbIV NOPT cepBuca”, pacrnonoXeHHbIM HUXeE.

MpoTokon — 3gecb 4eTbipe BapuaHTa Bbibopa BCE, TCP, UDP wnun ICMP. Buibepute

HYXXHO€ 3Ha4eHne 13 BblMagarolero cn1ucka.

CTtaHpapTHbIM NOPT cepBuca — 34ecb yka3aH CMMCOK HEKOTOPbIX CTaHOApPTHbIX MOPTOB
cepsuca. Boibepute oguMH u3 BbiNagaroLiero crnmcka, M COOTBETCTBYIOLMIA HOMEp nopTa
nosieutcs B none lopT HasHadeHusi. Hanpumep, ecnn Bbl Bblbupaete "FTP", Homep "21"

NoABUTCA B More I'IopT Ha3Ha4yeHus.

|_|pI/1 Bbl60pe 3HayeHns loMeHHOoe UMSA NosBUTCS cnepywoulee none:
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» JomeHHoOe nmsa — 30ech Bbl MOXETE yKa3aTb 4eTblpe AOMEHHbIX UMEHU, NOJIHOE UMA UK
Krnto4yeBble CrioBa UMEHM (Hanpwmep, google). JTloboe JOMEHHOE NMSA C KIHYEBBLIMU CrIoOBaMm

B HeM (www.google.com, www.google.cn) 6yaeT paspelueHo nnv 3abrnoknpoBaHo.

3. [locne TOro, kak Bbl 3aKOHYMTE CO34aHWe 3anucu uenu goctyna, Haxmute [anee, un Ha

3KpaHe oTobpa3nTbCA crieaytoLiee OKHO, Kak nokasaHo Ha Puc. 4-51.

MpureyaHue: PacnncaHne ,D,EHCTE:.-'ET CY4eToM 3HaYEHWA BpEMEHW HA MapLWpyTH3aTope.

HmA pacnucaHnA:
OeHk: (%) Kaoeil gere; () BeiGpaTk AeHe
[MaH. Br. Cp. Yr. [1Ar. Cyi. Bockp.

Bpems: BCE OHW - 24 yaca:
Ha4ano: (HHIM}
Koxeuw: [HHMM})

[ Haza,q] [ Nanee ]

Puc. 4-51 bbicTpas HacTpoika — Co3gaTb Uin U3MEHUTb 3anucb pacnucaHus

> WUma pacnuncaHua — B atom none YKa3blBaeTCcd nMdA pacnncaHuna, Kotopoe AOOJNKHO ObITb

YHVKanbHbIM (K npumepy, Schedule_1).

» [OeHb — Haxmute BblOpaTb AeHb U BbibepuTe COOTBETCTBYIOLLIMN A€Hb (4HWU), MOXHO

ykasatb Kaxgbi geHb.
> Bpems — Boibepute Bce gHu - 24 yaca nnu ykaxute Hayano/KoHel camu.

» Hauano - BBegute gaty Hadana nepuoga B opmare Y4MM (4 undbpsl). Hanpumep, 0800

o3Havaert 8:00.

> KoHewl - Ykaxute BpeMsi OKOH4YaHusa nepuoga B dopmare YHMM (4 umdpsl). Hanpumep,

2000 6ynet o3Havatb 20:00.

4. Tlocne TOro, Kak Bbl 3aKOH4YUTE CO34aHME 3aMMCU PaCLUMPEHHOr0 PacnucaHus, HaXmuTe

Hanee, n Ha akpaHe oTobpasnTbLCH criegyroLlee okHo (Puc. 4-52).
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HMmA npasuna: Rule
Yaem: Host_1 =
Uenk: Target_1 hd
PacnucaHme: Schedule_1
CocToRHWE: Brnounte w
[ Haaaﬂ] [ 3AKOHYHTE

Puc. 4-52 BbbicTpasa HacTponka — Co3aaTtb U N3MEHUTL 3anncb KOHTpoNs gocTtyna B MHTepHET

>

5.

MUma npaBuna — B 3TOM none cosgante MMs npasuna, KOTopoe AOMKHO ObiTb YHUKamNbHbIM

(Hanpumep, Rule_1).

Y3en — B aTtoM none 13 BbiNajalwowero crnmcka Bbl6€pI/ITe HeobxoamMmoe 3HaudeHue.

3HayeHue no YMOIT4aHUIO TO Xe, YTO Bbl YK€ yKa3alin B none Uma y3na.

LUens - B 3ToM none wu3 BbiNagaroLliero cnucka Bbl6€pI/ITe HeobxoamMmoe 3HaudeHue.

3HayeHue no YMOIT4aHUIO TO Xe, YTO Bbl YK€ yKa3alnu B rnole Umsa yenu.

PacnucaHue — B 3ToM none 13 BbinaaawoLLero cnucka Bbibepnte HeobxoaMmoe 3HauyeHue.

3Ha4yeHune no YMOJT4aHUIO TO XKe, YTO Bbl YK€ yKasanu B none Uma pacnucaHunsa

B none Coctosinne BbibepuTe 3HaueHusi BknwounTbe unv OTKNHOUUTb, YTOGbI BKMHOYUTb

N OTKNK4YNTb 3anunchb.

Haxmute 3aKOH4YUTb, 4TOOLI 40OaBUTL NPaBMUIIO.

Bropown cnoco6:

1.

Haxmute kHonky [1o6aBuTb HOBYyMO.... Bbl nepengetre B cnegylolwum 3kpaH, Kak
npencrtaeneHo Ha Puc. 4-53.

B none Umsa npaBuna ykaxunte umsa (Hanpumep, MNMpasuno_1).

M3 Bbinagatowiero cnvicka Ysen Bblbepute Heobxoanmoe 3HavyeHue unu Bbibepnte YToObl
[006aBUTb HOBbIN CNUCOK Y3I10B, HAXXMUTE 34€eChb.

M3 Boinagatowero cnucka Llenb Bbibepute Heobxogumoe HaMMeHOBaHWE UIu BbibepuTte
Y106bI OOABUTL HOBLIWU CNIUCOK Lienie, HAXXMUTe 34ecCh.

M3 Bbinagatowero cnucka PacnucaHue BbLiGepute HeoOGXoOuMMOe HaMMEHOBaHWe Wnn
Bblbepute YTo6bI 4O6aBUTL HOBOE pacnucaHue, HaXMUTe 30eChb.

B none CoctosiHue BLIGepuTe 3HayeHus BknroyeHo unu OTKMKOYEHO, YTOObI BKMIOYUTL
UNKN OTKMOYUTL 3amuChb.
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HaxmuTe kHonky CoxpaHuUTb.

WA npaewuna:

Yaemn: Host_1 w | Yrofel 00G3ENTE HOBLIA CNMCOK Y3N0B, HI¥MUTE 308Ck,
Lenk: Itoban uene ¥ | HTolb QOG3EWTE HOBLIA CIWCOK LENeR, Ha¥MHTE 30eCk.
PacnucaHue: Bcerpa % | YTo0bl A0GABWTE HOBOE PACNWCAHWE, HE¥MWTE 30ECH.
CocToRHKWE:; BrnryeHo v
[ CoxXpaHuTb ] [ Hazan ]

Puc. 4-53 Add Internet Access Control Entry

Hanpumep: Ecnn Bbl xotute paspewuts y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K

canTy www.google.com Tonsko ¢ 18:00 1o 20:00 no cy660oTaMm U BOCKpeCeHbSIM U 3anpeTuTb

ocTarnbHbIM Yy3nam fokanbHoW cetu gocTtyn B MHTepHeT, HeobGxoamMmo BbibpaTb crnegyoline

HaCTPOVIKM:

1.

KnukHyTe no nogmeHio MNMpaBuno meHio KoHTponb goctyna cnesa, 4Tobbl BEPHYTbCS B
okHo Cnncok npaswun. Beibepute BknounTb ynpaBneHne KoHTponemM goctyna K UHTepHeT u
BblibepuTe "3anpeTnTb NakeTam, He yKasaHHbIM B MOMWUTUKE KOHTPONSA AOCTYMa, NPOXOAUTb
Yyepes mapLupyTmusaTop”.

Mbl pekomeHOyeM, YTOObI Bbl LLENKHYNW MO KHOMKe MacTep HacTPOWMKKU,YTOObI 3aBEPLUNTL
BCE nocrneayLwme HacTPonKu.

KnukHyTb no noameHto Y3en meHio KoHTponb goctyna cnesa, YTobbl BOMTN B OKHO Cnncok
y3noB. Cospgante HOByWO 3anucb C uMmeHeMm y3na Host 1 un  MAC-agpecom
00-11-22-33-44-AA.

KnukHyTb no nogmerio Llenb meHio KoHTponb goctyna cnesa, YTobbl BOWTM B OKHO CnnCok
uenen. CospanTe HOBYK 3anncb C uMMeHem uUenu Target 1 M OOMEHHbIM WMEHEM
www.google.com.

KnukHyTb no noameHio PacnucaHue meHio KoHTponb gocTtyna cnesa, YTobbl BOWTW B OKHO
Cnucok pacnucaHun. Cosgante HOBYHO 3anucb C MMeHeM pacnucaHusa Schedule_1, [OeHb
Cy6. n Bockp., Ha4danbHoe Bpems 1800 n koHeuwHoe Bpems 2000.

KnukHyTb no noamertio MpaBuno meHio KoHTponb goctyna crnesa, LlenkHute no kHomnke
[Jo6aBnTb HOBYHO..., 4UTOObI CO3aTh creayollee HOBOE NPaBUo:

¢ B none "Mimsa npaBuna" ykaxute ero nums. NMomMHUTE, 4TO OHO AOMKHO ObITb YHUKarbHbIM.
Hanpumep: Rule 1.

e B none "Y3en" Buibepute Host 1.
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e B none "Uenb" Bbibepute Target_1.

¢ B none "Pacnncanue" Bbibepute Schedule 1.

¢ B none "CocTtosiHne" BbibepuTte "BkntoyeHo".

e YTOOLI COXpaHUTb CAenaHHble N3MEHEHUS KIMKHUTE Mo kHonke "CoxpaHuTb"

lMocne atoro Bbl BepHeTecb B OKHO "YNpasrieHuWe npasunamu KOHTPONA goctyna" v yBuaute
cnenytoLLLmMn Crnmcok:

ID Mma npasuna Yaen Lens PacnucaHne CoctoAHne PenaktnpoBats
1 Rule1 Host_1 Target_1 Schedule_1 Pegaktipoeats ¥ganuts
4.11.2Y3en

Bbl6paB MEHIO KOHTpOﬂb AocTtyna - Y3en, Bbl MOXeETE npocmMarpuBaTtb U yCTaHaBnnBaTb CNUCOK

y3r0B, Kak nokasaHo Ha Puc. 4-54. Cnucok y3noB siBNSieTCA BakHbIM Ansi [MpaBuna koHTpons

aocTyna.
ID Wmayana WHdpopmaumua PenakTipoBaTh
1 Host_1 IP:192.168.0.23 FegakTupoeaTe ¥O0anute
[ NobaBuTs HOBYH . ][ YAANWTE BCe ]
Tek. Homep | 1 | CTp.

Puc. 4-54 Hactpowku y3na
> Wwmsa y3na - 3gecb HeobXxoauMO ykasaTb UMS y3na, KOTopoe AOSMKHO ObITb YHUKANbHbIM.

> WHdopmayma - B atom none otobpaxaerca nHgopmaumsa no ysny. 3To MOXET ObiTb IP-

wnn MAC-agpec.

> PepaktnpoBaTthb - VIaMEHUTb UNK yaanuTb CyLLECTBYHOLLYIO 3anucCb.

YT106bI fO6ABUTL HOBYIO 3aNUCb, HEOGX0AUMO cAenaThb crneayloLiee:
1. HaxmuTte kHonky [lo6aBUTbL HOBYIO....
2. B none Pexum BLibepute IP- unn MAC-agpec.
o [lpu Beibope IP-agpeca NnosiBUTCS OKHO, KaK noka3aHo Ha Puc. 4-55.
1) B none Umsa y3na ykaxuTe ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none IP-apgpec nokansHom ceTu Beegute |P-agpec.

o [lpu Boibope MAC-agpeca nossBUTCA OKHO, Kak NokasaHo Ha Puc. 4-56.
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1) B none Umsa y3na ykaxuTe ero yHukanoHoe ums (Hanpumep, ¥Ysen_1).
2) B none MAC-appec ykaxute MAC-agpec.
3. Haxmwute kHonky CoxpaHuUTb, 4TOObI COXpaHUTb CAenaHHble N3MEHEHUS.
YTtobbl yoanuTb BCe 3anucu 13 Tabnuubl, BOCNOMNbL3YyNTECH KHOMKOM Y aanuTb Bce.

YTtobbl NEpenTy B crieaytoLLee OKHO, BOCNONb3ynTech kKHonkov Cneayrowas. Ytobbl BEpHYTHCS B
npegbiayllee okHO, BOCMosb3ynTech kHonkow Mpeabiaywas.

JdobaBuTe UNKU U3SMEHHUTBE 3anNUCk NO y3ny

Pexun: | IP-anpec V|
MmA yzna: | Yaen 1 |
IP-apec nokankHoii cem: | 192.163.0.1 |- [192.163.0.23
| Coxparuts | | Hasaa |

Puc. 4-55 [o6aBuTb UM U3MEHUTb 3anNUChL MO y3ny

JobaBnTe MW U3MEHUTBE 3anNUck NO y3ny

Pesun: | MAC-agpec Vl
HmA yana: | Yaen 1 |
MACagpec: | 00-11-22-3344-AA |
[ COoXpaHuTb ] [Haaa,u]

Puc. 4-56 [do6aBuTb UM U3MEHUTb 3anNUChL MO y3ny
Hanpumep, Bbl X0TUTEe OrpaHmynTb JOCTyn K VIHTepHeT-pecypcam ans y3na ¢ MAC-agpecom
00-11-22-33-44-AA. [inga 3T0ro HEOOXO0AMMO NpPeanpUHATL CreayLmne OeNcTBUS:

1. Haxmute kHonky [o6aBuTb HOBYHO... (CM. Puc. 4-54), 4ytoGbl nepenTv Ha CTpaHuLy
[o6aBnTb UM N3MeHUTbL 3anucb No y3ny.

B none Pexum BbibepuTe 13 Boinagarowero meHo 3HadeHmne MAC-agpeca.
B none Ums y3ana ykaxuTte ero yHukansHoe nvs (Hanpumep, Y3sen_2).

B none MAC-apgpec Beegute 00-11-22-33-44-AA.

o M w0 N

Haxmute KHOMKY COXpaHMTb, YTOObI COXpaHuUTb caenaHHble N3MEeHEHUA.

Mocne aToro, BEpHYBLUMCb B OKHO HacTponku y3na, Bbl yBUANTE CrIEAYIOLWMIA CIINCOK.
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ID WmA yana HrdpopmaumA PenakTtMpoBaTh
1 Yaen_1 MAC: 00-11-22-33-44-A4 PepakTWpoBaTe ¥OanuTb
4.11.3 Uenb

Bbibpae KoHTponb gocTyna - Llenb, Bbl MOXeTe npocmaTpusBaTtbh M HacTpamBaTb CUCOK LiENen,

Kak nokasaHo Ha Pwuc. 4-57. Cnncok uenen Heobxoamm ans MNpasuna KOHTponst AocTyna.

D MmA wenu WHpopmawma Penakrnpoeats
1 Target_1 192 168.0. 23/21/TCF PeoakTUpoBaTe ¥O0anuTe
[ No0aBnTE HOBYHD. .. ] [ YAanuTe BCe ]

Tek. Homep |1 » | CTp.

Puc. 4-57 Hactponku uenu

> Wma uenn — B atom nomne otobpakaeTcsas onucaHue uenu, KOTOpOoe AOMMKHO ObiTb
YHVKanbHbIM

> WHdopmayuma — Llenbio moxeT 6biTb IP-agpec, nopT nnu JOMEHHOE UMS.

> PepaktnpoBaTb — VI3MEHUTb UNKW yaanuTb CyLLECTBYIOLLYIO 3aMuChb.

Y100bI OOABUTL HOBYHO 3anNUcb, HeO6X0AMMO caenaTb cregyroLee:
1. Haxmute kHonky [lo6aBUTb HOBYHO ....
2. B none Pexum Bbibepute IP-agpec unm gOMeHHOE nMms.
e [pu Boibope IP-appeca nosiBMTCS OKHO, Kak npeAcTaeneHo Ha Puc. 4-58.

1) B none OnucaHwme uenn HeoOXxo4MMO yKasaTb YHUKaNbHOE MMS Lenu (Hanpumep,
Lenb_1).

2) B none IP-appec ykaxute IP-agpec uenw.

3) Bbibepute obwimin cepBmc M3 BbinagawoLwlero cnucka B none CrtaHgapTHbIA NOPT
cepBuca, C TeM, YTOObl aBTOMaTU4YeCKN 3anonHuTb none MopT HasHavyeHuA. Ecnn
B cnucke CTaHAapTHbIA NMOPT CepBMUCA HE COOEPXKUTCS HY)KHOro BaM CepBuCa,
yKakuTe 3HavyeHue MopTa Ha3HaYeHUs BPY4HYHO.

4) B none MpoTtokon Bbibepute 3HavyeHne TCP, UDP, ICMP unu Bce.

e [lpu BbibOpe onunn [loMeHHOe UMSA Bbl OKaXXeTeCb B CreAYyoLLEM OKHE, Kak nokasaHo
Ha Puc. 4-59.

1) B none Umsa uenu HeobxoOuMO YyKasaTb YHUKanbHOE WMs Lenu (Hanpumep,
Lens_1).
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2) B none [lomeHHOe MMsI Bbl MOXETE BBECTU AOMEHHOE WMS, MOMHOE WUMSA UMK
KIntoYeBble crioBa MMeHun (Hanpumep, google). Jlloboe gOMEHHOE UMS C KIHOYEBLIMU

cnosamnm B Hem (www.google.com, www.google.hk) ©Oynetr paspellueHo unu

3abnoknpoBaHo.

3. Haxmunte kHonKy COXpaHUTb.

HaxaB kHOMKy YaanuTb Bce, Bbl OYMCTUTE COOEPKMMOE TabuLubl.

YTtobbl NEepenTy B crieaytoLLee OKHO, BOCNONb3ynTech kKHonkov Cneayrowas. Ytobbl BEPHYTHCS B
npegblayllee okHO, BOCnornb3ynTech kHonkow Mpeabiaywas.

Pexm: |P-anpec it
OnUCaHue Wernu:
IP-anpec: -

MopT HazHaYeHA: =

NpoTtokon: Bce =
CTaHOapTHLIA NOpPT Ceperca: -Bribepure-- v
| Coxpanmts | | Hasag |

Puc. 4-58 [106aBNTb UM M3MEHNTL 3anncb AOCTyNa Lenu
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Pemmm: JomeHHoe uma
OnucaHne wernm:

[loMEeHHOE MMA:

| _Coxpanuts | | Hasan |

Puc. 4-59 [o6aBnTb UM M3MEHUTb 3anNnCb JOCTYNA Lienu

Hanpumep: Bbl XOTUTE OrpaHMuMTb AOCTYN Ans y3na nokanbHon cetu ¢ MAC-agpecom
00-11-22-33-44-AA Tonbko Kk canty www.google.com, [Ina 3T0oro Heob6xo4MMO BbINOSTHUTL
cnegywouime oencTeus:

1. Yt006bl [OOaBUTL UMM U3MEHUTb 3anNUCb LENnW AOCTyna, HaXmute KHonky [obaBuTb
HOBYHO... , KaKk Noka3aHo Ha Puc. 4-57.

B none Pexum 13 BbinagatoLero cnmcka Bolbepmute JOMEHHOE UMS.

B none Umsa uenun HeobxoanMO co3gaTth YHMKaNbHOE UM Lenu (Hanpumep, Llens_1).

B none lomeHHOEe nMA BBEaMTE Www.google.com.

A S

YUT0bbl COXpaHUTbL HACTPOMKKU, BOCNONb3YATECH KHOMKON COXpaHUTb.

lMocne aToro, BEpHYBLUNCb B OKHO HacTponku Lenu, Bbl yBUAMUTE CReayloLmii CrnCokK.

ID MmA wenm WHopmaumna PenaktmpoBars

1 Uens_1 www.google.com FegakTupoeate ¥OanwTe

4.11.4 PacnucaHue

Bbibpas KoHTponb goctyna — PacnucaHue, Bbl MOXETE NpoCcMaTpuBaTth M onpeaensaTb CNCcoK
pacnucaHui, Kak npegctaBneHo Ha Puc. 4-60. Cnmcok pacnucaHum Heobxogum gnsi

beHKLI.VIOHI/IpOBaHI/IFI npaBuna KOHTpona AocTtyna.
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ID MmA pacnucaHuA [OeHe BpemA PegaktnpoBarte
1  Schedule_1 Cyo. Bockp. 08:00-20:00 FedakTHpoBEaTE ¥O0anuTe
[ NobaBnTe HOBYHD. .. ] [ YAANWTE BCE

Tek. Homep | 1 % |CTp.

vV VYV VvV V

Puc. 4-60 Hactpowku pacnucaHus
Mma pacnucanmsa — CogepXxuT nms pacnmcaHunsi, KoTopoe AOMKHO ObiTb YHUKaNbHbIM.
HOeHb — [leHb (aHW) Hegenw.
Bpewms - [Nepuop BpeMeHU B TeYEHUE OHS.

PepaktupoBaTb — PejakTMpoBaHue unuv yaaneHue CylecTBYIOLLEro pacnmcaHus.

Y1006bI OOABUTL HOBOE pacnucaHue, HeO6XoaMMo caenaTtb crieaytoulee:

1.

5.

Haxmute kHonmKy [lo6aBUTb HOBYH.... (CM. Puc. 4-60). [JomkHO nosiBUTLCA crneaywollee
OKHO (cm. Puc. 4-61).

Umsa pacnucaHus - B 3ToM none ykaxute yHUKanbHoe nms pacnucaHud. MimenTte B Buay, 4T0

3TO UMSA JOMKHO ObITh YHUKanNbHbIM. Hanpumep, Schedule_1.

B none [eHb BbibepuTe COOTBETCTBYHOLWMIA AeHb (OHM), TaKke MOXHO ykasaTb Kaxabin

JeHb.

B none Bpemsi moxHO BbibpaTb Bce gHM - 24 yaca wunu 3agaTb BPEMEHHOW Nepuog npu

nomoluy nonen Hayano/KoHeu,

YTtoObbI COXpaHuUTb caenaHHbie HaCTDOIZKM, BOCI'IOJ'Ib3yIZTer KHOMKOWN COXpaHMTb.

HaxaB kHOMKy YaanuTb Bce, Bbl O4MCTUTE Tabnuuy oT 3anucen.

Haxas KHOMKY Cne.qylou.l,aﬂ, Bbl nepe|7|,u,eTe B criegyroulee OKHO, a HaXXaB KHOMKY Hpenblnymaﬂ,

OKaXkunTechb B npeablayLiem.
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HacTpoWku pacluMpeHHOro pacnucaHmns

MpumeyaHne: Pacnncanue ,D,EIHCTE':."ET CY4eTOM 3Ha4YEHWA EpEMEHN Ha MApLWPYyTHaaTope.

Hma pacnucasmg: ‘ |

JeHs: (%) Kawoei gers; (O BriBparte OeHe
[aoH. BrT. Cp. 4r. [1AT. Cyi. Bockp.

Bpems: BCE OHW - 24 yaca:

Hauano: |:| (HHMM)
Koweu: |:| (HHIM)

| coxpanuts | [ Hasaa |

Puc. 4-61 HacTpowku paclumpeHHoro pacnmcaHmsi

Hanpuwmep: Bbl xoTute orpaHmunte goctyn ysna ¢ MAC-agpecom 00-11-22-33-44-AA k canty
www.google.com ¢ 18:00 go 20:00 no cy66oTtam u BockpeceHbsM. [Ing atoro Heob6xoaumo

BbINOMHUTL CreaytoLme AencTBus:

1. KnukHute no kHonke [o6aBUTb HOBYHO..., UTOObI Mepentu Ha cTpaHuuy "HacTpouku

pacwmpeHHoro pacnucanus” (Puc. 4-60).

2. B none "Mma pacnucaHma" HeobxoaMmo BBECTU YHMKANbHOE UMS pacnucaHus. Hanpuwvep,

Schedule_1.
3. B none "OeHb" BoiGepute "Bbibpatb AeHb" 1 Bbibepute Cy660Ty 1 BockpeceHbe.
4. B none "Bpemsa" anga 3HayeHus "Hauyano" n "KoHey" ykaxunte cootsetcteeHHo 1800 n 2000.

5. Haxmute kHonky CoxpaHUTb, YTOObI COXpaHUTb HACTPOWKM.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKM pacnucaHuaA, Bbl yBuauTe CJ'Ie,El,yPOLU.I/IIZ CMUCOK.

ID HMmA pacnucaHnuA OeHb BpemA PenaktupoBats

1  Schedule_1 CyG. Bockp. 08:00-20:00 FeoakTMpoBaTte ¥0anuTe

4.12PaclumnpeHHble HAaCTPOUKN MapLIpyTU3aLum

PacwipeHHbIE HACTDOMKA Mapll pyTH3aLUmn

- CNMCOK CTaTMYECKNK MapllpyTos

- Tabnuua Mapm pyTHIaL0 K9

Puc. 4-62PaclumpeHHbie HaCTpOoMKM MapLUpyTU3auum
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B meHo PaclwmpeHHble HacTporkn mapwpyTtusauumn (Puc. 4-62) ectb gBa nogMeHio — Cnmncok
CTaTUYeCKUX MaplpyToB u Tabnuua wmMapwpyTuMsauum, rage Bbl CMOXETE HacCTPOUTb

COOTBETCTBYHOLLME (DYHKLNN.

4.12.1 CnuUcoK cTaTU4eCKUX MapLUpyToB

BbibpaB MeHio PacwupeHHble HacTpoMKku mMapuwpytusaumm — ChNMCOK CcTaTU4ecKux
MapLIpyTOB, Bbl MOXETE€ HacTpamBaTb MapaMeTpbl CTaTUYECKOW MapLlupyTM3auun B OKHe,
npeacTaesneHHoM Ha Puc. 4-63. CTaTtMyeckuin MapLupyT — 3TO 3apaHee onpederieHHbIn NyTb, Mo

KOTOPOMY CeTeBbl€ AaHHble NepemMeLllaroTCA K KOHKPpeTHOMY Yy3ny Unun ceTu.

1D IP-agpec HazHa4eHUA Macka nogceTtn OCHOBHONA W3 CocToAHue NzmeHnTs

[ HNoGaBnTE HOBYHO. ..

Puc. 4-63 Cnmncok cTatmyecknx MapLupyToB
Y100bI CO3aaTb 3aNUCb CTaTUYECKON MapLUPyTM3aLUK:

1.  Haxmute kHonky [lo6aBUTb HOBYH... CM. Puc. 4-63, oTKpOeTCH OKHO, NpeaCTaBneHHOoe Ha
Puc. 4-64.

HdobaBuTe MW U3MEHWUTE 3aNKUCh B TAbDNUUE CTAaTUYECKOW MapLpyTH3aUHun

IP-agpec HazHaYeHWA:

OCHOBHOA WITH3:

Macka noaceT.: | |
CoCToRAHKE: |

BrnroyeHo V|

| Coxpanute | | Hasaa |

Puc. 4-64 [106aBNTb UM M3MEHNTL 3anNUCb B Tabn1Le CTaTMYECKON MapLUpyTU3aumum
2. BeeguTe cnegywowime gaHHble.
> IP-agpec Ha3Ha4veHuAa - 370 IP-agpec y3na unu ceTu, KOTOPbIA Bbl XOTUTE Ha3HAYUTL

ANS MapLlipyTa CTaTUYeCKoW MapLLpyTU3aLun.
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> Macka nopgcetn - Macka nogcetu onpegensaet kakasi 4Yactb |IP-agpeca oTHocutcs K
agpecy ceTu, a Kakasi - K agpecy camoro ysna ceTu.

» OcHoBHOM wn3 - JT0 |P-agpec WnO30BOrO YCTPOWCTBA, WCMOMb3YyeMOro Mo
yMOnyaHuio, KoTopoe obecneunBaeT B3aUMOOEWCTBME MexXOy MapLipyTu3aTtopoMm U

CeTbio/y3riom.
3. W3 Bbinagatowero cnucka B nore CocrtosiHne Bbibepute BkntoyeHo.
4. Haxmute kHonky CoXxpaHUTb, YTOObl COXPaHUTb BHECEHHbIE N3MEHEHNSI.
HaxaB KHOMKy YganuTb, Bbl yaanure 3anucb.
HaxxaB kHoMKy BKnounTb BCe, Bbl akTUBUPYETE BCE 3aNuUCHK.
HaxaB kHonky OTKNIOYUTb BCe, Bbl CAeMNaeTe BCe 3arnmMcn HEAKTUBHbBIMU.
HaxaB KHOMKy YganuTb Bce, Bbl yganute Bce 3anuncu.
Ytobbl nepenTn B crnegytoLiee OKHO, BOCNONb3ynTech KHonkov Cneayrowasn. Ytobbl BEPHYTLCSA
B NpeapbiayLlee OKHO, BOCMONb3ynTech kHonkon Mpeabiaywasn.
4.12.2 Tabnuua mapLipyTmsaumm

BbibpaB MeH0 PaclumpeHHble HAaCTPOMKU MapLpyTusaumm — Tabnuua mapLpyTusauum, Bbl
CMOX€Te MpoCcMaTpuBaTb BCE MCMOMb3yeMble 3anucy MaplipyTvsauuu. [ns Kaxzon ctatbu

oTobpaxatorcs |IP-agpec HasHa4YeHus, Macka NoACeTH, W3 1 nHTepdeic.

I IP-agpec Ha3HaA4YeHWA Macka nogceti LWrpz WHTepdreic
1 192.168.1.0 255.255.255.0 0.0.0.0 LAM & WLAN
2 192168.00 2552552550 0.0.0.0 LAM & WLAN

OOHOBWTE

> IP-apgpec Ha3Ha4veHus - IP-agpec Ha3Ha4veHus - aTo IP-agpec ceTy nnm yana, HasHa4yeHHbIN
MapLupyTy.
> Macka noacetu - Macka nopcetu onpegensieT, kakas 4dacTb IP-agpeca y3na cetu

OTHOCUTCA K agpecy ceTu, a Kakad - K agpecy caMoro ysrna B aTon ceTu.

> W3 - IP-agpec wno30BOro yctpoicrtea, obecnevmBalroLero B3aMMOOENCTBUE MexXay

MapLIpyTM3aTOPOM U CETbHO/Y3IOM.
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> WHTepdbenc - B aTom none nokasbiBaetTcs MecToHaxoxaeHune |IP-agpeca HasHadveHus - LAN
n WLAN vnn WAN.

Haxxmnte O6HOBUTBL A51s1 OOHOBMNEHNSA oTobpaxkaemoin nHdopmaunn.

4.13KoHTpOnb NpoNycKHOM CNOCOBGHOCTH

KoHTpONL NponyCKHoiA CNocobHOCTH

- MNapameTpkl KOHTPOMNA

- CNWCok npagun

Puc. 4-65
MeHio KoHTpornb nponyckHOM cnocoBGHOCTU codepXuT ABa noameHio — MNapameTpbl KOHTpons
n Cnucok npaBun (cMm. Puc. 4-65). [Ons HaCTpOWMKM HYXHOW YHKUUKM Bblbepute
CcoOTBeTCTBYOLEe MeH. Hwke npuBogutcs nogpobHoe onucaHwe AN Kaxaoro u3 3Tux

NOAMEHIO.

4.13.1 NapameTpbl KOHTPONS

Bbibpae KoHTponb nponyckHon cnocobHocTu — [MapameTpbl KOHTPONA, Bbl CMOXETE B
cnenylollemM OKHe HacTpavBaTb 3HAYEHUS UCXOOSALENW W BXOAsLWEW MONocbl MPOnyckaHus.
3apgaBaemMble 3HaveHUs1 He gomkHbl npesbiwaTte 100000 K6ut/c. ns onTuMarnbHOro KOHTPOIs,
BblbepuTe cnpaBa Twn nMHMKM U cnpocuTe y nocTtaBwwmka WHTepHeT-ycnyr obuiee 3HayeHue
BXOASILLEro N ncxogsiiero Tpadguka.

MapameTpbl KOHTpONSA
BEMHYATE KOHTPOME NONOCH! NPONYCKaHA F
THin JTAHIK; (& ADSL (O [JOpyran
HcxoOAwan nonoca NponyckaHWa: 512 KEuT/cek
BxoOAwan nonoca NponyCcKaHua: 2048 KEuT/cek
CoXpaHnTe

Puc. 4-66 MapameTpbl KOHTpONS

» BKNHO4YUTb KOHTPOJb NONOCHLI NponyckaHuA — Ecnu gaHHbIA NnapaMeTp akTUBUMPOBAH, TO
npasuna yHKLMM KOHTPOMNSA NPONYCKHOW cnocobHocTh ByayT paboTaTb.
»  Twvn nuHum — Beibepute NpaBuibHbIA TUM Ballero nogknodeHnsa. Ecnu Bel He 3HaeTe, Kakom

BblbpaTb, obpaTuTech Kk BallemMy nocTaBLmKy IHTEpHET-yCnyr.
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> MWcxopsawasa nonoca nponyckaHus - CKOpoCTb 3aKkavvMBaHus Ha yoaneHHbI cepBep vyepes
nopt WAN.
> Bxopswasa nonoca nponyckaHus - CKOpOCTb CKauMBaHWsS C yOareHHOro cepeepa 4vepes

nopt WAN.

4.13.2 Cnucok npaswun

Bbl6paB KOHTpOﬂb ﬂpOﬂyCKHOﬁ cnocobHocTu - Cnucok npaBun, Bbl CMOXeTe npocmaTtpuBaTtb

N HacTpauBaTb NpaBuia KOHTPONS MPOMYCKHOW CMOCOBHOCTM, Kak NoKa3aHo Ha PUCYHKE HUXKE.

KcxogAawan nonoca nponyckanua(Kent/cek) BXogawan nonoca NponyckaHnAKEnT/cer)
ID | OnucaHue BKNuWTE FEOakTMpoBaTE

MuH. Makc. MH. Makc.

B HacTOAWEE BPEMA CNWCOK NYCT.

| Nobasutb HoByro |

Tekywria M2| 1+ | CTpaHuua

Puc. 4-67 Cnncok npaeun

» OnucaHwue - VIHbopmaums C oNMCaHMEM BKIIOYAET AManas3oH agpecos, AnanasoH NopToB U

NPOTOKON nepenayu.

» WUcxopauwasn nonoca nponycKaHuA - MakcumanbHasi CKOPOCTb 3aKa4nBaHuA Ha y,EI,aJ'IeHHbIIZ

cepsep vepes nopt WAN, no ymonyaHuto yctaHosneHo 0.

> Bxopswasa nonoca nponycKaHuA - MakcumarnbHas CKOPOCTb CKa4dumBaHuA C yganeHHOoro

cepsepa yepes nopt WAN, no ymonyaxuto yctaHosneHo 0.
» Bknrouutb - CocTOsiHME NpaBuna; NokasblBaeT, OyaeT N NPUMEHATLCA AaHHOE NpPaBuIo.

> PepaktupoBatb - Bbibepute gaHHbIV NYHKT AN UBMEHEHUST UK yaaneHns CyLLeCTBYOLEN

3anwvcum.
Yto6bl [06aBUMTbL MNU U3MEHUTbL MNPaBUMO YMNpaBrieHWst MNONIocoM MNponycKaHusA,
Heo6xoAUMO caenaTtb crieayoLlee:

War 1: HaxmuTte kHonky [lo6aBUTbL HOBYH... (CM. Puc. 4-67). [JOMMKHO OTKPbITbCS OKHO, Kak

rnokasaHo Ha Puc. 4-68.

LWar 2: BseanTe cneagywoume gaHHble.
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HacTpoilkn npaBun ynpasneHUa NoNocol NPONycKaHuA

BHINHO4HTE:

OwanazoH IP-agpecoe: | | = |

[nanazoH Noproe: | | - | |

MpoToKo: Al w
MWH. nonoca NponyckaHua Makc. nonoca nponyckaHnA
(KouT/cek) (Kouticek)
Wcxooamwan nonoca nponycKaHna; | ] | | ] |
BxogAwan nonoca nponycKaHua: | 0 | | 0 |
[ CoxpaHuTe ] [ Hazag ]

Puc. 4-68 HacTporiku npaeun ynpaeneHus norocon nponyckaHus

War 3: HaxmuTe kHonky CoxpaHuTb.

4.14T1puBnaska IP- n MAC-agpecoB

NMpuerzka IP- n MAC-aqpecoe

- MapaMeTphl NPHUEAZKH

- Tabmmua ARP

Puc. 4-69 Mento MNpuesaska IP- 1 MAC-agpecos

Mento Mpusaska IP- n MAC-agpecoB cogepXxut asa nogmeHio (cMm. Puc. 4-69) — MNapameTpbl
npuBAaskn u Tabnuua ARP. Yto0Obl HacTpouTb HYXHYIO GYHKUMIO WK NOCMOTPETb €ee
napameTpbl, BolbepuTe COOTBETCTBYHOLLMIA 3NEMEHT. Huxe npuBoantcs nogpobHoe onucaHune no

Ka)kQoMy NMOAMEHIO.

4.14.1 NMNapameTpbl NPUBA3KU

[aHHoe OkHO copepxuT Tabnuuy MapamMeTpbl NPUBA3KUA, B KOTOPYK Bbl MOXETE BHOCUTbL

HeobxoanMble nameHeHus (cm. Puc. 4-70).
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MapaMeTpbl NPUBA3KH

CenAznieaHne ARP: &) OmeniounTe ) BENHOUMTE

COXpaHUTb

1D MAC-agpec IP-agpec CeAzatk NzmeHuTe

Cnncok nycr.

| NoGaenTb Hosywo.. |

Current Mo. CTp.

Puc. 4-70 MapameTpbl NpnBA3KN
» MAC-agpec - MAC-agpec KOHTPONUPYyeMOro KoOMrnbioTepa NoKansHON ceTu.
» IP-agpec - HasHayeHHbI IP-agpec KOHTpONMpyeMoro KOMnbioTepa NokanbHOM CeTu.

» CBasatb - BknwoueHne @yHKUUKM cCBA3bIBaHMA nNo npotokony ARP ans KoHkpeTHoro
yCTpOWCTBA.

> W3MeHUTDb - VIameHeHne nnn yganeHne CcylecTBYIOLWEN 3anncu.

Ecnn Bbl xoTMTE 006aBUTbL MM N3MEHUTb 3anuch cBasbiBaHus IP- 1 MAC-agpecoB, Haxmunte

KHONKy [lo6aBUTb HOBYHO... Ui U3MeHUTb. [Nepen BamMn OTKPOETCS OKHO, MPeACcTaBleHHOe Ha

Puc. 4-71, B koTOpoM Bbl MOXeTe [o6aBUTb WM U3MEHUTb 3anncb CBA3biBaHUA IP- n

MAC-agpecos.

MapameTpbl cBA3bIBaHNA IP 1 MAC-agpecos

CEAzaTh:

MAC-agpec: | |

IP-anpec: | |

| Coxpaunte | | Hasag |

Puc. 4-71 MapameTpbl npusasku IP- 1 MAC-agpecos
Y106b1 OGABUTL 3anucb npuBA3ku IP- u MAC-apgpeca, Heob6xogMmo caenaTb cregytouee:

1. HaxmuTte kHonky [lo6aBuTbL HOBYHO... (CM. Puc. 4-70).
2. Ykaxute MAC- n IP-agpec.

3. Beblbepute aueriky CeasaTb.
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4. Y10bbI COXpaHuUTb caenaHHble N3MeHEeHUA, BOCI'IOHbSyVITGCb KHOMKOWN Coxpal-wm:..

YT06bl U3MEHUTb WNM YAanuTb YyXe CYLecTBYHIOLWYK 3anucb, Heo6xoauMo cpenaTtb

cnepytollee:

1. Bbibepute 3anuck B Tabnuue.

2. B konoHke U3meHnTb BLIGEpPUTE, COOTBETCTBEHHO, PegaktupoBaTb unv YoanuTb.
Y106bI HAUTU CYLLECTBYIOLLYIO 3aMUCh!:

1.  Haxmute kHonky HanTtwm, kak nokasaHo Ha Puc. 4-70.

2. Beegute MAC unu IP-agpec.

3. Haxwmwute kHonky HanTtwu, kak nokasaHo Ha Puc. 4-72.

Haiitu sanuce npueasku IP- n MAC-agpeca

MAC-anpec: | |

IP-agpec: | |

D MAC-anpec: IP-agpec: Ceanate  [WHK

Tekywui CIMCoK NyCT.

| Haiitu | | Hasag |

Puc. 4-72 HanTtu 3anuce npueasku IP- u MAC-agpeca
YTtobbl akTMBMPOBATL BCE 3anmncu, BOCNOSb3yNTECh KHOMKOW BKNounTb BCe.

YTtobbl yoanutb BCe 3anucu, BOCNONb3yNTECh KHONKON Y 4anuTb Bee.

4.14.2 Tabnuua ARP

[ns ynpaeneHns KOMMbIOTEPOM Bbl MOXETe BeCTM HabntogeHne 3a KOMMbiTepaMmn foKanbHOM
ceTtun, nposepada npuesasky MAC- n IP-agpecos B Tabnuue ARP. Takke Bbl MOXeTe Npon3BOAUTb
HacTponky anemeHToB Tabnuubl ARP. B pgaHHom okHe oTobpaxkaercss Tabnmua ARP. OHa
coaepXuT nHdopmaLmio no nMmetowmmes 3anucam npusaskn IP- 1 MAC-agpecos (cMm. Puc. 4-73).

Tabnuua ARP

1D MAC-agpec IP-agpec CocTroAHne HacTtpoiika
1 50-E5-49-CB-E2-TA 192.168.0.100 He ceBRzaHO JarpyanTe ¥Yoanurb
| 3arpysutbBre | [ OGHoBUMTH

Puc. 4-73 Tabnuua ARP
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» MAC-agpec — MAC-agpec KOHTPONMPYEMOro KOMMbIOTEPA NOKaNbHOW CETH.
> IP-appec - HasHauyeHHbIV IP-agpec KOHTpONMpyemMoro kKoMnbloTepa NoKanbHON CeTu.
» CocrosiHue - Hanuune unu otcytcteue ceda3biBaHua MAC- u IP-agpeca.

> HaCTpOﬁKa - JaHHble KHOMKK MCNOoNb3YyKTCA ANd 3arpy3km wunu ynaneHuna 3rnemMeHToB

Tabnuubl.

e 3arpy3uTtb - [lobaBneHue anemeHTa B Tabnuuy.

e HacTtpomka - YganeHne anemeHTa ns tabnumusbl.

CBsasatb Bce - CBsizaTb Bce TeKywmne 3nemMeHTbl, gaHHad onuuna AO0CTynHa, TOJIbKO eciun

dyHKUMA cBA3bIBaHUA No npoTokony ARP BkntoveHa.
3arpy3uTtb Bce - 3arpy3nTb BCe aNeMeHTbI B Tabnuuy.
Y1066l 06HOBUTL MHPOPMALMIO, BOCNONb3yNTECh KHONKON OBGHOBUTL.

& MpumeyaHue:

OnemMeHT He MoxeT BbITb 3arpyxeH B Tabnuuy, ecnu ero IP-agpec 6bin1 3arpyxeH paHee. B atom
cnyvyae cuctema Bblgact coobuieHne o6 owmbke. AHanormyHo doyHkuma "3arpysuTtb Bce"
3arpysnT TOJNIbKO Te 3J1eEMEHTbl, NapaMeTpbl KOTOPbIX HE coBnadakwT C yXe UMEernLWUMnca B

Tabnuue.

4.15dnHamunyeckun DNS

Mpw BbIGOope MeHio AuHamuyeckun DNS Bbl MOXeTe onpeaensTb napameTpbl paboTbl OYHKLMK.

MapwpyTtursaTop nogaepumeaeT (PyHKUMIO OUHAMUYECKOW CUCTEMbl AOMeHHbIX umeH (DDNS),
KoTopas genaeT BO3MOXHbIM XOCTUHI canTta, FTP- nnn no4ytoBoro cepBepa ¢ (pMKCMPOBAHHbLIM
OOMEHHbIM MMeHeM (KOoTopoe Bbl YKasblBaeTe camMu) M AWMHaAMMYeckuMm agpecoM.  OTo
no3sosnisieT BaluMM Apy3bsM MNOAKMYATbCA K Ballemy cepBepy, yka3aB AOMEHHOE WMMSA BHE
3aBMCUMOCTU OT 3HauveHus |IP-agpeca. lNMepen Tem Kak NpUCTYNUTb K MCMOMNb30BaHUIO AAaHHOW
P yHKLMU Heobxoanmo 3apernctTpmpoBaTtbCs y npoeangepa cepBuca DDNS,

HanpumMmep www.comexe.cn, www.dyndns.org nnn www.no-ig.com. OT nocTtaBwWMKa

l/IHTepHeT-ycnyr Bbl NONy4nTe Naposib UIn KIikou.

4.15.1 Comexe.cn DDNS

Ecnn B kadectBe npoBangepa cepBuca DDNS Obin BbiOpaH www.comexe.cn, OOJTKHO

NnosiIBUTbLCS OKHO, NoKkasaHHoe Ha Puc. 4-74.
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MpoBaiOoep ceperca: Comexe | www.comexe.cn ) » | [epeiTy K perMcTpauni. .

[omeHHDe MMA;
[omeHHOe MMA:
NomeHHoe MMA:
NomeHHDe MMA:

JomeHHoe MMA:

HuA nonk2oBaTens: username

Maponk: (II111I1 Y]

[] Bemounte DONE

COCTOAHWE NOaKNHYeHNA: DDOMS He 3anyckaeTcAl

[ Boiiti ]

| Coxpanuts |

Puc. 4-74 Hactporikn Comexe.cn DDNS
IOnsa yctaHoBku napameTpoB DDNS Heo6xoanmMo BbINOMHUTL crieaylolme OENCTBUSA:

1. [domeHHOe wuMsa BBeguTe COOTBETCTBYyKOLWlEEe 3HadeHue, nornyd4yeHHoe OT NnocTaBLUMKa

NHTepHeT-ycnyr.
2.  YkaxuTte Umsa nonb3oBaTtensi y4eTHOW 3anucu.
3.  Ykaxwute MNaponb y4eTHOW 3anucw.
4. Haxmute kHonky BonTtu ans Bxoga B cuctemy.

CocTosiHMe nogkntoueHus - OTobpaxkaeTcs coCTosiHME noakntoveHus k cepsucy DDNS.

HaxmuTe kHonky BbInTn, 4TOGbI BEINTU N3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnu B kadyecTBe npoBanpgepa cepBuca DDNS 6bin BbiGpaH www.dyndns.org, NosiBUTCA OKHO

Kak nokasaHo Ha Puc. 4-75.
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Mpoeaioep ceperca: Dyndns { www.dyndns.org ) | OepeiTy K perucTpauum...
HMA nonb3oBaTENS: Username
Mapone: (TTTITITITIL]

OoMeHHo: MA:

[] Brnwuute DONS

CocToAHWE NOOgENHYeHHA: DDOMNS He 3anyckaeTcAl

[ Boiitn ] [ BiiiTi

| Coxpanuts |

Puc. 4-75 Hacrtponkn Dyndns.org DDNS
IOnsa yctaHoBku napameTpoB DDNS Heo6xoanmMo BbINOMHUTL crieaylolme OENCTBUSA:

1.  Ykaxunte UMsa nonb3oBaTens y4eTHOM 3anncu.
2. Ykaxwute Naponb y4yeTHOWN 3anucu.

3. YkaxuTe lomeHHOe uMs, nonyyeHHoe OT nposangepa cepsuca DDNS.

4. Haxmute kHonky BonTtu ansa Bxoga B cuctemy.

CocrosiHue nogkno4veHus - OTobpaxaeTcsa cocTosiHue nogkniodeHns K cepsucy DDNS.
HaxmuTe kHonky BbInTH, 4TOGbI BEINTU N3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnn B kayectBe npoBangepa cepBuca DDNS Obin BbiOpaH www.no-ip.com, NOSIBUTCA OKHO

Kak nokasaHo Ha Puc. 4-76.
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R NS

Nposainep ceperca: Mo-IP | www . no-ip.com ) “ | [epelT K perncTpaumi. .
HmA nonb30BaTena; USErname
Maponk: ||||||||| |
OoMeHHDE WMA:

[] Benwuwte DDMS

COCTOAHWE NOOENHYEHNA: DDOME He 3anyckaeTcAl

[ Boiimi ] [ Briittn

[ COXpaHWTL ]

Pwuc. 4-76 Hactponku No-ip.com DDNS
IOnsa yctaHoBku napameTpoB DDNS Heo6xoAanMMO BbINONHUTL criegylolme JeMcTBUsA:

1.  Ykaxunte Umsa nonb3oBaTens y4eTHOM 3anncu.
YkaxuTe Maponb y4eTHOW 3anucu.

YkaxunTte [lomeHHOe nmsa, nonyvyeHHoe ot nposangepa cepsuca DDNS.

> e

HaxmuTe kHonky BonTun, 4tobbl BOMTK B CUCTEMY.
CocTosiHne noaknioveHus - OTobpaxaeTca cocTosHMe noaknodeHus k cepsucy DDNS.

HaxmuTe kHonky BbInTn, 4TOGbI BEINTU N3 CUCTEMBI.
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4.16CncTeMHble NHCTPYMEHTbI

CHCTEMHBIE MHCTDYMEHTEI

- HacTpoika BpeMeHi

- InarHocTHEa

- ODHOBMEHWe BCTPOeHHOro MO

- 3aBOOCKHE HACTPOMKN

- PezepEHan KOMWA W BEOCCTAHOBNEHHE
- Nepezarpy3ka

- Maponk

- CHCTEMHLIA XypHan

- CramMcTEa
Puc. 4-77 MeHio CUCTEMHbIE MHCTPYMEHTbI
MeHio CucTeMHble MHCTPYMEHTbI COAEPXKUT crieayrowme noameHio — Hactpomnka BpemeHu,
OunarHoctuka, O6HoBNeHue BcTpoeHHoro MO, 3aBoackue HacTponku, PesepBHas konus 1
BoccTaHoBneHue, [llepesarpy3ka, [Maponb, CuctemMHbin XypHan un Cratuctuka. [ns

HaCTPOWKN HY>XHON OYHKLMK BbIGEPUTE COOTBETCTBYIOLLEE MEHI0. Hike npuBoamTcst nogpobHoe

onncaHme no Kaxagoro n3 atTnx nogMeHto.

4.16.1 HacTtpounka BpemeHun

Bbl6paB MeHio CucremHble UHCTPYMEHTbl — HaCTpOﬁKa BpeMeHU, Bbl MOXeTe HacTpanBaTb

napameTpbl BpEMEHU B OKHE, MPEACTaBNEHHOM Ha PUCYHKE HIXE.
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YacoBon NoOAC: (GMT+03:00) Barpag, Kyeeir, Haiipobn, 3p-Puag, Mockea “
Nara: 1 1 2012 (MecALMUCcno/roa)
Bpems: 5 0 4 (YaCkIMUHYTEI CEKYHOE )
NTP-cepeep 1: 0.0.0.0 (no ewiBopy)
NTP-cepeep 2: 0000 (no ewiGopy)

[ MonyynTe BpemA No [pUHBKYY ]

NetHee BpeMA: (O OTkMIouNTE (30 BKMIYWTE Ha Beck rof, () BKNKYMTE HA ONPeOeneHHoe BPeMA
Havano:
KoHew;
COCTORHWE NETHETD BPEeMEHI: NeTHER BpEMA BENKYEHD.

BHUMaHwe: HaxmuTe TIonyynTe Bpema No MpuHenYy’, 4To0bl 0OHOBMTE BPEMA C CEPBEPOE Yepe3 MIHTepHeT

COXpaHuTE

Puc. 4-78 Hacrtpoiika BpemeHu

» YacoBou nosic — Beibepute yacoBom nosc.
> [arta— Ykaxute gaty B popmare mecdu/aeHs/rog.

> YkaxuTte Bpemsa B chopmare vac/mMmuHyTa/cekyHaa.

> NTP-cepBep 1/NTP-cepBep 2 — Beeante agpec unun gomeHHoe nvsi NTP-cepepa 1 vnu
NTP-cepBepa 2, nocne 4yero mapLipyrTusarop nony4mt napameTpbl BpemeHu ¢ NTP-cepsepa.
Kpome TOro, ansa Hekotopbix BCTpoeHHbIX NTP-cepBepoB MapLupyTM3aTop MOXET nony4yatb

3Ha4yeHne BpemMeHn aBToMmaTtnu4eckn npu noaKIno4YeHnn K MHTepHeT.

» [locTaBbTe ranoyky B none BknwouuTtb neTtHee Bpemsi, YTOObl BKMNIOYUTL OYHKLMIO NIETHErO

BpPEMEHU

» Havano - BpeMFI, C KOTOpPOro Ha4ynHaeTcd neTtHee BpemMA. Bbl6epMTe MecsLl B nNepBom norne,

Hegento BO BTOPOM Mnose, 1 BpeMda B TpeTbeM MNore.

» KoHeu — Bpewms, Korga 3akaH4mBaeTcs netHee Bpemsi. Bbibepute mecsiy, B nepBom none,

Heaento BO BTOPOM Mnose, 1 BpeMda B TPETbEM Nore.

» CocTosiHue netHero BpemeHun — OTobpaxaeT CoCToAHME, UCNONb3YeTCs N fieTHee Bpems

UInn Her.

Y106bI HACTPOUTL BPEMSA B PYHHOM pexume:
1. Bbibepute yacoBown nosc.

2.  YkaxuTe [laty B hopmare mecsiu/aeHb/roa.
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3. Ykaxute Bpems B hopmate yac/mMmuHyTa/cekyHaa.

4. Haxmute kHonky CoxpaHuUTb.

Y106bI HACTPOUTL BpEMA aBTOMaTU4YECKU:

1. Bbibepute yacoBow nosc.

2. Beeagute agpec nnun gomeHHoe umst NTP-cepBepa 1 nnu NTP-cepBepa 2.

3. Haxmwute kHonky Monyuntb Bpems no MpuHBMYY, 4TOOLI Mony4yaTb CUCTEMHOE BPEMS

yepes MHTepHeT npu Hann4mm NOAKNIYEHNA K HEMY.

Y100bI YCTAHOBUTL JIeTHEE BPEMS:

1. TlMocTaBbTe ranoyky B s4enky Bkrountb neTHee Bpems.

2. BuibepuTe 3HaueHne Havana netHero nepnoga BpeEMEHM.
3. Bblbepute 3HayeHne KoHua neTHero nepnoga BpeMeHuU.
4

Ona COXpaHeHnA HacTpoek, HaXXMUTe KHOMKY COXpaHMTb.

NeTHee BpemA: ) OtkmiounTE () BEMKOUMTL HA BECk 10, KMIOUHTE Ha ONpefeneHHoe Bpema
Havano: HAHeape || 14 + || BockpeceHbe 1 0:00 it
Komeny: Nerabpe || 4 + || BockpeceHbe 1 0:00 hd
COCTORHWE NETHETO BPEMEHM: NeTHee BEPEMA BKIIOYEHD.

BHUMaHWe: Haxmute Tlonydnte BpemA No MpuHENYY, yToObl 0OHOBWTE BPEMA C CEPEEPOB Yepes FIHTepHET

&= NMpumeyaHue:

1. [aHHasa HacTporika bygeT ucnonb3oBaTbCa ANs psga OYHKUMIA C BPEMEHHBLIM KPUTEPUEM,
HanpuMMep, AN MEXCETEBOro akpaHa. Ecnuv 3HauyeHne BpeMeHu He 3a4aHo, 3TU PYHKUUN He
OyoyT pabotaTtb. Takum obpasoM, ABNSETCA KpavHe BaXKHbIM yKasaTb 3TW 3HAYEeHWUsl cpasy
rnocrne Bxoda B CUCTEMY.

HacTtporiku BpemeHun 6yayT yTepsHbl NPy BbIKMOYEHUN MapLupyTu3atopa.
[Mpn cooTBeTCTBYIOLLEN HACTpPOMKe MaplipyTusatop 6ygetr nonyyaTb cpefgHee Bpems Mo
puHBMYY Yepe3 NIHTepHET B aBTOMaTUYECKOM pexume.

4. ®YHKUMSI NETHErO BPEMEHW BCTYMAET B CUITY OAHY MUHYTY NOCE €€ BKITIYEHUS.

4.16.2 lnarHocTHKa

BbibpaB CuCTEMHbIE MHCTPYMEHTbI — [lMarHoCTuKa, Bbl MOXeTe Npu nomoLum dyHKuun Ping

n TpaccupoBka npoBepsATb paboTy CETU (CM. PUCYHOK HUXKE).
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napaMETphl OWarHoCTHKH
MHCTPYMEHT OWUarHOCTHERN; (*) Ping () Tpaccupoeka

IP-agpec! [loMeHHOE MMA:

Cyerynk Ping: 4 (1-50)
Pazmep Ping-naketa: 64 (4-1472 Gant)
Bpemsa oxuoaHua Ping: 200 {(100-2000 rck)
TpaccwpoBka Max TTL: (1-30)

PesynbTaThl AHAarHOCTUKHN

HavaTte

Puc. 4-79 WHCTpyMEHTbI AUarHocTuku

» WHcTpymeHT pauarHoctukm — [ns Bbibopa HeobXoguMMOro WHCTPYMEHTa HaXMuTe
COOTBETCTBYIOLLLYIO PafNOKHONMKY.
e Ping - OTOT MHCTPYMEHT ycTpaHsieT npobremMbl C NOAKMYEHUEM, JOCTUXKMMOCTBIO U

paspelleHnemM nMmeHn ana KOHKpeTHOro y3na unn wnk3a.

e TpaccupoBKka — OTOT UHCTPYMEHT NPOM3BOAMNT NPOBEPKY paboTbl NOAKNIOYEHMS.

& MMpumeyaHue:

Bbl moxeTe npumeHsTb MHCTpyMeHTbl Ping/TpaccupoBka ans nposepku IP-agpeca wnu
OOMeHHOro uMeHu. Ecnu npoBepka uHCTpymeHTamu Ping/TpaccupoBka B OTHOLUEHUM
IP-agpeca npolna ycnewHo, HO C AOMEHHbIM UMEHEM BO3HUKMM Npobnembl, 3TO MOXET
O3HavyaTb npobnemy C paspelleHnem uMeH. B atom cnydae cnegyer ybeauTtbcd, 4TO
AOMEHHOE MMSs, KOTOPOE Bbl yKasblBaeTe, ABMAETCA pa3pelleHHbIM, UCNonb3ysa Ans 3Toro

DNS-3anpocbkl (Domain Name System — Cnyx6a JOMEHHbIX UMEH).
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» |IP-appec/ilomeHHoe wumsa - VYkaxute IP-agpec wunu [OMEHHOE MMSA KOMMbOTEpa,

NOAKIOYEHNE KOTOPOTO Bbl XOTUTE npoBepuTb (K npumepy http://www.tp-link.com).
» Cuyetumnk Ping — Noka3biBaeT YMCNO OTMNPaBIIEHHbIX 9X0-3arnpoCoB.
> Pa3smep Ping-nakeTta — YkasblBaeT Konm4ecTBo 6anToB AaHHbIX K OTNpaBKe.

> Bpemsa oxupaHua Ping — Bpema oxuaaHua oTBeTa Ha 3xo-3anpoc. Ecnu B TeyeHue

YKa3aHHOro BpeMeHun HeT oTBeTa, TO BpeMa oXnaaHna coeanHeHna npesBbILeHO.

» TpaccupoBka Max TTL — YkaxuTe MakcumanbHOe KOnM4YecTBO OTCKOKOB (MakcumarnbHoe

3HayeHue TTL) Ha NyTM NOUCKa KOHEYHON TOYKMN.
HaxmuTe kHonky HayaTtb, 4ToObI HauaTb npouenypy AMarHOCTUKN.

B okHe Pe3yanaTb| ANarHoCTuku 6y,El,yT npeacTaBneHbl pe3ynbraTthl.

Ecnu pesynbrart aHanorn4eH pesynbrarty, npeacTtaBneHHOMY Ha PUCYHKE HUWXe, C NOAKITIOHEHNEM

K MHTepHeT BCE B nopsAake.

PesynbTaThl AMArHOCTHUKH

Pinging 192.168.0.1 with 64 bytes of data:

Approximate round trip times in milliseconds:
Minimum = 1, Maximum = 1, Average = 1

i Beply from 19Z.165.0.1: bytes=6d time=1 TTL=64d =zeq=1 E
E Feply from 19Z.168.0.1: bytes=04 time=1 TTL=6d zeq=2Z E
. Beply from 19Z.168.0.1: hytes=64 time=l1 TTL=64d zeq=3 ,
E Reply from 192.168.0.1: bytes=64 time=1 TTL=64d szeq=4 E
E Ping statistics for 19:Z.165.0.1 E
E Packets: 3ent = 4, RHeceiwed = 4, Lost = 0 (0% loss) .

Puc. 4-80 PesynbraThl AMarHOCTUKK
& MpumeyaHune:

OD,HOBpeMeHHO MHCTPYMEHTbl AWMarHOCTUKM MOryT WUCMNOJS1b30BaTbCA He Oonee 4yem OOHUM

none3oBarenem. Mapametpbl "Cuétumk Ping", "Pasmep Ping-naketa" n "Bpems oxuganusa Ping"
asnoTca napametpamu dyHkumm Ping, a "Makc. TpaccupoBka TTL" napameTpom dyHKUMK
TpaccupoBKu.

4.16.3 O6HoBNeHue BcTpoeHHoro MO

BbibpaB CucteMHble MHCTPYMeHTLI — O6HoBneHue BcTpoeHHoro MO, Bbl MoxeTe 06HOBUTL

BcTpoeHHoe 10 mapLupyTtnusatopa (CM. pUCYHOK HUXKE).
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BepcHA npowwveKn; 3.14.19 Build 120809 Rel.38717n

BepcwA obopyOoBaHUA: WRE41M w8 00000000

OGHOBUTE

Puc. 4-81 O6HoeneHne BcTpoeHHoro MO

> Bepcusa npowmnBku — Tekylasa sepcus BCTpoeHHoro MO.

> Bepcusi obopypoBaHusa - Tekylwad Bepcus annapaTtHouW 4vactu. Bepcus, ykasaHHasa B

ganne o6HOBNEHNS, U TEKYLLLAA BEPCUSA OOSMKHbLI COBNaaaThb.
Y1o0bI npousBectM oOHOBNeHue BcTpoeHHoro [MO mapwpyTusatopa, Heobxogumo
caenartb cnepytloulee:
1. Ckavante nocnegHtow Bepcuto hanna o6HOBNEHUS C HaLero canta
(http://www.tp-link.com).

2. B none ®ann ykaxute unu, Haxae kHornky O63o0p, BeibepuTe nyTb K hanny BcTpoeHHoro 10O,

COXpaHEeHHOoro Ha BallemM KoMnbroTepe.

3. Haxmute kHonky OGHOBUTL.

& [MpumeyvaHue:

1) ®annbl 06HOBNEHUI HaxoaaTca Ha canTte hitp://www.tp-link.com, 0TKyaa Mx MOXHO ckayaTb.
CnepyetT npous3BoauMTb OOHOBMEHUS TOMbKO TOorda, Korga HOBas BEPCUSA  COLEPXUT
Heobxooumyto BaMm yHKkumo. OpHako NpuM  BO3HMKHOBEHWM MNPOGMEM CBA3AHHbIX C
MapLUpyTU3aTOPOM, @ He ero HacTpovkamu, cnegyeT NpPovM3BecT 06HOBNEHNE BCTPOEHHOro
Mo.

2) Tlpn obHoBneHun BcTpoeHHoro O Tekywime HacTPOWMKM MOMyT HEe COXpaHuTbcs. [loaTtomy
npexge 4yem npounssBoanTb OBHOBMEHWE, 3anuLuMTe cAenaHHble BaMu HacTPOMKK, YTOObLI UX
MO>XHO ObIfT0 BOCCTaHOBUTb.

3) [lpu 0BGHOBREHUN NPOLLMBKU HE BbIKIOYANTE MapLlpyTM3aTop N HaxumanTe KHonky Reset. B

NpOTUBHOM Clly4ae yCTpOIZCTBO MOXET ObITb noBpexaeHo.

4) Mo 3aBepLUEHMIO OGHOBNEHMS MapLUPYTU3aTOP aBTOMaTUYECKN BbIMOMHUT Nepesarpysky.
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4.16.4 3aBoacKMe HaCTPOMKHU

BoibpaB CucTeMHble WMHCTPYMeHTbI — 3aBOACKWE HaCTPOMKMU, Bbl CMOXETE BEPHYTb

3aBOJCKME HACTPOWKU (CM. PUCYHOK HUXKeE):

HammuTe 3Ty KHONKY ANA cOpoca BCeX HACTROEK Ha 3HAYEHWA MO YMONYaHWID.

BoccrtavoButk

Pwuc. 4-82 3aBoackune HacTpONKM

Haxmute KHOMKY BoccTtaHoBuUTL aAns 06poca BCeX HaCTpoeK A0 M3HaYalibHO YCTaHOBII€HHbIX

3aBOACKMX NapameTpoB.
e Wwmsa nonb3oBaTens no ymonyaxuto: admin
e [aponb no ymonyaxuto: admin
e IP-agpec no ymonyaHuio: 192.168.0.1
¢ Macka noagceTu rno ymonyaHumio: 255.255.255.0

& lMpumeuaHue:

Mpyn BOCCTaHOBMNEHUWN 3aBOACKUX HACTPOEK MO YMOMYaHWI0 BCE BHECEHHbIE M3MeHeHUs GyayT
noTepsiHbI.

4.16.5 Pe3epBHas Konusi U BOCCTaHOBIIEHUE

BbibpaB CucTeMHble MHCTPYMeHTbI — Pe3epBHasi KONMUA U BOCCTaHOBIIEHUE, Bbl MOXETE
COXpaHUTb TeKyLLMe HACTPOWKM B BUAe dpanna u 3arpysuTtb UX U3 hanna, Kak nokasaHo Ha Puc.
4-83.

CoxpaHeHne HacTpoek: l PesepeHanA Konua ]

Dann C HacTPORKaMHK: | |[ Oszop... ] [ BoccTAHOBUTE

Puc. 4-83 PesepBHas Konus U BOCCTaAHOBIEHNE

» UTtobbl cOXpaHWTb BCE TEKYLLIME HACTPOWMKM B bann Ha KOMNbIOTEPE NOKarnbHOW CeTw,

HaXXMUTE KHOMKY Pe3epB|-|a;| Konwus.
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» YT0ObI BEPHYTHCA K NpeablayLmM HacTporikaMm MmapLipyTnusaTtopa Heobxoanmo caenarb
cnepywolee.
e Haxmunte kHonky O630p 1 BbibepuTe HyXXHbIN bann.

e Haxmute kHonky BoccTtaHOBUTD.

& MMpumeyaHue:

Tekywine HacTporiku ©yayT 3ameHeHbl HacTporkamu u3 danna. [lpouecc BOCCTaHOBNEHUSA
anutcsa 20 cekyHa, nocne Yero MapLipytm3aTop aBTomaTU4eckn nepesarpysmrtcs. Bo nsbexanue

NOJIOMKA yCTpOVICTBa He OTKNYanTe ero oT NMTaHNA BO BpemMaA BOCCTAHOBIIEHNA HACTPOEK.

4.16.6 lNepe3arpy3ka

Boibpas CuctemMHble WMHCTpyMeHTbl — [lepe3arpy3ka, Bbl MOXeTe mnepesarpysvtb

MapLupyT1sartop npu nomoLum kHonku Mepesarpyska (CM. pUCYHOK HUXe).

HaMMWTe Ha 3Ty KHOMKY ANA Nepe3arpy3kn yCTpoAcTeA.

[ MNepesarpy3ka ]

Puc. 4-84 lMepesarpyska

HeKOTOpre HaCTpOVIKM Mapuipytm3saTopa BCTYNAT B CUJTY TOJIbKO Nocrne nepe3arpy3km CUCTeMbl,
a UMEHHO!

e UNameHeHwne IP-agpeca cetn LAN (cuctema nponssedért nepesarpysky aBToMmaTnyecku).
e  /ameHeHue HacTpoek DHCP.

o /ameHeHue HacTpoek BecnpoBogHOM Nepenadun JaHHbIX.

e V/3meHeHue nopTa BeG-ynpaBneHus.

e OO6HoBneHne BcTpoeHHoro MO MmapwpyTmnsatopa (cuctema npousBedET nepesarpysky

aBTOMaTUYECKN).

° C6pOC TeKylnx HacTpOoeK W1 BOCCTaHOBJIeHMe 3aBOACKUX HaCTpOEeK MaplipyTtu3aTtopa

(cuctema npousBeaéT nepesarpysky aBToMaTUYECKN).

e (OO6HOBMeHVMe napaMeTpoOB HaACTpoWkn u3 cpanna (cuctema npousBedE€T nepesarpysky

aBTOMaTUYECKN).
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4.16.7 Naponb

Bboibpas CucrtemMHble MHCTPYMEHTbl — [laponb, Bbl MOXETe 3aMeHUTb WCXOQHOE WUMS

nonb3oBarens unun naporib MapLpyTmsaTopa, Kak nokasaHo Ha Puc. 4-85.

MIMA NONL30BATENA W NAP0ONk HE OOMHHE NPeELIWATE 14 CUMECMNOE B ANMHY M HE O0M#HEl BKMI0YATE npodent!
MNpeasioywes KMA NONL30BaTENA:

MpeasbioywWi napons:

Hoeoe MMA NONL30BaTENHA:
HoebIi naponk:

Noareepoure naponk:

| Coxpannts | | OumcTuts

Puc. 4-85 T[laponb

HactoATenbHO pekoMeHOYeTCsl CMEHUTb WCXOAHOe MMSI  MOonb3oBaTenss W naporsib
MapuwpyTtnsatopa. Nonb3oBatento npu Hadvane pabotbl ¢ BeG-yTunuTonM OyaoeT npennoxeHo

BBECTU UMA Nonb3oBaTena 1 naporsb.

& MMpumeyaHue:

[nnHa HOBOro MMeHM nonb3oBaTensa U Naposis He OOfMKHa npeBbiwaTb 14 cumMBOnoB. B MMeHwM
nonb3oBaTens W naporne Hemnb3s ucrnonb3oBaTb npobenbl. [Onsi nogTBepXaeHus naponsa ero

Heobxo4MMO BBECTU ABaXAbl.
Haxmute KHOMKY COXpaHMTb, 4YTOObI COXpaHUTb USMEHEeHUs.

YTto6bl 04MCTUTL NoN4, BOCI'IOJ'Ib3yIZTer KHOMKON O4YUCTUTD.

4.16.8 CUCTEMHbIN XXypHan

Bboibpas CucteMHble UMHCTPYMEHTbl — CUCTEMHBbIN XypHan, Bbl MOXeTe npocmarpuBaTtb

XypHarnbl MapLupyTumaaropa.
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DYHKLWMA
ABTOMaTH4ECKON OTkmioMeHa HacTpoiku NovThl
OTNPABKK NOYTLI:

Twun xypHana: | ALL - YpoBeHb wypHana: | Bce “

WHaekc Bpems Tun YpoBeHb CogepwaHie xypHana

169 |1stday 04:36:34 |DHCP |WH®O |DHCPC DHCP Service unavailable, recv no OFFER

168 |1stday 04:36:32 |DHCP |WMH®O | DHCPC Send DISCOVER with requestip 0 and unicast flag 1
167 |1stday 04:36:30 |DHCP |WMH®O | DHCPC Send DISCOVER with requestip 0 and unicast flag 1
166 |1stday 04:36:26 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
165 |1stday 04:36:24 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
164 |1stday 04:36:22 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 0
163 |1stday 04:20:12 |DHCP \WH®O |DHCPC DHCP Service unavailable, recv no OFFER

162 |1stday 04:20:10 |DHCP |WMH®O | DHCPC Send DISCOVER with request ip 0 and unicast flag 1
161 |1stday 04:20:08 |DHCP |MH®O DHCPC Send DISCOVER with requestip 0 and unicast flag 1
160 |1stday 04:20:04 |DHCP |MH®O | DHCPC Send DISCOVER with requestip 0 and unicastflag 0
159 |1stday 04:20:02 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 0
158 |1stday 04:20:00 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicastflag 0
187 |1stday 04:04:20 |DHCP WH®O |DHCPC DHCP Service unavailable, recv no OFFER

186 |1stday 04:04:18 |DHCP |WMH®O DHCPC Send DISCOVER with requestip 0 and unicast flag 1
155 |1stday 04:04:16 |DHCP |MH®O |DHCPC Send DISCOVER with requestip 0 and unicast flag 1

Time =2012-01-01 5:44:07 17048s
H-Ver = WR841N v& 00000000 : S-Ver = 3.14.19 Build 120809 Rel.39717n
L=192.168.0.1: M= 255.255.255.0

W1 =DHCP : W =10.0.0.0 : M =0.0.0.0 : G = 0.0.0.0

OBHOBUTE ] [ COXpaHnTb KypHan ] [ OTNpaBuTh KYPHAEN No NOYTE ] [ OYUCTUTE KypHanN ]

Cnepytowan Current Mo.| 1 % | CTtpaHuua

Puc. 4-86 CucrtemHbIn >xxypHan

>  ®YHKUMA aBTOMaTU4YE€CKOW OTMpPaBKU NOYTbl - [lokasbiBaeT BKIOYEHA NN PYHKUNS vnn

HeT.

> Hactpomku noutbl - 34eCb yKasbiBaeTCA MOYTOBbIM SAWMK ANA OTNPaBKM M NOSydeHus
coobLLeHnI, agpec cepsepa, MHopMauusa No NOATBEPXKAEHWUIO AOCTOBEPHOCTU AaHHbIX, a

TaKke pacnmcaHve paboTbl pyHKUMM aBToOTNpaBku (Puc. 4-87).
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Oom
Komy:

SMTP-cepeep:

[0 myrentugukauna

[] BEMKYUTE HYHKLMWID AETOOTNPAEKM

Ka¥Oelil 0eHE OTNPAENATE CHCTEMHLIA XYPHAN N0 agpecy : {ud:mm)
OTNRAENATE CUCTEMHEIR ¥YPHAN KaxOble Yyacoe
[ COXpaHUTb ] [ Hasan ]

Puc. 4-87 HacTponkmn noyToBOro akkayHta
OT Koro - Bal noyToBbIN ALWMK, OTKYAa MapLupyTusatop 6yaeT oTnpaBnsaTh XypHansbi.
Komy — No4uToBbIN AWMK, Kyda yayT NnpMxoanTb XypHarbl.

SMTP-cepBep — Baw SMTP-cepsep. CooTBeTCTBYET NOYTOBOMY ALLMKY, YKa3zaHHOMY B
none OT Koro. Ecnn Bbl He 3HaeTe agpec, 3aWaMTe Ha COOTBETCTBYHOLUMM CanT 3a

MOMOLLBIO.

AyTeHTuUdukaums - bonbwmHcTBo SMTP-CcepBepoB TPeOYIOT NPONTY ayTEeHTUdUKALMIO,
KoTopas nogpasymeBaeT BBOA MMEHW Monb3oBaTens unu naponsi.

& MpumeyaHue:

Mpu BbIGOpe pexnma AyTeHTUdPUKaUMKU HEOOXOAMMO B COOTBETCTBYHOLLMX MOMSX

yKasaTb M4 nofb3oBaTtenda n naporsib.

Uma nonb3oBaTtens — [NoytoBas ydyeTHad 3anucb, ykasaHHas B none OT. Ta yacTb,

KOTOpas HaxogMTCH 3a 3HaKoMm @, He ykasblBaeTcsl.
Maponb — Maponke Bawen y4eTHOM NOYTOBOW 3anucu.
MoagrBepauTe naponb — [JNa nogTBepXXAeHUSA YKaXXnTe naposib eLwe pas.

Bknountb QyHKUMIO aBTOOTNPaBKM — ABTOMaTMYecKass OTNpaBKa CUCTEMHbIX
XXypHanoB. Bbl MoXeTe O0TnNpaBnATb TEKYLLME XKYypHanbl B ONpeaeneHHoe BpeMs Kaxabln
OEeHb UInn Yepes onpeaeneHHbIi BpeMEHHON Nepuos, HO TONbKO OO4HO M3 NPaBUIT MOXET
OblTb JENCTBYIOLLUM Ha OaHHbIA MOMEHT. B COOTBETCTBYIOLLMX NOMSAX YKaXuUTe BPeEMS

UM BPEMEHHOW NepuroA, Kak nokasaHo Ha Puc. 4-86.
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YT06bl COXpaHUTbL HACTPOWKKN, BOCMONb3YATECH KHOMKON COXpaHUTb.

HaxmuTe kHonky Ha3aa, 4ToObl BEpHYTHCA B NpeabiayLlee OKHO.
> Twvn xypHana - pu BbiGope 6yayT oTobpakaTbCsa TONbKO XypHarbl BbIOpaHHOro Tuna

> YpoBeHb XypHana - [lpn Bbibope 6yoyT oTtobpaxaTbCA TOMbKO XXypHanbl BblOpaHHOro

YPOBHS.
> OO6HOBUTb - OBHOBUTbL OKHO AN OTOOPaXeHWs NoCneaHero CNncka >XypHarnos.
> CoxpaHuTb XypHan - CoxpaHuTb BCe XYpHarbl B TEKCTOBbIN chans.

> OTnpaBuUTb XypHan no noyrte — OTNpaBUTb N0 3NEKTPOHHON NOYTe BCe TeKYLLME XKypHarbl.
OTnpaBka NPOU3BOAMTCS B Py4HOM peXunMe B COOTBETCTBUM C NapaMeTpami, 3afaHHbIMU B

pasgene "lMapameTpbl oTNpaBkn".
> OuncTtuTb XypHan — CTepeTb Bce XXypHarbl U3 MapLipyTusaTtopa.
HaxaB kHonky Cnepyrowas, Bbl nepeigete Ha Crnegyloliyld CTpaHuLy, a HaxaB KHOMKY
Mpepblaywas, BepHeTECHh Ha NpeablayLLYIo.
4.16.9 Ctatuctuka

BbibpaB CuctemMHble MHCTPYMEHTbI — CTaTUCTUKA, Bbl MOXETe NpocMaTpmBaTb CTAaTUCTUKY

No MapLUpyTM3aTopy, BKMoYas obWuiA 1 TeKywuin Tpadmk No nocregHeMy MHTepBarny naketos

CTaTUCTUKN.
Tekywee COCTORHNE CTATMCTHKM: OtknoyeHo
WHTepBana cratTMCTMKN NnakeTos(5~60): 10 w | CekyHopl
ABTOOOHOBNEHKE
Mpaeina copTUPOBKM: CopTMpoBKa No TeKYLLLEMY KONMYecTBY DaiTt v [ COpoCHTE BCE ] [ YAanuTb BCE
Bcero TeKylWER COCTOAHNE
e Maxeros Bair | Makeros Baiir | ICMPTx UDP Tx TCP SYN Tx Hemernre
TekyWwi cincok nycr.
5 + | 3anncen Ha ctpadnue. Current No. |1 + | CTpaHnua

Puc. 4-88 Cratuctmka

> TeKywee cocToOAHUE CTaTUCTUKU — BkntoyeHo nnm OTknoYeHo. 3HavyeHne nNo yMOM4YaHmio
"OTKMOYEeHO". YTOGbI BKMOUNTE (DYHKLMIO KIMKHWUTE MO KHOMKe "Bknounth". Ecnu dyHKUMA
OTKNtoYeHa, To yHKumMsa 3awmTtbl oT DoS-atak B okHe "BesonacHocTb" Takke Oyget
OTKMOYeHa.

> WHTepBan ctatuctuku naketoB — 3HadeHne no ymondaHuo 10. N3 BbinagatoLlero cnmcka
MOXHO BblOpaTb 3HadeHne oT 5 go 60 cekyHa. [JaHHOe 3Ha4YeHue onpenenseT NPOMEXYTOK
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BPEMEHW MEXAY OTNPaBKOW NakeToB CO CTAaTUCTMKOW.
> [paBuna copTnpoBKu — [paBnna copTMPOBKM OTODpaKaeMon CTaTUCTUKN.
lMocTaBbTe ranouyky B norie ABTOOOHOBNEHME 4S9 aBTOMaTM4YeCcKoro 06HOBMEHNS.
Haxmute kHonky OBGHOBUTL, YTOOLI OGHOBUTL OKHO HEMEAIEHHO.
HaxaB kHonky CopocuTtb Bce, Bbl OOHYNMTE BCe 3anucu.
HaxaB kHoMKy YaanuTb Bce, Bbl yoganute BCe 3anvucu ns tabnuupl.

Tabnuua cTaTUCTUKK:

IP-appec/MAC-appec OTtobpaxatotcs IP- n MAC-agpechl ¢ COOTBETCTBYHOLLEN CTAaTUCTUKOMN.
MakeTbl KonunuyectBo nakeToB, NOMYYEHHbIX 1 OTMPaBEeHHbIX MapLUPyTU3aTOPOM.
Bcero
Baunr KonunuyectBo 6aiT, NONy4eHHbIX U OTNPaBNEHHbIX MapLUPYT3aTOPOM.
KonuyectBO NakeToB, MOMy4YeHHbIX W OTNPaBMEHHbIX 3a MOCMNELHUA
MakeTbl
MHTepBan nakeToB CTaTUCTUKN.
KonuyectBo 6alT, MNOMYyYeHHbIX W OTMNPaBMEHHbIX 32 MOCMNELHUA
Bawnt
MHTepBan nakeToB CTaTUCTUKN.
KonuyectBo ICMP-nakeTtoB oTtnpaBreHHbix kK ceth WAN, kak ykasaHo B
none UHTepBan nakeToB CTaTUCTUKKU. [laHHOE 3HAYeHWE MpeacTaBneHo
ICMP Tx
KaK OTHOLUeHMe "Tekyliasi ckopocTb nepefayn/ MakcumarnbHasi CKOpoCTb
Tekywee nepegauun”.
3Ha4enne Konuuectso UDP-nakeTos oTnpaeneHHbIx k WAN-ceTu, Kak ykasaHo B nore
MHTepBan nakeToB CTaTUCTUKU. [1aHHOe 3HayeHWe NpeacTaBfieHO Kak
UDP Tx
OTHOLIEHNe "Tekywlas CcKopocTb nepedayn/ MakcumanbHas CKOpOCTb
nepegaumn".
KonunyectBo TCP SYN -naketoB otnpaBrneHHbix kK WAN-ceTu, kak ykazaHo B
TCP SYN | none UHTepBan nakeToB CTaTUCTUKU. [laHHOe 3Ha4yeHVe npeacTaBleHo
Tx KaK OTHOLleHWe "Tekylas ckopocTb nepefadyn/ MakcumarnbHas cKopocTb
nepegauun”.
C6pocutb | OGHYNUTL 3Ha4YeHWe 3anucu.
U3mMeHUTb
Yaanutb YpanuTb CywlecTBYyOLLYHO 3anuncb B Tabnuue.

Ha kaxgow cTpaHuue AomkHO ObiTb 5 3anunceii. YTobbl BEpHYTLCHA Ha NpeablayLLyo CTpaHuly,
Bocnonb3yntecb kHonkon [pegbiaywasa. YTobbl nepertu Ha Cneaywollylo  CTpaHuuy,
BOCMONb3ynTECH KHOMKOW Cneaytowas.
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MpunoxeHune A: YacTto 3agaBaemMblie BOMNpOCHI

1. Kak MHe HacTpouTb MapLIpyTU3aTop, 4ToObI Nnonb3oBatenu ADSL mornu BbIxoauTb B

UHTepHeT?
1) [pexae Bcero, HacTponTe ADSL-mogem Ha ncnons3oBaHue B pexume mocta RFC1483.

2) nMogknounte kabenb Ethernet ADSL-mogema k nopty WAN mapupytmusaTopa.

TenedoHHbIM kKabenb nogknoyaeTcsa K cooTBeTcTByoWwemy nopty ADSL-mogema.

3) Bowngute B maplipyTnsaTop, B MEHIO B JIEBON YacTu 3KpaHa 3anguTe B pasgen CeTb 1
Bolbepute nogmeHio WAN. B okHe WAN B pasgene Tun WAN coeguHeHune ykaxuTe
PPPoE. B nonax Wmsa nonb3oBatens u [laponb yKaXuTe COOTBETCTBEHHO WMS

nonb3oBartend u napornb. [Mocne aToro HaxmuTe KHOMKY CoeauHNTDL.

Tun nogenroyeHna WAN: PPPoE/Poccua PPPoE  » Onpegenus

Mogkniyenne PPPoE:

MmAa none3oBarens: Lusername
Maponk: (TIITTIIT]
Moareepaure napons: I

Puc. A-1  Tun nogkntoyeHus PPPoE

4) Ecnu ycnyru ADSL-nogkntoyeHnst NpefocTaBnsatoTCa B peXxmMMe NOBPEMEHHON onnarhl,
BblOepuTte [logknioveHme no TpebosaHuio wnu [logknioveHne BpydHylo. B none
MakcumanbHoe Bpemsi MPOCTOSi YKaKMTE HYXKHOe 3HavyeHue. Takke MOXHO BblbpaTb

pexum MNogkniounTb aBTOMaTUYECKMN.

Peum nogsntoyeHns WAN: &) MogknuuTe No TpedoBaHNKn
MakcumansHoe epema npocros; | 15 MWHYT(bI) (0 03HAYAET, YTO CoeAMHEHNE GYOeT AKTMBHLIM NOCTOAHHO.)
) MogKNYMTE aBTOMATHYECKK
) MogKNKYMTE N0 pAcIUCaHMK
Mepnog BpEMEHN: C : (yy:Mm) Ao : (yu:Mm)
) MogKNOYMTE BRYYHYIO

MaKcMmMansHoe EPEMA NPOCTORA: MWHYT(bI) (0 03HAYAET, 4TO CoeAMHEHNE GYNeT aKTMEHEIM NOCTOAHHO.)

CoeauHuTh OTkmwoyeHo!

Puc. A-2 Tun nogkntoyeHus PPPoE
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& lMpumeyaHue:

1) WHorga nogknyeHve He MOXeT ObiTb MpekpalleHo, Aaxe ecnv Bbl yKasanu
COOTBETCTBYMOLLEE 3HA4YeHMe B none MakcumanbHOe BpPeMsi MPOCTOs!, T.K. HEKOTOpbIe
npunoxeHunsa obpawyatroTtcsa kK pecypcam MIHTepHeT B (OOHOBOM pexXnme.

2) Ecnu Bbl wucnonb3yete kabenb, Npou3BeauTe HACTPOWKY MaplipyTMsatopa B

COOTBETCTBUU C NpuBeaEeHHbIMU BbllLUE UHCTPYKLUNAMMN.

Kak MHe HacTpouTbL MapwpyTusaTop, YTo6bl nonsk3oBarenu Ethernet mornu BeixoauTh

B UHTepHeT?

1) BonguTte B MapLupyTM3aTop M HaxmuTe meHio CeTb B NEBOM 4acTV MOHMTOpaA, 3aTeEM
Bolbepute nogmeHio WAN. B okHe WAN B none Tun nogknroyeHna WAN BLibepute
3HayeHune uHamnyecknn IP-agpec. HaxmuTte kHoMKy CoOXpaHuTb.

2) Hekotopble nocTaBwukn WHTepHeT-ycnyr TpebytoT peructpaumm MAC-agpeca
aganTepa, KoTopbli Obin nogkntoyeH kK DSL/kabenbHOMY MogeMy B npouecce yCTaHOBKU.
Ecnu noctaBwuk WHTepHeT-ycnyr Tpebyer npoussectu pernctpaumio MAC-agpeca,
BOMAMTe B MaplupyTtu3datop n Bblbepute MeHio CeTb B NEBOWM YacTu dKpaHa. 3atem
Bbibepute nogmeHio KnoHupoBaHue MAC-agpeca. Ecnu MAC-agpec Bawlero
KOMMbloTEpa HABMSETCSs TeM CcaMblM agpecoM, Haxmute kHornky KnoHupoBaTb
MAC-agpec, u atoT agpec nosisutcs B norie MAC-agpec WAN. Takke MOXHO BBECTU
AaHHoe  3HadeHne B none  MAC-agpec WAN. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX. 3arem HaxmuTe KkHonky CoxpaHuTb. CaenaHHble U3MeHeHus
BCTYNAT B CMIY Nocre nepesarpysku.

MAC-zapec WAN: 00-0A-EB-08-43-14 | BoccTaHosmTb 3aBoAckoil MAC-agpec |

MAC-agpec KoMNbHOTEpa: [ KnoHWpoBaTe MAC-aapec ]

COXpaHUTb

Puc. A-3 KnonunposaHne MAC-agpeca
A xouy ncnonb3oBatb NetMeeting. YTo MHe HyXHO Ansa 3aToro caenatb?

1) Ecnu Bbl 3anyctute NetMeeting B kayecTBe y3na, Bam He notpebyercsa npeanpuHnmatb
Kakux-nnbo AencTBui.

2) Ecnwn Obl 3anycTuTe ero B pexume oTBeTa, Bam NoTpebyeTcs HacTpouTb BupTyanbHbIn
cepsep nnu y3en DMZ, a Takke yoegutbcsa B ToM, 4To H323 ALG BkntoyeHa.

3) YT0obbl HacTponTb BupTyanbHbI cepBep: BonaMTe B MapLUpyTM3aTop, HaXXMUTE MEHI0
Mepeagpecauma B neBon 4vacTn Gpaysepa u BbibepuTe noameHio BupTtyanbHbie
cepBepbl. B okHe BupTyanbHble cepBepbl HaxXmuTe KHOMKy [lo6aBUTb HOBYH...
3atem B okHe [106aBUTb UM U3MEHUTb 3anNnUCb BUPTyasibHOro cepBepa BBeauTe B
none MNMopTt cepBuca 3HavyeHne 11130, a B none IP-agpec, Hanpumep, 192.168.0.198.
HaxmuTe kHonky BknroyeHo 1 3atem CoxpaHUTb.
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TL-WR841N/TL-WR841ND PykoBoAacTBO nonb3oBaTtens
BupTyanbHble cepBepbl
ID  MopT cepeuca BHYTPEHHWIA NopT IP-Agpec MpoTtokon CocTofHue HameHnTs
1 11130 11120 192.168.0.198 Bce BrmwoveHo PenakTupoBate ¥Oanute
[ [oBaBnTb HOBYHD... ] [ BrniounThb BCE ] [ OTKNO4KTE BCE ] [ YOanuTs Bce ]

Puc. A-4 BupTtyanbHble cepBepbl

HNobaBUTb UMK U3MEHHUTDL 3aNMUCh BUPTYanbHOro cepeepa
MopT cepeuca: 11130 (O N XXX

BHYTDEHHWA NopT: 11120 (X, JelCTENTENLHO TONLKO ANA 0OHOM CEPRWCHOTD NOPTE UMK OCTABLTE NOME NYCThIM)

IP-agpec: 192.168.0.198

MpoTokon: | Bce V|
CocToRHue: | BrnoueHo V|
CTaHOapTHLIA MOPT CepBrca: | ~-Bribepute-- v
[ CoxpaHnTs ] [ Hazag ]

Puc. A-5 OkHo [Jo6aBnTb UM N3MEHNTL 3anncb BUPTYarbHOro cepBepa

& lMpumeuaHue:

Mpu obpaleHnn k Bawemy KOMMbloTEpPy M3 cetTu WHTepHeT, cnepyeT obpawatbecsa K
WAN IP-agpecy Ballero komnbloTepa, KOTopbli yka3aH B okHe “CocTosiHme”.

4) Yrtobbl akTMBUpPOBATL hyHKUMIO y3en DMZ, Bonaute B MapLIpyTM3aTop, BbIbEpUTE MEHIO
Mepeagpecaunsa B neeow Yactu 6paysepa n 3atem Bblbepute nogmeHio DMZ. B okHe
DMZ HaxmuTe pagnokHonky Bknrountb 1 BBeguTe Baw IP-agpec B none IP-agpec DMZ

y3na, Hanpumep, 192.168.0.168. Nocne aToro HaxmmuTe kKHonky CoxpaHuUTb.

Tekywee COCTORHKE: () Bemiownte (%) OTENIOYMTE.
IP-agpec yana DMZ: 192.166.0.198
| CoxpannTs
Puc. A-6 DMZ

5) [Ona Toro, uTobbl BkNoUNTL H323 ALG: Bomante B MapLupyTM3atop, Bblbepute MeHto
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Be3onacHocTb, Haxoaseecss B NeBOW 4acTu OkHa Gpaysepa, n Bbibepute NoAMEHI0
HacTtponkn 6aszoBon 3awutbl. B okHe HacTpomkm 6GasoBom 3awmtbl BLiOepute

paguokHonky Bknrountb Bo3ne H323 ALG. Haxxmute kHonky CoxpaHuTb.

MexceTeBOW 3KpaH

MexceTeBoil 3kpaH SPL (%) BemiounTe ) BRIKMIOUNTE
VPN

Mponyck tpadpuka PPTP; (%) Bemwounte ) BRIKMIOUMTE

Mponyck Tpaduka L2TP: {(*) BemiunTe ) BRIKMIOUMTE

Mponyck Tpadpuka IPSec: (=) Bemwounte ) BRIKMOUMTE
ALG

FTP ALG: (%) Bemiounte ¢ BeiKMouMTE

TFTP ALG: O] EI BRIKMKOUNTE

H323 ALG: (%) Benwounte ) BRIKMIOUNTE

RTSP ALG: (%) Benwounte ) BRIKMIOUNTE

[ COXpaHWTb ]

Puc. A-7 HacTtpoiikn 6a3zoBoi 3awmThl

4. Yto A momkeH penaTtb, YTOObI YCTAHOBUTL B JIOKanbLHOW ceTu Be6-cepBep?

1) Tak kak mexgy noptom 80 Beb-cepepa u noptom 80 BebG-ynpaBneHuss MoryT
BO3HMKHYTb NEPEKPECTHbIE MOMEXM, HEOOXOOUMO Ha3HaYUTb OPYrov MOPT AN YHKLMK

Beb-ynpasneHus.

2) Y106blI N3MEHNTbL NOPT BEO-ynNpaBneHus: BongMTe B MapLupyTusartop, Bbibepute MeHIo
Be3onacHocTb, pacnonoXeHHoe B neBov 4acTu Opaysepa, n BbibepuTe MNOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YpaneHHoe ynpaBneHue B none [lopT
BeO-ynpaBneHusa ykaxute nwobon apyron Homep kpome 80, Hanmpumep 88. Haxmwute

KHOMKy COXpaHUTb U NepesarpyavTe MapLipyTusaTop.
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BecnpoBogHon mapwpyTtusaTtop cepum N co

CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
PykoBoacTBO nonb3oBaTens

TL-WR841N/TL-WR841ND

10.0.0.0

Mopt Bed-ynpaBneHnA:

IP-agpec yoaneHHoro ynpasneHuA: | (¥EaxmTe 255 255 255 255 onA Bcex)

| CoxpaHnts |

Puc. A-8 YpaneHHoe ynpasneHve

& MpumeyaHue:

Ecnun onucaHHble Bbille HACTpOWKu BCTynawT B cuny, Beegute 192.168.0.1:88 (LAN
IP-agpec mapwpyTtunsartopa: [NopT Beb-ynpaBneHus) B agpecHou cTpoke 6paysepa.

3) Bongute B MapwpyTtusartop, Bbibepute MeHio [Mepeagpecaumsa B IeBOW 4YacTu

mMaplwpyTtusatopa u Bblbepute nogmeHio BupTtyanbHble cepBepbl. B okHe
BupTyanbHble cepBepbl Haxmute kHOMKy [o6aBUTbL HOBYKO..., @ 3aTeEM B OKHE
[Jo6aBuTb unn M3MeHUTbL BUpPTYyanbHbIA cepBep ykaxuTte B none MopTt cepBuca
3HayeHne 80. B none IP-agpec ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188.

[Nocne aToro HaxxmuTe KHOMKY BkritoyeHo, a 3aTtem COXpaHMTb.

BupTyankHbie cEpBepbl

HameHuTL

IP-Anpec Mpotokon CoctoaHwne

192.168.0.188

ID  MopT cepeuca BHYTPEHHWIA NopT

1 80 21 Bce BrnwoveHo PepakTnpoearts ¥Ooanuts

| [ Vnanutb Bce |

J

[ NoBasutb Homyw . | [ BkmiouTs Bee OTKNIOYTE BCE

Puc. A-9 BupTtyanbHble cepBepbl

[obaBHUTE MK N3MEHWTL 3aNMCb BUPTYanbHOro cepeepa

CTaHgapTHLIi NopT Cepenca:

MopT cepenca: (OC-200 N X))
BHYTPEHHMI NOpT: (3C(, QefcTEWTENEHO TONBKO ANA 0AHOM CEPENCHOTD NOPTA UMK OCTABLTE MONE MYCTEIM)
P.aspec
MpoTtoxon: | Bce v|
CocToAHWe: | BrntoueHo \'|

| ~-Bribepure--

[ coxpanuts | [ Hasan |

Puc. A-10 OkHo [Jo6aBuTb UM M3MEHUTb 3anNuCb BUPTYanbHOrO cepBepa
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EeCI'IpOBOAHbIe CTaHUMUUN HEe MOTryT NOAKNMHYNTLCA K MapLlwpyTnu3aTtopy.

1)

Ybegutecb B TOM, 4YTO cAenaHa oOTMeTKa B s4denke Bknwuutb O6ecnpoBogHoe

BellaHne mapupyTtusaTtopa.

MpoeepbTe, coBnagaetr nn mmsa SSID GecnpoBogHbIX CTaHuMM € umeHem SSID

MapLlpyTusaTopa.

Y6eantecb B TOM, 4TO OecnpoBogHble CTaHUUW WCMOMb3YIOT KOPPEKTHbLIN KoY

WnpoBaHNSA, ECIN TaKOW PEXKMUM BKITHOYEH.

Ecnu 6eCI'IpOBO,D,HOG noakn4yeHmne yCctaHoBIeHO, HO Bbl HE MOXeETe NoNy4nTb O0CTYyN K

MapLupyTusartopy, nposepbte IP-agpeca Balumx 6ecnpoBogHbIX CTaHLUMN.
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CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

NMpunoxeHune B: HacTponka KomnbroTepa

OTOT pasgen NOMOXET BaM NpaBWUibHO NMPOM3BECTU YCTAHOBKY M HAcTponky npoTtokona TCP/IP B
OC Windows XP. lNpexge Bcero, ybegutecb B ToM, 4yto agantep Ethernet pabotaet, npu

HeobXoAMMOCTM NOMb3yNTECh PYKOBOACTBOM K aganTepy.

1. HacTtpounka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows HaxmuTe kHomky 3anyck, a 3arem nepengute B MNaHenb

ynpaBrieHus.

2) Haxmute no nkoHke CeTb M nogkroyeHne K VIHTepHeT, a 3atemM B NOSBMBLUEMCSH OKHE
Haxmute Bknagky CeTeBble NOAKNIOYEHMS.

3) HaxmuTe npaBoit KHOMKOW MbILIM NO UKOHKE U B NOSIBUBLLEMCS] MEHIO BblOepuTe pasaen
CBowcTBa.

OAENHIYEHHE MO NoKanEHOA

'—:ﬂ: OTKAHHTE

MoAKAHIYEHHA THNE MOCT

C0z8aTe ApnkeIk

MepeMMeHOBEaTE

CBOHCTBa

Pwuc. B-1

4) B npeacrtaBneHHOM Ha PUCYHKE HIDKE OKHE ABaXXAbl KNMKHUTE no pa3sgeny MpoTokon
WHtepHeTa (TCP/IP).
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- [Mogxnwuye HHe Mo AOKAAbHOH CETH - CBOWCTRA E]@

O6wwe | MNposepra nogauyHocTy | JononHuTensHo

MogkmousHe Yepes:
E&@ Fealtek PCle GBE Family Contraller

K.ornoHEHTEI, HCAONEZYErEIE AT NOGEADHYEHHER!

.@ Crytfa goctyna K alinar | NpuHTEpar ceTel hMicr #
@ M naHKpoEW M, NakeTos D05
g3 [ 1porokon Mareprera [TCRAR]

4 *

[ Y CTaHoBMTE. .. CeoMCcTES

QnucaHue

MNporokon TCPAP - cTangapTHER npoTokon rioSansHes
CETEl, 0BeCNEYMEAHILME CEAZE MEXAY PASIMUHEIML
ESaWMOGEFHCTEYHIW MMM CETAMM,

[ ] Npu nogk.niyeHY BRIBECTH SHAY0K B 05 1aCTH YBSA0MIEHME

YHEEnomMNATE NPpU OrPaHKYEHHOR MM OTCYTCTEYHILLER
MoK AHYEHHH

k. ] [ OTreHa

Puc. B-2
5) Ortkpoetcs okHo CBoncTBa TCP/IP, B koTOpoMm OyaeT oTkpbiTa Bknagka IP-agpec.
Ectb gBa cnocoba HacTpoliku npotokona TCP/IP:
» HacTtpoutb IP-agpec aBTOMaTU4ecku

Boibepute MonyunTtb IP-agpec aBTtomatnyeckn n MNMonyuntb DNS-cepBep aBTOMaTM4ECKM,

KaK npegcrtaeiieHO Ha PUCYHKE HWXe:
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CrokcTea: [Npotokon Mute pHeTa (TCPJ/IP)

O6wme ANETEPHATHEHAA KOHPHrYpaUMa

Maparderpel [P FOryT HAZHAYSTECA SETOMATHYECKM, LM CETE
NOLAEMKHESET 3TY BOSMOKHOCTE. B NpOTHEHOM Ciy4as napameTpel
[P r0sHO NOAYYMTE Y CETEEOMD A0MWMHWMCTPATORA.

(%) Nonyaure |P-adpec aETOMETHYECKM

) MenonesosaTe cnedyowmil |P-anpes:

&) Nonyuure appec OMNS-cepEEpa SETOMATHYECK

) MononesoeaTe cneayowme agpeca DNS-cepeepoe:

HononHuTeneH. ..

[ OF. H OTMeHa ]

Pwuc. B-3
& MMpumeyaHue:

Ecnn Bbl ucnonbsyete OC Windows 98 wnn 6onee crtapyto Bepcuto OC Windows, TO
KOMMNbIOTEP M MapLUpyTU3aTop HEOOXOAMMO NepesarpysuTb.
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TL-WR841N/TL-WR841ND

BecnpoBogHoun maplpyTtusatop cepumu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
PykoBoacTBO nonb3oBaTens

MpunoxeHune C: Cneuundmkauuma

O6wume napameTpbl

MNopoepxnBaemble
cTaHgapTbl

IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g and IEEE
802.11n

I'Io;:u:l,ep»(M BaemMble

TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP

NPOTOKOSbI
1 mopt WAN 10/100/1000 M6wut/c ¢ aBTOCOrnacoBaHWeM C
pasbemom RJ45, 4 nopra LAN 10/100 Mobwut/c c

MopThl .
aBToCcornacoeaHmeMm ¢ pasbeMom RJ45 ¢ nopaepxkon ABTO-
MDI/MDIX
10BASE-T: HeakpaHupoBaHHasa BUTas napa kar. 3, 4, 5 (makc.
100 m)
EIA/TIA-568 100 Om STP (makc. 100 m)

Tun kabens 100BASE-TX: HeakpaHupoBaHHasi BUTas napa kart. 5, 5e (makc.
100 m)
OkpaHupoBaHHasi BuTasa napa EIA/TIA-568 100 Om STP (makc.
100 m)

C

BETORNOAHBIC Power, System, WLAN, WAN, LAN (1-4), WPS
WHAMKaTOPbI
Ceptudukaums FCC, CE

MapameTpbl 6ecnpoBOAHON CBA3N

[wnanasoH 4YactoT

2,4~2,4835T1Ty

CkopocTb nepegayu

Crangapt 11n: go 300 MbuT/c (aBTOMaTU4eCKoe NepekritodeHne)

AaHHbIX no | CraHgapt 11g: 54/48/36/24/18/12/9/6 MbuTt/c (aBTOMaTU4eCKoe
6ecnpoBogHOMY nepeknoyeHne)
COEANHEHWIO CrangapTt 11b:11/5,5/2/1 MGuT/c (ABTOMaTUYECKOE NEpPeKIioYeHe)
PacwupeHune DSSS (LLUnpokononocHasa Moaynsaums ¢ npsiMbiM pacLUMpeHnem
YacToTbl cnekTpa)
Mogynsauus DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/W PA2/WPA2-PSK/W PA-PSK

270 Méut/c: -68 opbm @10% PER;

130 M6wuT/c: -68 opbm @10% PER;

108 MowurT/c: -68 nbm @10% PER;
HYBCTBUTENBHOCTE | 54 MT/c: -68 ABM @10% PER;
npveMHuKa

11 M6wurt/c: -85 pbm @8% PER;
6 MowuT/c: -88 npbm @10% PER;
1 M6wurt/c: -90 pbm @8% PER;

-17 -




BecnpoBogHoun maplpyTtusatop cepumu N co
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MapameTpbl OKpyXalLien cpeabl

Pa6ouas Temneparypa: 0°C 40°C G2°F “104°F)

Temnepatypa
Temneparypa xpaHeHusi: -40°C~70°C (-40°F ~158°T")
OTHocuTenbHas BNaXHOCTb BO3dyxa MpWM  3KCnnyaTauuu:
10%~90%, 6e3 obpasoBaHnsa KoHOeHcaTa

BnaxHocTb

OTHocuTENbHaa BNaXHOCTb Bo3gyxa npu xpaHeHun: 5%~90%,
©e3 obpa3oBaHus KOHAEHcaTa
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CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR841N/TL-WR841ND PykoBoacTBO nonb3oBartens

NMpunoxexnune D: NMoccapun

> 802.11n — Crangapt 802.11n nocTtpoeH Ha npeablaywmx craHgaptax 802.11 nyTtem
pobaeneHua texHonorun MIMO (MHOrokaHanbHbI BXOA/BbIX0A), B KOTOPOW MCMOMb3YyHTCA
HECKOSIbKO nepefaroLlimx U MpUHUMaLWMX aHTEHH, YTO MO3BONSAET YBENMYNTb NPOMYCKHYI0
CMocoBbHOCTL Yepe3 NPOCTPaHCTBEHHOE MYnbTUMNMNEKCUpoBaHMe M Bomnbluyio 30HY oxBaTta
ceTM 3a CYeT WUCMOoSb30BaHUA pPasHOro MNPOCTPAHCTBEHHOINO PaCMOSIOKEHUS aHTEHH,
BO3MOXHO 4epe3 cXeMbl KOOMPOBKU, Takme kak koguposka Alamouti. KoHcopumym EWC 6bin
co3faH ans yckopeHus passutuda ctaHgapta IEEE 802.11n n npogswkeHusa cneumdukaunm
TEXHOMOrMM B LENaX YNyylleHUs B3aumMogencTeus mexay 6GecnpoBoAHbIMU CETEBbIMU
NPoAYKTaMun crieAytoLero NoKoneHms.

> 802.11b — CrtaHgapT 802.11b onpegenset napameTtpbl paboTbl 6ecnpoBOAHON CETM Mpwu
cKopocTu nepegayn ganHbix 11 MOuT/c, ucnonb3dys TexHomnorumio DSSS, u pabotaet Ha
HenuueHanpoBaHHOM AnanasoHe 2,4 [Ty ¢ ucnonb3oBaHveM anroputma wndposaHma WEP.

K cetam ctangapta 802.11b Takke otHocaTcs cetn Wi-Fi.

> 802.11g — cneuudukaumsa ana cosgaHns 6ecrnpoBOAHbLIX CETEN CO CKOPOCTbI nepeaayu
OaHHbIX 0o 54 M6uT/c, ucnonb3ysa TexHonormio DSSS, mogynauno OFDM un pabotaeT Ha
HenuUeH3anpoBaHHOM guanasoHe 2,4 Ty, O6paTHO COBMECTUM C yCTpONCTBaMu cTaHAapTa

IEEE 802.11b. NcnonbayeT anroput™ wndposaHua WEP.

> DDNS (Dynamic Domain Name System — Cuctema gMHamMmM4ecKux AOMEHHbIX UMEH) —
Bo3MOXHOCTb  HasHayeHus UKCUPOBAHHOIO Y3rOBOrO W AOMEHHOro WUMeHu Ans
AnHamunyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol — MNpoTokon HacTpomMku AUMHaAMUYECKOro
y3na) — [NpoTokorn, KOTopbi aBTOMaTMYECKUM NPOM3BOAMT HacTporky napameTtpoB TCP/IP
BCEX KOMMNbIOTEPOB, nogkntodeHHbIx kK DHCP-cepsepy.

> DMZ (Demilitarized Zone — lemunutapmusoBaHHasa 30Ha) — [laHHas (byHKUMS no3BonsieT

y3ny nokaneHOW ceTwn O6paLLl,aTbCFI K MHTepHeT ansa pa6OTbI CO cneunanbHbIMK

NPUNOXEHUSMUN TAKUMU, KaK VIHTEPHET-Urpbl U BUAEOKOH(EePEHLINN.

> DNS (Domain Name System — Cuctema AOMEHHbIX UMEH) — VIHTepHET cepBuC, KOTOPbIN

nepesoguT uMmeHa cantos B IP-agpeca..
> [loMeHHOe ums — onucaTenbHoe UMS ANa agpeca unu rpynnsl agpecos B IHTEpHeT.

> DSL (Digital Subscriber Line — undpoBas aboHeHTCKas nuHusa) — TexHonorus, kotopas
Nno3BoNsAeT OTNpaBnsATb WMNU MonyyaTb AaHHble, UCMONb3ys CyllecTBylowune TenedOoHHbIe

TTMHNW.

»> ISP (Internet Service Provider — lMoctaBwuk WUHTepHeT-ycnyr) — KomnaHug, koTtopas
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obecneuvBaeT goctyn B IHTEPHET.

MTU (Maximum Transmission Unit — MakcumanbHbI pa3mep Onoka nepegayu) —

MakcumarnbHbIR pa3Mep nakeTa AaHHbIX, KOTOprVI MOXeT ObITb nepenaH.

NAT (Network Address Translation — TexHonmorus nepeBoga ceTeBbiX aApecoB) —

TexHonorusa NAT nepesogut IP-agpec nokanbHon cetu B IP-agpec cetn MHTepHerT.

PPPoE (Point to Point Protocol over Ethernet — NpoTokon nogkno4veHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — 310 npoTokon anga nogknioyeHns yaaneHHbIX y3noB
cetn NHTepHeT 4epe3 MOCTOAHHOE MOAKMOYEHME, NMOCPEACTBOM MMUTALUN MOLKHOYEHNS

dial-up.

SSID - Wpentndukatop SSID — 3710 KkntoY, BKMoYawwuin B ceba oo 32 (Makcumym)
OyKBEHHbIX 1 LM POBLIX CUMBOMOB, KOTOPbLIN MCNOMb3yeTCsA AN MAeHTUdUKAL MU NOKanbHOW
cetn. Ytobbl 6ecnpoBogHble YCTPOMCTBA CETU MO 06MeHMBaTbCS OAaHHBIMWU, OHU SOMKHbI
ucnonb3oBaTb 0AuH U TOT Xe SSID. O6bI4HO 3TO NapamMeTp HacTponkM Ana GecnpoBoaHOWM
KapTbl koMmnbloTepa. CooTBeTcTByeT ESSID ana 6ecnpoBogHOM TOYKM OOCTyNa U UMEHM

©ecnpoBogHOM ceTw.

WEP (Wired Equivalent Privacy — 3OKkBuMBaneHT npoBOAHOW 3awutbl) — MexaHusm
WwmndpoBaHMa Ha ocHoBe 64-, 128- unu 152-6UTHOr0 COBMECTHOrO Krkya, Kak ykasaHo B
ctangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHue ctaHaapTta 802.11b gns kommyHukaumm B 6ecnpoBogHon
ceTeBOW 30He, npucBoeHHoe opraHm3aumen Ethernet Compatibility Alliance (WECA,

cm. http://www.wi-fi.net), rpynnon no paspaboTke NpOMbILLNEHHbIX CTaH4apTOB, paboTatoLlen

Hag npobnemMon B3anmosaMeHsaeMOoCTH ycTponcTs ctaHaapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB U CBSI3aHHbLIX YCTPOWCTB, B3aMMOOEWCTBYIOLIUX OPYyr C ApYroM uyepes

6ecnpoBoaHYo Nepefady AaHHbIX B OrpaHNUYeHHOM panoHe.
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