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1 3HaKOMCTBO C YCTPONCTBOM

1.1 Mpusercraue!

Bnaropapum Bac 3a npuobpeTteHue 6ecnpoBoaHoro poyTtepal

YNbTPaTOHKMI 1 CTUNBHbIN poyTep NoaAepK1BaeT YactoTbl 2,41y n
5w, ana obecneyeHrs BbICOKOW CKOPOCTY Nepeaayn AaHHbIx, SMB
, UPnP AV, FTP cepBepa ana KpyrnocyToyHOro goctyna K gpannam,
opHoBpeMeHHyto paboTy o 300,000 ceccuin; a Takke TEXHONOTUIO
ASUS Green Network, obecneunsatoLuyto sHeprocbepexerue go 70%
3Heprocbepexermne ao 70%.

1.2 KomnnekTt noctaBKun

M PoyTep ExpertWiFi EBR63 [ CeteBoii kabenb (RJ-45)
M Bnok nutaHus M KpaTkoe pyKoBOACTBO
M lapaHTWIAHBIA TanoH

MPUMEYAHUA:

Ecnu kakne-nnbo anemeHTbl KOMMNIEKTa NOCTaBKU OTCYTCTBYIOT UK
NoBpeXaeHbl, 06paTuTech B CyK0y Texnoanepxkn ASUS. Homepa Te-
nepOHOB ropAYel IMHNN CYKObl TEXHUYECKOIN NMOAJEPKKN CMOTPUTE
B KOHL|e 3TOr0 pyKOBOZCTBa.

«  CoxpaHwuTe OpUrMHaNbHYI0 YNAaKOBKY Ha Cilyyaid, ecnu B GygyLiem
noTpebyeTcs rapaHTUNHOE 0OCNYXIBaHWUE, HAMPUMEP PEMOHT UK
3aMeHa.



1.3 [laHHbI 6ecnpoBOAHON poyTep

a Nupgukatop 5 My
BbikntoueH: Het curtana 5 My,
BkntoueH: becnpoBoaHas crcTema rotosa.
Muraert: [epefaya AaHHbIX Yepe3 6eCnpPOBOAHOE NOAKIIOUEHNE.

e Nupgukarop 2,4 My
BbiknioueH: Het curHana 2,4 ITu.
BkntoueH: becnpoBoaHas crcTema rotosa.
Muraert: [epefaya AaHHbIX Yepe3 6eCnPOBOAHOE NOAKIIOUEHNE.

NupukaTopbi noptos LAN 1~ 4
BbiknioueH: HeT nuTaHua nnu Gpranyeckoro coefnHeHNA.
BkntoueH: Mimeetca pusmyeckoe coefjiHeHe ¢ oKanbHoi cetbio (LAN).

Wupgunkatop WAN (Internet)
KpacHbiii: Het IP unu drsnyeckoro coegmHeH.
BknioueH: VimeeTca puanyeckoe coefuHeHme ¢ rnobanbHoii cetbio (WAN).

NnpvkaTop nutaHna
BbikntoueH: Het nutaxua.
BKntoyeH: ycTpoincTeo rotoso.
MepneHHo muraeT: Pexxim BOCCTaHOBNIEHUA

e Knonka WPS

JTa KHoMKa 3anyckaet mactep WPS.

KHonka c6poca
ITa KHOMKa NpefHa3HayeHa A9 copoca CUCTEMbI K HACTPOIKAM MO YMOMUaHuIo.

KHonka nutaHuna
HaxmuTe 3Ty KHOMKY BKTIOYEHUA/OTKIIOYEHUA CUCTEMBI.




Pasbem nutanus (DCIN)
lMopKntoueHne 610Ka NUTaHMUS.

Pasbem USB 2.0

MopkntoueHue yctpoiicta USB 2.0, Hanpumep xecTkoro ancka USB nnn USB dnaww-auncka.

Pasbem USB 3.2 Gen 1x1

bnaw-gucka.

MopkntoueHue yctpoiicta USB 3.2 Gen 1x1, Hanpumep xecTkoro Ancka USB nan USB

Mopt WAN (Internet)

MoaknioueHe ceTeBoro kabens ana ycraHokn WAN nogkmioueHus.

Moptbi LAN1~4
lMopKnoyeHme ceTeBbIX YCTPOICTB.

® 60 6 6 0

MPUMEYAHUA:

Vicnonb3yitTe TonbKo 60K NUTaHUA, NOCTABAAEMbIA C YCTPONCTBOM.
Mpwy ncnonb3oBaHUM Apyrux 610KOB NUTaHUA YCTPONCTBO MOXeT

ObITb NOBPEXAEHO.

Cneundukauyusa;
Bnok nutanna BbixogHoe HanpsixeHue 12 B ¢ MakcumanbHbIm
TOKOM 2 A
Temnepatypa npu pabote 0~40°C npy XpaHeHn 0~70°C
BnaxHocTb npu pabote 50~90% Npu XpaHeHnm 20~90%




1.4 Pa3melyeHune poyTepa

[ins ynyuweHmns 6ecnpoBOLHON CBA3Y MEXAY 6eCNPOBOAHBIM POy Te-
POM 1 CETEBbIMY YCTPONCTBAMM, NOAKIOUEHHBIMU K HEMY, BbINOSTHIATE
cnegytollee:

« [MomectnTe 6eCNpPOBOAHON POYTEP B LiEEHTPE BECNPOBOLHON CETH
AN MaKCUMaNbHOTO NMOKPbITUS.

« [MomecTnTe yCTPONCTBO NOJabLUe OT METAIMYECKUX NPerpag n
MPAMBIX COTHEYHbIX NyYe.

+ [lna npepoTBpaLleHna Momex nomecTuTe yCTPOMUCTBO Noaanblue
OT yCTPONCTB cTaHaapTa 802.11 nnu ycTponcTs, pabotarowymx
Ha yacToTe 2.4 unwn 5Tu, yctpoincTs Bluetooth, 6ecnpoBoaHbIx
TenepoHoOB, TPAHCHOPMATOPOB, MOLLHbIX ABUraTenei, daioopec-
LIeHTHbIX JIaMr, MKPOBOJTHOBbIX JTyUel, XONOAWIbHNKOB 1 IPYroro
MPOMBbILLIIEHHOTO 060PYAOBaHUA.

+ Vcnonb3yiiTe nocnegHiow NpoLwmeKy. [1na nonyyeHna noapobHom
MHOOPMALIMM O HaNMUKK CBEXeEN NPOLLMBKI noceTute cant ASUS
http://www.asus.com.

« [na obecneyeHns ONTUMANbHOrO CUrHana, [PaCnonoXunTe YeTblpe
CbEMHDIE aHTEHHDI, KaK MOKa3aHO Ha PUCYHKE HUXKeE.




1.5 CucremHble Tpe6oBaHNA

[inA HacTpoOWKK CeTM HEOOXOAUM KOMMbIOTEP, COOTBETCTBYIOLLMIA
cnepytowmum TpeboBaHUAM:

« CeteBow nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)
« becnposogHoi nHTepdeiic IEEE 802.11a/b/g/n/ac/ax
+ YctaHoBneHHbI npotokon TCP/IP

« bpaysep, Hanpumep Internet Explorer, Firefox, Safari unu Google
Chrome

MPUMEYAHUA:

Ecnu KomnbloTep He MMeeT BCTPOEHHbIX 6ECNPOBOAHbIX CETEBbIX
afanTepoB, AnA NMOAKIIOUEHUS K CETU Bbl MOKETE YCTaHOBUTb B KOM-
nbtoTep 6ecnpoBopHoi agantep IEEE 802.11a/b/g/n/ac/ax.

becnpoBogHom poyTep 0OAHOBPEMEHHO noafaeprBaeT paboTy Ha
yactoTax 2,4 [Ty n 5 IMu. 3T0 NO3BONAET BbINOMHATL UHTEPHET-CEp-
GUHT 1 paboTaTb C NEKTPOHHON NOYTON, UCNOMb3yA YacToTy 2,4 Ty 1
OfiHOBPEMEHHO CMOTPETb MOTOKOBOE BUAEO BbICOKOW YETKOCTW, UK
CyLwaTh My3bIKy, UCNONb3yA AnanasoH 5 Iu.

HekoTtopble yctponctea |IEEE 802.11n, KoTopble Bbl XOTWUTE NOAKAIO-
YNUTb K CETU MOTYT He MojAepXKnBaTh YactoTy 5 My, Obpatutech K
cneuudrKaLmm yCTponcTaa.

JOnnHa Ethernet kabens, ncnonb3yemoro ons NogKNUYeHUA CeTeBbIX
YCTPOWCTB He AoMKHa npeBblwaTb 100 MeTpos.

1"



1.6 HacTtpoiika poyTtepa

OCTOPOHO!

«  Bo n3bexaHne BO3MOXHbIX MOMeX € 6eCNPOBOAHON CBA3bIO, MPK
HacTponKke 6eCnpoOBOAHOrO poyTepa NCNONb3YyNTe NPOBOLHOE
CoefinHeHVe.

« [lepepn HacTpoiikoi 6ecnpoBogHOrO PoyTepa, BbINONHUTE criedyoLme
JeNncTBus:

an/l 3aMeHe CyLeCTBYOLWEro poyTepa, OTKIOUNTE €ro OT CETU.

OtkntoumTe NpoBofa/kabenu ot mogema. Ecnm Ha Mmogeme ecTb ak-
KyMy/IATOP, OTK/IOUMTE €ro.

Mepe3arpy3uTe MOLEM 1 KOMMbIOTEP (peKoMeHAYeTCs).

BHUMAHMUE!

LUHyp nuTaHmA pomkeH ObiTb NOAKMIOYEH K PO3eTKe C 3a3eme-
HueM. [ofKMoyaliTe YCTPONCTBO K BAvKaiLen, nerkofgocTyn-
HOW po3eTKe.

Ecnm ycTpoiicTBO HemcnpasHO, He NbiTanTecb NCNPaBUTb ero ca-
MOCTOATENbHO. ITI OFPaHNYEHNA PacCUMTaHbl Ha obecreyeHmne
3aWMTbl B pa3yMHbIX Npefenax oT BPeAOHOCHbIX BO3AENCTBUI
Mpw YCTAaHOBKE B KWIOM MOMELLEHNMN.

He nonb3yitecb NOBPeXAEHHbIMM CETEBBIMM LLIHYPaMM, aKCeccy-
apamu 1 nepudepuiHbIMA YCTPORCTBAMU.

He ycTtaHaBnuBaiTe 310 060pyaoBaHMe Ha BbicOTY bonee 2
MeTPOB.

PekomeHpyeTcA ncnonb3oBaTb NPOAYKT Npu Temnepatype ot 0°C
Jo 40°C.



1.6.1 MNpoBoaHOe noaKnoYeHNe

MPUMEYAHUE:na npoBOAHOrO NOAKIIIOYEHNA MOXHO UCMOJb30BaTh
NGO (MPAMON UNIK NEPEKPECTHDII) Kabenb.

EBR63
=enll 10 OO0
5 68

o Ed

[AnAa HacTpoiiku 6ecnpoBOAHOro poyTepa Yepes NpoBoAHOe
nogknlo4eHne:

1. Mogkntouute 6ok nuTaHuaA poyTepa K pasbemy DCIN 1 K po3eTke.

2. C nomoLbto NOCTaBNAEMOrO CETEBOrO Kabensa nogKnoumTe Kom-
nbtotep K LAN nopty poytepa.

3 CnomoLlypto gpyroro ceteBoro Kabens, nogkmounte mogem Kk WAN
nopty 6ecnpoBOAHOro poyTepa.

4, TogkntouuTe 6noK NUTaHMA MogeMa K pasbemy DCIN v K po3eTke.

13



1.6.2 becnpoBogHoe NoAKAOYEeHNe

EBR63

Smart phone

i ]

Tablet

Wall Power Outlet
Pawer

Laptop

[nsa HacTpoiikn 6ecnpoBoAHOro poyTepa Yepes 6ecnpoBogHoe
noaKnoyeHne:

1. MopkntoumTe 6nok NuTaHUs poyTepa K pasbemy DCIN 1 K poseTke.

2 TopkntounTe ceTeBOW Kabenb NpoBaiiaepa unm ot mogema k WAN
nopTy poyTepa.
3. Mogkniounte 60K NUTaHUA Moaema K pazbemy DCIN 1 K poseTke.

4. YctaHoBWTe B KOMMbloTep ceTeBon apantep |EEE 802.11a/b/g/n/
ac/ax.

MPUMEYAHUE: MogpobHyto nHpopmaLio 0 NogKIueHUmn K 6ecnposo-
[HOW CeTn CMOTpUTE B pyKoBOACTBE nonb3osatens ana WLAN aganTepa.




2 Hayano pa6orbi
2.1 Bxop B Be6-uHTepdeiic

[laHHbI 6eCnpPOBOAHOI POYTEP UMEET UHTYUTUBHO NMOHATHDIN rpa-
dnyecknin nHtepderic nonb3osatens (GUI), uto no3BonseT nerko
CKOHPUryprpoBaTb ero GpyHKLUM yepes bpay3sep, Hanpumep Microsoft
Edge, Safari unm Google Chrome.

MPUMEYAHMUE: OyHKLMM MOTYT U3MEHATLCA B 3aBUCUMOCTY OT BEPCUN
MPOLLVBKM.

BECI'IPOBOAHOQ nogknyeHne K cetun:

1. Ana MPOCMOTPA OOCTYMHbIX 66CI'IpOBOJJ,HbIX ceTel LWeNKHNTe Nno
MKOHKe ceTu i B obnact yBeﬂOMﬂeHI/IVI.

2. Bbibepute 6ecnpoBopHyto cetb EBR63, 3aTeM HaxmuTte
MogkniounTbea.

3. BBeguTe ceTeBOM KIIIOY, YKa3aHHbI Ha STUKETKe YCTPOMCTBA U
HaxmuTe OK.

4. [loxputecb NOAKIOUEHMA KOMMNbtoTepa K 6eCnpoBOAHON CETW.
MkoHka E oTobpaxaeT cOCTOAHME NOAKOUYEHUA 11 MOLHOCTb
C/rHana NPoBOAHOrO UM 6ecnpPoBOAHOTO MOAKIOUYEHNS.

MpoBoaHoe NnoakntoUeHne K ceTu:
[ina Bxopa B BeO-UHTepdeNc:

1. B 6pay3sepe BBeguTe http://expertwifi.net.
2. CneplyviTe MHCTPYKLMAM NO HaCTPOMKe.

15



2.2 Astoonpepenenve WAN

OyHKLMA 6bICTPOI HACTPONKM HTEPHeTa (QIS) nomoxeT Bam ObICTPO
HaCTPOWTb NOAKIOYEHNE K IHTepHeT.

MPUMEYAHUE: lMpy nepBOM NOAKNIOYEHUN K VIHTEPHET HaxMUTe Ha
poyTepe KHOMKy cbpoca ana copoca poyTepa K 3aBOACKMM HacTpoKam
MO YMOMYaHMIo.

AstoonpepneneHne WAN:

1.

Boiigute B Be6-mHTEpdENiC.

PoyTep aBTOMaTMuecKkn onpefenser TUN NOAKNOYEHUA K
nposangepy.

s susvess )

Welcome to ExpertWiFi EBR63

MpumeyvaHns:

MoppobHyto nHPopmaLym 06 N3MEHEHUM UMEHN NOMNb30BATENS W MNa-
pona cmoTpute B pasgene 3.2.2 Cucrema.

imAa nonb3oBatena n naponb oTimyaetca ot umeHmn cetu (SSID) n
Kntoua 6e3onacHocTy. ima nonb3oBaTens v naposb NO3BOMAIOT BONTY
B Be6-uHTepdelic poyTepa ANna KoHdMrypaLmm napameTpos becnpo-
BogHoro poyTepa. Mima cetu (SSID) 1 kntou 6e30MacHOCTM NO3BONAOT
6ecnpoBofHbIM YCTPOMCTBAM NOAKNOUATHCA K 6ECNPOBOAHON CETU.



2. BbibepuTe TMN NOAKNIOYEHMA NOAKNIOYEHNA K NPOBaiAepy,
Hanpumep Astomatuyeckui IP (DHCP), PPPoE nnn Cratnye-
ckuii IP. Beegute Heobxoaumyto MHGOPMaLIO ANA BaLlero Tvna
NOAKI/OYEHNA.

OCTOPOXHO! Heobxoanmyto nHdopmaLmio O Ballem NOLKAOUYEHUN K
VIHTEPHETY y3HaliTe y Ballero nposaiiaepa.

s | pusiness )

Internet ryou donot
Know the Interet connectin fype, contactyour ISP

Connection type

ana asTomatnyeckoro IP (DHCP)

7S susiess

Wireless
e
Settings

ans PPPoE

Internet  Ener e usemame and password for your ntemet connection

ISP Account Setting

17



[lna ctatuueckoro IP

7sUs Busiess
it &

Internet
ONS adr

Mpumeyanns:

ABTOMaTMUECKOE ONpPEeReneHyie Tna NOAKMOYEHNA UMEET MECTO NPU
MepBOI HACTPOVIKE poyTepa Uim nocie cbpoca poyTepa K HaCTPOW-
KaM Mo yMOMYaHmIo.

Ecnmn QIS He moXxeT onpeaenutb TMN NOgKOYEHUA K VIHTepHeT, Ha-
xmuTe Skip to manual settings 1 BpyuHyto ckoHburypupyiite Tvn
MoAKoUEeHNS.

. BBegmte nma nonb3osarens, naposib N COXpaHUTe UX AnAa ce-

Aytowero Bxofa. CKOHGUryprpyinTe napameTpbl 6eCnpoBOAHOI
cetn. Koraa 3akoHunTe, HaxkmnTe MpumeHnTD.




MPUMEYAHMUE: Ecnn TpebyeTca Ha3HauuTb pasHble SSID ana 6ecnposo-
AHow cetn 2,4 [T n 5 ITuy, yctaHoBuTe dnaxok OTaenbHble 2,4 My n 5 My,
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3 Hacrponka EBR63
3.1 ApantnBHasa QoS

3.1.1 MoHuTOp NPONYCKHON CNOCOGHOCTM

MoHuTOp NoNoCh NPoNycKaHWA NO3BONAET OTCNIEXMBATb ObLee 1C-
MOb30BaHME NONOChI NPOMYCKAHNA, @ TaKXKe MCXOTALLMIA 1 BXOAALLWAI
TPAaQUK AN1A KaXKAOrO KNMeHTa.

[ina ncnonb3oBaHMA MOHIUTOPA NMOOCHI NPONYCKaHUA NepenamTe B
Settings > Adaptive QoS > Bandwidth Monitor.

000 o ) e )

MPUMEMAHMUE: 1na nonyyeHus nogpo6Hoi nHpopmaLmm nocetute https:/
www.asus.com/ru/support/fag/1008717.




3.1.2 QoS

TexHonorua QoS (Quality of Service) rapaHTupyeT BbICOKyHO nponyck-
HYI0 CIOCOBHOCTb /1 NPUOPUTETHBIX 33434 V1 NPUIOKEHNIA.

1. ApanTuBHaa QoS rapaHTMpyeT BXOAALLYIO N NCXOLALLYH NPO-
MYCKHYI0 CNOCOBHOCTb ANA NMPUMOKEHWI 1 3afay C BbICOKUM
NPUOPUTETOM Af1A MPOBOAHbIX M 6€CNPOBOAHDBIX MOLKMOUEHUI C
MOMOLLbIO NpefBapUTENbHbIX HACTPOEK: UrPbl, TOTOKOBOE BUAEO
v ayauo, VolP, Be6-cepduHr n nepesaya gpaiinos.

2. TpapguunoHHasa QoS onTUMU3MPYET BXOAALLMIN N UCXOJALLMIA TPa-
GVK NPOBOAHBIX 1 6€CNPOBOLAHBIX MOAKIIIOUEHUI 1 YCTaHABINBAET
NPUOPUTET NPUNOXEHWIA 1 3aAauY.

3. OrpaquwTenb CKOPOCTU MO3BOJIAET yCTaHAB/IMBaTb OrpaHn4e-
HWA Ha CKOPOCTb 3arpy3kn 1 CKaynBaHUA.

3.1.3 Be6 nucropus

Ha ctpaHuue Be6 ncropusa oto6pakaeTcsa NCTopus NPOCMOTPOB
Be6-CTpaHUL, KNMeHTaMu.
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3.1.4 CKopoCTb NHTEepHeTa

JTa ycnyra npepocTaBnsetca komnaHuei Ookla. 3ta pyHKumA onpe-
AenaeT BXOAHYIO 1 BbIXOLHYIO CKOPOCTW NOAKIIOYEHNA poyTepa K
VIHTEPHETY.

Haxxmmte GO ana onpeaeneHna CKOPOCT/ NOAKMNIOYEHNA KUHTEPHETY,
YTO 3aHNMAET OKOJ1I0 MUHYTbI.

Internet Speed

ovidsd by Ook

(2 SPEEDTEST powered )

Level Py __ g arer __

£ History




3.2 ApMuHUCTpUpPOBaHME

3.2.1 Pexxum pab6oTbi

Ha cTpaHuLe pexmm paboTbl MOXHO BbiOpaTb Hambosee NoAXoAALLMA
PEXM.

[na HacTPOWKK peXknma paboTbi:

1. B MeHio HaBurauum BbibeprTe HacTponkmn > ARMUHNCTPUPOBa-
Hue > Pexxum paboTbl.

2. BbibepuTe ntoboii U3 cremyoLmx pexxnumos:

« Pexxum 6ecnpoBofHOro poytepa (no ymonuaHuio): B pexvime
6ecnpoBOAHOrO poyTepa, POyTep NOAKMIOUAETCA K UHTEPHETY 1
NPeLOCTaBNAET JOCTYN K UHTEPHETY AN1A YCTPOWCTB B IOKASIbHOM
cetn.

+ Pexxum Toukm goctyna: B 3Tom pexvime poyTep CO3AaeT HOBYIO
6ecnpoBOAHYI0 CETb.

3. HaxmuTe CoxpaHuTb.

MPUMEYAHMUE: Mpu n3meHeHnn pexrma poyTep nepesarpysutcs.
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3.2.2 Cucrema

Ha ctpaHuue Cuctema MOXHO CKOHQUIypmpoBaTb NapameTpbl
6ecnpoBofgHOro poyTepa.
[inA HaCcTPOMKN NapameTpPOB CUCTEMDbI:

1. B MeHI0 HaBurawum Bbibepute HacTpoinkmn > AgMUHNCTpUpOBa-
Hue > Cuctema.

2. MOXHO CKOHGUrypUpoBaTh ClieayioLyie NapameTpbi:

N3meHeHne naponA poyrepa: MOXHO U3MEHWTb MMA NONb30-
BaTenA 1 naposb 66CI'IpOBOJJ,HOI'O poyTepa, BBEAA HOBbIE.

Hactpoiika USB: MoXHO BKIOUMTb PEXIM rMbepHaLm KecCT-
KOro ANCKa 1 N3MeHnTb pexmm USB.

MNoBepeHne kHonku WPS: Ousnueckas kHonka WPS nucnonb-
3yetca ana aktvsaummn WPS.

YacoBolii nosc: BoibepuTe 4acoBoW NOAC AJ1A BaLIEN CETU.

NTP-cepBep: [1n1A CMHXPOHM3ALMKN BPEMEHW POYTEP MOXKeT
nopkntouatbea K cepepy NTP (Network Time Protocol).

CeteBoin MOHUTOpUHI: MoxHO BKntountb DNS-3anpoc ana
MPOBEPKM COOTBETCTBYA UMEHV XocTa 1 IP-agpeca nnu BkniounTb
Ping ana npoBepKu LieneBoro agpeca.

AsTromatunueckuii Bbixoa: MoxHO 3agatb Bpems Ana aBToma-
TNYECKOro BbIXOda.

Bkniountb yBegomneHue 06 otknioueHnn WAN-nHtepdeii-
ca: JTa QyHKLUMA No3BonAeT Opaysepy oTobpaxaTb CTPaHNULY
C npegynpexaeHunem, Korga poyTep OTK/oUeH OT MHTepHeTa.
Korpga oTKntoueHo, CTpaHuLa C npegynpexaeHnem He NoABUTCA.
Bkntountb Telnet: Haxmute la ana BkntoueHmaA cnyxobi Telnet.
Bbibepute HeT gnis otkntoueHma Telnet.

MeTtop ayTteHTduKauyum: MoxHo Bbibpatb HTTP, HTTPS nnun
oba npoTokona ana 6e3onacHoro JOCTyna K poyTepy.
BkniounTb nnaHnpoBLMK nepesarpysku: Korga BKIOYEHO,
MOXHO 3afjaTb BpeMs 1 AaTy nepe3sarpysku.

Bkntountb Be6-goctyn ns WAN: Boibepute la s paspelue-
HUA JOCTyNa K Beb-nHTepdeiicy poyTepa n3 VHTepHeT. Bbibepute
No ansa npepotBpallyeHna Joctyna.

Bkniountb orpaHnuyeHue gocryna: Boibepute [la, ecnn Hyx-



HO 3aartb IP-agpeca ycTponCTB, KOTOPbIM pa3peLleH JOCTYN K
Be6-nHTepdency poytepa 13 WAN/LAN.

« Cnyx6a: J1a dyHKUMA No3BONAET HacTpouTb Telnet / SSH nopt
/ Pa3pewntb BBOA Naponsa / Knoya astopmsaumn / tTanm-ayT
MpPOCTOA.

3. Haxmute MNpumeHnTb.

3.2.3 O6HOBNEHNE NPOLUNBKN

MPUMEYAHME: Ckauarite NocneaHIo0 BEPCUIO NPOLWMBKK C canta ASUS
http://www.asus.com.

Ona 06HoBNEeHNA npownBKn:

1. B meHIo HaBuraumu Boibepute HacTpoiku > AGMUHNCTPUpPOBa-
Hue > O6HOBNEHE NPOLUMNBKM.

2. B none HoBasa npowuBKa Haxxmmte 0630p Ana HaxoXaeHUs
MPOLUMBKM.

3. HaxmuTe 3arpysutb.

MpumeyvaHus:
+ [Mocne 3aBepLueHNs OOHOBNEHUA LOXKAUTECH Nepe3arpy3Kn CUCTEMDI.

«  [lpu owwnbKe BO Bpems 06HOBNEHUS HECNPOBOAHOI POyTEP NEpPEXo-
QVT B aBapPUIHbIA PEXIM U MHANKATOP MUTaHUA Ha NepeaHen NaHenu
MeaneHHo muraer. MoapobHyto MHGOPMaLMI0 O BOCCTAaHOBNEHWN Cii-
CTeMbl CMOTpUTe B pasziene 4.2 BocctaHoBNI@HME NPOLLMNBKM.
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3.2.4 BocctaHOBUTb/COXPaHUTb/3arpy3uTb HaCTPOMKM

[nsa BoccTaHOBNEHMA/coxpaHeHns/copoca napameTpoB:

1. B MeHI0 HaBurawuu Bbibepute HacTponkn > AgMUHNCTpUpoOBa-
Hue > BocctaHoBuTb/CoxpaHuTb/3arpy3snTb HaCTPOMKM.

2. BblbepuTe 3agauy:

+ 3aBOfACKMe HAaCTPOMKN: VIHMUManu3npyinTe BCe HACTPONKN 1
oumcTuTe BCe XypHanbl and AiProtection, AHann3atopa Tpaduka
1 Beb-nctopun.

« Conpwm xpaHeHNN HacTpoek: [103BONAET NOAENNTLCA KOHDU-
rypaLMOHHbIM GaiinoB B Liensax otnagku. MocKonbKy NCXOAHbI
naponb B KOHPUrypaunoHHom daiine byaeT yaaneH, He UMnop-
TUpYViTe 3TOT daiin B poyTep.

- BoccraHoBneHne HacTpoek: 3arpyska paHee COXpaHeHHbIX
HaCTPOEK B poyTep.

OCTOPOXHO!B ciiyuae BO3HUKHOBEHMA MPOGNEM, 3arpy3iTe NOCIEAHIO0
BEPCVII0 NMPOLLVBKM 11 CKOHOUIYpUpYIiTe HOBbIE MapaMeTpbl. He copacbiBaii-
Te poyTep K HaCTPOMKaM MO YyMOMYaHMIO.

This function allows you to save current settings of ExpertWiFi EBM3 04 fl,or oad sftings from a e




3.2.5 O6partHan cBA3b

[na ncnonb3oBaHunA 06pa'r|-|0|7| cBA3N:

1. B meHto HaBuraumu Bbibepute Hactpoiiki > AgMUHUCTPpUpPOBa-
Hue > O6paTHas CBA3b.

2. BBeauTe CBOWI PErvoH, appec SNeKTPOHHO MOYTI, JONONHUTESb-
HY'0 MHGOPMALMIO 15 OTNAAKM, KOMMEHTAPVN U NPELJIOKEHUS 1
OTnpaBbTe.

OCTOPOXHO!

«  TMoppobHO NPOKOMMEHTUPYIITE CBOIO CUTYaLMIO A1 MOSTyYeHns Obl-
CTPOro OTBETa.

«  Cornacutecs c Monntrkon koHduaeHumanbHocTy ASUS.
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3.2.6 MpuBaTHOCTb

1. OnanpunBAsKu yyetHo 3anucu, DDNS n yaaneHHoro nogknio-
yeHus (npunoxenne ASUS Router/npunoxenne Lyra/AiCloud/
AiDisk):

O6paTTe BHUMaHWE, YTO BaLLA MHPOPMALMA, BKNKOYAA MOZENb NPO-

LYKTa, BEPCUIO MAKPOMPOrpammbl, coctosiHne ViHTepHeTa, IP-agpec,

MAC-agpec 1 nma DDNS, 6yget cobpaHa ASUS ¢ nomoLybio Bbiley-

Ka3aHHbIX GYHKLMIA.

Ecnun tpebyetca otkntountb 06MeH nHdpopmaumert ¢ ASUS c nomoLLbro

BbiLLeYKa3aHHbIX QYHKLWIA, HaxmmTe U3bATb Hike. Tem He MeHee,

VIMeViTe B BUAY, UTO 3T GYHKLIMM MOTYT He paboTaTb NP OTKIIOUEHNN

obmeHa nHdopmaumen ¢ ASUS.

OCTOPOXKHO!
+ [Mocne HaxatnA U3bATb GyayT BHECEHbI YKa3aHHbIe HUXe N3MeHeHUs

+  Vcnonb3yemoe B faHHbIi MomeHT uma DDNS, He 6yaeT XxpaHuTbCA
B BalLem poyTepe.

+ Mpunoxenns ASUS Router, Lyra, AiCloud, AiDisk moxHo ucnonb-
30BaTb TONbKO B TOM C/lyyae, eCNM YCTPOCTBO HAXOAMUTCA B OfHON
NOKanbHOMN CETN C POYTEPOM.

2. YBegomneHne o KondpugeHumanobHoctn ASUS (ana o6HoBne-
HUA NPOLIVBKIK 1 6e30nacHOCTN):

ObpatnTe BHUMaHWe, YTO Bawa uHdopmauma byget cobmpatbea
poyTepom ASUS B Lienax 06HOBNEHNA NPOLUMBKM 1 6e30MacHOCTU.
Ecnn TpebyeTca oTknounTb 06MeH nHpopmaumen ¢ ASUS ¢ nomoLbro
BbiLLEYKa3aHHbIX GYHKLWI, HaXMIUTe <U3bATb> HILXKe.

OCTOPOMHO!HaxaTne U3bATb MOXKET NPUBECTU K HEBO3MOXHOCTY
06GHOB/IEHMA NMPOLLUVBKW A0 NOCAEAHEN BEPCUM U OOHOBNIEHMNSA 3aLLUMTHbIX
MeXaHU3MOB Ha poyTepe. OfHako B Lensax 6e30MmacHOCTU 1 obecrneyeHns
COOTBETCTBMA 3aKOHOLATENbCTBY, 0OHOBNEHUA, CBA3aHHble ¢ be3onac-
HOCTBIO WM 3aKOHOZATENbHbIMU/HOPMATUBHBIMU TpeboBaHUAMM, OyLyT
CKauMBaTbCA 1 YCTaHABNMBATHCA aBTOMATUYECKN.




3.3 AiMesh

3.3.1 HacTtpoiika napameTpoB 6ecnpoBoaHOI ceTu

[inq 3awuTbl 6eCNpPOBOAHON CETY OT HECAHKLIMOHUPOBAHHOO AOCTY-
na, Heob6XOAMMO HACTPOUTbL NapaMeTpbl 6e30MaCHOCTM.

[nA HacTpoIKn NnapameTpoB 6ecnpoBOAHOI ceT:
1. B meHto HaBuraumu Boibepute AiMesh > Tononorus.

2. MOXHO CKOHUIyprpoBaTb NPOBOAHOE 11 GECNPOBOAHOE NOAKIIO-
YeHUe, COCTOSIHVE CETY 11 COCTOSIHIIE NOACBETKM.

MPUMEYAHMUE: MoxHO HacTpouTb NapamMeTpbl 6€30MacHOCTY 415 Avana-
30HOB 2,4 My n 51y,

Topology  System Setings.

+ i A Noce @ optmizston

‘ 6 Expertwi EBR63

3. NMepeiignte B AiMesh > HacTpoliku cuctembl /15 BKIOUEHUA
NN OTKIOYEHNA peXxnma TpaH3uTHoro coeguHeHus Ethernet,
HaCTPOWKM YEPHOrO CNCKA POYMIHTa, COpOCa HaCTPOEK CCTEMDI
Unn NepesarpysKku.

Topology
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3.3.2 YnpaBneHue ceTeBbIMU KNMeHTaMN

Topology  System Settings

+ cd aesh Node

‘ 6 Expertwiri EBR2

nnnnn

Ina ynpaBneHua ceTeBbIMMN KNNEHTaMu:
1. B meHto HaBurayum Boibepute AiMesh > Tononorus.

2. BbibepuTe nkoHKy KnueHTbl fna otobpaxeHnsa nHdopmaumm o
CeTeBOM KnmeHTe, Hanpumep uma, MAC-agpec n IP-agpec.

3. MoXHo 3ab6n0K1poBaTb NOAKNIOUYEHNE KNIMEHTA K Ballen CeTH,
BKJTIOUNTb JOCTYN MO PACMMCaHWI0 UK BKNKOUUTL NpuBA3Ky K MAC
niP.

4, Korqa 3aKOHYUNTE, HaXXMUTE anlIMeHIlITb.



3.4 AiProtection

AiProtection obecrneurnBaeT MOHUTOPUHT B PEXIMe peanbHOro Bpe-
MeH AnsA 06HAPYKEHA BPEAOHOCHOMO NPOrPaMMHOro 0becneyeHus.
Tak>ke BO3MOMHa GUNBTPALMA HEXKeNnaTeNbHbIX CATOB 1 MPUNOXKEHWNIA
1 YCTAaHOBKA BPEMEHW AOCTYMa K MHTEPHETY.

AiProtection &

AIPROTECTION ROUTER SECURITY ASSESSMENT

gagan @

3.4.1 CeTeBasn 3awWmTa

CeTeBas 3aLL1Ta 06eCMEeUMNBAET 3aLLNTY CETW OT HECAHKLIMOHMPOBAH-
HOro focTyna.

Ina oueHKn 6e3onacHOCT poyTepa:
1. B meHto HaBuraumm BoibepuTe AiProtection.

2. Haxmute OueHKa 6e30nacHOCTM poyTepa Ans 0ToOpaeHUs
pe3yNbTaToB OLIEHK 6E30MacHOCTM.
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AiProtection ¢

AIPROTECTION

Network Protection with Trend Micro protects against network exploits to secure your network from
unwanted access.

AiProtection FAQ

©) Malicious Sites Blocking

Restrict access to known malicious websites to protect your network from malware, phishing, spam, adware, hacking,
and ransomware attacks.

© Two-Way IPs

The Two-Way Intrusion Prevention System protects any device connected to the network from spam or DDOS attacks. It
also blocks malicious incoming packets to protect your router from network vulnerability attacks, such as Shellshocked,
Heartbleed, Bitcoin mining, and ransomware. Additionally, Two-Way IPS detects suspicious outgoing packets from
infected devices and avoids botnet attacks.

Infected Device Prevention and Blocking

This feature prevents infected devices from being enslaved by botnets or zombie attacks which might steal your
personal information or attack other devices.

ROUTER SECURITY ASSESSMENT

Scan your router to find vulnerabilities and offer available options to enhance your devices protection.

Password

Default router login username and password

- Wireless password strength check

changed

WAN /LAN

Wireless encryption enabled WPS Disabled Yes
UPnP service disabled DMZ disabled Yes

Port trigger disabled
Web access from WAN disabled

Anonymous login to FTP share disabled

AiProtection

Malicious Website Blocking enabled

Ye

Port forwarding disabled
PING from WAN disabled

Disable guest login for Network Place Share

Vulnerability Protection enabled

Yes

Yes

Yes

=]
=]
=]
[
=N
[~ |

Infected Device Prevention and Blocking

OCTOPOXHO!3nemeHTbl, noMeueHHble Kak Yes Ha cTpaHiiLe OLieHKa 6e3-
ONacHOCTU poyTepa cunTalTCA Ge30nacHbIMU. DNeMeHTbI, TOMEeYeHHble
kak No pekomeHgayeTca ckoHdUryprpoBaTb COOTBETCTBYHOLIMM 06pa3oMm.

3. (HactpaHuue OueHka 6e30nacHOCTN poyTepa BpyUHYI0 CKOH-
rypupymTe 3nemMeHTbl, ToMeyeHHble kak No (onuroHanbHo). na
3TOro:

a. LlenkHuTe No anemeHTy.

MPUMEYAHUE:Npn wenuke no anemMeHTy OTKPOETCA CTpaHuLa ero
HacTpoek.




b. Ha cTpaHuue HacTpoek 6e30MacHOCTY 3ieMeHTa BHeCUTe He-
00XOfUMbIE 13MEHEHNA 1 HaxXmUTe MpUMeHUTb.

C. BepHutech Ha cTpaHuLy OueHKa 6e3onacHOCTM poyTepa Vi
HaXXMu1Te 3aKpbITb /18 3aKPbITUSA CTPAHNLbI.

4, InA KOHUrypauum HacTpoek 6e30MacHOCTY aBTOMATUYECKN
HaXXMWTe 3alUTUTD poyTep.

5. Mpw noasneHun noateepxaeHna Haxmmte OK.

[Ana BKNoYeHnA 3aWmnTbl CeTH:
1. B meHto HaBuraumu Boibepute AiProtection.

2. BblbepuTe TUN 3aLLMUTbI, KOTOPbI Bbl XOTUTE PEANI30BaTb, U BKITO-
ynTe ero. MoxHo BbibpaTb Mexy BnoknpoBKka BpefOHOCHbIX
caiToB, [iByctopoHHss IPS v MpodunakTuka n 6nokmpoBKa
3apa)KeHHbIX YCTPOMCTB.

BHOKI/IPOBKa BPe[OHOCHbIX cainToB

S7a dYHKLYA GNOKMPYET BPEAOHOCHbIE CaliTbl AN1A 3aL/Thl BaLLe-
ro CETEBOr0 YCTPOICTBA OT BPEAOHOCHbIX MPOrpamMm, GULLIKHTA,
Crama, peKiambl, XakepoB U/ BbIMOTaTeNeil.

OBycTopoHHsas IPS

[BycTopoHHsas IPS (cuctema npepoTBpaLLeHmA aTak) 3aLuiya-
eT NOLKII0YEHHble YCTponcTBa oT cnama unu DDoS-atak. OHa
TaKxe ONIOKMpPYeT BpeAOHOCHbIE BXOAALLME NAKETbI AN1A 3aLMUTb
BalLero poytepa OT ceTeBblX aTak, Hanpumep Shellshocked,
Heartbleed, Bitcoin mining 1 Bbimoratene. Take BbINONHAETCA
0bHapy»KeHne NOA03PUTENbHbIX UCXOAALLMX NAKETOB ANA NOUC-
Ka 3apa)KeHHbIX YCTPONCTB 1 NpefoTBpaLLeHMe nopaboLieHns
nx 6oT-ceTAMM.

MpodunakTiKa n 6noKNpPoBKa 3aparKeHHbIX YCTPONCTB
JTa QyHKUMA NpefoTBpaLlaeT nopaboLieHne 3apaKeHHbIX
YCTPONCTB 6OT-CETAMMU MU 30MOU-aTakamu, KOTOPble MO-
ryT YKpacTb IMYHY0 MHPOPMaLMIo K aTakoBaTb Apyrue
YCTPOWCTBaA.

3. Cornacutechb ¢ JluyeHsnoHHbiM cornaweHunem Trend Micro.
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MALICIOUS SITFS BLOCKING

Securty Event

source

No Event Detected
MALICIOUS SITES BLOCKING
Threat Activies

count

TWO-wAY IPS
SecuyEvent
sounce counr
NoEvent Detected
®
o wAvIPS
SevrtyLeel

- igh = Medium 1 Low

INFECTED DEVICE PREVENTION AND BLOCKING

SecurtyEvent

source count

No Event Detected

INFECTED DEVICE PREVENTION AND BLOCKING

Threat Activies



3.5 WHPopmaunoHHasa naHenb

NHdopmaLmoHHan naHenb NO3BONAET YNPaBAATb Ballel CETbIo,
Hanpymep, NOAKMI0YEHNEM K IHTEpHETY, NOAKMI0UYEHNEM KNMEHTOB,
Tectom DNS, coctoaHmem cuctembl, noptamu Ethernet n monutopom
TpaduKa.

QIs

(BbicTpas HacTpoiika Hassannemogenn Undopmauus KHonku ynpaBnenus
WntepHer)

AISUS [ BUSINESS ) | ExpertWiFi EBR63 [ 2™ 12:20:01

Dashboard (3 &

PRIMARY WAN CLIENTS DNS BENCHMARK

@ iy B — b s2ms

CONNECTION TYPE

wan P

SUBNET MASK

GATEWAY

ons

ES a om

HaBuraymm
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3.6 KoHTponb goctyna K ycTponcrsam

3.6.1 OunbTpbl AnA Be6 1 NpUNoXKeHUN

OunbTpbl 4na BeO 1 NPUNOXeHNI NO3BONAKT 6OKMPOBaTh JOCTYN
K HeXenaTenbHbIM CaliTam U MPUIOXKEHUAM.

p,l'lﬂ ncnoib3oBaHnA (I)I/IJ'IprOB ana Be6 u I'Ipl/l.llO)K€HI/II7I:

1. B meHIo HaBuraumu Bbibepnte Hactpoikn > KoHtponb goctyna
K ycTpoinctBam > QunbTpbl Ans Be6 n npunoxeHuni.

2. [inaBknoueHnsa GpunbTpoB nepeasrHbTe Non3yHok GunbTpbl gna
Be6 1 npunoxeHnin B nonoxeHme ON.

3. B cton6ue Client Name BbibepuTe KnvieHTa, Yel CceTeBOM JOCTYN
HY>XHO KOHTPONPOBATb. /IMA KNMeHTa MOXHO U3MEHUTb B CETH
KapTe CNCKe KNNEHTOB.

4. TlomeTbTe HexenaTenbHOe COAEPXKUMOe.
5. Haxmute ® ansa nobasneHns npasmna n Haxmute MpumeHnTb.
Ecnn Hy>XHO BPEMEHHO OTKJIOUMUTb MPABWNIO, CHAMITE GIIaXOK.




3.6.2 Pacnucaxue

PacrnucaHvie no3BosisieT 3afaTb BPeMS 41 4ocTyna B IHTepHeT ans
KOHKPETHbIX YCTPOICTB.

[na ncnonb3oBaHMA pacnucaHua:

1. B meHto HaBvraumm Bbibeprte Hactpoliikn > KoHTponb goctyna
K ycTpoiicTy > PacnucaHnme.

2. [inA BKNOYEHUA pacnucaHna CABUHbTE NON3YHOK BKnountb
pacnuncanue B nonoxexune ON.

3. B cTon6ue Umsa knueHTa BBEAMTE 1NN BbIGEPHTE NMA KIIMEHTA 113
BbINaJatoLLEero CrucKa.

4, Haxmnte @ ana pobasneHma KIMeHTCKoro npopuns.
5. Haxkmute NMpumeHNTb ANA COXPAHEHNA HAaCTPOEK.

[ — sat D
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3.7 bpaHamaysp
3.7.1 O6bwwme

PoyTep moxeT GYHKLMOHMPOBATb B KayecTBe annapaTHOro
bpaHamayspa.

MPUMEYAHUE: bpanamaysp BKOUEH MO YMOMYaHMIO.

Ina HacTpoliKu napameTpoB 6paHamay3pa:

1. B meHto HaBurauum Bbibepute Hactpoiiku > bpaHgmaysp >
O6wpwe.

2. B none Bknountb 6panamayap Bbibepue [la.

3. B none Bkntountb 3awumty ot DoS Bbibepute fla ana 3awubl
Bawen cetn oT DoS (oTka3 B 06CNymnBaHMM) aTak. ITO MOXET
MOBNNATb Ha MPOV3BOANTENBHOCTb POyTepa.

4. MoxHo Takxe otcnexwusatb naketbl Mexay LAN nWAN. B none Tun
PEernucTprpyembix nakeTos Bbibepute OTOGpoLLeHHble, MpnHATbIe
nnn Oba.

5. HaxmuiTe MpumeHunTb.




3.7.2 Ounbrp URL

MoHo 3anpeTuTb ocTyn K onpeaeneHHbiM URL-agpecam, nob6asms
nX B punbTp.

MPUMEYAHUE: Ounbtp URL dyHKLMOHMPYET Ha ocHoBe 3anpoca DNS.
Ecnu ceTeBOI KNMeHT yxe nocelan canTt, Hanpumep http://www.abcxxx.
com, TO caiT 3abnoknpoBaH He GyaeT ( DNS-K3ww coxpaHseT paHee noce-
LLleHHbIe CalTbl). [ns peLleHns 31oi npobnembl ounctite DNS-Kaww nepea
ycTaHoBkom unbrpa URL.

Ona HacTtponkn ¢punbrpa URL:

1. B meH1o HaBurauyuu BbibepuTte Hactpoikn > Bpangmaysp >
OunbTp URL.

2. B none Bkniountb URL ¢punbtp BoibepriTe BKnounTb.
3. Beeaute URL 1 Haxkmute @.
4. Haxmute MpumeHnTb.
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3.7.3 OunbTp KNoYeBbIX C/IOB

OunbTp KIYEBbIX CIOB ONIOKMPYET AOCTYN K CTPAHMLIAM, CofiepXa-
MM 33JaHHbIE K/loYeBble C/I0BA.

Ona HacTpoiiku ¢punbTpa KNio4eBbIX CNOB:

1. B meHto HaBurauum Bbibepute Hactpoiiku > bpanamaysp >
OunbTp KNKOYEBbIX CI0B.

2. Bnone Bkniountb GunbTp KNntoueBbIX 0B BbibepyTe BKOUNTD.
3. BeegumTe cnoBo nnu Gppasy u HaxmmTe @.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

o QunbTp KNOYEBbIX CIOB QYHKLMOHMPYET Ha ocHOBe 3anpoca DNS.
Ecnn ceTeBol KNMeHT yKe nocelan cant, Hanpumep http://www.
abcxxx.com, To calit 3abnokuposaH He 6yget ( DNS-Kaww coxpaHseT
paHee MnocelleHHble caiTbl). AN peleHus 1ol npobnembl ouncTuTe
DNS-Kaww nepep ycTaHOBKOW GUIbTPa KNIOUYEBbIX CI0B.

+ (CxaTble Be6-CTpaHuMLbl He MOrYT ObITb OTdUNLTPOBaHbI. CTPaHMLbI,
3arpy»aembile no npotokony HTTPS, He MoryT 6bITb 3a6IOKPOBAHDI.




3.7.4 QunbTp ceTeBbIX CNYKO

OunbTp ceTeBbIX CNTY6 NO3BONAET OFPAHNYNTD 4OCTYMN K KOHKPETHBIM
Be6-cnyx6am, Hanpumep Telnet unm FTP.

Ona HacTpoliku ¢punbTpa ceTeBbiX CNYX6:

1. B meHto HaBurauum Bbibepute Hactpoiiku > bpaHgmayasp >
OunbTp ceTeBbIX CNYXO.

2. B none Bkniountb ¢punbTp ceteBbix cnyx6 Boibepute [a.

3. Bbibepute pexum ¢unbTpa. YepHbIi CIMCOK 6NIOKNPYET YKa3aH-
Hble ceTeBble CNy»KObl. Benblil CNMCOK pa3peLuaeT 4OCTYN TONbKO
K YKa3aHHbIM CETEBbIM CTy»K6aM.

4, YkaxuTe AieHb 1 Bpems paboTbl punbTpa.

5. Beepute ncxogHbin IP-agpec, ueneson IP-agpec, Anana3oH nopToB
1 NPOTOKON. HaxmuTe @.

6. Haxmute MpumeHnTb.
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3.8 IPv6

[aHHbIn poyTep noagepxusaet agpecauuio IPv6, nogaepxusaioLLyio
bonbluee konunuecTtso IP-agpecos. Hdopmauuto o nogaepxke IPv6
MOXHO Y3HaTb Yy Balllero nposangepa.

Ona nHactponkm IPv6:
1. B MeHto HaBurauum Bbibepute Hactpoinkn > IPv6.

2. Bbibepute Tun nogknioueHns. MapameTpbl OTANYAIOTCA B 3aBU-
CMMOCTM OT TIMa BbIOPAHHOTO NOAKIOYEHUA.

3. Beegute napametpbl IPv6 1 DNS.
4. Haxmute MpumeHnTb.

MPUMEYAHUA:

KoHkpeTHyto nHdopmauuio no IPv6 MOXHO y3HaTb y Balero
nposangepa.

« [lnA nonyyeHns nogpobHoOW MHGopMaLMm nocetuTe https://www.
asus.com/ru/support/FAQ/113990.




3.9 JlokanbHas ceTb
3.9.1 LANIP

Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEMAHMUE: NTio6bie n3mereHua LAN IP noeamnatoT Ha HacTpoiikv DHCP.

[na nameHeHna napametpos LAN IP:

1. B meHto HaBuraumm BbibepuTe Hactporiku > LAN > LAN IP.
2. W3menute IP-appec 1 macKy nopceTu.

3. Korga 3akoHunTe, HaxkmumTe NMpumeHnTb.
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3.9.2 DHCP-cepBep

DHCP (Dynamic Host Configuration Protocol) 3To npotokon gnis aBTo-
MaTh4eckomn KoHourypauum, ucnonb3yembii B cetax IP. Cepsep DHCP
MOXeT Ha3HauaTb Kaxaomy KnueHTy agpec IP v coobLuaeT KnmeHTy o
IP DNS-cepBepa 1 Wwto3a no yMon4aHuio.

Ona koHpurypauun DHCP cepsepa:
1. BMmeHio HaBuraumm Bbibepute Hactpoiku > LAN > DHCP-cepBep.
2. B none Bkniountb DHCP cepBep BbibepuTe [a.

3. Bnone Uma gomeHa BBeaTe JOMEHHOE MA A/19 6eCNPOBOAHOIO
poyTepa.

4. B none HayanbHbIN agpec nyna BBeanTe HavanbHbIn IP-agpec.

5. B none KoHeuHbln appec nyna BBeAnTe KOHeUHbIN IP-agpec.

6. B none Bpema apeHgpbl BBeguTe Bpema apeHgbl IP-agpeca. o
ncreyeHun spemenn, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

MPUMEYAHUA:

» PekomeHpyetca ncnonb3osatb IP-agpec B popmarte: 192.168.1.xxx (rae
XXX MOET ObITb N0ObIM YMCIIOM B AManasoHe oT 2 Ao 254).

« HauvanbHbiin IP-agpec nyna He fonxeH 6bITb 60/ble KOHEYHOro
IP-agpeca.



7. Ecnn Heobxopmmo, BeeaunTe IP-agpeca DNS 1 WINS cepsepos B
pasgene Hacrpoiika DNS n WINS cepBepa.

8. PoyTtep TakXe no3sondAeT HasHauuTb IP-agpeca ceTeBbIM KNEHTaM
BPYuHy!0. B none BKnounTb HasHaueHne Bpy4HYI0 BbibepuTe la

ANA Ha3zHaueHuA IP-agpeca ana ykaszaHHoro MAC-agpeca B ceTw.

[o 32 MAC-agpecoB MOXHO fobaBuTb B cnicok DHCP BpyuHyto.
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3.9.3 Mapuwpyrt

JTa GyHKLMA NO3BONAET LOOABUTL NPaBIANA MapLIPYTU3aLWN B POY-
Tep. ITa QyHKLMA NoNe3Ha Npyvi NOAKII0YEHUM HECKONTbKIX POYTEPOB
3a EBR63 gns coBMeCTHOro Ncnonb30BaHMA OAHOr0 NOAKMOUYEHNA K
WHTepHery.

vvvvv

Ona KoHPMrypauum Tabnuubl mappyTusaumn:
1. B meHto HaBurauum Bbibepute Hactponku > LAN > MapuupyrT.
2. B none BKkniounTb cTaTyecKue mapLupyTbi Bbibepute [la.

3. B Cnucke cTaTMyecKnX MapLipyToB BBeaVTe MHGOPMALMIO O
MapLpyTe. Haxmute @ unm © ansa fobaBneHns Unu yaanexus
YCTPOICTBA U3 CNMCKA.

4. Haxmute MpumeHnTb.



3.94 IPTV

becnpoBogHoOM poyTep NofaepKUBaeT NOAKIIOYEHNE K Clyxbe
IPTV no nokanbHom ceTv unm yepes nposargepa. Ha sknagke IPTV
MOXHO CKOHOUryprpoBaTb napametpbl IPTV, VolP, rpynnosoii pac-
cbinky 1 UDP. Moapo6Hyto MHGOPMAaLIMI0 MOXHO NMOAYYMTb Y BaLLEro
npoBaigepa.

3.9.5 KommyTtauus

Mo3BonseT HacTpouTb B poyTepe YHKLMIO KoMMyTauuu. MoxHO
06beguHnTb aBa nopta LAN co ckopocTbio 1 [6uT/c ana ysennye-
HWA CKOPOCTY NPOBOLHOIO CcoenHeHns Ao 2 Mbut/c, yto No3BonuT
MOBbLICUTb MPOMYCKHYI0 CNOCOBHOCTb NpU NogKsoUeHnn K NAS nnn
APYTVIM CETEBBIM YCTPONCTBAM.

MpymeyaHns:

« [lna ncnonb3oBaHMA MPOTOKONA YNPaB/eHNA arperaynein KaHanos
(LACP) ycTpoiicTBa BomKHbI nogaepueathb ctaHaapT IEEE 802.3ad.

+ OyHKUMA arperauum no3Bonset 06beauHUTL NopTbl LAN3 1 LAN2.
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3.9.6 VLAN

VLAN (BnpTyanbHaa nokanbHas ceTb) - 3TO IOrnMyeckas ceTb, CO3-
AaHHasA BHyTpu 6onee kpynHow dpusnueckoit ceti. VLAN nossonsiot
CerMeHTpOBaTb CeTb Ha bonee menkre BUPTyanbHble MOACETH, KO-
TOPble MOXHO VCNONb30BaTb AN1A U30NALMMN TpadyKa 1 MOBbILLEHNA
MPON3BOAUTENBHOCTM CETH.

vvvvv

Dna nactpoikn VLAN:
1. B meHio HaBurauum Bbibepute Hacrpoiiku > LAN > VLAN.

2. [nacospanus npoduna VLAN Bbibepute Bknaaky Mpodunb, 3atem
®. MOXHO Ha3HaumTb cOO6CTBEHHBIN naeHTUdUKaTop VLAN.

3. UsonAuma nopToB OrpaHNYMBaeT nNpaBa JOCTyna pa3HbiX
yctponcts B ogHoi VLAN. Tenepb Bbl co3gaete ceTb "Tonbko VLAN',
yTO 03HauvaeT ceTb ¢ VID, Ho 6e3 DHCP.

4. Bbibepute Bknagky VLAN gna Bbibopa nopta ¢ onpeaeneHHbM
npodunem n pexumom (Trunk / Access).

MPUMEYAHUE: Mo>xHO Bbl6paTh OfUH 13 CIeAYIOLLNX PEXMMOB:

Bce (mo ymonuaHuio) paspeLuaeTr OCTyn KO BCEM TETVPOBaHHbIM 1
HeTernpoBaHHbIM MNakeTam.

Pexxum [loctyn obecneunBaet goctyn K BolopaHHomy SDN (VLAN).
MoxHo Bbl6paTb Npoduny, cosgaHHble ¢ nomolbio Guest Network
pro unu VLAN.

Pexxum Trunk:

- Pa3p9I.IJIIITb BCe TerpoBaHHble: pa3pellaeT AOCTYN TOJIbKO K Te-
rMPOBaHHbIM NakeTaM.

- C Bbi6paHHbIM SDN(VLAN): PaspeluaeT JOCTYN TOMBKO K BbIOpaH-
HbiM SDN nnan VLAN.

5. Korga 3akoHuuTe, HaxkmuTe NMpumeHnTD.



MPUMEYAHUE: [ina nonyyeHnA LONOMHNUTENbHON MHOOPMaLmM noceTuTe
https.//www.asus.com/ru/support/FAQ/1049415/.
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3.10 CeTeBbie yTMANTDI

[ina ncnonb3oBaHWA ceTeBbIX YTUNUT B MEHIO HaBUraLmu Bbibepute
HacTpoiiku > CeteBble yTUnUTHI.

3.10.1 CeTeBas npoBepKa

Otnpaska naketoB ICMP ECHO_REQUEST Ha ceTeBOW XOCT.

3.10.2 Netstat

OT0bpaxeHve CBefeHI O CETH.

3.10.3 Mpo6yxpaeHne no ceTn

OyHkumna WOL (Wake-On-LAN) no3gonset pa3byanTb KOMMbOTep C
noboro ycTpoicTea B CETH..

3.10.4 NMpasuno Smart Connect

HacTtpoiika nHdopmaumm, cazaHHowm co Smart Connect.



3.11 ABTOHOMHasA ceTb

AsToHOMHas ceTb (SDN) npepoctasnset fo natu SSID ana pasgene-
HUA 1 NPYOPWTE3aLMMN YCTPONCTB AN1A Pa3fINYHbIX LieNei 1 ceTeBbIX
anbTepHaTVB, CO3[aBas CerMeHTbl CETW ANA COTPYAHMKOB, FOCTEBbIX
MOPTaNOB, FOCTEBbIX CETeW, CEeTeN NO pPacnucaHmio, ceten loT n ceTen

VPN.

AnAa co3gaHNA aBTOHOMHOM ceTu:

1. B meHto0 HaBurauum Boibeprte ABTOHOMHaA CeTb .
2. BblbepuTe onpefeneHHyto ceTb, COOTBETCTBYIOLLYHO BaLIEMY KOH-

KPETHOMY CLieHapmIo.

CHOOSE A DEFINED NETWORK

&)

@

@

=

&

Employee
Set up safe and secure network

Guest Portal
Create captive portal for digital marketing.

Guest Network
Provide scheduled or one time access network.

Scheduled Network
Plan the daily or weekly online time for wireless
network

loT Network
Easily separate a network for your loT devices

VPN Network
Establish a secure internet connection

Scenarios Explorer

Customized Network

()
)

()
NS

&)
L

e
L

(]
)

(]
L

@
s

i
Ly
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3.11.1 CoTpyaHMNKN

Mo3BONIAET HACTPOWTL YPOBEHD JOCTYMA AA Pa3fIMYHBIX Lienei A
MoBbILIEHNA 6e30MacHOCTK ceTu. PekomeHayeTca ans opucos, roe
Ha3HAYaloT pa3peLLeHnsa PasINYHbIM OTAENaM.

Employee ©

Network Name (SSID)

Security RADIUS Setiing

Authentication Method WPA2-Personal v

Wireless Security @ ®

More Config v

Apply



3.11.2 TocteBoW nopTan

Mo3BonAeT co3aaTb rocTeBOV NOPTaN AnA LMGPOBOro MapKeTUHra.
PekomeHayeTca And NCNob30BaHMA B pecTopaHax, OTeNAaX Uan Mo-
OUNbHBIX 3aKyCOUHBbIX.

Guest Portal o

Network Name (SSID)

Portal Type Free WiFi v
Brand Name
e --!r S
#w
- Brand Name

‘Welcome to our Wi-Fi service (the
) “Service”). By accessing and using this
o ‘1 Service, you represent and acknowledge

?‘)".4 that you are of legal age, and you have

| have read and agree to the
Terms of Service

\’7{ T

More Config v

Apply
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3.11.3 locTeBas ceTb

anHOCTaBJ'IFIeT BPEeMEHHbIM NMOoCceTUTeNnAm pa3OBbIVI AOCTyn K CeTn
Mnmno pacnncaHuto. PEKOMEHﬂyETCﬂ ON1A NCnoNb30BaHNA B TOProBbIX
LeHTpax, CMOPTUBHDbIX 3a1ax Unu ana nocetuTenen.

Guest Network ©

Metwork Name (SSID)

Security Open Sysiem Password

WiFi Scheduling 0

(") Scheduled (8 One Time Access

‘ 30 mins | | 1 hr(s) ‘ 2 hi(s)

‘ 4nr(s) | | & hr(s) ‘ ‘ Custom |

More Config v

Apply




3.11.4 CeTb no pacnncaHuio

[naHnpyemoe eXXefHEBHOE UMW eXXeHeAEeNbHOE BPeMA NMOAKII0UEHUA
K 6ecnpoBogHoN ceTn. PekomeHzyeTca ana AMCTaHLMOHHOO 00yye-
HWS, UICNONb30BaHWSA B KNacce Unv Ans AeTein.

Scheduled Network °
Network Name (SSID)
Wireless Securly & R
WiFI Scheduling [ o]
Online schedule C ~
WEEKDAY(S) D -@
17:00 - 21:00
WEEKEND @ o
16:00 - 22:00
More Config v
Apply
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3.11.5 Cetb loT

lMo3BonAeT nerko HaCTPOUTb OTAENbHYI0 ceTb And loT-ycTponcTs.
PekomeHayeTca ana UCNonb30BaHUA C YCTPOWCTBaMM HabnogeHus,
FONOCOBLIMUA MOMOLLHUKAMK, OCBELLEHVEM, ABEPHBIMI Kamepamu,
YMHbIMV 3aMKaMK 11 JaTYMKaMM.

loT Network °
Network Name (SSID)
Wireless Security @] \®
Use same subnet as main network D
More Config v
Apply



3.11.6 Cetb VPN

MomoraeT ycTaHOBWTb 6€30MacHOe MHTEPHET-CoeaHEHE C MOMO-
wpto VPN. PekomeHayeTcs fnis paboTbl Ha oMy unu B dunuane.

VPN Network ©

Network Mame (SSID)

Wireless Security @ \®
VPN CLIENT

There is no VPN profile now. Click [Go Setting] below to VPN setting
page and create.

Go Setting = ]
VPN SERVER
WireGuard VPN AN
Go Setting = ]
More Config v
Apply
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3.11.7 O6o3peBatenb cLeHapueB

Ecnn Bbl He 3HaeTe, KaKyl Ce€Tb CO3[4aTb, MOXHO Bbl6paTb CEKTOD,
COOTBeTCTByIOLLl,I/II7I BaLue NPWHaANEXXHOCTK ANA Co3aaHnA CETU.

€ BACK

Create a network based on your scenario

Restaurant

Coffee shop

Classroom




3.11.8 HactpanBaemas cetb

Mo3BonseT BblopaTb BapyaHT NepPCoHaN3NpPOBaHHON CETU.

Customized Network o
Network Name (SSID)
Wireless Security & )
More Config v
Apply
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3.12 CuCTeMHbIN XKypHan

CncTeMHbIN KYPHan COAEPMNT 3aNnCaHHYI0 CETEBYHO aKTUBHOCTD.

MPUMEYAHUE: CuctemHbIN »ypHan ounLLaeTca npu nepesarpyske unm
BbIK/IIOYEHNM poyTepa.

[nsa npocMoTpa CMCTEMHOrO XKypHana:
1. BmeHto HaBurauyv Bbibepute HacTpoiikm > CUCTEMHBII XKypHan.

2. CeTEByIO dKTMBHOCTb MOXXHO NOCMOTPETb Ha no6on 13 3Tnx
BKNaAoK:

« Obwwmin xypHan

+ Apenga agpecos DHCP

« XypHan 6ecnpoBogHom ceTu
« [Nepeappecauyus nopTos

« Tabnuua mapLupyTmaumum

« IPv6

+ NopkntoueHuns



3.13 MoHuTopuHr Tpadumka

3.13.1 MoHuTOopuHr TpaduKa

OyHKUMA MOHWUTOPYHra TpaduKa NO3BONAET OLEHUTb 06bEM Tpa-
UKa, a TaKKe CKOPOCTb NOAKMIOYEHNA K IHTepHET, NPOBOAHOTO 1
6ecnpoBogHoro nogkntoyeHnin. OyHKLMA NO3BONAET eXeAHEBHO
KOHTPONMPOBaTb ceTeBON TpaduK. Takxe MeeTc BO3MOXHOCTb
0T06pa3nTb TpaduK B TeUeHMEe NOCNefHNX 24 YacoB.

Traffic Monitor

waN LAN

TorL v TorAL

24GHz sGHZ

3.13.2 AHanusarop Tpaduka
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3.14 USB-npunoxeHne
3.14.1 Mepunacepsep

Mepwnacepsep no3sondaeT HacTpouTb iTunes n UPnP-cepsep.

[nAa oTKpbITMA CTpaHULIbl HACTPOEK Meuacepsepa nepengnte Ha-
cTpoiiku > USB-npunoxenue > Megunacepsep.
O3HakoMbTeCh € onrcaHnem nonen:

« Bkniouutb iTunes cepBep: Bbibepute BK/T/OTKIT gna Bkntoue-
HWA/OTKNIOYeHNA iTunes cepaepa.

« Bknounte UPnP mepguacepBep Bbibepute BKJT/OTK/1 gna
BKNtoueHma/oTkNoveHna UPnP meamacepsepa.

- Uma megmnacepBepa: Beeayte nms Meamacepeepa.

+ Hactpoikn meguacepBepa: Bbibeprte O6wmin goctyn Ko
BCeMm guckam nnv Hactpoika megunacepsepa BpyUHyio.

Korga 3akoHuunTe, HaxmuTe prmeHwa.



3.14.2 CeTeBoe OKpyxeHum (Samba)

CeTteBoe OKpyeHue (Samba) obecneuriBaeT fOCTYN K CETEBOMY AUCKY
13 nokanbHon cetu. CeTeBoe OKpYy»KeHue (Samba) Takxe no3sonsaet
CO3[aTb YUETHbIE 3aMNCU 1 HA3HAYNTD VM Pa3peLLEeHNS.

vvvvv

@ Expenwinicores RW R me

B meHio HaBuraumu Bbibepute Hactpoinkmn > USB-npunoxexne >
CeteBoe okpyxeHue (Samba).

3.14.3 FTP cepBep

FTP cepBep no3sonsaeT HaCTPOUTb YUeTHble 3anncu 1 paspeLleHns
Ana cnyxo6bl FTP.

Ana ncnonb3oBanma FTP cepBepa, nepengute 8 Hactponkn >
USB-npunoxeHne > FTP cepBep.
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3.14.4 CepBep nevatn

3.14.4.1 O6wmin npunTep ASUS EZ

Ymunuta ASUS EZ Printing no3sonset k USB nopty poytepa nog-
kntountb USB NpuHTep 1 HacTponTb cepBep neyatu. ITo No3BonaeT
CeTeBbIM KNVeHTaM neyataTb Gpalinbl ¥ CKaHNPOBATb JOKYMEHTbI.

MPUMEYAHUE: OyHKkumA cepBep nevatu nogpepxusaetca B Windows
10/11.

Onsa ycraHoBKu ytunutbl EZ Printer sharing:

1. B meHto HaBurauum Boibeprte Hactpoiku > USB-npunoxexne
> CepBep nevaru.

2. Haxmute CKauaTb ceiuac [/if 3arpyskn yTUANTbI CETEBOTO
nNpuHTepa.

MPUMEYAHUE: YTunuta ceTeBOro npmHTepa NOAAepXK1BaeTca TONbKO B
Windows 10/11. ina yctaHoBkn ytunutbl Ha Mac OS, Bbibeprte Ucnonb-
3yiTe npotokon LPR gna o6ueii nevatn.

3. PazapxuBumpyiTe CKauyaHHbIA Gain U HaXKMIUTE MKOHKY MpUHTe-
pa AnA 3anycka NporpamMmbl YCTAaHOBKW YTUAUTbI ANA CETEBOTO
npuHTEpa.

Exteacting Files
The contents of this package are being extracted.

Please wait while the InstallShield Wizard extracts the files needed to install ASUS
Printer Setup Utiity on your computer. This may take a few moments.

Printer.exe

Extracting UsbServices4.exe. ..

Cancel




4, Cnepyvite MHCTPYKUMAM Ha SKpaHe AnsA HaCTPOIKY 060pya0BaHUS,
3aTem HaxkmuTe Next.

5. MNopgoxanTe HECKONbKO MUHYT 4O 3aBeplueHnsa HauyanbHOMN Ha-
cTponkn. Haxmute anee.

6. HaxmuTe floTOBO A4 3aBepLUEHNA YCTaHOBKN.
7. Cnepywte nHctpykumam OC Windows ana yctaHOBKK ApaiBepa
npuHTEpa.

Welcome 1o the Found New
Hardware Wizard

Windows will zearch for curent and updated softwane by
looking on wour computer, on the hardware installation C0, or on
the Windows Update Web site [with your permizsion).

Fiead our privacy policy

Can Windows connect towindows Update to zearch for
software?

() Yes, this time only
(2 ez, now and every lime | connect a device
() Mo, not this time

Click Mext to continue.

Cancel
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8. lMocne 3aBepLUeHNA YCTAHOBKM jpaiiBepa Ans NPrHTepa ceTeBble
KNMEHTbI MOTYT 1CMOMb30BaTb MPUHTEP.

*®: Printers and| Faxes

File Edit ‘iew Favorites Tools  Help

& back ‘.\_) L’f p Search Ii:‘ Folders v

aiddress | %2y Printers and Faxes

v|Gn

Printer Tasks

|Z] Add a printer
&5 Setup faxing

See Also

@ Traubleshaaot printing
Q) GEt help with printing

Other Places

[ contral Panel

'S, Scanners and Cameras




3.14.4.2 icnonb3oBaHue LPR gna coBmecTHOro ncnonb3oBaHuA
npuHTepa

C nomouypbto LPR/LPD (Line Printer Remote/Line Printer Daemon)

MOXHO COBMECTHO MCMONb30BaTb NPUHTEP C KomnbloTepamm ¢ OC

Windows n MAC..
[ina coBMmecTHOro ncnonb3oBaHnA npuHtepa LPR:

1. OnAa 3anycka Mactepa ycTaHOBKMN npuHTepa HaxmuTte Myck >
YcTpoicTea n npuHTepbl > MacTtep ycTaHOBKM.

[ESSEER

e
()LL) [ » ContrelPanel » Hardware and Sound » Devices and Printers ~[4][ = »

Addadevice | Adda printer =5 @

4 Devices (5)

= P e
'ASUS GAMING ASUS PMLTTS DT 101 G2 ENGLISH-PC USB Keyboard
MOUSE GX950

4 Printers and Faxes (2)

2. BbibepunTe [lo06aBMTb NOKaNbHbI NPUHTEP, 3aTEM HaXMuTe
Danee.

) = Add Printer

What type of printer do you want to install?

= Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically installs USB printers
when you plug them in.)

= Add a network, wireless or Bluetooth printer
Miake sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on,
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3. BbibepuTe Co3paTh HOBbBIN NOPT, 3aTeM YCTaHOBKTe Tun nopra
B 3HaueHve CtaHpaapTHbIN nopT TCP/IP. Haxkmute HoBbil nopr.

) £
@ /= Add Printer

Choose a printer port

A printer port is & type of connection that allows your computer to exchange information with a printer.

Use an esisting port: LPTL: (Printer Port)

@ Create 2 new port:

Type of port: Standard TCP/IP Port =

Cancel

4. Bnone Umsaxoctaunnm IP-agpecaeaute IP-agpec 6ecnpoBogHoOro
poyTepa n HaxmuTe [lanee.

@ = Add Printer

Type a printer hostname or IP address

Device type: TCP/IP Device
Hostname or IP address: 19216811
Port name: 19216811

[¥] Query the printer and automatically select the driver to use

Cancel



5. Bbibepute Monb3oBaTenbckui, 3atem HaxmmTe HacTponku.

@ = Add Printer

Additional port information required

The device is not found on the network. Be sure that:

1. The device is turned on.

2. The network is connected,

3. The device s properly configured.

4. The address on the previous page is correct.

¥ you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network. If you are sure the address is correct, select the
device type below.

Device Type

% Standard | Generic Network Card

Cancel

6. Ycranosute Mpotokon B LPR. B none Uma ouepean seegunte
LPRServer, 3atem Haxmute OK ana npogomkeHua.

Configure Standard TCP/IP Part Monitor ==
[ Port Settings |
Port Name: 19216811
Printer Name or [P Address: 19216811
Protocol
Raw

Rew Settings
9100

LPR Settings

Queue Name: LPRServer

[ LPR Byte Counting Enabled

[ SMMP Status Enabled

public

1
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7. Haxmute [lanee ana 3aBeplueHna HactTponky nopta TCP/IP.

@ ) Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device is tumed on.
The network is connected.

The device is properly configured.

The address on the previous page is correct.

I you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below,

Device Type
 Standard | Generic Network Card

® Custom Settings..

8. YcTaHOBUTE [paiiBep NpUHTEPA U3 CNCKa. Ecnm npuHTep otcyT-
CTBYET B Cnucke, HaxmuTe Have Disk ans yctaHoBKM ApaiiBepa
MPUWHTEPA BPYUHYIO.

@ == Add Printer

Install the printer driver
Choose your printer from the list. Click Windows Update to see more models

Toinstall the driver from an installation CD, click Have Disk.

Menufacturer || Printers E
Kyocera [l Lexmark X422 (MS)

Lanier || | GilLexmark X543 PS (MS)

Lermrt

Microsoft _ || GLexmark x6a2e (s) i
s Vet vens ey

) This driver s digitally signed. [ Windows Update ][ Have Disk.

Tell me why driver signing is important




9. Haxmute }J,anee ONA NPUHATUA UMEHN NPUHTEPA NO YMOYAHUIO.

@ = Add Printer

Type a printer name

Printer name: [Lexmark X544 PS (MS)]

This printer will be installed with the Lexmark X544 PS (MS) driver.

Cancel

10. Haxkmute foTOBO 17199 3aBEPLUEHNA YCTAHOBKM.

(o) = Add Printer

You've successfully added Lexmark X544 PS (MS)

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

Print a test page
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3.14.5 USB-mopgem

MepekniounTtech B pexum USB fn1s ncnonb3oBaHA B KayecTse Moge-
ma 6ecnposogHbiii 3G/4G USB agantep nnu tenedpon Android.

Ana ncnonb3oBaHna USB-mogema, nepengute 8 Hactponkn >
USB-npunoxeHue > USB-mopem.

,,,,,,,,,,,,,,,,,,,,,,,



3.15 VPN Fusion
3.15.1 CozpaHue VPN fusion

VPN Fusion no3sonaeT ofHOBPEMEHHO MOAKI0UATLCA K HECKOMbKIM
VPN-cepBepam 1 Ha3zHauaTb KX A1A CETEBbIX KIMEHTOB.

VPN Fusion

“““““““ ® Because your online security comes first.

a

Ak
T
N\
&

B

1. B meHto HaBurauwmu BbibepuTe VPN Fusion.

2. Haxmwnte @ B none flo6aButb npodunb Ana HACTPONKN HOBOTO
TyHHensa VPN.

3. 3aBepuunTe HacTponky VPN, Bkntouaa uma nogknodeHns, un VPN,
PEr1OH, 3aKPbITbIN KOY 11 YCTPONCTBO.

4. Haxmute MpumeHNTb N BKAIOUNTD.

Add profile

Connection Name
VPN authentication

D Surfshark’

86% OFF

VPN type Surfshark v

e e —

Assign devices to this profile

Apply and Enable
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3.15.2 MopKnioueHne K NHTEpHETY

Mo3BonAeT ynpaBnATb COCTOAHNEM F06aNbHOM CETU MOLKMOUYEHHBIX
YCTPOWCTB.

VPN Fusion

Internet




3.16 VPN-cepBep

3.16.1 PPTP
1. Bmento HaBurauuu Bbibeprte VPN-cepsep > PPTP 1 nepemectuite
MON3YHOK BMPaBo (MO YMONYAHWIO OH OTKITIOYEH).

2. Bnone VPN-knuneHt (Makcumym: 16) HaxxmuTe ® ansa nobasneHma
YYeTHOW 3anmncu.

VPN Server

PPTP

OpenVPN

IPSec VPN

WireGuard VPN

3. BeeguTe «[Ima nonb3osatenal» u «[[aponb]» n Haxmmte OK.

Username and Password
Usemame
Password
Static Route (* Optional)

Network/Host IP

Netmask

MPUMEMAHWE: [Ims none3osamens] v [[aposne] He MOTYT 6bITb U3MEHEHbI
nosxe. [ina nonyuyeHna fONonNHUTENbHON MHPOPMaLmn noceTuTe https://
www.asus.com/ru/support/FAQ/114892/.

75



76

3.16.2 OpenVPN

1. B meHto HaBurauum Boibepute VPN-cepBep > OpenVPN v nepe-
MeCTTe MOM3YHOK BMNPaBo (MO yMOMYaHUIO OH OTK/IIOYEH).

2. B none CBegeHns o VPN ckoHdurypupyiTe obLyme HaCTponKu.
3. BBeguTe nmA nonb3oBaTens u naposb B MycTon ctonbed,.
4. Bnone VPN-knueHT (Makcumym: 16) HaxmuTe @ 151 fob6aBneHns

YYETHOW 3anmncu.

5. MNMaponb aBTOMaTNYeCKn cKpbiBaeTcA. Haxmute CoxpaHuTb Bce
HaCTPOMKMN.

VPN Server

OpenVPN

PPTP @

OpenVPN
IPSec VPN

WireGuard VPN

MPUMEYAHUE: 1na nonyyeHnsa JononHUTeNbHOM MHGOpMaLm noceTnTe
https://www.asus.com/ru/support/FAQ/1008713/.




3.16.3 IPSecVPN

1. B meHio HaBuraumu Bbibepute VPN-cepsep > IPSec VPN 1 nepe-
MECTUTE NO3YHOK BrPaBo (MO YMOTYaHWIO OH OTKIIOUEH).

2. Beepute kntou B none Pre-shared Key.

3. Bnone VPN-knueHT (Makcnmym: 8) HaxxmnTe @ ansa jobasneHma
YYETHOW 3anuncu.

5. Beegure [MIma none3osamens] v [[lapons] v Haxxmute CoxpaHnTb
BCe HaCTPOWKN.

VPN Server

IPSec VPN

MPUMEMYAHUE: [Imsa nonb3osamens] v [[Tapons] He MOTYT BbITb U3MEHEHDI
nosxe. [ina nonyyeHns SONonHUTeNbHOW MHGopmaLmm nocetute https:/
www.asus.com/ru/support/FAQ/1044190/.
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3.16.4 WireGuard VPN

1. B meHto HaBurauwmu Bbibepute VPN-cepBep > WireGuard VPN.

2. Bnone VPN-knueHT (Makcumym: 10) HaxxmuTe @ ana sobaeneHums
y4yeTHol 3anucy. [Ina obbluHbIX YCTPONCTB, TakMX Kak HOYTOYKM
UM CMapTHOHbI, HaxMKTe MPUMEHUTD.

3. Haxmute CoxpaHnTb Bce HacTPoMKm ans BkntoyeHna WireGuard
VPN.

4. Haxmure - gna nonyyeHnsa JONOSIHUTENIbHOWN MHPOPMaLnK.

MPUMEYAHMUE: B cniyyaeT MCcnonb30BaHmA cMapTPOoHa AnA NOgKNOUYEHNA
K WireGuard VPN ckauarite npunoxenue WireGuard 13 Google Play nnm
App Store 1 OTCKaHUPYIITE KOF B MPUIOKEHNN 4151 3arpy3Kn KOHOUrypa-
LIMOHHOTO daiina.

VPN Server

WireGuard

MPUMEYAHUE: 1na nonyyeHnsa [ononHuTenbHom nHGopmaLmm nocetute
https://www.asus.com/ru/support/FAQ/1048280/.




3.17 WAN

3.17.1 NopaknioueHne K NHTEpHETY

Ha cTpaHuue nogkntoyeHme K UHTEPHETY MOXHO CKOHGUIrypupoBaTb
napametpbl WAN nogkntoueHus.

Ona koHpurypauyumn napametpos WAN:
1. B meH1o HaBuraumu Boibepute Hactponkm > WAN > Mopgknioue-

HUe K NUHTepPHeTY.

2. CKoHOQUrypupyinTe HUXEeCeaytoLme NapameTpbl. Korga 3akoHuu-

T€, HAXMUTE anIIMeHIIITb.

Tun WAN-noaknioueHusa: BoibepuTe Tvin Ballero nposaigepa.
Bo3moxHble BapuaHTbl: aBTomatuyeckui IP, PPPoE, PPTP, L2TP
unn ctatnyeckun IP. Ecnmn Bbl He 3HaeTe TN NoaKNoYeHna K
VHTEPHETY, NPOKOHCYNbTUPYNTECH C BaLUVIM NPOBaNAEepOM.

Bkntountb WAN: Bribepute [la ana BKIUEHUA JOCTYNA K WH-
TepHeTy. Bbibepute Het s oTKNoUeHMA AOCTYNa K UHTEPHETY.

BxknounTtb GyHKUMIO TpaHCALMN ceTeBbIX agpecoB (NAT):
NAT (TpaHCnauma ceTeBblx apPeCcoB) NpeacTaBnaeT coboi cucte-
My, B KoTopoi oguH ny6nuynbiii IP (WAN IP) ncnonb3yetca ans
npefocTaBneHna JoCTyna B VIHTepHET ana ceTeBbIX KNMEHTOB C
nokanbHbIM IP-agpecom. JlTokanbHbI IP-agpec Kaxaoro ceteBoro
KnneHTa coxpaHaeTca B Tabnuue NAT 1 ncnonb3yeTca fnsa mapLu-
PYTU3aLMM BXOAALLMX NAKETOB AaHHbIX.
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Bxntountb UPnP: UPnP (Universal Plug n Play) no3sonset nc-
Mob30BaTb HECKONIbKO YCTPOWCTB (POyTepbl, TENEBM30PbI, CTe-
PEeOoCHCTEMbI, UTPOBbIE MPYCTaBKM, COTOBbIE TeNleOHbI), KOTOpble
OypyT ynpaBnaTbcA Yepes IP-ceTvi c unm 6e3 LeHTpann30BaHHOMO
ynpaBneHus yepes winio3. UPnP coeanHAeT KoMMboTepbl N0ObIX
TMNOB, 06eCneynBas efUHYO CETb ANA yAANEHHOW KOHGUIypaLmm
1 Nepeaaun AaHHbIx. HoBoe ceTeBOE YCTPOMCTBO OOHApYKMBa-
€TcA aBTOMaTnueckmn ¢ nomoulbto UPnP. Mocne nogknioveHuns K
CETU, yCTPONCTBA MOXKHO ANCTaHLMOHHO CKOHQUIyprpoBaTh And
noaaepkn P2P-npunoxeHni1, UHTEPAKTUBHBIX 1P, BUAEOKOH-
depeHLn 1 Be6- N NPoKCK-cepBepoB. B oTnnume ot nepeHa-
npaBeHsA NOPTOB, KOTOPOe TpebyeT pyyHOI HacTporku, UPnP
aBTOMATMYECKIN HaCTpanBaeT poyTep AN NPUHATUA BXOSALMX
CoefHeHUI 1 NepefaeT 3anpochbl K ONpeAeneHHOMY KOMMbIO-
Tepy B NOKasibHON CeT.

MopknioueHne K DNS cepBepy: [103BonAeT poyTepy aBToMa-
Tnueckn nonyuntb IP-agpec DNS cepsepa ot nposaiaepa. DNS
- 3TO XOCT B UHTEPHETE, KOTOPbIN TPAHCAPYET UMeHa VHTepHeT
B IP-agpeca.

AyTeHTNUKALMA: ITOT NYHKT MOXKET YKa3bIBaTbCA HEKOTOPbIMM
nocTaBLmKamu ycnyr iHTepHeTa. YTOuHWTE Y Ballero nposange-
pa 1 3anonHuTe B Cly4ae HeobXo[UMOCTH.

Mms xocTa: 310 none no3BonseT ykasaTb UMA XOCTa ANA poyTepa.
06bI4HO, 3TO CNeLmanbHoe TpeboBaHMe OT NpoBaiiaepa. Beeaute
MMA XOCTa 3[eCb, €C/N BaLl NPOoBaviAep Ha3HauWn ero A Ballero
KoMMbloTepa.

MAC-appec: MAC (Media Access Control) agpec yHVKanbHbil
NaeHTNPUKATOP ANA CETEBOrO YCTPOMCTBA. HeKoTopble NpoBaii-
pepbl koHTponupytoT MAC-agpeca yCTpOnCTB, NOAKNIOUEHHbIX K
11X 060PyIOBAHMIO Y MOTYT 3aNpPeTUTb MOJKII0YEHME YCTPONCTBA
c He3HakombIM MAC-agpecom. Bo n3bexaHune npobnem c nogknto-
yeHveM n3-3a He3apeructpuposaHHoro MAC-agpeca BO3MOXHb!
cnepyiowmne AencTnA:

« ObpatuTech K BalLemy npoBaiiaepy v nonpocute 06HoBUTL MAC

agpec.

« CknoHupyite unn namenute MAC-agpec poytepa B COOTBET-

ctBumM ¢ MAC afjpecom OpUriHaIbHOTO YCTPOWCTBA..



3.17.2 iBonHon WAN

OyHkuma Dual WAN no3sonset BblbpaTh jBa NOLKIIIOUEHUA K HTEP-
HeTy ana poyTepa, nepBuyHbIn WAN 1 BTopruHbin WAN.

Ona koHdpurypauum Dual WAN:

1.
2.
3.

5.

B meHto HaBurauum Bol6epute Hactpoiku > WAN > Dual WAN.
B none Bkniountb gBonHon WAN Haxxmute BKJ1.

Bbi6epute ceov MepBuuHbIit WAN 1 Bropuunbiin WAN. JocTynHbl
onuumn WAN, USB, Ethernet LAN 1 2.5G WAN.

BbibepuTe OTKasoycToiumBoCTb vt BanaHcMpoBKa Harpysku.

OTKasoycronumBocTb: icnonb3zosaHue BTopuyHoro WAN B Ka-
YecTBe pe3epBHOrO.

banaHcmpoBKa Harpysku: Ontumusayum NPonyckHoOm cno-
COBHOCTH, YyMEHbLUEHMe BpeMeHN OTKAMKa 1 NpefoTBpaLleHre
neperpy3ku obomx WAN.

Haxmute MpumeHnTb.

MPUMEYAHMUE: MoppobHoe obbAcHeHMEe MOXHO HalTu B FAQ Ha calite
ASUS https://www.asus.com/ru/support/FAQ/1011719.
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3.17.3 NepeknioyeHne NnopTos

Port Trigger no3BonsaeT BpeMeHHO BKJKOUaTb NMOPTbI, KOrga yCTpoun-
CTBaM JIOKasIbHOW ceTu TpebyeTcAa HeorpaHNYeHHbIN JOCTYM K MHTep-
HeTy. CywecTByeT Ba METOAA OTKPbITWA MOPTOB BXOLALUMX AAHHbIX:
nepeagpecauma NOPTOB 1 NepeKoyeHne NopToB.

+ [lepeagpecauusa nopToB NO3BONAET NOCTOAHHO UCMOMNb30BaTb
yKa3aHHble MopTbl 1 YCTPOWNCTBA JOMKHbI MCMONb30BaTh CTaTU-
yeckme IP-agpeca.

+ [lepekntoueHre NOPTOB BKIIIOYAET BXOAALLMI NOPT TOAbKO TOr-
[, KOrAa YCTPOMCTBO IOKaNbHOW CETU 3anpalumBaeT JOCTYn K
nepeKklo4YaemMomMy nopry.

B otnunune ot nepeappecaumn nopToB, NepeKkYeHne nopTta He
TpebyeT cTaTnyecknx IP-agpecos 1A YCTPONCTB NOKaNbHOM CETW.
Mepeagpecayuna NOPTOB NO3BONIAET HECKOJIbKAM YCTPOMCTBAM
COBMECTHO MCMOJb30BaTb OAVH OTKPbITHIN MOPT, a NepeKsioyeHmne
MOPTOB NMO3BONAET TONbKO OAHOMY KIIMEHTY OfIHOBPEMEHHO MOJTy4aTh
LOCTYN K OTKPbITOMY MOPTY.

[OnAa HacTPOINKM NepeKnioYeHns NOPTOB:

1. B meHto HaBuraumn BbibepuTe Hactpoinku > WAN > Mepeknio-
YeHue NOpToB.

2. CkoHUrypurpynTe HUXKecnegytoLme napameTpbl. Korga 3akoHuu-
Te, HaxmuTe NMPUMeHUTD.

+  Bkniountb nepeknioueHune nopToB: Boibepute fla ans BKto-
UeHUs NePEKITIOUEHNs NOPTOB.

+ U3BecTHble npunoxeHus: Boibepute nonynspHble Urpbl 1
Be6-CyObl AnA [O6ABNEHNA UX B CMUCOK NepeKNtoUeHNs



MOpPTOB.
OnucaHwue: Beegute nma nnv onucaHme cnyobi.

Mepeknioyaembin NOPT: YKaxunTe nepeksoyaembin NopT AnA
NPUNOXeHUs.

Mpotokon: Buibepute npotokon TCP unn UDP.

BxogAawmin nopr: Ykaxute BXOAALMIA MOPT ANA NpueMa naketos
3 UHTEPHeTa.

MPUMEYAHUA:

Mpy nogkmoueHun K cepaepy IRC, KNMEHTCKMIN KOMMbIOTEP CO3AaeT
NCXOAALLee CoeIMHEHME C UCMOMb30BaHNEM NepeKyYaeMbIX NOPTOB
B Auana3oHe 66660-7000. Cepsep IRC pearupyert nyTem npoBepKu
MMEHV MONb30BaTeNs U CO3LaHNA HOBOTO COEAMHEHNA C KIMEHTCKIM
MK, ncnonb3ya BXo4ALMIA NOPT.

Ecnu nepeknioueHie MOPTOB OTKIIOUEHO, POYTep 0OPbIBAET COenMHe-
HIe NOCKOMbKY He MOXeT OnpeaeniTb KOMMbioTep, 3anpaluyBaBLUMi
poctyn K IRC. Korga nepeknioyeHie NopToB BK/OYEHO POYTep Ha3Ha-
YaeT BXOAALMIA NOPT ANA NOMYYEHNS BXOAALMX NAKETOB. ITOT BXO-
AALMIA NOPT 3aKPbIBAETCA Uepe3 onpefeneHHbI Nepruog BpemeHH,
MOCKOJbKY POYTEp He YBEPEH, UTO NMPUSIOKEHME BCE ELLEe aKTUBHO.

I'IepeKmoquvm NMOPTOB MOXET ObITb 1ICMOJIb30BAHO TOJNBKO anAa ogHo-
ro CETEBOIo KJNMMEHTa OAHOBPEMEHHO.

HeB03MOXXHO 1CMONb30BaTb NPUIOKEHNE, NCMOMb3YIOLLEe NePeKITo-
UeHMe NOPTOB Ha HECKOMbBKMX KNMEHTaX OfIHOBPEMEHHO. [Mpu OTKpbI-
TVIM OIHOTO MOPTa HECKONbKUMMU KAWEHTaMI, 3aMpOoChl C BHELIHEro
nopTa GyAyT HanpaBfieHbl KNWEHTY, NCMOMb3YIOLEMY fJaHHbIA NOPT
NOCNeAHUM.

[na nonyyenua nogpobHon nHdopmauun nocetute https://www.
asus.com/ru/support/FAQ/114110.
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3.17.4 BuptyanbHbiit cepsep/lepeagpecauus nopTos

BupTtyanbHbin cepsep/lepeagpecaunsa NnOpToB NO3BONAET yaaNeH-
HbIM KOMMbloTEPaM NOAKNOYATLCA K ONpefeneHHOMY KOMMboTepy
unu cnyx6e B nokanbHom cetn (LAN). [ina 6onee 6bicTporo coeau-
HeHWA HekoTopble P2P-npunoxeHna (Hanpumep, BitTorrent) Takxe
moryT noTpe6oBaTb HAaCTPONKI NepeaapecaLm NopToB. [MogpobHyto
MHOOPMALMIO MOXKHO HaTI B PyKOBOACTBE NOJb30BaTeNA NPUIoKe-
HWA P2P. MOXXHO BKNIOUNTb HECKOSbKO MNOPTOB WM Aana3oH MOPTOB
Ha poyTepe 1 NepeHanpaBiATb AaHHbIE Yepe3 3TN NOPTbl Ha OAWH
KNNEHT B BaLLEen CeTU.

Ecnu Hy>HO 3aaTb Avana3oH NOPTOB ANA NepeagpecaLly NopTos
ANA CeTeBbIX KIMEHTOB, BBEAUTE UMA CYX0bl, ana3oH NOpToB
(Hanpumep, 10200:10300), IP-agpec 1 ocTaBbTe MOJE NOKANbHbIN
MOPT NYCTbIM.

MPUMEYAHUE: Korpa BbikoueHa nepeagpecayys nopTos, poyTep 6:10-
KUpyeT BXOLALMIA TPadUK 13 VIHTEpHET KPOMe OTBETOB Ha McxopALime
3anpochl U3 IOKaNbHOM CETU. Y CETEBOTO KNMEHTa HET NPAMOro AOCTYNa K
VHTEPHETY 1 HA0BOPOT.

e Pt el A Froocn

.........

[nAa HacTpoIiKn nepeagpecaLyy NOPTOB:

1. B meHio HaBurauuu Boibepute Hactpoiiku > WAN > Buptyanb-
HbI cepBep/MepeaapecaLysa NOpToB.

2. lNepemecTute nepeknoyatenb B nonoxexue BKJ1 gna sknoveHuns
nepeagpecauuu NnopTo., 3aTeM HaxmmTe [lo6aBUTb Npodunb.
[Mocne HacTpoWKu cnepyowwmx napameTpos HaxmuTe OK.



Quick Select

Famous Server List Please select v

Famous Game List Please select ~

Custom Configuration

Service Name * Optional

Protocol TCP ~

External Port

Internal Port * Opticnal

Internal IP Address ~

Source IP * Opticnal

3. A Mix of port

e 1P

Cancel OK

CnncoK N3BeCTHbIX CepBEPOB: YKaXuTe TVM CY>KObl, K KOTOPOI
TpebyeTca gocTyn.

CnncoK N3BECTHDBIX MrP: ITOT NYHKT COAEPXKMT CICOK NMOPTOB,
HeobxoauMbIX AnA NPaBuIbHON PaboTbl MONYNAPHbLIX OHMaH
urp.

Nma cnyx6b1: BBegute nma cnyxobi.

MpoTokon: BbibepuTe npoTokon. Ecnm Bbl He yBepeHbl, BbibepiTe
BOTH.

BHewHuit nopt: NprHumMatoTca cnepyiowme Gopmartbi:

1) Anana3oH NopToB C NCNONb3oBaHNeM ABoeTounA " mexay
HayanbHbIM 1 KOHEYHbIM nopTamu, Hanpumep 300:350
2) OTaenbHble NOPTbI C3aNATON ;' MeXAY HAMKM, Hanpumep 566, 789

3) KombuHauua arnana3oHOB NOPTOB M OTAENbHbLIX MOPTOB C
nCnonb3oBaHnemM agoetouna ™" 1 3anatown ", Hanpumep,
1015:1024,3021.

BHyTpeHHWii nopT: BeeauTe nopT 415 nepecbinku naketos. OcTaBb-
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T€ 3TO None NMyCTbim, €C/IN XOTUTE NEPEHANPABUTb BXOAALLME MaKETbI
Ha Akana3oH NOpPTOB.

BHyTpeHHunn IP-agpec: Beegute IP-agpec knveHTa B NOKanbHOM
ceTn.

Ncxopubin IP: Ecin HYXKHO OTKpbITb NOPT ANA onpegeneHHoro
IP-appeca n3 ViHTepHeT, BBeanTe IP-agpec B 310 None.

MPUMEYAHMUE: [1na KoppeKTHOW nepeagpecaumy UCNonb3ynTe 41 oKab-
HOTO K/MeHTa cTaTuyeckuii IP-agpec. MoapobHyto nHdopMaLmMio cmMoTpuTe
B pa3gene 3.9 LAN.

[ns npoBepKu NpaBUbHOI HACTPOIKI NepeaapecaLin NOPTOB:

Y6eamTech, UTo BaLl cepBep paboTaer.

BaM NOHAZ0OWTCA KNMEHT, HaXOAALWMIACA 3a NpefenamMi Ballei
NIOKanbHOW CETU, HO UMEIOLLMIN JOCTYN K IHTepHeT (Ha3biBaeMbin
"VIHTEPHET-KNNEHT"). DTOT KJIMEHT He JOMKeH OblTb NOAKNIOYEH
K poyTepy.

B nHTepHeT-KNMneHTe Ana poctyna K cepsepy ncnonbsynte WAN
IP poyTepa. Ecnn nepeappecauus noptos paboTaeT NpaBuibHO,
Bbl NOyYmMTe JOCTYN K CEpBepY.

Pasznunuusa MeXxay nepekniovyeHnemMmnopToB nnepeHanpasieHnem
nopTos:

MepekntoueHne noptos byaet paboTaTb Aaxke 63 HacTpolikm LAN
IP-agpeca. B otnnure ot nepeHanpaBneHya NopPToB, KOTOpoe Tpe-
OyeT ctatnueckn LAN IP-agpec, nepekntoueHne nopToB obecne-
yMBaeT AMHaMUYeCKoe nepeHanpasneHrie NOPTOB C MOMOLLbIO
MapLupyTu3aTopa. jnanazoHbl NOPTOB HACTPOEHbI HA NpreM
BXOZALMX COEANHEHNI B TEYEHNE OFPaHNYEHHOro nepuoaa
BpemeHu. [epeknioueHrie NOPTOB MNO3BONAET HECKONbKMM KOM-
MbloTepam 3anycKkaTb NPUNOXKEHMA, KOTOpble 00bIYHO TpebyioT
nepeHanpasneHya NOPTOB BPYUHYIO ANA KaXA0ro KoMnbloTepa
B CETU.

I'IepeKmoquvle NOpPTOB ABNAETCA 6onee 6e30MacHbIM, YUem nepe-
Hanpae/ieHe NOPTOB, MOCKOJIbKY BXOAALLME MOPTbI OTKPbITbI HE
BCE BpeEMA. OHn OTKPbITbI TOSTIbKO KOrAa NpuioXeHne coBepLlaeT
ncxogallee coegnHeHne vyepes nepeKmoqaeMbn?l nopT.



3.17.5DMZ

Virtual DMZ no3sonseT oTo6pa3nTb B IHTEpHETe OfMH KOMMbIOTEP,
TaK YTO BCe BXOAALLYE NaKeTbl ByayT NepeHanpaBnATbCA Ha BbIOpaH-
HbI KOMMbloTep. ITa GYHKLMA nonesHa npu paboTe ¢ HEKOTOPbIMIA
MPUNOXKEHUAMM, NCNONb3YIOWNMI HeONpeaeneHHble BXoaawue
nopTbl. icnonb3ynTe 310 OCTOPOXHO.

Spacal pplecatons

Dna Hactponkn DMZ:
1. B meHto HaBurayum Bbibepute Hactponkmn > WAN > DMZ.

2. CkoHburypupyiTe napameTpbl Huxe. Koraa 3akoHunTe, HaxMITe
MpumeHnTb.

+ IP-appec Buanmon ctaHumun: Beegnte LAN IP-agpec KnneHTa,
KoTopbIl ByaeT ncnonb3oatbca ana DMZ. Yoegutecs, uto cep-
Bep MCnonb3yeT cTaTnyecknn IP-agpec.

Ona ypanenna DMZ:
1. Ypanute LAN IP-agpec 13 nons IP-agpec BUAMMON CTaHuuu.
2. Korpa 3akoHuuTe, HaxmuTe MpumeHnTb.

MPUMEYAHMUE: 1na nonyyeHus nogpo6Hoi nHpopmaumm nocetute https:/
www.asus.com/ru/support/FAQ/1011723.
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3.17.6 DDNS

DDNS (Dynamic Domain Name System) - cny»«6a, no3gonstowyas ce-
TeBbIM KJIMEHTaM NOAKI0YATLCA K OeCPOBOAHOMY poyTepy, Aaxe C
AVNHAMMYeCKM BHelHUM IP agpecom, Yepes 3apernctprpoBaHHoe
AoMeHHOoe umA. PoyTep ocHaleH cnyx6o1 ASUS DDNS u gpyrumu
cnyx6amu DDNS.

oooooo

Ona nacrponkn DDNS:
1. B meHto HaBurauum Bbibepute Hactponkmn > WAN > DDNS.

2. CkoHGUrypupyiiTe HIKECeaytoLMe NapameTpbl. Koraa 3akoHun-
Te, HaxmuTe MpuMeHNTb.

+ Bkniountb DDNS knueHT?: BknioueHune dyHkuum DDNS ana
BO3MOXHOCTW JOCTYNa K poyTepy yepe3 JOMEHHOe UMS, a He
yepe3 WAN IP.

+ Cepsep nums xocra: Boibeprte ASUS DDNS vnu gpyroin DDNS.
Mpwu ncnonb3osaHum ASUS DDNS BBeamTe MMsA X0CTa B popmaTe
XXx.asuscomm.com (rae Xxx Mms xXocTa).

+ [pn ncnonbsosaHum gpyroro DDNS BbibepuTe 6ecnnaTHyto
NPOo6HY0 BEPCUIO 1 3aperncTpupynTech Ha caiTe. Beegute nmsa
Monb30BaTena Un agpec NeKTPOHHOW NOYTbl U Maposb UK
DDNS knitou.

+  Bknountb WabnoH: Bkniounte WwWabnoH, ecnv oH Tpedyetca ana
cny6bl DDNS.

Mpumeuanus:

Cny»x6a DDNS cepsuc He 6yaeT paboTaTb Npu CeAyoLLMX YCIOBUAX:

+ Korpa B 6ecnposogHoit poyTep ncnonb3yet npusatHbi WAN IP agpec
(192.168.x.x, 10.xXX unn 172.16.X.X), Kak NMOKa3aHO XKeNTbIM TEKCTOM.

PoyTep MoxeT ObiTb NOAKMIOYEH K CETH, KOTOPas UCMONb3YeT HECKOSb-
Ko Tabnuu, NAT.



3.17.7 NAT Passthrough

Bkniounte NAT Passthrough pna pa3speluennsa naketam VPN npoxo-
[VTb Yepes poyTep K CETEBbIM KNEHTAM.

InaHactporiku NAT Passthrough nepeiipgute 8 Hactporiku > WAN >
NAT Passthrough. Korga 3akoHuuTe, HaxkmuTe NMpUMeHNTD.

enae

enae

erae

DDDDD
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3.18 becnpoBoaHas cBA3b

3.18.1 O6wume

Ha ctpaHuue O6LLme MOXHO CKOHOUIYpUPOBaTb OCHOBHbIE Mapame-
Tpbl 6eCNPOBOAHON CETH.

;;;;;

‘‘‘‘‘‘‘

OnAa KoHUrypauum oCHOBHbIX NapamMeTpbl 6ecnpoBOfHON ceTu:

1.
2.

B meHIo HaBurauumu Bbibepute Hactpoiku > Wireless > O6wme.

Bbibepute 2,4 unun 5 T B KaueCTBe Arana3oHa vyacToT ansa becnpo-
BOHOW CETW.

. AnAnaeHTndrKaumm Ballein 6ecrnpoBOAHON CETY Ha3HaubTe ceTe-

Boe uma nnm SSID (VipeHTndukatop becnpoBogHo ceTn). becnpo-
BOZHbIV YCTPOWNCTBA MOTYT NOAKOUMNTLCA K 6ECNPOBOAHON CeTn
yepe3 HazHaueHHbIN SSID. SSID Ha uHpopmaLroHHOM bGaHHepe
OOHOBRAKOTCA NPY COXPAHEHNM HACTPOEK.

MPUMEYAHUE: MoXHO Ha3HaunTb YHUKanbHble SSID ana yacToTHbIX Ju-
anasoHoB 2,4 My wn 5T,

4.

B none CkpbiTb SSID BbiGepuTe [a ans npenoTspalleHns obHa-
pyxeHua SSID gpyrummn 6ecnpoBogHbIMKU ycTporcTBamu. Korga
3Ta QyHKUMA BKIIOYEHA, AN JOCTyna K 6ecnpoBOfHON CeTn He-
obxogumo BeecTu SSID BpyuyHy!o.

. BblbepuTe 6ecnpoBogHOI pexum, onpepenaoLwmin Tun 6ecnpo-

BOZHbIX YCTPOWCTB, KOTOPble MOTYT NOAKNOUMTLCA K POYTEpY:

+ ABTO: BbibepuTe ABTO AnA paspeLLeHns NOAKIIUYEHNA K poyTe-
py yctpoiicts 802.11ax, 802.11ac, 802.11n, 802.11g 1 802.11b.



6. Bb|6ep|/|Te LUNPWHY KaHana anA obecneyeHmns BbICOKOW CKOpPOCTH
nepefavyn gaHHbIX:

2,4 T'Tu: Bbibepute yacToty 40 MIy nnam 20 MIy B KayecTse npo-
MYCKHOM CNOCOOHOCTY 6ECNPOBOAHON CETH.

5 Tu: Boibepute yactoty 160 MIy, 80 M, 40 My n 20 MIy B
KauecTse NPOnyCKHOW CNoco6HOCTM 6eCnPOBOLHON CETH.

7. Bblbepute pabounin kaHan ana 6ecnpoBogHoro poytepa. Boibe-
puTe ABTO /1717 aBTOMATIYECKOro BbIOOpa KaHana ¢ HaMeHbLUMM
KOMMYECTBOM MOMEX.

8. BbibepuTe meToA ayTeHTUGMKaLMN:

« Open System: 31a onuua He obecneymsaet 6e30MacHOCTU.

« WPA/WPA2/WPA3-Personal: 3ta onuusa obecneumBaeT Bbl-
COKMI ypoBeHb 6e3onacHocTn. MoxHo ncnonb3osatb WPA (c
TKIP) nnn WPA2 (c AES). Mpw Bbibope 3TOM Onumu Bbl JOMKHbI
ncnonb3oatb wudposaHue TKIP + AES v BBeCTM KnoueByto
dpa3y WPA (ceteBoi Kntou).

« WPA/WPA2/WPA3-Enterprise: JTa onuusa obecneunBaeT 04eHb
BbICOKMIN YpoBeHb 6e3onacHocTy. OHa paboTaeT ¢ uHTerpumpo-
BaHHbIM EAP-cepBepom nnm BHewHum RADIUS-cepsepom...
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3.18.2WPS

WPS (Wi-Fi Protected Setup) - ctaHaapT 6ecnpoBoHol 6e30MacHOCTH,
MO3BONALMIA ObICTPO NOAKMIOYATL YCTPONCTBA K 6ECNPOBOAHON
cetn. OyHkumio WPS moxHO ckoHduryprposaTb ¢ nomoLwbto MAH-Ko-
Ja unu kHonkm WPS,

MPUMEMAHUE: Y6eanTech, uto ycTpoincTBa noaaepxmearot WPS.

rrrrr

Dna sknioueHusa WPS B 6ecnpoBogHoi ceTh:
1. B MeHto HaBurauum Bbibepute Hactpoinkn > Wireless > WPS.
2. Bnone Bkntountb WPS nepemectite nonsyHok B nosnoxexne ON.

3. Mo ymonuanuio WPS ncnonb3yet 2,4 ITu. Ecnn Hy»KHO n3MeHUTb
yacToTy Ha 5 [Tu, B none Bknountb WPS nepemectnte non3yHoK
B nonoxeHve OFF, B none Tekywas yacrora wenkHute Mepe-
KNIO4UTb YacToTy, 3atem B none Bknountb WPS nepemectute
non3yHok B nonoxeHue ON ewwe pas.

MPUMEYAHUE: WPS nogaepxnBaeT metogbl ayTeHTUdMKaumm Open
system, WPA-Personal n WPA2-Personal. WPS He nogaepxusaet Shared Key,
WPA-Enterprise, WPA2-Enterprise 1 Radius.

3. B none Metog WPS BbibepuTte KHonka Push nnv MNH-kop knn-
eHTa. Mpn Bbibope KHonka nepeingute K wary 4. Mpwn Bbibope
MUWH-Kop KnueHTa Nepengure K wary 5.

4. [InaHactponkm WPS c nOMOLLbIO KHOMKM Ha poyTepe, BbiNOMIHNTE
cnefytoLime JeNCTBUA:



a. Haxmute TMyek vnn Haxmmte kKHonKy WPS Ha 3afHei naHenm
poyTepa.

b.HaxmuTe kHonky WPS Ha poyTepe. O6bIuHO NOMEYEHO NOroTu-
nom WPS.

MPUMEYAHMUE: Pacnonoxexune kHonkm WPS cmoTpuTe B JOKyMeHTaLmm
6ecnpoBogHOro yCTpoNCTBa.

c. PoyTep HauHeT NoucK AOCTYMHbIX YCTPOICTB. Ecn poyTep He
HaWGET HI OAHOTO YCTPOICTBA, OH NEPEKIIUNTCA B PEXNM
OXMAAHUA.

5. Ana Hactponkn WPS ¢ nomowbto MAH-Koaa KnveHTa BbinonHuTe
cnegyowye oencTBus:
a.Hangute WPS MNH-Kog B pyKoBOACTBe NoNb3oBaTeNs 6ecnpo-
BOAHOrO YCTPONCTBA UM Ha CAMOM YCTPOWCTBE.
b.Beegute MNH-Kopa KnreHTa B TEKCTOBOE Mone.
¢. Haxxmute Myck ana nepeknoyeHna poytepa B pexum nomncka

WPS. NHamKaTopbl poyTepa ObICTPO MUratoT 40 3aBepLUEHNA
HacTponkm WPS.
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3.18.3 WDS (mocT)

Moct nnn WDS (Wireless Distribution System) nossonset ncnonb3o-
BaTb poyTep ANA coefHeHA 6eCNPOBOAHbIX YCTPOWCTB MO PafMoKa-
Hany A YBENMYEHA 30HbI NOKPbITUA 6ecnpoBogHO ceTit. OH MoXeT
TaKXe paccMaTpmBaTbCA B KauecTse 6eCrpoBOAHOTO NOBTOPUTENS.

[nAa HacTpolikm 6ecnpoBOgHOro MOCTa:

1.
2.

B meHto HaBwuraumm Bbibepute Hactpoikn > Wireless > WDS.

Bbibepute pexxim WDS Only vnu Hybrid v go6asste MAC-agpeca
Touek gocTtyna B Cnucok yaaneHHbix AP (makc.: 4).

. Y6eauTtech, 4To 3TOT poyTep M TOUKa AOCTYNa, K KOTOPOW HYXXHO

NOAKMIOYNTBLCA, NCNONb3YKT OAWH KaHall.

Beegute MAC-agpec yaaneHHo Toukn AOCTyna B CNNCOK. B uHTep-
denc ynpasneHna WDS ynaneHHom Toukm goctyna Beegute MAC
afpec 31oro poyTepa.

. [InA nonyyeHna MakCcManbHON NPOM3BOAUTENBbHOCTY NepengunTe

8 Hactpoiku > BecnpoBofHan ¢BA3b > O6wWwme 1 Ha3HaubTe
OAVHAKOBYIO NOMIOCY NPOMYCKAHWA 471A YNPaBNAIOLWEro 1 AONos-
HUTENbHOIO KaHaoB ANA KaX[oro poyTtepa B CeTH.



3.18.4 Ounbrp MAC appecoB 6ecnpoBogHOI CETH

Ounbtp MAC appecoB 6ecnpoBOAHON CETU MO3BOJIAET KOHTPONNPO-
BaTb MaKeTbl C yKa3aHHbIMU MAC-agpecami B 6eCpOBOAHON CETH.

Onsa HacTpoiiku unbrpa MAC agpecoB 6ecnpoBoaHoOIi ceTh:

1. B meHto HaBurauuu BbibepuTte Hactpoiikm > becnpoBopgHas
cBA3b > Qunbrp MAC-agpecoB 6ecnpoBoaHOI ceTu.

2. B none Bkntouutb MAC ¢punbtp BoibepuTe da.

3. Bnone Pexxum ¢punbrpa MAC-apgpecoB Bbioepute MpuHATDL 1nn
OTKNOHUTD.

« Bblbepute MpMHATD Ans paspeLueHiis JOCTyNa K 6eCnpoBOgHO
ceTn ycTpoiicteam 13 cnncka MAC-dunbrpa.

+ Bblbepute OTKNOHNTD 115 3anpeLLeHma JOCTyna K 6ecnpoBo-
[HON ceTn ycTponcTBam u3 cnucka MAC-¢punbtpa.

4. Bcnncke MAC-¢unbtpa, HaxmmTe @ n BBegute MAC-agpec 6ecnpo-
BOLHOrO YCTPOWCTBA.

5. Haxmute MpnmeHnTb.
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3.18.5 Hactpoiika RADIUS

RADIUS (Cnyxx6a yganeHHol ayTeHTUdMKaLWI Nonb3oBateneii) no-
3BOJIAIET HAaCTPaNBaTb AOMONHUTENbHbIE MapaMEeTPbl Af1A aBTOpM3aLmm
6ecnpoBogHbIx KnneHToB Yepes cepep RADIUS. 31o TpebyeTca npu
Bbibope napameTpa WPA-Enterprise / WPA2-Enterprise B kauecTse
MeTofa ayTeHTUUKaLUW.

I "Wirless - Genear” 55 WP s/ WPAL e

[na Hactponkmn napameTtpos RADIUS:

1. Y6enutech, uto pexxmm ayTeHTUUKaLmm 6ecnpoBogHOro poyTepa
yctaHoBreH B 3HayeHune WPA-Enterprise nnn WPA2-Enterprise.

2. B meHio HaBurayuu Boibepute HacTpoikun > becnpoBogHas
cBAa3b > Hacrpoika RADIUS.

3. BbibepuTe granasoH YacTorT.
4. Bnone IP-agpec cepBepa Beeaute IP-agpec cepsepa RADIUS.

5. B none Kniou coegnHeHna Ha3HaubTe Naponb AnA JoCTyna K
cepsepy RADIUS.

6. Haxmute MpumeHuTb.



3.18.6 NMpodeccnoHanbHbIi

MpodeccrnoHanbHas HacTpoiika NO3BONAET HACTPaUBaTb AOMONHU-
TeNbHble NapameTpbl GECNPOBOAHON CETH.

MPUMEYAHUE: Mbi pekomeHayeM UCMOMb30BaTb 3HAUEHUA MO YMOMYAHMIO.

Ha skpaHe Mpo¢eccnoHanbHbiil MOXHO CKOHQUTypnpoBaTb
cnegyolee:

« [nanasoH: Bbibepute fMana3oH, HACTPOWKM KOTOPOTO HY»KHO
N3MEHWUTb.

« Bkniountb pagnomopynb: Boibepunte [la ans BKOYEHNA pa-
avomopyna. Boibepute HeT ana oTknoueHns pagmomoayns.

+ Bkniountb 6ecnpoBOAHbIN NaHNPOBLMK: MOoXHO BbIGpaTh
1cnonb3oBaHme 12-4acoBoro unu 24-yacooro popmarta. Liet B
Tabnuue o3Hayaet Paspeluntb nnm 3anpeTutb. Haxmimte Kaxayto
AYENKY ONA U3MEHEHNA HACTPOMKMN BpeMeHu B byfHMe OHW,
3aTtem HaxmuTe OK.
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M3onupoBatb TOUKy goctyna: /130n11poBaHue TOUKM gocTyna
3anpelLLaet 6ecnpoBOAHbBIM YCTPONCTBAM B CETV MOLKOUATHCA
APYr K Apyry. ITa GyHKLMA nonesHa Koraa K Ballell ceTv nog-
KNOYaeTCA MHOTo rocTeit. Boibepute [la onsa BKNOUYEHNS 3TON
GyHKUMM nnn Het ana oTKnoYeH .

MomowHuK npu poymuHre: [1pn NCNonb30BaHNN HECKONbKNX
TOYeK AOCTyna uny 6ecnpoBOAHbIX NOBTOPUTENEN NHOTAa He
KNIMEHTbl MOTYT aBTOMAaTNYECKW MOAKNOUNTLCA K TOUKE AOCTYNa
C TYYLUVIM CUTHANIOM, NOCKOSbKY OHU BCE elle MOAKIoYeHbl K
OCHOBHOMY 6ecnpoBoAHOMY poyTepy. BKntoueHme 3Toi onuyum
MO3BOANT KNMEHTY OTKNIOUNTLCA OT OCHOBHOTO 6eCnpOBOHOTO
poyTepa, CIM MOLHOCTb CUTHaNa HYXKe onpefeneHHOro nopora
W NOAKIOUUTBLCA K TOUKE JOCTYNa € 6onee CUMbHbIM CUTHANIOM.

Bkntountb IGMP Snooping: BknioueHue 31oi GyHKLmMM No3BO-
nAeT oTCnexmBaTtb ceteBon Tpaduk IGMP gna ontummsaumm
MHOroaipecHoro Tpaduka.

CkopocTtb MHoOroagpecHon nepegaum (Méut/c): CkopocTb
MHOroafipecHomn nepegayn unu Haxmmte OTKNIYUTb AnA OT-
KNIOYeHNA MHOTOaApecHoi nepeaayun.

Tun npeambynbi: Tvn npeambynbl onpesenseT NPOAOIKM-
TENbHOCTb BpemeHu, KoTopoe TpebyeTca poyTepy ana CRC
(Cyclic Redundancy Check). CRC - 310 meTog 06Hapy»<eHua
oLIMBOK BO BpeMa nepeaauy AaHHbIX. Bbibeprte KopoTkas ans
6ecnpoBofHo cetu ¢ 6bonblumm Tpadrkom. Boibeprte LnuH-
HaA 14 6ecnpoBOLHON CEeTV CO CTapbiMU BECNPOBOLHbIMU
YCTPONCTBAMM.

AMPDU RTS: BkntoueHue 3101 GYHKLMM NO3BONAET CO3AaTb
rpynny KagpoB nepea ux nepegavei n ncnonb3osatb RTS ana
kaxporo AMPDU gna ceasn mexay yctponctsammn 802.11g un
802.11bNone.

Mopor RTS: [Ina 6ecnpoBofHbix ceTel ¢ 6oMbLUMM TPapuKom
1 60NbLLMM KONMYECTBOM 6eCMPOBOAHbIX YCTPOICTB BbibepuTe
Hu3Ku nopor RTS.

WUutepBan DTIM: Wutepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 310 MHTEpBan BpemeHu nepeq
OTNpaBKoOW cMrHana 6ecnpoBogHOMY YCTPONCTBY B CMALLEM
peXmme, yKasblBas, 4To MakeT AaHHbIX OXMAAET JOCTaBKM. 3Ha-
YeHMe N0 YMOMYAHMIO: TPU MUNJINCEKYHTbI.

CurHanbHbIn nHTepBan: CUrHanbHbIV MHTEPBA - 3TO NEPUOS



BpemeHn mexay DTIM-naketamu. 3HaueHwue no ymonuanmio: 100
MUNANCEKYHA... nAa HecTabunbHoro 6ecnpoBOAHOrO NOAKM0-
YeHUA UIN BNA POYMUHIa YCTPONCTB PEKOMEHAYETCA HU3Koe
3HayeHve.

« Bxkmountb TX Bursting: TX Bursting ynyuwuaet ckopocTb nepe-
[a4M laHHbIX MeXly 6eCnpOBOAHbIM POYTEPOM 1 YCTPONCTBAMM
802.11g.

« Bkmountb WMM APSD: Bxkniounte WMM APSD (ABTOMaTnye-
CKUI NEPexor, B PeXnM SHeprocbepexeHmns) ana ynpasneHms
3HeprocbepexeHnem 6ecnpoBofHbIX YCTPONCTB. BoibepuTe
OTknounTb A4 oTkodeHnsa WMM APSD.

3.18.7 YepHbIn cnNCOK poymunHra

JT1a GyHKUMA No3BonseT Aob6aBNATb YCTPONCTBA B YEPHBIN CMUCOK
POYMMHIa 1 3anpeLyatb UM POyMUHT Mexay y3namm AiMesh.
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4 Yrnnantol

NMPUMEYAHUA:
+  CkavaiiTe 1 ycTaHOBUTE YTUAUTBI C caiTa ASUS:

+ Device Discovery v1.4.7.1 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Discovery.zip

« Firmware Restoration v1.9.0.4 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Rescue.zip

«  Windows Printer v1.0.5.5 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Printer.zip

+  Ytunutbl He nopaepxusatotca 8 MAC OS.

4,1 OG6HapyeHue yCTPONCTBa

Device Discovery - ASUS WLAN yTtunuta, kKoTopasa obHapyXunBaeT
poyTep 1 NO3BONIAET er0 KOHPUrypUpoBaTh.
Ina 3anycka yrunutbl Device Discovery:

+ Tepengute Myck > Mporpammbi > ASUS Utility > Wireless Router
> Device Discovery.

MPUMEMAHUE: lNpwn ycTaHOBKe poyTepa B PeXMM TOUKM AOCTYMa, Bam
Heobxoammo ncnonb3oBatb yTunuty Device Discovery ana nonyyeHus
IP-appeca poyTepa.




4.2 BoccTtaHOBNEHVe NPOLWNBKA

Firmware Restoration - yTunuTa, KoTopasa UCnonb3yeTca B Cilyyae
OLMOKM Npy 06HOBNEHMM NPOLLMBKIM poyTepa. OHa 3arpyKaeT yKa-
3aHHYI0 NPOLWMBKY. [1poLiecc 3aHNMaeT OKOMO TPEX MUHYT.

g Firmware Restoﬁ ==

Before you get started, please check the model name and hardware
version from the label.

1. Please confirm the label at the bottom of vour router
H/W Version, different hardware version needs
rare version to Drocess restoration.

mmware from ASUS support site:
w.asls.com/support

For example, if your label shows “RT-AC66U B1" ,
fimware of "RT-AC66U" 1s not available for restoration.

” Browse..,

Stahus
After locating the firmware file, click Uplead,

OCTOPOKHO!Mepen ucnonb3osaHunem ytunutbl Firmware Restoration
nepekoymTe PoyTep B PEXIM BOCCTAHOBNEHUA.

MPUMEYAHMUE: S1a dyHKuma He nopaepxmBaetca 8 MAC OS.

Onsa 3anycka yrunutbl Firmware Restoration:
1. OTKnouMTE NUTaHKeE OT poyTepa.

2. YpepxwBas KHOMKy Reset, pacnonoxeHHyo Ha 3afjHell naHenu,
NoaKoumnTe NUTaH1e K poyTepy. OTnycTUTe KHOMKY cOpoca Koraa
VHAMKATOP NUTAHVSA, PACcNONOXEHHbIN Ha NepeaHeli NaHenw, Hau-
HET Me[JIEHHO MUraTb, 03HaYas, YTo POYTEP HAXOAMUTCA B PEXMME
BOCCTAHOBJIEHMA.

3. YctaHoBuTe CTaTUYecKmii IP Ha BalleM KOMMbOTEPE N UCMONb3YITe
cnegytowme Hactpowku TCP/IP:

IP-apgpec: 192.168.1.x
Macka nogceTtur: 255.255.255.0

101



102

4. Nepengute Myck > Mporpammbi > ASUS Utility > Wireless Router
> Firmware Restoration.

5. Ykaxute ¢pann n Haxmute Upload.

MPUMEMAHMUE: 370 He yTununTa 0OHOBNEHNA MPOLIMBKM U HE MOXET OblTb
ncnonb3osaHa Npu pabouem poytepe. ObblMHOE OOHOBNEHME NPOLLMBKM
MO>XHO BbINOSIHUTb Yepe3 Beb-uHTepdeiic. MoapobHyto MHGopmaLmto cmo-
TpuTe B pasaene Masa 3: Kongurypauusa EBR63.




5 YcrpaHeHMne HemcnpaBHOCTEN

B 3TOM pasgene npeAcTaBneHbl MHCTPYKLY ANA PeLIEHNA HEKOTOPbIX
Hambonee YacTo BCTpeyaloLwmxca obwmux npobnem c poytepom. Ecnn
Bbl CTONIKHYNINCb C Npo6nemMamu, He yNoMAHYTbIMI B TOW rnase, Mno-
cetuTe cant ASUS https://www.asus.com/ru/support/ ana nonyyenma
AONONHNATENBHON MHPOPMALIK O MPOAYKTE U 00paTUTECh B CIYXKOY
Texnoagepku ASUS.

5.1 YcTpaHeHue OCHOBHbIX HeMcnpaBHOCTEN
Mpw BO3HNKHOBEHWM NPObemM C poyTepom CHavyana nonpobyrre
BbIMOJIHUTb NHCTPYKLUMW U3 3TOTO Pa3aena.

O6HOBMTE NPOLUNBKY A0 NOC/IEHEN Bepcuu.

1. B meHio HaBwurayum Bbibepute HacTponku > ABMUHNCTPUPO-
BaHue > O6HoBneHne npowmBku. Haxmute MpoBeputb ana
MPOBEPKM HANNUMA NOCNeHeN BePCUI NPOLUNBKN.

2. Ecnm poctynHa HoBas npolumBeka, nocetute cant ASUS 1 ckavaiTe
ee.

3. Ha ctpaHuue O6HOBNEeHMe npowmBKM HaxmuTe Browse ana
HaXOXAEHVA MPOLUMBKN.

4. Haxmute 3arpysuTb [/ 0OHOB/IEHVIA NPOLLVBKIA.

MocnepoBaTenbHOCTb Nepe3anycka ceTu:
BoikntounTe mogem.

OTKkntounTe MOJEM.

Bbikniouunte poyTtep 1 KOMMNbioTepbl.
MNogkntounTte mogem.

BkniounTe mogem 1 NogoXanTe 2 MUHYTHI.
BkntounTe poyTep 1 NOAOXKANTE 2 MUHYTHI.
Bkntounte KomnbloTepbl.

No ok wN =

Y6epuTech B npaBuIbHOCTYN ycTaHOBKU Ethernet-ka6ens.
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« [pwv npasunbHOM nogkntoueHun Ethernet-kabens kK mogemy MH-
pvkatop WAN 6ygeT ropeTb.

« [Mpwv npaBunbHoM nogakntoueHu Ethernet-kabens K BkntoueHHOMyY
KomnbtoTepy nHavKatop LAN byget ropetb.

Y6epuTtecb, YTO HaCTPONKM 6eCNPOBOAHON CeTU KOMNbloTepa
COBMaAAIoT C poyTepoMm.

+ [Mpv nogknoueHUM KOMMbloTepa K poyTepy ybeamTech B npaBuib-
HocTu SSID (MmaA 6ecnpoBogHON ceTn), WNGPOBAHMA 1 MAPONA.

Y6eauTtecb B NpaBUIbHOCTY CETEBbIX HAaCTpOeK.

+  Kaxabln ceTeBOM KNIMEHT AOSMKEH MeTb AieCTBUTeNbHbIN IP-agpec.
[na HasHaueHWA IP-agpecoB KOMMbIOTepaM Ballien CeTV PeKOMeH-
pyet ucnonb3osatb DHCP-cepsep poyTepa.

« HekoTopble npoBaiigepbl TpedyioT ncnonb3osatb MAC-agpec kom-
nbloTepa, MCMosb3yemoro Npw Nepsom nogkmodeHun. MAC-agpec
MO>HO NMOCMOTPETb B BeG-UHTEpdelice Ha cTpaHuLe UHdopma-
LiMOHHasA NaHenb > KnueHTbi.



5.2 Yacro 3agaBaembie Bonpocbl (FAQ)

HeBo3moOXHO BoliTH B Be6-uHTepdeiic poytepa yepes

6paysep

« Ecnwn Baw KomnbloTep NOAK/IOYEH, NPOBEPLTE COEANHEHME
Ethernet-kabens v coctosHMe VHAMKATOPa, Kak OMCaHO B Npe-

AblayLieM pa3gene.

+  YbenuTech, uTo Bbl ICNONb3yeTe NPaBUIbHbIE IOMUH 1 Maponb. va
Monb30BaTeNA v Naposb MO YMONYAHIO MOXHO HANT/ HA STUKETKE
B HUKHel yacTv EBR63. Yoeautech, uto pexkim Caps Lock oTknioueH

Npwv BBOAE AdHHbIX.

«  Ypanue kyku-¢aninbl 8 6paysepe..
B 6pay3epe Internet Explorer Bbl-
MONHUTE CreayioLye fenCTBS:

1. 3anyctute Internet Explorer,
3aTeM Haxmute CepBmc >
CBoicTBa 0603peBartens.

2. HaBknagke O6wume B 06nacTu
MpocmoTp nctopnn HaxmuTe
Ypanutb..., Bbibepunte Bpe-
MeHHble ¢ainbl HTepHeTa
n ®ainnbi cookie n gaHHble
caifTa 1 HaxmuTe YaanuTb.

Internet Options 4 *
General  Security Privacy Content Connections Programs = Advanced

Home page
% To create home page tabs, type each address on its onn ine.

w

Use current Use default Use new tab

Startup
(O Start with tabs from the last session
@ start with home page

Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary fils, history, cookies, saved passwords, and web
form information.

[Joelete browsing history on exit
Delete... Settings
Appearance

Colors Languages Fonts Accessbility

cancel Aosly

MPUMEYAHNA:

+  KomaHabl s yaaneHus Kyku- GaiinnoB MoryT BapbMpOBaTbCA B 3aBU-

cMmocCTy OT bpaysepa.

«  OTKNouMTE NCMONb30BaHNE NMPOKCU-CEPBEPA, MOAKIIOUYEHNE Yaa-
NeHHOro JocCTyna, a Takxe Hactpounte TCP/IP ana aBTomatnyeckoro
nonyyenus IP-agpeca. MogpobHyto MHPOPMaLMIO CMOTPUTE B NEPBOI

rNMaBe 3TOro PykoBoACTBa.

«  Y6eputecs, uto ncnonb3ytotca Ethernet kabenu CAT5e nnn CAT6.
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KnuneHT He MOXeT ycTaHOBUTb 6eCnpoBoAHOE COeHEeHNe
C poyTepom.

MPUMEMAHMUE: Mpw BO3HMKHOBEHUM NPO6sIeM C NOAKIIOUYEHNEM K CETU 5
[Tu ybeauTech, YTo BalLe 6eCnpPOBOAHOE YCTPOWCTBO NOLAAEPKMBAET YACTOTY
5 ITu nnu ABnAeTCA AByXAManasoHHbIM.

+ BHe 30HbI NOKpbITUA:
+ [MomecTute poyTep 6avKe K 6ECNPOBOLHOMY KITUEHTY.

+ [onpobyiiTe HaCTPOWTb aHTEHHbI PoyTepa Kak ON1CaHo B
pasgene 1.4 PasmewieHve poyTtepa.

« DHCP-cepBep oTknioueH:

1. Bonpwute B Be6-nuHTepdelic. [Nepeinante B UHPopmaLnoHHasn
naHenb > KnueHTbl 1 HanamTe YCTPONCTBO, KOTOPOE HYHO
MOAKIIOUMTD K poyTepy.

2. EcnnNndopmaumoHHas naHenb He 0TOOpaXKaeT yCTPONCTBO,
nepengute B Hactponkn > LAN > DHCP-cepBep.




+  SSID ckpbIT. Ecnn yctpoincteo moxeT HanTu SSID gpyroro poyTepa,
HO He MoxeT HanTw SSID Bawero poyTepa, nepengute B Hactpoii-
Kun > becnpoBogHas cBs3b > 06wwme, 3aTem Bbibepute HeT B None
cKkpbITb SSID 1 BbibepuTe ABTO B none KaHan ynpaBneHus.

« [pwn ncnonb3oBaHUM 6ECNPOBOZHOTO afanTepa yoeanTech, YTo
MCMonb3yemblil 6eCNPOBOAHOI KaHan AOCTYNEH B BalLei CTpaHe
NN pervioHe. ECnv HeT, HacTpoiiTe KaHas, Nonocy NPoNyCcKaHWA 1
6eCnpoBOLHO PEXMM.

+ Ecnu Bbl Be elle He MOXeTe NOAKNIOUNTBLCA K poyTepy, copocbTe
ero K 3aBOACKMM HacTpoOiKam no ymonuaHutw. B Be6-nHTep-
derice nepengute B Hactponkn > AAMUHUCTPUPOBaHNe >
BocctaHOBNTB/CcOXpaHNTb/3arpy3snTb HaCTPOMKU 1 HaXXMUTE
BoccraHoBUTD.
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WHTepHeT HepgoCTyNEH.

Y6eanTecb, UTo PoyTep MOXET MOAKMIOUNTLCA K Ballemy npo-
Bangepy. [ns 310ro 3anycTute Be6-nHTEPQENC 1 Nepengute B
UHdopmaLmoHHaa naHenb 11 NpoBepbTe COCTOAHME HTepHET.

Ecnn poyTep He MOXeT MOAKNIOYUTLCA K Ballemy NpoBangepy,
nonpo6yiTe NepenoaKoUYnTL CETb Kak onncaHo B pasgene Mo-
CnepoBaTeNnbHOCTb Nepe3anycka ceTil..

Ecnu Bce ele HeT BOCTYNa K MHTEPHETY, NONpobyiiTe nepesarpy-
3UTb KOMMblOTEP ¥ NpoBepuTb IP-agpec n agpec wio3a.

MpoBepbTe NHAMKATOPbI COCTOAHMA Ha ADSL mogeme 1 6ecnpo-
BoAHOM poyTepe. Ecnn nHgukatop WAN Ha poyTepe He ropwur,
ybenuTech, uto Bce Kabenu NpaBuIbHO NOAKITIOYEHDI.

Bbi 3a6b1111 SSID (Mms ceTn) nu ceTeBoi naposb

YctaHowTe HOBbIN SSID 1 Koy LWndpoBaHUA Yepes NPOBOJHOE
coeguHeHue (Ethernet-kabenb). Boipute B Be6-uHTEpdENiC, Nepe-
noute B UndpopmaLmoHHas naHenb, HaXMUTE MKOHKY poyTepa
1 BBeAuTe HOBbIN SSID 1 Kntou WndPOoBaHMA, 3aTEM HaXMUTE
MpyumeHnTb.

BbinonHuTe cOpoC poyTepa K HaCTPOIKam Mo ymonuaHuto. Bongure
B BeO-MHTEepdelic, nepengute B HacTponkn > AGMUHNCTPUPO-
BaHue > BocctaHOBUTH/COXPaHUTb/3arpy3suTb HaCTPOMKN i
HaxkMuTe BocctaHOBUTD. /IMA nonb3oBatena v Naposb Nno ymon-
YaHMIO MOXHO HaWTN Ha STUKETKe B HUXKHel yacTn EBR63.

Kak copocutb cuctemy K HaCTpOiKam o yMmonyaHuio?

Mepenpute B Hactpoinkun > AgMuHucTpupoBaHue > Boc-
CTaHOBMNTb/COXPaHUTb/3arpy3snTb HaCTPOMKM 1N HAXMUTE
BoccraHoBUTD.

Own6Ka 06HOBNEHNA NPOLUNBKM.

lepekniounTe poyTep B PEXVM BOCCTAHOBEHMA 11 3anyCcTuTe yTUAnTY
Firmware Restoration. ViHdopmaLmio No ncnonb3oBaHUK YTUANTDI
Firmware Restoration cmoTpute B pasgene 4.2 BocctaHoBneHue
NPOLINBKN.



HeB03M0XXHO NOAKNIOUNTLCA K Be6-NHTepdeiicy

Mepen KoHMrypaLmen poyTepa BbIMONHUTE MHCTPYKLWW JAHHOTO
pasgena ana KoHGUrypaumm KoMnbroTepa 1 CETEBbIX KIMEHTOB.

A. OTKnOuMTE NPOKCN-CepBep, e/ OH BKITIOYEH.

Windows
1. Haxmwute Myck > Internet

Explorer ans 3anycka 6paysepa.

2. BbibepuTe CepBuc > CBOMCTBa
o60o3peBarens > Moaknioue-
HUA > HacTpoiika nokanbHom
ceTn.

3. Ha 3kpaHe HacTpoku

Local Area Network (LAN) Settings
—— e

bl ___________
[ [(Genera | Secunty| Prvacy, | Comtefl] Connections | froggams | Advanced ] ‘
I

,:9 To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

3 Access RD Metwork Resources - Go to vpn.as|

[ addu.
Add VPH... ‘
Remove...
Choose Settings if you need to configure a praxy

server for a connection.

i — ] '

@ Never dial 3 connection
(2 Dial whenever a network connection is not present
(@) Always dial my default connection

Set default

Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. LAN settings.
Choose Settings above for dial-up settings.

—

NOKanbHOMN CeTN OTKOUN-
Te CNOSb30BaHMe NPOK-
cu-cepBepa 414 NOKanbHOW
ceTu.

4, Haxmnte OK korga

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[T automatically detect settings

D Use automatic configuration script

Proxy server

3aKOHYUTE.

] Use a proxy server for your LAN {These settings wil not apply to
dial-up or VPN connections).

fddress Fort: |80 Advanced

Bypass proxy server for local addresses

Cancel
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MAC 0S e =

e = ® B

1 . B 6pay3epe Safa ri ShowAll ' Displays Sound |Netwark Startup Disk
HaxkmuTe Safari >
Preferences > Advanced , : \
< TCP/IP PPPOE | AppleTalk Proxies Ethernet }

> Change Settings... F—

Location: | Automatic

Show: | Built-in Ethernet

2. Ha 3KpaHe CeTb CHUMUTE | & mameyoms If F————
¢na>KKV| FTP Proxy Vl ; :g;r;u:i:;nxymnm U Set Password

Web Proxy (HTTP). D coprermony

Bypass proxy settings for
3. Kor'u'a 3aKOHL||/|Te, Ha- these Hosts. omains:
XMuTe NMpnuMmeHnTb.

(¥ Use Passive FTP Mode (PASV) @

{} —————
[71" Click the lock to prevent further changes. (CAssistme... )| (_Apply Now

MPUMEYAHMUE: [ina nonyyeHna nogpobHOM MHGOPMaLWM MO OTKIOYEHNIO

MCMONb30BaHKA NPOKCU-CEPBEPA, 06PATUTECH K CpaBKe 6pay3epa.

B. Hactpoiite TCP/IP gnsa aBTOMaTU4eCKOro nosy4eHns
IP-apgpeca.

Windows

1. Haxmute MMyck > Manenb ynpasneHns > LleHTp ynpaBneHus
ceTAMM 1 06LMM AOCTYNMOM, 3aTEM HAXMMUTE CeTeBOE MOAKI0-

YyeHune gnAa 0To6pa>|<eH|/m €ro CoOCToAHnA.

5= Metwork and Sharing Center

« ~ 4 %X 5 ControlPanel » All Control Panel ltems > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing corpnet.asus Accessqpe:m

settings Domain netwerk Connections: [l Ethernet

Change your networking settings

diGi Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Ifi Troubleshoot problems

" Diagnose and repair netwaork problems, or get troubleshooting information.

-



2. Haxmute CBoucTBa A/14
OTKPbITNA OKHa CBOWCTB
Ethernet.

3. Boibepute Mpotokon UHTep-
Heta Bepcun 4(TCP/IPv4)
nnu NpoTtokon UHTepHeTa
Bepcum 6(TCP/IPv6), 3aTem
HaxxmuTe CBOMCTBA.

4. Bbibepute Monyuntob IP-a-
Apec aBToMaTU4ecKm 41
aBTOMAaTNYECKOro NonyyeHuns
IP-appeca.

Bbi6epuiTe Monyuutb IPV6-a-
Apec aBTOMaTNYecKm A/
ABTOMATNYECKOTO MOJyYeHUs
IP-appeca IPv6.

5. HaxmuTte OK Koraa 3akoHuuTe.

& Ethernet Status
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Na network access
Media State: Enabled
Duration: 03:29:31
Speed: 1.0 Gbps
Details. ..
Activity
Sent .-'-'.5 Received
W
Bytes: 71,424,646 70,727,241
!;Pruperﬁes GD\sab\a Diagnose

& Ethernet Properties

HNetworking A thertication

Connect using:

I3 Intel(R) Ethemet Connection (2) 1213

This connection uses the following items:
TH Qs Parket Sohed o

[ e Mo e MR Po
2. Microsoft LLDP Protocol Driver

2. Intemet Protocol Version & (TCP/IPvE)
.4 Link-Layer Topology Discovery Responder

. Link-Layer Topology Discovery Mapper 1/0 Driver v
< >

Install.. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected networks

Internet Protocol Version 4 (TCP/IPv4) Properties

General  Alternate Canfiguration

You can get IP settings assigned automaticaly if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

| (@) Obtain an IP address automatically |

) Use the fallowing IP address:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

(I
]

Validate settings upon exit Advanced...

cance
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MACOS

1.

Haxmute nkoHKy Apple &
, PACrONOXEHHYIO B IEBOM
BEPXHEM Yrily SKpaHa.

. Haxmute System

Preferences > Network >
Configure...

Ha Bknapke TCP/IP B
BbINaaloLLeM CrnCKe
Configure IPv4 Bbi6epu-
Te Using DHCP.

Koraa 3akoHUWTE, HaXKMuTE
MpumeHnTb.

000

Network (=)

« a4 G 3

Show All . Displays Sound  Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPoE  AppleTalk | Proxies | Ethernet

I Configure IPv4: | Using DHCP =
IP Address: 192.168.182.103 (" Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.182.250
DNS Servers: 192.168.128.10 (©ptional)
Search Domains (©ptional)

IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

( Configure IPve... ) @

U —
\L{' Click the lock to prevent further changes. (" Assist me.. Apply Now )

MPUMEYAHMUE: MoppobHyto nHdopmaumio No KOHOMrypaLmm HacTpoeKk
TCP/IP cmoTpuTe B CNpaBKe K Baluel ornepaLMoHHON ChcTeme.

C.

OTKnounTe NOAKIMIUYEeHNe YAaNeHHOoro aocryna.

Windows

1.

HaxmuTe MyckK > Internet

Explorer ons 3anycka 6pay3epa.
BbibepuTte CepBuc > CBoi-

cTBa o603peBatens >
MopknioueHns.

YctaHoswTe pnaxok Hukorga He
ncnonb3oBaTb KOMMYTUpYye-

Mbile NoAKN4YeHNA.

Haxxmute OK Koraa 3akoHuuTe.

Internet Opti

= Secuio ] Prvacy. ] conterk] Connechons | ograms | Advanced ‘
| |

.:0 To setup an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

& Access RD Netwerk Resources - Go to ven.as| | Add.
Add VPN... ‘
E E—— v Remove..
Choose Settngs f youneed to configure aproxy | Setings |

server for a connection.
T Dial whenever a network connection is not present
always dial my default connection
Set default

Local Area Network (LAN) settings

LAN Settings da nat apply to dial-up connections LAN settings

Choose Settings above for dial-up settings.

[ ]

Cancel

MPUMEMAHWE:[1ns nonyyeHnsa nogpobHom nHbopMaLmv No OTKKYEH IO
yfaneHHoro focTyna, obpaTutech K cnpaske 6paysepa.




MpunoxeHune

GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of this
license. All future firmware updates will also be accompanied with
their respective source code. MogpobHyto HPOPMaLMIO CMOTpHTE
Ha Hawem carTe. Note that we do not offer direct support for the
distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation’s
software and to any other program whose authors commit to using
it. (Some other Free Software Foundation software is covered by the
GNU Library General Public License instead.) You can apply it to your
programs, too.
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When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis
or for a fee, you must give the recipients all the rights that you have.
You must make sure that they, too, receive or can get the source code.
And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the
original authors’ reputations.



Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program
willindividually obtain patent licenses, in effect making the program
proprietary.To prevent this, we have made it clear that any patent must
be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which contains a
notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The“Program’, below,
refers to any such program or work, and a “work based on the
Program” means either the Program or any derivative work under
copyright law: that is to say, a work containing the Program or a
portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without
limitation in the term“modification”) Each licensee is addressed as

1 n

you

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the
Program).Whether that s true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.
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You may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for
afee.

. You may modify your copy or copies of the Program or any portion

of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, thatin
whole orin part contains or is derived from the Program or any part
thereof, to be licensed as a whole at no charge to all third parties
under the terms of this License.

¢) Ifthemodified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a
warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License.
(Exception:if the Programiitself is interactive but does not normally
print such an announcement, your work based on the Program is
not required to print an announcement.)



These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works
inthemselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of
who wrote it.

Thus, itis not the intent of this section to claim rights or contest your
rights to work written entirely by you; rather, the intent is to exercise
the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of
Sections 1and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years,
to give any third party, for a charge no more than your cost of
physically performing source distribution, a complete machine-
readable copy of the corresponding source code, to be distributed
under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,
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c) Accompany it with the information you received as to the offer to

distribute corresponding source code. (This alternative is allowed
only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for a work means the preferred form of the work
for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as
a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of
the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License.



Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this License
to do so, and all its terms and conditions for copying, distributing
or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further
restrictions on the recipients’exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties
to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions areimposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program
by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would
be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the sectionis intended
to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee
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cannot impose that choice.

This section is intended to make thoroughly clear what is believed
to be a consequence of the rest of this License.

. Ifthe distribution and/or use of the Program is restricted in certain

countries either by patents or by copyrighted interfaces, the original
copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in oramong
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new

versions of the General Public License from time to time. Such new
versions will be similarin spirit to the present version, but may differ
in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to the
author to ask for permission.

For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software
and of promoting the sharing and reuse of software generally.



NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NOWARRANTY FORTHE PROGRAM, TOTHE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING
THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD
THE PROGRAM PROVE DEFECTIVE, YOU ASSUMETHE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN
IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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MpaBuna 6e3onacHocT

Mpw ncnonb3oBaHUM YCTPONCTBA BCerga cobntoparnte mepbl npeso-
CTOPOXHOCTK, BKJTIOYas, MOMMMO NPOYero, ciegyoLime:

' 1
& BHUMAHMUE!

LUHyp nuTaHmA pomkeH ObiTb NOAKIOYEH K PO3eTKe C 3a3eme-
HueMm. MoaKnoyanTe YCTPONCTBO K GnvKanLuen, nerkogocTyn-
HOW po3eTKe.

Ecnm ycTpoicTBO HemcnpasHO, He NbiTaTecb MCNPaBUTb €ro ca-
MOCTOATENIbHO. DTN OrPaHMYEHNs PAcCUMTaHbl Ha obecreyeHe
3aWMTbl B pa3yMHbIX Npeaenax oT BPeAOHOCHbIX BO3AENCTBUIA
NPy YCTaHOBKE B XMOM MOMELLEHNMN.

He nonb3yntecb NOBPEXAEHHbIMN CETEBbIMU LIHYPAMN, aKCeCCy-
apamu 1 neprudepuinHbIMA YCTPONCTBAMU.

He ycTaHaBnuBainTe 310 060pyaoBaHMe Ha BbICOTY bonee 2
METPOB.

PekomeHgyeTca ncnonb3oBatb NPoAyKT Npu Temnepatype ot 0°C
1o 40°C.

Mepen MCMoONb30BaHMEM YCTPOICTBA MPOUTHATE NHCTPYKLMK MO
3KCNyaTaumn 1 03HAKOMbTECH C AONYCTUMbBIM TEMMEPATYPHBIM
AVana3oHOM.

BymbTe OCTOPOXKHbI MPW NCMONb30BAaHUM JAHHOTO YCTPOWCTBA B
asponopTax, 60bHMLAX, 3aNPaBOYHbIX CTAHLMAX 1 rapaKax.

[Momexun ona MeauUMHCKX YyCTPOWCTB: NOAAepKMBanTe MUHU-
MasnbHOe paccTosHme (He meHee 15 cm) Mexay UMNIAHTUPOBAH-
HbIMU MeJULMHCKUMK yCTporncTBaMm 1 npogyktamu ASUS ana
CHWXKEHWA PUCKA BO3HUKHOBEHNSA NMOMEX.

Vicnonb3yiTe yCTPONCTBO B YCIIOBUAX XOPOLUEro nprema s
YMEHbLUEHVA YPOBHA N3MTyYeHNA.

YcTaHOBWTe YCTPOMCTBO MOAasbLUe OT GePEMEHHDBIX KEHLLUH 1
HWKHEl YacTy XMBOTa MOLPOCTKOB.

He ncnonb3yite ycTPONCTBO Npyi OGHAPYXEHVE BUANMbIX fe-
(deKTOB, KOrga OHO MOKPOE, MOBPEXAEHO N MOANDULMPOBA-
Ho. O6paTnTECh 33 MOMOLLBIO B CEPBUCHBIN LIEHTP.



/1, BHUMAHME!

He yctaHaBnuBanTe yCTpOMNCTBO Ha HEPOBHYIO UM HEYCTONYU-
BYIO MOBEPXHOCTb.

He knagnte Ha yCTpoOIiCTBO NOCTOPOHHYE NpegmeTsl. He noa-
BepramnTe yCTPONCTBO MEXaHNYECKVM BO3AEVCTBIAM, Hanpumep
HaZlaBNBaHwie, CrrbaHue, NPoKasblBaHWE VN N3MENbYEHME.

He pa3bupaiite, He OTKpbIBAlTE, He HarpeBalTe, He CKUTAlNTE, He
KpacbTe 1 He 3aCOoBbIBalTe B OTBEPCTUA YCTPOWNCTBA NOCTOPOH-
H1e NpeaMETbl.

O6paTuTe BHAMaHWE Ha STUKETKY Ha HUXKHEN CTOPOHe YCTPOK-
cTBa 1 ybeamTech, 4To Ball 60K NUTaHNA NOAAEPKMBAET COOT-
BETCTBYIOLLiEE HaNpPAXeHMe.

XpaHuTe yCTPONCTBO BaM OT OrHA 1 UCTOYHMKOB Tenna.

He nopseprarite BO3AENCTBUIO XUAKOCTEN U HE NCMOMb3yNTe B
YCNIOBUAX MOBbILEHHOW BAaXHOCTU. He nonb3yinTecb yCTpon-
CTBOM BO BPEMSA rPO3bl.

MopgkntouanTte BbixoAaHble Lenu PoE naHHOro nspgenuna uc-
KNlounTeNbHO K ceTaM PoE, 6e3 MapLupyTr3aLum Ha BHELIHWe
yCTpOWCTBa.

Bo u3bexaHue NOopaxeHnA NEKTPUYECTBOM, OTKNIIOUNTE LWIHYP
NMUTAHWA OT PO3ETKN Npexae, 4em NepeHoCnUTb CNCTEMY C MeCTa
Ha MeCTO.

Wcnonb3yiiTe ToNbKO akceccyapbl, 0406peHHble NPOM3BOAM-
TeNnem yCTPOMCTBa ANA UCMNONb30BaHUA C 3TOW Mogenbto. Uc-
Nonb30BaHNe APYrux TUMOB aKCeCCYapoB MOXKET MPUBECTM K
aHHYNIMPOBAHWIO rAPAHTUN UMW HAPYLLEHIO MECTHBIX MPaBUN 1
3aKOHOB, a TaKXXe MOXET NpeACTaBNATb yrpo3y 6e30MacHOCTH.
MHdopmaLmio 0 HanMuMM aBTOPM30BaHHBIX aKCECCYaPOB MOXKHO
y3HaTb y NpoAaBLa.

Wcnonb3oBaHue ycTpoiicTBa cnocoboMm, He peKoMeH0BaHHbBIM B
npunaraemMblx MHCTPYKLMAX, MOXET MPUBECTM K BO3rOPaHUIo Uim
TpaBme.
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CepBuc n nogaepka

MoceTuTe Haw caiT https://www.asus.com/ru/support/.
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